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Abstract

Thi s docunent describes an extension to the IS-1S routing protocol to
add an optional capability that allows tagging and groupi ng of the
nodes in an IS-1S domain. This allows sinple managenent and easy
control over route and path selection, based on |ocal configured
policies. This docunent describes an extension to the IS-1S protocol
to advertise node adm nistrative tags. The node administrative tags
can be used to express and apply locally defined network policies
which is a very useful operational capability. Node adm nistrative
tags may be used either by IS IS itself or by other applications
consum ng information propagated via |IS-1S.

Thi s docunent describes the protocol extensions to dissem nate node
admnistrative tags in | SIS protocols.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a naxi mum of siXx nonths
and may be updated, replaced, or obsoleted by other docunents at any
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S domain and use it as an attribute associated with the node.
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The node adm nistrative tag can be used in variety of applications,
for exanpl e:

(a) Traffic-engineering applications to provide different path-
sel ection criteria.

(b) Prefer or prune certain paths in Loop Free Alternate (LFA)
backup selection via local policies as defined in
[I-D.ietf-rtgwg-Ifa-nanageability].

Thi s docunent provi des nechanisns to adverti se node adm ni strative
tags in IS 1S for various applications, including (but not limted
to) route and path selection. Route and path selection functionality
applies to both Traffic Engineering (TE) and non-TE appli cati ons.
Hence the new sub-TLV for carrying node adm nistrative tags is

i ncluded in the Router CAPABILITY TLV [ RFC4971].

2. Node Adm nistrative Tags

An administrative tag is a 32-bit unsigned integer value that can be
used to identify a group of nodes in the IS-1S domain. An IS-IS
router should advertise the set of groups it is part of in the
specific IS 1S level.

As an exanple, all edge network devices in a given network may be
configured with a certain tag value, whereas all core network devices
may be configured with another, different tag val ue.

3. Node Adm nistrative Tag Sub-TLV

The new sub-TLV defined is carried within an I S-1S Router CAPABILITY
TLV (IS-1S TLV type 242) [RFC4971] in the Link State PDUs ori gi nated
by the device. Router CAPABILITY TLVs [RFC4971] can have ’'|evel -

wi de’ or 'domai n-wi de’ flooding scope. The choice of flooding scope
in which a specific node adm nistrative tag shall be flooded, is
purely a matter of local policy, and is defined by the needs of the
operator’s usage. An operator MAY choose to advertise a set of node
adm ni strative tags across |evels and another different set of node
adm nistrative tags within the specific level. Alternatively, the
operator may use the sane node admi nistrative tags both within the
"donmai n-wi de’ flooding scope as well as within one or nore ’'Ilevel -

wi de’ fl oodi ng scope.

The format of the Node Adm nistrative Tag sub-TLV (see Section 3.1)
does not include a topology identifier. Therefore it is not possible
to indicate a topol ogy-specific context when adverti si ng node
admnistrative tags. Hence, in deploynents using nulti-topol ogy
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routi ng [ RFC5120], advertising a separate set of node adm nistrative
tags for each topol ogy SHOULD NOT be support ed.

3.1. TLV format

[ RFC4971], defines Router CAPABILITY TLV which may be used to
advertise properties of the originating router. The payload of the
Rout er CAPABI LI TY TLV consists of one or nore nested Type/Length/
Val ue (TLV) triplets.

The new Node Adm nistrative Tag sub-TLV, |ike other IS 1S sub-TLVs,
is formatted as Type/ Length/Value (TLV) triplets. Figure 1 below
shows the format of the new sub-TLV.

0 1 2 3

01234567890123456789012345678901
e i i S R S S O i o i NI R
| Type | Lengt h |
B T e i e o S S S I R il T sl i S S S S Y S S
| Adm ni strative Tag #1 |
B il aihs S I I T T i ot S S S I S S S S it o
| Adm ni strative Tag #2 |
T e i i SIS R I S R S e S S e e e e i et (NI R R R S R
11 Il
B T e i e o S S S I R il T sl i S S S S Y S S
| Adm ni strative Tag #N |
B il aihs S I I T T i ot S S S I S S S S it o

Type : TBA, Suggested value 21

** RFC Editor** Pl ease repl ace above suggested value with the | ANA-assi gned
val ue.

Length: An 8-bit field that indicates the | ength of the val ue
portion in octets and will be a multiple of 4-octets
dependent on the nunber of tags adverti sed.

Value: A set of nultiple 4-octets defining the node
adm ni strative tags.

Figure 1: 1S-1S Node Adm nistrative Tag sub-TLV

4. El enents of Procedure
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4.1. Interpretation of Node Adm nistrative Tags

The neani ng of node administrative tags is generally opaque to I S-IS.
A router advertising one or nore node adm nistrative tag(s) my be
configured to do so wi thout know ng (or even explicitly supporting)
functionality inplied by the tag. This section describes general

rul es/regul ati ons and guidelines for using and interpreting a node
adm nistrative tag which will facilitate interoperable

i npl enent ati ons by vendors.

Interpretation of tag values is specific to the adm nistrative domain
of a particular network operator. Hence tag val ues SHOULD NOT be
propagat ed outside the adm nistrative domain to which they apply.

The neaning of a node adm nistrative tag is defined by the network

| ocal policy and is controlled via configuration. |If a receiving
node does not understand the tag value, it ignores the specific tag
and floods the Router CAPABILITY TLV w thout any change, as defi ned
in [ RFC4971].

The semantics of the tag order has no neaning. There is no inplied
nmeaning to the ordering of the tags that indicates a certain
operation or set of operations that need to be perforned based on the
orderi ng.

Each tag SHOULD be treated as an i ndependent identifier that may be
used in policy to performa policy action. Each tag carried by the
Node Adm nistrative Tag sub-TLVs should be used to indicate a
characteristic of a node that is independent of the characteristics
i ndi cated by other adm nistrative tags within the sane or anot her

i nstance of a Node Adm nistrative Tag sub-TLV. The |ist of Node
adm nistrative tags carried in a Node Adm nistrative Tag sub-TLV MJST
be considered as an unordered list. Whilst policies may be

i npl enent ed based on the presence of multiple tags (e.g., if tag A
AND tag B are present), they MJUST NOT be reliant upon the order of
the tags (i.e., all policies should be considered commutative
operations, such that tag A preceding or follow ng tag B does not
change their outcone).

4.2. Use of Node Administrative Tags

The node admi nistrative tags are not neant to be extended by future

I S-1S standards. New | S-1S extensions are not expected to require
use of node administrative tags or define well-known tag val ues.

Node adm nistrative tags are for generic use and do not require | ANA
registry. Future IS IS extensions requiring well-known val ues NAY
define their own data signalling tailored to the needs of the feature
or MAY use the capability TLV as defined in [ RFC4971].
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Node adm nistrative tags are expected to be associated with a stable
attribute. In particular, node adm nistrative tags MJUST NOT be
associ ated with sonet hi ng whose state can oscillate frequently, e.g.,
the reachability of a specific destination.

VWhile no specific limt on the nunber of node adm nistrative tags
that may be advertised has been defined, it is expected that only a
nodest nunber of tags wll be required in any depl oynment.

4.3. Processing Node Adm nistrative Tag Changes

Mul ti pl e Node Adm nistrative Tag sub-TLVs MAY appear in a Router
CAPABI LI TY TLV or Node Admi nistrative Tag sub-TLVs MAY be contai ned
in different instances of Router CAPABILITY TLVs. The node

adm nistrative tags associated with a node that originates tags for

t he purpose of any conputation or processing at a receiving node
SHOULD be a superset of node adm nistrative tags fromall the TLVs in
all the instances of Router CAPABILITY TLVs received in the Link-
State PDU(s) advertised by the corresponding I S-1S router. Wen a
Router CAPABILITY TLV is received that changes the set of node

adm ni strative tags applicable to any origi nati ng node, a receivVing
node MUST repeat any conputation or processing that makes use of node
adm ni strative tags.

When there is a change or renoval of an adm nistrative affiliation of
a node, the node MJST re-originate the Router CAPABILITY TLV(s) wth
the | atest set of node adm nistrative tags. On a receiving router,
on detecting a change in contents (or renoval) of existing Node

Adm ni strative Tag sub-TLV(s) or addition of new Node Adm nistrative
Tag sub-TLV(s) in any instance of Router CAPABILITY TLV(S),

i npl enent ati ons MUST take appropriate neasures to update their state
according to the changed set of node adm nistrative tags. The exact
actions needed depend on features working with node adm nistrative
tags and is outside of scope of this specification.

5. Applications

[RFC7777] lists several non-normative exanples of how inpl enmentations
m ght use node administrative tags. These exanples are given only to
denonstrate generic useful ness of the router taggi ng mechanism An

i npl ementati on supporting this specification is not required to

i npl ement any of the use cases. The following is a brief |ist of
non-normati ve use cases listed in [RFC7777]. Please refer to RFC7/777
section 3 [1] for nore details.

1. Auto-discovery of Services

2. Policy-based Fast-Re-Route (FRR)
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6.

(a) Adm nistrative limtation of LFA scope
(b) Optim zing LFA cal cul ati ons
3. Controlling Renote LFA tunnel term nation
4. Mbbil e back-haul network service depl oynent
5. Policy-based Explicit Routing
Security Considerations

Node adm nistrative tags, like link adm nistrative tags [ RFC5305],
can be used by operators to indicate geographical |ocation or other
sensitive information. The information carried in node

adm nistrative tags, like link adm nistrative tags, can be |eaked to
an | GP snooper. Hence this docunent does not introduce any new
security issues.

Advertisenment of tag values for one adm nistrative domain into

anot her involves the risk of msinterpretation of the tag values (if
t he two donmi ns have assigned different nmeanings to the same val ues),
and may have undesirabl e and unantici pated side effects.

Security concerns for 1S-1S are already addressed in [IS0O10589],

[ RFC5304], and [RFC5310] and are applicable to the nechani sns
described in this docunment. Extended authentication nechani sns
described in [ RFC5304] or [RFC5310] SHOULD be used in depl oynents
where attackers have access to the physical networks and nodes
included in the I'S-1S domai n are vul nerabl e.

Oper ati onal Consi derati ons

Operators can assign neaning to the node adm nistrative tags which is
| ocal to the operator’s adm nistrative domain. The operational use
of node adm nistrative tags is analogical to the IS-IS prefix tags

[ RFC5130] and BGP conmunities [RFC1997]. Operational discipline and
procedures followed in configuring and using BGP comunities and | S-
IS prefix tags are al so applicable to the usage of node

adm ni strative tags.

Defining | anguage for |local policies is outside the scope of this
docunent. As in the case of other policy applications, the pruning
policies can cause the path to be conpletely renoved fromthe
forwardi ng pl ane, and hence have the potential for nore severe
operational inpact (e.g., node unreachability due to path renoval) by
conparison to preference policies that only affect path sel ection.
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8.

10.

11.

12.

12.

Manageabi | ity Consi derations

Node adm nistrative tags are configured and nanaged usi ng routing
policy enhancenents. YANG [ RFC6020] is a data nodeling | anguage used
to specify configuration data nodels. The IS-1S YANG data nodel is
described in [I-D.ietf-isis-yang-isis-cfg] and the routing policy
configuration nodel is described in [I-D.ietf-rtgwg-policy-nodel].

At the tinme of witing this docunent, sone work to enhance these two
docunents, to include the node adm nistrative tag rel ated
configurations, is already in progress, or shall be taken up soon.

| ANA Consi der ati ons

Thi s specification updates one IS-I1Sregistry: IS-1S Router
CAPABI LI TY (TLV-242) Sub-TLVs Registry

i) Node- Adm n- Tag Sub-TLV, Type: TBD, suggested val ue 21

** RFC Editor** Pl ease replace above suggested value with the | ANA-
assi gned val ue.
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