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Abstract

The objective of Pre-Congestion Notification (PCN) is to protect the
quality of service (QS) of inelastic flows within a D ffserv domain.
On every link in the PCN donain, the overall rate of the PCN-traffic
is nmetered, and PCN- packets are appropriately marked when certain
configured rates are exceeded. Egress nodes provide decision points
with informati on about the PCN-marks of PCN- packets which allows them
to take decisions about whether to admt or block a new fl ow request,
and to term nate sone already admtted fl ows during serious pre-
congesti on.

Thi s docunent specifies how PCN-nmarks are to be encoded into the IP
header by re-using the Explicit Congestion Notification (ECN)
codepoints within a PCN-domain. This encoding builds on the baseline
encodi ng of RFC5696 and provides for three different PCN marking
states using a single DSCP: not-marked (NM, threshol d-marked (ThM
and excess-traffic-marked (ETM. Hence, it is called the 3-in-1 PCN
encodi ng.

Status of this Mno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nmay al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Novenber 22, 2011
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1

I nt roducti on

The obj ective of Pre-Congestion Notification (PCN) [RFC5559] is to
protect the quality of service (QS) of inelastic flows within a
Diffserv domain, in a sinple, scalable, and robust fashion. Two
mechani sns are used: adm ssion control, to decide whether to admt or
bl ock a new flow request, and flow term nation to term nate sone
existing flows during serious pre-congestion. To achieve this, the
overall rate of PCN-traffic is metered on every link in the domain,
and PCN-packets are appropriately marked when certain configured
rates are exceeded. These configured rates are below the rate of the
[ink thus providing notification to boundary nodes about overl oads
bef ore any real congestion occurs (hence "pre-congestion
notification").

[ RFC5670] provides for two netering and marking functions that are
configured with reference rates. Threshol d-marking nmarks all PCN
packets once their traffic rate on a |link exceeds the configured
reference rate (PCN-threshold-rate). Excess-traffic-marking marks
only those PCN packets that exceed the configured reference rate
(PCN-excess-rate). The PCN-excess-rate is typically larger than the
PCN-t hreshol d-rate [ RFC5559]. Egress nodes nonitor the PCN marks of
recei ved PCN-packets and provide information about the PCN-marks to
deci si on points which take decisions about flow adm ssion and
termnation on this basis [I-D.ietf-pcn-cl-edge-behaviour],
[1-D.ietf-pcn-sm edge-behavi our].

The basel i ne encodi ng defined in [ RFC5696] descri bes how two PCN
mar ki ng states (Not-marked and PCN- Marked) can be encoded using a
single Diffserv codepoint. It also provides an experi nental
codepoint (EXP), along with guidelines for use of that codepoint. To
support the application of two different marking algorithms in a PCN
domai n, for exanple as required in [I-D.ietf-pcn-cl-edge-behaviour],
three PCN nmarking states are needed. This docunent describes an
extension to the baseline encoding that uses the EXP codepoint to
provide a third PCN marking state in the | P header, still using a
single Diffserv codepoint. This encoding schene is called "3-in-1
PCN encodi ng".

Thi s docunment only concerns the PCN wire protocol encoding for all IP
headers, whether |1Pv4 or IPv6. It makes no changes or
recommendat i ons concerning algorithns for congestion marking or
congestion response. Oher docunents define the PCN wi re protocol

for other header types. For exanple, the MPLS encoding is defined in
[ RFC5129] and Appendi x A of that document provides an informative
exanpl e for a nmappi ng between the encodings in IP and in MPLS.
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1.1. Changes in This Version (to be renoved by RFC Editor)

Fromdraft-ietf-pcn-3-in-1-encoding-04 to -05:

*

Draft noved to standards track as per working group
di scussi ons.

Added Appendi x A di scussing ECN handling in the PCN donmai n.

Clarified that this docunment nodifies [ RFC5696].

Fromdraft-ietf-pcn-3-in-1-encoding-03 to -04:

*

Updat ed docunent to reflect RFC6040.

Re-w ot e introduction.

Re-wrote section on applicability.

Re-w ot e section on choosi ng encodi ng schene.

Updat ed aut hor detail s.

Fromdraft-ietf-pcn-3-in-1-encoding-02 to -03:

*

Corrected m stakes in introduction and inproved overal
readability.

Added new term nol ogy.
Rewrote a good part of Section 4 and 5 to achieve nore clarity.

Added appendi x expl ai ni ng when to use whi ch encodi ng schene and
how to encode themin MPLS shi m headers.

Added new co- aut hor

Fromdraft-ietf-pcn-3-in-1-encoding-01 to -02:

*

Bri scoe,

Corrected m stake in introduction, which wongly stated that
the threshold-traffic rate is higher than the excess-traffic
rate. QO her mnor corrections.

Updat ed acks & refs.
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Fromdraft-ietf-pcn-3-in-1-encoding-00 to -01:

* Atered the wording to nake sense if
draft-ietf-tsvwg-ecn-tunnel noves to proposed standard.

* References updated

From draft-briscoe-pcn-3-in-1-encoding-00 to
draft-ietf-pcn-3-in-1-encoding-00:

* Filenane changed to draft-ietf-pcn-3-in-1-encoding.

* Introduction altered to include new tenplate description of
PCN.

* References updated.
* Term nol ogy brought into line wth [ RFC5670].

* M nor corrections.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2.1. Term nol ogy

General PCN-related termnology is defined in the PCN architecture

[ RFC5559], and term nol ogy specific to packet encoding is defined in
t he PCN baseline encoding [ RFC5696]. Additional term nology is

defi ned bel ow.

PCN encodi ng: nmapping of PCN nmarking states to specific codepoints
in the packet header.

3. Requirenments for and Applicability of 3-in-1 PCN Encodi ng

3.1. PCN Requirenents
In accordance with the PCN architecture [ RFC5559], PCN-ingress-nodes
control packets entering a PCN-domain. Packets bel onging to PCN\
controlled flows are subject to PCN-netering and -marki ng, and PCN\

i ngress-nodes mark them as Not-marked (PCN-colouring). Any node in
the PCN-domain may perform PCN-netering and -marking and mark PCN-
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packets if needed. There are two different netering and marking
schenmes: threshol d-marki ng and excess-traffic-marking [ RFC5670] .

Some edge behaviors require only a single marking schene
[1-D.ietf-pcn-sm edge-behaviour], others require both
[I-D.ietf-pcn-cl-edge-behaviour]. In the latter case, three PCN
mar ki ng states are needed: not-marked (NM to indicate not-marked
packets, threshold-marked (ThM to indicate packets marked by the

t hreshol d- mar ker, and excess-traffic-marked (ETM to indicate packets
mar ked by the excess-traffic-marker [ RFC5670]. Threshol d- marki ng and
excess-traffic-marking are configured to start marking packets at
different | oad conditions, so one marking schene indicates nore
severe pre-congestion than the other. Therefore, a fourth PCN

mar ki ng state indicating that a packet is marked by both markers is
not needed. However a fourth codepoint is required to indicate
packets that are not PCN capable (the not-PCN codepoint).

In all current PCN edge behaviors that use two marki ng schenes

[ RFC5559], [I-D.ietf-pcn-cl-edge-behaviour], excess-traffic-marking
is configured with a larger reference rate than threshol d- marki ng.
We take this as a rule and define excess-traffic-marked as a nore
severe PCN-mark than threshol d- mar ked.

3.2. Requirenents |Inposed by Baseline Encoding

The basel i ne encodi ng schene [ RFC5696] was defined so that it could
be extended to accommbdate an additional marking state. It provides
rules to enbed the encoding of two PCN states in the |IP header.
Figure 1 shows the structure of the fornmer type-of-service field. It
contains the 6-bit Differentiated Services (DS) field that holds the
DS codepoi nt (DSCP) [ RFC2474] and the 2-bit ECN field [ RFC3168].

0 1 2 3 4 5 6 7
foem - foem - foem - foem - foem - foem - foem - foem - +
| DS FlI ELD | ECN FI ELD
S S S S S S S S +

Figure 1. Structure of the former type-of-service field in IP

Basel i ne encodi ng defines that the DSCP nust be set to a PCN\
conpatible DSCP n and the ECN-field [ RFC3168] indicates the specific
PCN-mar k. Basel i ne encodi ng offers four possible encoding states
within a single DSCP with the follow ng restrictions.

o Codepoint ‘00" (not-ECT) is used to indicate non-PCN traffic as

"not-PCN'. This allows both PCN and non-PCN traffic to use the
same DSCP.
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o Codepoint 10" (ECT(0)) is used to indicate Not-marked PCN
traffic.

o Codepoint ‘11" (CE) is used to indicate the nost severe PCN mark.

o0 Codepoint ‘01" (ECT(1)) is available for experinental use and may
be re-used by other PCN encodi ngs such as the presently defined
3-in-1 PCN encoding (subject to the rules defined in [ RFC5696]).

[ RFC6040] defines rules for the encapsul ati on and decapsul ati on of
ECN markings within IP-in-1P tunnels. This RFC renoves sone of the
constraints that existed when [ RFC5696] was witten. Happily the
rules for use of the EXP codepoint are fully conpatible with

[ RFC6040]. In particular, the relative severity of each marking is
the sane: CE (PM is nore severe than ECT(1) (EXP) is nore severe
than ECT(0) (NM. This is discussed in nore detail in both the
basel i ne encodi ng docunent [ RFC5696] and in

[I-D.ietf-pcn-encodi ng-conpari son].

3.3. Applicability of 3-in-1 PCN Encodi ng

The 3-in-1 encoding is applicable in situations where two narki ng
schenes are being used in the PCN-domain. 1In sonme circunstances it
can al so be used in PCN-domains with only a single marking schenme in
use. Further gui dance on choosing an encodi ng schene can be found in
Section 6.2. Al nodes within the PCN-domain MJUST be fully conpliant
with the ECN encapsul ation rules set out in [ RFC6040]. As such the
encoding is not applicable in situations where | egacy tunnels n ght
exi st.

4. Definition of 3-in-1 PCN Encodi ng

The 3-in-1 PCN encodi ng schene is an extension of the baseline
encodi ng schene defined in [ RFC5696]. The PCN requirenents and the
extension rules for baseline encoding presented in the previous
section determ ne how PCN encoding states are carried in the IP
headers. This is shown in Figure 2.

- U +
| | Codepoint in ECN field of |IP header |
| DSCP | <RFC3168 codepoi nt nane> |
| oo o - o e - - o e - - S +
| | 00 <Not-ECT> | 10 <ECT(0)> | 01 <ECT(1)> | 11 <CE&>

I o e a o - o e - o e - R +
| DSCP n | Not - PCN | NM | ThM | ETM |
e I I S TR S TR S IR +

Briscoe, et al. Expi res Novenber 22, 2011 [ Page 7]



I nternet-Draft 3-in-1 PCN Encodi ng May 2011

Figure 2: 3-in-1 PCN Encodi ng
Li ke basel i ne encoding, 3-in-1 PCN encoding al so uses a PCN
conpati ble DSCP n and the ECN field for the encodi ng of PCN narks.
The PCN-nmar ks have the foll owm ng neani ng.

Not - PCN: i ndi cates a non- PCN- packet, i.e., a packet that is not
subj ect to PCN netering and mar ki ng.

NM  Not-marked. Indicates a PCN packet that has not yet been marked
by any PCN marker.

ThM  Threshol d-marked. Indicates a PCN packet that has been marked
by a threshol d- marker [ RFC5670].

ETM Excess-traffic-marked. |Indicates a PCN packet that has been
mar ked by an excess-traffic-marker [RFC5670].
5. Behaviour of a PCN Node Conpliant with the 3-in-1 PCN Encodi ng

To be conpliant with the 3-in-1 PCN Encodi ng, an PCN i nterior node
behaves as foll ows:

o It MJUST change NMto ThMif the threshol d-nmeter function indicates
a need to mark the packet;

o It MJUST change NMor ThMto ETMif the excess-traffic-neter
function indicates a need to mark the packet;

o It MJST NOT change not-PCN to NM ThM or ETM
o It MJUST NOT change a NM ThM or ETMto not - PCN;
o It MJUST NOT change ThMto NM
o It MIUST NOT change ETMto ThM or to NM
In other words, a PCN interior node MJUST NOT mark PCN- packets into
non- PCN packets and vice-versa, and it may increase the severity of
the PCN-mark of a PCN- packet, but it MJST NOT decrease it.
6. Backward Conpatibility

Di scussi on of backward conpatibility between PCN encodi ng schenes and
previ ous uses of the ECN field is given in Section 6 of [RFC5696].
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6.1. Backward Conpatibility with Pre-existing PCN I npl enmentati ons

This encoding conplies with the rules for extending the baseline PCN
encodi ng schenmes in Section 5 of [RFC5696].

The term "conpatibility" is neant in the followi ng sense. It is
possi bl e to operate nodes with baseline encoding [ RFC5696] and 3-in-1
encoding in the sane PCN domain. The nodes with baseline encoding
MUST perform excess-traffic-marking because the 11 codepoi nt of
3-in-1 encodi ng al so neans excess-traffic-nmarked. PCN boundary-nodes
of such domains are required to interpret the full 3-in-1 encoding
and not just baseline encoding, otherw se they cannot interpret the
01 codepoi nt.

Usi ng nodes that performonly excess-traffic-marking my nake sense
in networks using the CL edge behavi or
[I-D.ietf-pcn-cl-edge-behaviour]. Such nodes are able to notify the
egress only about severe pre-congestion when traffic needs to be
termnated. This seens reasonable for |ocations that are not
expected to see any pre-congestion, but excess-traffic-marking gives
thema nmeans to termnate traffic if unexpected overl oad occurs.

6.2. Recommendations for the Use of PCN Encodi ng Schenes
NOTE: This sub-section is informative not normative.
When deci di ng which PCN encoding is suitable an operator needs to
t ake account of how many PCN states need to be encoded. The

follow ng table gives guidelines on which encoding to use with either
t hr eshol d- mar ki ng, excess-traffic marking or both.

e oo e e oo +
| Marking schenmes in use | Recommended encodi ng schene |
o o m e e e e e e e e e e e e e e - +
| Only threshol d- marking | Basel i ne encodi ng [ RFC5696] |
e e e +
| Only excess-traffic- | Basel i ne encodi ng [ RFC5696] |
| mar Ki ng | or 3-in-1 PCN encodi ng |
o e e e e e e e a e - o e e e e e e e e e e e e - +
| Threshol d-marking and | 3-in-1 PCN encodi ng |
| excess-traffic-marking | |
e T e +

Figure 3. Quidelines for choosing PCN encodi ng schenes

Briscoe, et al. Expi res Novenber 22, 2011 [ Page 9]



I nternet-Draft 3-in-1 PCN Encodi ng May 2011

6.2.1. Use of Both Excess-Traffic-Marking and Threshol d- Mar ki ng

If both excess-traffic-marking and threshol d-marking are enabled in a
PCN- donmai n, 3-in-1 encodi ng should be used as described in this
docunent .

6.2.2. Unique Use of Excess-Traffic-Marking

If only excess-traffic-marking is enabled in a PCN-domai n, baseline
encodi ng or 3-in-1 encoding my be used. They |lead to the sane
encodi ng because PCN- boundary nodes will interpret baseline "PCN
marked (PM" as "excess-traffic-marked (ETM".

6.2.3. Unique Use of Threshol d- Marki ng

No schene is currently proposed that solely uses threshol d- marki ng.
If such a schene is proposed, the choice of encoding schene wll
depend on whet her nodes are conpliant with [ RFC6040] or not. \ere
it is certain that all nodes in the PCN-domain are conpliant then
either 3-in-1 encoding or baseline encoding are suitable. |If |egacy
tunnel decapsulators exist within the PCN-domai n then baseline
encodi ng SHOULD be used.

7. |1 ANA Consi derations
This meno includes no request to | ANA

Note to RFC Editor: this section nay be renoved on publication as an
RFC.

8. Security Considerations

The security concerns relating to this extended PCN encoding are the
sane as those in [RFC5696]. In summary, PCN- boundary nodes are
responsi bl e for ensuring inappropriate PCN markings do not |eak into
or out of a PCN domain, and the current phase of the PCN architecture
assunes that all the nodes of a PCN-donain are entirely under the
control of a single operator, or a set of operators who trust each

ot her.

G ven the only difference between the baseline encoding and the
present 3-in-1 encoding is the use of the 01 codepoint, no new
security issues are raised, as this codepoint was already avail abl e
for experinental use in the baseline encoding.
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9. Concl usi ons

The 3-in-1 PCN encodi ng uses a PCN-conpati ble DSCP and the ECN field
to encode PCN-marks. One codepoint allows non-PCN traffic to be
carried with the sane PCN-conpati ble DSCP and three other codepoints
support three PCN marking states with different |evels of severity.
The use of this PCN encodi ng schene presupposes that any tunnels in
t he PCN regi on have been updated to conply with [ RFC6040].

10. Acknow edgenents
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Appendi x A. Co-existence of ECN and PCN (informative)

The PCN encodi ng described in this docunent re-uses the bits of the

ECN field in the I P header. Consequently, this disables ECN within

the PCN domain. Appendix B of [RFC5696] included advice on handling
ECN traffic within a PCN-domain. This appendix clarifies that

advi ce.

For the purposes of this appendix we define two fornms of traffic that
m ght arrive at a PCN-ingress node. These are Adm ssion-controlled
traffic and Non-adm ssion-controlled traffic.

Adm ssion-controlled traffic will be remarked to the PCN conpati bl e
DSCP by the PCN-ingress node. Two nechanisns can be used to identify
such traffic:

a. flow signalling associates a filterspec with a need for adm ssion
control (e.g. through RSVP or sone equi val ent nessage down froma
SIP server to the ingress), and the PCN-ingress remarks traffic
mat ching that filterspec to a PCN-conpati ble DSCP, as its chosen
adm ssion control nechani sm

b. Traffic arrives with a DSCP that inplies it requires adm ssion
control such as VO CE-ADM T [ RFC5865] or Interactive Real - Tine,
Broadcast TV when used for video on demand, and Ml tinedi a
Conf erenci ng [ RFC4594] [ RFC5865] .

Al'l other traffic can be thought of as Non-adm ssion-controll ed.
However such traffic may still need to share the sane DSCP as the
Adm ssion-controlled traffic. This may be due to policy (for
instance if it is high priority voice traffic), or may be because
there is a shortage of | ocal DSCPs.

ECN [ RFC3168] is an end-to-end congestion notification nechanism As
such it is possible that sone traffic entering the PCN-domai n may

al so be ECN capable The following lists the four cases for how e2e
ECN traffic may wish to be treated while crossing a PCN domai n:

ECN capabl e traffic that does not require adm ssion control and does
not carry a DSCP that the PCN-ingress is using for PCN capable
traffic. This requires no action.

ECN capable traffic that does not require adm ssion control but

carries a DSCP that the PCNingress is using for PCN- capabl e
traffic. There are two options.
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* The ingress maps the DSCP to a |ocal DSCP with the sane
scheduling PHB as the original DSCP, and the egress re-maps it
to the original PCN conpatible DSCP

* The ingress tunnels the traffic, setting not-PCN in the outer
header; note that this turns off ECN for this traffic within
t he PCN domai n.

The first option is recomended unl ess the operator is short of
| ocal DSCPs.

ECN- capabl e Adm ssion-controlled traffic: There are two options.

* The PCN-ingress places this traffic in a tunnel wth a PCN
conpati ble DSCP in the outer header. The PCN- egress zeroes the
ECN-field before decapsul ation.

*  The PCN-ingress drops CE-nmarked packets and the PCN-egress
zeros the ECN field of all PCN packets.

The second option is not recomended unless tunnelling is not
possi bl e for sonme reason.

ECN- capabl e Admi ssion-controll ed where the e2e transport sonehow
indicates that it wants to see PCN marks: NOTE this is currently
experinmental only.

Schenmes have been suggested where PCN nmarks may be | eaked out of
t he PCN-donain and used by the end hosts to nodify realtinme data
rates. Currently all such schenes are experinental and the
followng is for guidance only.

The PCN-ingress needs to tunnel the traffic using [ RFC6040]. The
PCN- egress should not zero the ECN field, and the tunnel egress
shoul d use [ RFC6040] normal node (preserving any PCN marking).
Note that this may turn ECT(0) into ECT(1) and so is not
conpatible with the experinental ECN nonce [ RFC3540].

In the list above any formof IP-in-1P tunnel can be used unless
specified otherwise. NB, W assune a |ogical separation of tunneling
and PCN actions in both PCN-ingress and PCN egress nodes. That is,
any tunneling action happens wholly outside the PCN-domai n as
illustrated in the follow ng figure:
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