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RI P Version 2 Protocol Analysis

Status of this Menp

This meno provides information for the Internet community. It does
not specify an Internet standard. Distribution of this meno is
unlimted.

Abst ract

As required by Routing Protocol Criteria (RFC 1264), this report
docunents the key features of the RIP-2 protocol and the current
i mpl ement ati on experience.
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1. Protocol Docunents
The RIP-2 protocol description is defined in RFC 1388 [1]. This nmeno
suggests an update to the "Routing Information Protocol" (RFC 1058)
[3]. The RIP-2 MB description is defined in RFC 1389 [2].

2. Key Features
Wiile RIP-2 shares the sane basic algorithns as RIP-1, it supports
several new features. They are: routing donmains, external route
tags, subnet nasks, next hop addresses, and authentication

2.1 Routing Domains
Routing domains allow multiple RIP "cl ouds" to exist over the sane
physical network. This is a feature requested by several nenbers of

the working group. It allows sinple policies to be constructed by
groupi ng routers into domai ns which share routing information
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2.2 External Route Tags

The route tag field may be used to propagate information acquired
froman EGP. The definition of the contents of this field are beyond
the scope of this protocol. However, it may be used, for exanple, to
propagate an EGP AS nunber.

2.3 Subnet Masks

I ncl usi on of subnet masks was the original intent of opening the RIP
protocol for inmprovenment. Subnet nmask information makes RIP nore
useful in a variety of environments and all ows the use of variable
subnet masks on the network. Subnet nasks are al so necessary for

i mpl enentati on of "classl ess" addressing, as the Cl DR work proposes.

2.4 Next Hop Addresses

Support for next hop addresses allows for optinmization of routes in
an environment which uses nmultiple routing protocols. For exanple,
if RIP-2 were being run on a network along with another |1GP, and one
router ran both protocols, then that router could indicate to the
other RIP-2 routers that a better next hop than itself exists for a
gi ven destination.

2.5 Authentication

One significant inprovenent RIP-2 offers over RIP-1, is the addition
of an authentication mechanism Essentially, it is the same

ext ensi bl e mechani sm provided by GSPF. Currently, only a plain-text
password is defined for authentication. However, nore sophisticated
aut hentication schenmes can easily be incorporated as they are
def i ned.

2.6 Milticasting

Rl P-2 packets may be nulticast instead of being broadcast. The use
of an IP nulticast address reduces the | oad on hosts which do not
support routing protocols. It also allows RIP-2 routers to share

i nformati on which RIP-1 routers cannot hear. This is useful since a
RIP-1 router may misinterpret route information because it cannot
apply the supplied subnet mask.

3. RP-2MB
The MB for RIP-2 allows for nonitoring and control of RIPs
operation within the router. In addition to global and per-interface

counters and controls, there is are per-peer counters which provide
the status of RIP-2 "nei ghbors".

Mal ki n [ Page 2]



RFC 1387 Rl P-2 Anal ysis January 1993

4.

6.

7.

| mpl enent ati ons

Currently, there is one nearly conplete inplenmentation of RIP-2. A
"gated" inplementation is now available with RIP-2, witten by

Jeffrey Honig at Cornell University. It may be acquired by anonynous
FTP from gated. cornel | . edu as pub/gated/gated-al pha.tar.Z. It
i mpl enents multicasting, subnet masks, |imted authentication, next-

hop, and limted routing domain support. A RIP-2 version of ripquery
is also available. The "gated" inplenmentation does not yet support
full subsunption rules, full authentication, full routing domains,
and the MB. It has been tested against itself and various RIP-1

i npl enent ati ons.

A second, conplete inplenentation is under devel opnent by a vendor
who's identity cannot be disclosed at this tine.
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Security Consi derations

Security issues are discussed in section 2.5.
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