Net wor k Wor ki ng Group D. Borman, Editor
Request for Comments: 1408 Cray Research, Inc.
January 1993

Tel net Environnent Option
Status of this Meno

This RFC specifies an | AB standards track protocol for the Internet
conmuni ty, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "IAB Oficial Protoco

St andards" for the standardization state and status of this protocol
Distribution of this nmeno is unlimted.

Abst r act

Thi s docunent specifies a mechani smfor passing environnment

i nformati on between a telnet client and server. Use of this
mechani sm enabl es a tel net user to propagate configuration
information to a renote host when connecti ng.

1. Command Names and Codes

ENVI RON 36
IS
SEND
I NFO

NEF O

VAR
VALUE
ESC
USERVAR

WNEFO

2. Command Meani ngs

I AC WLL ENVI RON

The sender of this comand is willing to send environnent
vari abl es.

I AC WONT ENVI RON

The sender of this conmand refuses to send environnent vari abl es.
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| AC DO ENVI RON

The sender of this comuand is willing to receive environnment
vari abl es.

I AC DONT ENVI RON

The sender of this comand refuses to accept environnment
vari abl es.

| AC SB ENVIRON SEND [ type ... [ type ... [ ... 111 IACSE

The sender of this comand requests that the renpte side send its
envi ronnent variables. The "type" may be either VAR or USERVAR
to indicate either well known or user variable nanes. Only the
side that is DO ENVIRON may initiate a SEND command. |If a list of
variables is specified, then only those variables should be sent.
If nolist is specified, then the default environnent, of both
wel | known and user defined variables, should be sent. |[If one of
the variables has no name, then all the variables of that type
(well known or user defined) in the default environment should be
sent.

|AC SB ENVIRON IS type ... [ VALUE ... ] [ type ... [ VALUE ... ] |

The sender of this commuand is sending environment variables. This
conmand is sent in response to a SEND request. Only the side that
is WLL ENVIRON may send an IS command. The "type"/VALUE pairs
must be returned in the sane order as the SEND request specified
them and there nust be a response for each "type ..." explicitly
requested. The "type" will be VAR or USERVAR Miltiple
environnent variables may be sent. The characters followi ng a
"type" up to the next "type" or VALUE specify the variable nane.
The characters following a VALUE up to the next "type" specify the
val ue of the variable. If a "type" is not followed by a VALUE
(e.g., by another VAR USERVAR, or IAC SE) then that variable is
undefined. If a VALUE is imediately followed by a "type" or |AC

then the variable is defined, but has no value. |If an ACis
contai ned between the IS and the |AC SE, it nust be sent as | AC

| AC. If a variable or a value contains a VAR it nust be sent as
ESC VAR

If a variable or a value contains a USERVAR, it nust be sent as
ESC USERVAR. |f a variable or a value contains a VALUE, it must
be sent as ESC VALUE. |If a variable or a value contains an ESC,
it nmust be sent as ESC ESC.
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|AC SB ENVIRON INFO type ... [ VALUE ... ] [ type ... [ VALUE ... ] |

The sender of this command is sending informati on about environnent
vari abl es that have changed. It is identical to the IS command,
except that the command is INFOinstead of IS. Only the side that
is WLL ENVIRON may send an | NFO command. The | NFO command i s not
to be used to send initial information; the SEND/ IS sequence is to
be used for that. The INFO comand is to be used to propagate
changes in environnment variables, and may be spontaneously
gener at ed.

3. Default Specification
The default specification for this option is

WONT ENVI RON
DONT ENVI RON

neaning there will not be any exchange of environnent information.
4. Motivation

Many operating systems have startup information and environment

vari abl es that contain information that should be propagated to
renot e machi nes when Tel net connections are established. Rather than
create a new Telnet option each tine soneone cones up with some new

i nformati on that they need propagated through a Tel net session, but
that the Telnet session itself doesn’t really need to know about,
this generic information option can be used.

5. Well Known Vari abl es

USER This variable is used to transnit the user or account
nane that the client wishes to log into on the renote
system The format of the value the USER variable is
syst em dependent, as determned by the renpte system

JOB This variable is used to transnit the job ID that the
client wishes to use when logging into the renote system
The format of the value the JOB variable is system
dependent, as determined by the renmpte system

ACCT This variable is used to transmt the account ID that the
client wi shes to use when logging into the renote system
The format of the value the ACCT variable is system
dependent, as determined by the renmpte system

Tel net Wor ki ng G oup [ Page 3]



RFC 1408 Tel net Environnent Option January 1993

PRI NTER This variable is used to identify the default |ocation
for printer output. Because there does not currently
exi st a standard way of naming a printer on a network,
the format of this variable is currently undefined.

SYSTEMIYPE This is used to transmt the type of operating systemon
the systemthat sends this variable. It value is
identical to the value of the SYSTEM (SYST) command in
FTP [2]. The format of the value shall have as its
first word one of the systemnanmes listed in the
current version of the Assigned Numbers docunent [3].

DI SPLAY This variable is used to transnit the X display |ocation
of the client. The format for the value of the DI SPLAY
variable is:

<host >: <di spnun®[. <scr eennun®]
This information is identical to the information passed
using the Tel net X-DI SPLAY-LOCATI ON option. |If both the
Dl SPLAY environnent variable, and the
X- DI SPLAY- LOCATI ON option[4] are received, and they
contain conflicting information, the nost recently
recei ved information received shoul d be used.

Because it is inpossible to anticipate all variables that users may
wi sh to exchange, the USERVAR type is provided to allow users to
transmt arbitrary variabl e/value pairs. The use of an additiona
type allows inplementations to distinguish between val ues derived by
the renpte host software and val ues supplied by the user. Paranoid
i mpl enentations will nost likely treat both types with an equal |eve
of distrust. The results of a nane-space collision between a well -
known and a user variable are inplenentation specific.

6. Inplenmentation Rules

WLL and DO are used only at the beginning of the connection to
obtain and grant perm ssion for future negotiations.

Once the two hosts have exchanged a WLL and a DO, the sender of the
DO ENVIRON is free to request that environnment variables be sent.
Only the sender of the DO may send requests (1 AC SB ENVI RON SEND | AC
SE) and only the sender of the WLL may transmt actual environnment

information (via the 1AC SB ENVIRON IS ... I AC SE conmand). Though
this option may be used at anytinme throughout the Iife of the tel net
connection, the exchange of environnent information will usually

happen at the startup of the connection. This is because many
operating systens only have nechani sns for propagating environnent
informati on at process creation, so the information is needed before
the user logs in. 1In this section, anything that is in quotes is
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shorthand for a string of ASCI| values. For exanple, "joe" neans the
three octet sequence (in decinal) 106 111 101.

The receiving host is not required to put all variables that it
receives into the environment. For exanple, if the client should
send across USERVAR "TERM' VALUE "xterni as an environnent variable
and the TERM NAL- TYPE [ 1] option has al ready been used to determ ne
the termnal type, the server nmay safely ignore the TERM vari abl e.

Al so, sone startup information may be used in other ways; for

exanpl e, the values for "USER', "ACCT" and "PRQJ" val ues ni ght be
used to deci de which account to |log into, and m ght never be put into
the users environnment. In general, if the server has already

determ ned the value of an environnent variable by sonme nore accurate
neans, or if it does not understand a variable nane, it may ignore
the value sent in the ENVIRON option. The server nay al so prefer to
just put all unknown information into the users environment. This is
the suggested met hod of inplenentation, because it allows the user
the nost flexibility.

The following is an exanple of use of the option

Host 1 Host 2
| AC DO ENVI RON
| AC WLL ENVI RON
[ Hostl is now free to request environment information ]
| AC SB ENVI RON SEND VAR " USER'
VAR " ACCT" VAR USERVAR | AC SE
[ The server has now explicitly asked for the USER and ACCT
vari abl es, the default set of well known environnent vari abl es,
and the default set of user defined variables. Note that the
client includes the USER i nformation twi ce; once because it was
explicitly asked for, and once because it is part of the
default environnent. ]
| AC SB ENVIRON | S VAR " USER'
VALUE "j oe" VAR "ACCT" VALUE
"kernel" VAR "USER' VALUE "j oe"
VAR " DI SPLAY" VALUE "foo:0.0"
USERVAR " SHELL" VALUE "/ bin/csh"
| AC SE

It is legal for a client to respond with an enpty environnment (no
data between the IAC SB and | AC SE) when no wel | -defined or user
variables are currently defined. For exanple:

I AC SB ENVIRON | S | AC SE
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is a valid response to any of the foll ow ng:

| AC SB ENVI RON SEND | AC SE

| AC SB ENVI RON SEND VAR | AC SE

I AC SB ENVI RON SEND USERVAR | AC SE

| AC SB ENVI RON SEND VAR USERVAR | AC SE

(The | ast exanple is equivalent to the first...)

It is expected that any inplenentation that supports the Tel net
ENVI RON option will support all of this specification

7. Security Concerns
It is inmportant for an inplementor of the ENVIRON option to
understand the interaction of setting options and the
| ogi n/ aut hentication process. Specifically careful analysis should be
done to determ ne which variables are "safe" to set prior to having
the client login. An exanple of a bad choice would be permtting a
variable to be changed that allows an intruder to circunvent or
conprom se the | ogin/authentication programitself.
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Security Considerations

Security issues are discussed in Section 7.
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