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TCP and UDP over |Pv6 Junbograns
Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

1. Overview

| Pv6 supports datagrans | arger than 65535 bytes long, often referred
to as junbogranms, through use of the Junmbo Payl oad hop-by-hop option
[ Deering95]. The UDP protocol has a 16-bit length field that keeps
it frombeing able to nmake use of junbograns, and though TCP does not
have a length field, both the MSS option and the Urgent field are
constrained by 16-bits. This docunent describes sone sinple changes
that can be made to allow TCP and UDP to nake use of |Pv6 junbograns.

2.  UDP Junbogr ans

To allow UDP to nmake use of junbograns, either the UDP length field
needs to be extended, or it needs to be ignored. Since the size of
the field can’t be changed, a length of zero is used to indicate that
it is to be ignored, and the Iength in the "pseudo-header" is to be
used to determine the true Ilength of the UDP header plus data. This
wor ks because UDP length field includes the UDP header, so the

m nimum valid value for this field is 8.

When sending a UDP packet, if and only if the length of the UDP
header plus data is greater than 65,535, set the length field in the
UDP header to zero.

Note 1: The length used in the "pseudo-header" for computing the

UDP checksumis always the true | ength of the UDP header plus
data, NOT zero [ RFC-1883, Section 8.1].
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Note 2: An IPv6 packet that carries a UDP packet of |ength
greater than 65,535 will necessarily carry a Junbo Payl oad option
in a Hop-by-Hop Options header [RFC1883, Section 4.3]). The
length field in the Junbo Payl oad option contains the | ength of
the I P packet excluding the IPv6 header, that is, it contains the
l ength of all extension headers present plus the UDP header plus
the UDP data. The length field in the | Pv6 header contains zero
to indicate the presence of the Junbo Payl oad option

If a UDP packet is received with a length field of zero, the Iength
of the UDP packet is conputed fromthe length field in the Junbo
Payl oad option mnus the length of all extension headers present
bet ween the | Pv6 header and the UDP header

3. TCP Junbogr amns

Because there is no length field in the TCP header, there is nothing
limting the length of an individual TCP packet. However, the MSS
val ue that is negotiated at the begi nning of the connection linits
the | argest TCP packet that can be sent, and the Urgent Pointer
cannot reference data beyond 65535 bytes.

3.1 TCP MSS

When determ ning what MSS value to send, if the MU of the directly
attached interface is greater than 65535, then set the MSS value to
65535.

VWhen an MSS val ue of 65535 is received, it is to be treated as
infinity. MIU discovery code, starting with the MIU of the outgoing
interface, will be used to determ ne the actual MSS.

3.2 TCP Urgent Pointer

The Urgent Pointer problemcould be fixed by adding a TCP Urgent
Poi nter Option. However, since it is unlikely that applications
using junbograns will also use Urgent Pointers, a less intrusive
change sinilar to the MSS change will suffice.

VWhen a TCP packet is to be sent with an Urgent Pointer (i.e., the URG
bit set), first calculate the offset fromthe Sequence Nunber to the
Urgent Pointer. |If the offset is |ess than 65535, fill in the Urgent
field and continue with the normal TCP processing. |If the offset is
greater than 65535, and the offset is greater than or equal to the
length of the TCP data, fill in the Urgent Pointer with 65535 and
continue with the normal TCP processing. Oherw se, the TCP packet
must be split into two pieces. The first piece contains data up to,
but not including the data pointed to by the Ugent Pointer, and the
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Urgent field is set to 65535 to indicate that the Ugent Pointer is
beyond the end of this packet. The second piece can then be sent
with the Ugent field set normally.

Note: The first piece does not have to include all of the data up
to the Urgent Pointer. It can be shorter, just as long as it ends
within 65534 bytes of the Urgent Pointer, so that the offset to
the Urgent Pointer in the second piece will be |less than 65535

byt es.

For TCP input processing, when a TCP packet is received with the URG
bit set and an Urgent field of 65535, the Urgent Pointer is

cal cul ated using an offset equal to the length of the TCP data,
rather than the offset in the Urgent field.

It should also be noted that though the TCP window is only 16-bits,
| arger wi ndows can be used through use of the TCP W ndow Scal e option
[ Jacobson92] .

Security Considerations
There are no known security issues involved in these changes.
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