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2. Introduction

Thi s docunent describes a way to do | N-ADDR. ARPA del egati on on non-
octet boundaries for address spaces covering fewer than 256
addresses. The proposed nethod should thus renpbve one of the

obj ections to subnet on non-octet boundaries but perhaps nore
significantly, nmake it possible to assign | P address space in smaller
chunks than 24-bit prefixes, without losing the ability to del egate
authority for the correspondi ng | N ADDR ARPA mappi ngs. The proposed
nmethod is fully conpatible with the original DNS | ookup nechani sns
specified in [1], i.e. there is no need to nodify the | ookup

al gorithm used, and there should be no need to nmodify any software
whi ch does DNS | ookups.

The docunent al so di scusses sone operational considerations to
provi de sone guidance in inplenmenting this method.

3. Motivation

Wth the proliferation of classless routing technology, it has becone
feasible to assign address space on non-octet boundaries. |n case of
a very small organization with only a few hosts, assigning a ful
24-bit prefix (what was traditionally referred to as a "class C
networ k nunber”) often |l eads to inefficient address space
utilization.
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One of the problens encountered when assigning a | onger prefix (less
address space) is that it seens inpossible for such an organi zation
to maintain its own reverse ("IN ADDR ARPA") zone autononously. By
use of the reverse del egati on nmethod descri bed bel ow, the npst

i mportant objection to assignment of |onger prefixes to unrel ated
organi zati ons can be renoved.

Let us assunme we have assigned the address spaces to three different
parties as follows:

192.0. 2.0/ 25 to organization A
192.0.2.128/26 to organi zation B
192.0.2.192/26 to organization C

In the classical approach, this would lead to a single zone |ike
this:

$ORIG N 2.0.192.in-addr. ar pa.

i PTR host 1. A. domai n.
2 PTR host 2. A. domai n.
3 PTR host 3. A. domai n.
129 PTR host 1. B. domai n.
130 PTR host 2. B. domai n.
131 PTR host 3. B. domai n.
193 PTR host 1. C. donai n.
194 PTR host 2. C. domai n
195 PTR host 3. C. domai n

The adm nistration of this zone is problematic. Authority for this
zone can only be del egated once, and this usually translates into
"this zone can only be adm nistered by one organization." The other
organi zations with address space that corresponds to entries in this
zone woul d thus have to depend on another organization for their
address to nanme translation. Wth the proposed nethod, this
potential problemcan be avoi ded.

4. C assl ess | NADDR ARPA del egati on

Since a single zone can only be del egated once, we need nore points
to do del egation on to solve the problem above. These extra points
of del egation can be introduced by extending the | NADDR ARPA tree
downwards, e.g. by using the first address or the first address and
the network mask | ength (as shown below) in the correspondi ng address
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space to formthe the first conponent in the nane for the zones. The
followi ng four zone files show how the problemin the notivation
section could be solved using this nethod.

$ORIG N 2.0.192.in-addr. ar pa.

@ IN SQA ny-ns. my. domai n. hostmaster.ny.domain. (...)
;"¥<O-127>> /25

0/ 25 NS ns. A. domai n.

0/ 25 NS sone. ot her. nane. server.

1 CNAME 1.0/ 25.2.0.192. i n-addr . ar pa.

2 CNAME  2.0/25.2.0.192.i n-addr. ar pa.

3 CNAME 3. 0/25.2.0.192.in-addr. ar pa.
<<128-191>> /26

128/ 26 NS ns. B. domai n.

128/ 26 NS sone. ot her . nane. server. too.

’129 CNANVE 129.128/26.2.0.192.i n-addr. ar pa.
130 CNANVE 130. 128/ 26.2.0.192.i n-addr. ar pa.
131 CNANVE 131.128/26.2.0.192. i n-addr. ar pa.
L <<192-255>> /26

192/ 26 NS ns. C. domai n.

192/ 26 NS sone. ot her. t hi rd. nanme. server.
’193 CNANVE 193. 192/ 26.2.0.192.i n-addr. ar pa.
194 CNANVE 194. 192/ 26.2.0.192. i n-addr. ar pa.
195 CNANVE 195. 192/ 26. 2. 0. 192. i n- addr. ar pa.
$ORIG N 0/25.2.0.192.in-addr. ar pa.

@ I'N SOA ns. A. domai n. hostmaster. A domain. (...)
@ NS ns. A. donmmi n.

@ NS some. ot her. name. server.

i PTR host 1. A. domai n.

2 PTR host 2. A. domai n.

3 PTR host 3. A. domai n.
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$ORIG N 128/ 26.2.0.192.i n-addr. ar pa.

@ I'N SOA ns. B. domai n. hostmaster.B.domain. (...)
@ NS ns. B. domai n.

@ NS some. ot her. name. server. t oo.

129 PTR host 1. B. donmi n.

130 PTR host 2. B. donmi n.

131 PTR host 3. B. domai n.

$ORI G N 192/ 26. 2. 0. 192. i n- addr. ar pa.

@ IN SQA ns. C. domai n. hostmaster.C domain. (...)
@ NS ns. C. domai n.

@ NS sone. ot her. t hi rd. nanme. server.

193 PTR host 1. C. domai n.

194 PTR host 2. C. domai n.

195 PTR host 3. C. domai n.

For each size-256 chunk split up using this nethod, there is a need
to install close to 256 CNAME records in the parent zone. Sone
people mght viewthis as ugly; we will not argue that particul ar
point. It is however quite easy to automatically generate the CNAME
resource records in the parent zone once and for all, if the way the
address space is partitioned i s known.

The advant age of this approach over the other proposed approaches for
dealing with this problemis that there should be no need to nodify
any al ready-depl oyed software. |In particular, the |ookup mechani sm
in the DNS does not have to be nodified to acconmpdate this splitting
of the responsibility for the |Pv4 address to name translation on
"non-dot" boundaries. Furthernore, this technique has been in use
for several years in nmany installations, apparently with no il

ef fects.

As usual, a resource record |ike

$ORIG N 2.0.192.in-addr. ar pa.
129 CNANVE 129.128/26.2.0.192.i n-addr. ar pa.

can be convienently abbreviated to

$ORIG N 2.0.192.i n-addr. ar pa.
129 CNAME 129. 128/ 26
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Sone DNS i npl enmentations are not kind to special characters in domain
nanes, e.g. the "/" used in the above exanples. As [3] makes cl ear
these are legal, though sone m ght feel unsightly. Because these are
not host names the restriction of [2] does not apply. Modern clients
and servers have an option to act in the liberal and correct fashion

The exanples here use "/" because it was felt to be nore visible and
pedantic reviewers felt that the 'these are not hostnanmes’ argunent
needed to be repeated. W advise you not to be so pedantic, and to
not precisely copy the above examples, e.g. substitute a nore
conservative character, such as hyphen, for "/".

5. QOperational considerations

This technique is intended to be used for del egati ng address spaces
covering fewer than 256 addresses. For del egati ons covering |arger
bl ocks of addresses the traditional nethods (multiple del egations)
can be used i nstead.

5.1 Recommended secondary nane service

Sone ol der versions of nane server software will nake no effort to
find and return the pointed-to name in CNAME records if the pointed-
to nane is not already known locally as cached or as authoritative
data. This can cause sone confusion in resolvers, as only the CNAME
record will be returned in the response. To avoid this problemit is
reconmended that the authoritative name servers for the del egating
zone (the zone containing all the CNAME records) all run as sl ave
(secondary) nanme servers for the "child" zones del egated and pointed
into via the CNAME records.

5.2 Alternative nam ng conventions

As a result of this method, the location of the zone containing the
actual PTR records is no |onger predefined. This gives flexibility
and sonme exanples will be presented here.

An alternative to using the first address, or the first address and
the network mask length in the correspondi ng address space, to nane
the new zones is to use sone other (non-nuneric) name. Thus it is
al so possible to point to an entirely different part of the DNS tree
(i.e. outside of the I N-ADDR ARPA tree). It would be necessary to
use one of these alternate nethods if two organi zati ons sonehow
shared the same physical subnet (and corresponding | P address space)
with no "neat" alignment of the addresses, but still wanted to
adm ni strate their own | N-ADDR. ARPA nmappi ngs.
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The foll owi ng short exanple shows how you can point out of the IN

ADDR. ARPA tree:

$ORI GI N 2.0.192. i n-addr .
@ IN SOA
1 CNAVE

2 CNAVE
129 CNANE

130 CNAME

$ORI G N A. domai n.

@ I N SOA
hostl A

1 PTR
hostZ A

2 PTR
etc

ar pa.

ny-ns. my. domai n. hostmaster.ny.domain. (...)

1. A donmi n.
2. A. domai n.

129. B. donwi n.
130. B. donai n.

ny-ns. A. domai n. hostmaster. A.domain. (...)

192.0.2.1
host 1

192.0.2.2
host 2

This way you can actually end up with the name->address and the

(poi nted-to) address->nanme mapping data in the same zone file - sone

may view this as an added bonus as no separate set of secondaries for
ired. Do however note that the traversal via
[l still be done, so the CNAME records

oint in the right direction for this to work.

the reverse zone is requ
the | N-ADDR. ARPA tree w
inserted there need to p

Sket ched below is an alt

$ORIG N 2.0.192.in-addr.
@ SOA

1 CNANE
2 CNAME

$ORIGA N A. donmi n.

ernative approach

ar pa.
ny-ns. my. donmi n.

1.2.0.192.i n-addr. A domai n.
2.2.0.192.1in-addr. A domai n.

@ SOA ny- ns. A. domai n.
host 1 A 192.0.2.1
1.2.0.192.in-addr PTR host 1
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host 2 A 192.0.2.2
2.2.0.192.in-addr PTR host 2

It is clear that many possibilities exist which can be adapted to the
specific requirenments of the situation at hand.

5.3 OGther operational issues

Not e that one cannot provide CNAME referrals twice for the same
address space, i.e. you cannot allocate a /25 prefix to one

organi sation, and run I N-ADDR ARPA this way, and then have the

organi sation subnet the /25 into | onger prefixes, and attenpt to
enpl oy the same technique to give each subnet control of its own
nunber space. This would result in a CNAME record pointing to a CNAME
record, which may be | ess robust overall

Unfortunately, some old beta rel eases of the popul ar DNS nane server
i npl enentation BIND 4.9.3 had a bug which caused problens if a CNAME
record was encountered when a reverse | ookup was nade. The beta

rel eases invol ved have since been obsoleted, and this issue is
resolved in the rel eased code. Sone software manufacturers have

i ncl uded the defective beta code in their product. In the few cases
we know of, patches fromthe nmanufacturers are avail able or planned
to replace the obsol ete beta code invol ved

6. Security Considerations

Wth this schenme, the "leaf sites" will need to rely on one nore site
running their DNS nanme service correctly than they would be if they
had a /24 allocation of their own, and this may add an extra
conponent which will need to work for reliable nane resol ution.

Q her than that, the authors are not aware of any additional security
i ssues introduced by this nechani sm

7. Concl usion
The suggested schene gives nore flexibility in delegating authority
in the I N-ADDR ARPA domain, thus making it possible to assign address
space nore efficiently without losing the ability to del egate the DNS
authority over the correspondi ng address to nane nappi ngs.
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11. Full Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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