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Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2000). Al Rights Reserved.
| ESG Not e:

Thi s docunent defines nechanisns for informng a set of routers of
renunberi ng operations they are to perform including a node of
operation in environnents in which the exact nunmber of routers is
unknown. Reliably informing all routers when the actual nunber of
routers is unknown is a difficult problem |nplenmentation and
operational experience will be needed to fully understand the
applicabilty and scal ability aspects of the nechani sns defined in
thi s docunent when the nunber of routers is unknown.

Abst ract

| Pv6 Nei ghbor Discovery and Address Autoconfiguration conveniently
make initial assignnments of address prefixes to hosts. Aside from
the probl em of connection survival across a renunbering event, these
two nmechani sns also sinplify the reconfiguration of hosts when the
set of valid prefixes changes.

Thi s docunent defines a mechanism call ed Router Renumbering ("RR")

whi ch all ows address prefixes on routers to be configured and
reconfigured al nost as easily as the conbination of Nei ghbor

Di scovery and Address Autoconfiguration works for hosts. |t provides
a neans for a network manager to nake updates to the prefixes used by
and advertised by 1Pv6 routers throughout a site.
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1. Functional Overview

Rout er Renumnbering Conmand packets contain a sequence of Prefix
Control Qperations (PCOs). Each PCO specifies an operation, a

Mat ch-Prefix, and zero or nore Use-Prefixes. A router processes each
PCO i n sequence, checking each of its interfaces for an address or
prefix which natches the Match-Prefix. For every interface on which
a match is found, the operation is applied. The operation is one of
ADD, CHANGE, or SET-GLOBAL to instruct the router to respectively add
the Use-Prefixes to the set of configured prefixes, renmove the prefix
whi ch matched the Match-Prefix and replace it with the Use-Prefixes,
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or replace all global-scope prefixes with the Use-Prefixes. |If the
set of Use-Prefixes in the PCOis enpty, the ADD operation does
not hi ng and the other two reduce to del etions.

Addi tional information for each Use-Prefix is included in the Prefix
Control Qperation: the valid and preferred lifetinmes to be included
in Router Advertisenent Prefix Information Options [ND], and either
the L and A flags for the same option, or an indication that they are
to be copied fromthe prefix that matched the Match-Prefix.

It is possible to instruct routers to create new prefixes by
conbining the Use-Prefixes in a PCOw th sone portion of the existing
prefix which natched the Match-Prefix. This sinplifies certain
operations which are expected to be anong the nbst common. For every
Use-Prefix, the PCO specifies a nunber of bits which should be copied
fromthe existing address or prefix which matched the Match-Prefix
and appended to the use-prefix prior to configuring the new prefix on
the interface. The copied bits are zero or nore bits fromthe
positions inmrediately after the length of the Use- Prefix. |If
subnetting information is in the same portion of the old and new
prefixes, this synthesis allows a single Prefix Control Operation to
define a new gl obal prefix on every router in a site, while
preserving the subnetting structure.

Because of the power of the Router Renunbering nechanism each RR
nessage i ncludes a sequence nunber to guard against replays, and is
required to be authenticated and integrity-checked. Each single
Prefix Control Operation is idenpotent and so could be retransmtted
for inproved reliability, as |long as the sequence nunmber is current,
wi t hout concern about multiple processing. However, non-idenpotent
conbi nati ons of PCOs can easily be constructed and nessages
cont ai ni ng such conbi nations could not be safely reprocessed.
Therefore, all routers are required to guard agai nst processing an RR
nmessage nore than once. To allow reliable verification that Commands
have been received and processed by routers, a nmechanism for

dupl i cate-command notification to the nmanagenent station is included.

Possi bly a network manager will want to perform nore renunbering, or
exercise nore detailed control, than can be expressed in a single
Rout er Renumbering packet on the avail able media. The RR mechani sm
is most powerful when RR packets are multicast, so IP fragmentation
is undesirable. For these reasons, each RR packet contains a
"Segnent Number". Al RR packets which have a Sequence Number
greater than or equal to the highest value seen are valid and nust be
processed. However, a router mnust keep track of the Segment Nunbers
of RR messages al ready processed and avoid reprocessi ng a nessage
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2.

2.

whose Sequence Nunber and Segnent Nunber match a previously processed
nessage. (This list of processed segnment nunbers is reset when a new
hi ghest Sequence Number is seen.)

The Segment Nunber does not inmpose an ordering on packet processing.
If a specific sequence of operations is desired, it may be achieved
by ordering the PCCs in a single RR Coomand nessage or through the
Sequence Number fi el d.

There is a "Test"” flag which indicates that all routers should

simul ate processing of the RR nessage and not perform any actua
reconfiguration. A separate "Report" flag instructs routers to send
a Router Renunbering Result nessage back to the source of the RR
Conmand nessage indicating the actual or sinulated result of the
operations in the RR Conmand nmessage.

The effect or simulated effect of an RR Cormmand nessage nmay al so be
reported to network managenent by neans outside the scope of this
docunent, regardless of the value of the "Report" flag.

Definitions
1. Term nol ogy

Addr ess
This termalways refers to a 128-bit |Pv6 address [ AARCH . Wen
referring to bits within an address, they are nunbered fromO to
127, with bit 0 being the first bit of the Format Prefix.

Prefix
A prefix can be understood as an address plus a length, the latter
being an integer in the range 0 to 128 indicating how many | eadi ng
bits are significant. Wen referring to bits within a prefix,
they are nunbered in the same way as the bits of an address. For
exanpl e, the significant bits of a prefix whose length is L are
the bits nunbered 0 through L-1, inclusive.

Mat ch
An address A "matches" a prefix P whose length is L if the first L
bits of A are identical with the first L bits of P. (Every
address matches a prefix of length 0.) A prefix P1 with length L1
matches a prefix P2 of length L2 if L1 >= L2 and the first L2 bits
of P1 and P2 are identical
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Prefix Control Operation
This is the smallest individual unit of Router Renunbering
operation. A Router Renunbering Command packet includes zero or
nore of these, each conprising one matching condition, called a
Mat ch-Prefix Part, and zero or nore substitution specifications,
cal l ed Use-Prefix Parts.

Mat ch- Prefi x

This is a Prefix against which a router conpares the addresses and
prefixes configured on its interfaces.

Use- Prefix
The prefix and associated information which is to be configured on
a router interface when certain conditions are net.

Mat ched Prefix
The existing prefix or address which matched a Match-Prefi x.

New Prefi x

A prefix constructed froma Use-Prefix, possibly including sonme of
the Mat ched Prefix.

Recor ded Sequence Number
The hi ghest sequence nunber found in a valid nessage MUST be
recorded in non-volatile storage.

Note that "matches" is a transitive relation but not symetric.
If two prefixes match each other, they are identical

2.2. Requirenents

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KANORD] .

3. Message For mat

There are two types of Router Renunbering nessages: Conmmands, which
are sent to routers, and Results, which are sent by routers. A third
nmessage type is used to synchroni ze a reset of the Recorded Sequence
Nunber with the cancellation of cryptographic keys. The three types
of nmessages are distinguished the | CVPv6 "Code" field and differ in
the contents of the "Message Body" field.
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R e s o S e T S T T i R e e e e o o i
| Pv6 header, extension headers

|
|
B i T R e e R i ik ol I T I S e e N it (I I I SR
|
|
|
RR Message Body
|

+-
|

/ /
|

+- -+
|

/ | CMPV6 & RR Header (16 octets) /
|

R Rt i i i i e T I I S S S R i e S R e e i s o
|

/ /
|

+- +

B s o T o e S el ok i S i S e s st B T
Rout er Renumbering Message For mat

Rout er Renunbering messages are carried in | CMPv6 packets with Type =
138. The RR nessage conprises an RR Header, containing the | CVPv6
header, the sequence and segnent nunbers and ot her information, and
the RR Message Body, of variable |ength.

Al fields marked "reserved" or "res" MJST be set to zero on
generation of an RR nessage, and ignored on receipt.

Al inplenmentations which generate Router Renunbering Comrand
nessages MJST support sending themto the All Routers multicast
address with link and site scopes, and to uni cast addresses of |ink-
| ocal and site-local formats. All routers MJST be capabl e of

recei ving RR Commands sent to those nulticast addresses and to any of
their link local and site |ocal unicast addresses. |Inplenentations
SHOULD support sending and receiving RR nmessages addressed to other
uni cast addresses. An inplenentation which is both a sender and
recei ver of RR commands SHOULD support use of the Al Routers
mul ti cast address wi th node scope.

Dat a aut hentication and nessage integrity MJST be provided for al
Rout er Renunbering Conmand nessages by appropriate |P Security

[ PSEC] neans. The integrity assurance nust include the |Pv6
destinati on address and the RR Header and Message Body. See section
7, "Security Considerations”.

The use of authentication for Router Renunbering Result nessages is
RECOMVENDED.
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Renumnberi ng Header

1 2 3

01234567890123456789012345678901

B s i S i I i S S S i i
| Type | Code | Checksum |
s S S o T i i S S i (i
| SequenceNunber
R Rt i i i i e T I I S S S R i e S R e e i s o
| Segment Nunber | Fl ags | MaxDel ay
B s i S i I i S S S i i
| reserved
s S S o T i i S S i (i
Fi el ds:
Type 138 (decimal), the 1CVWPv6 type val ue assigned to Router
Renunberi ng
Code 0 for a Router Renunbering Comrand
1 for a Router Renumbering Result
255 for a Sequence Number Reset.
The Sequence Number Reset is described in section 5.
Checksum The |1 CMPv6 checksum as specified in [ICWPV6]. The
checksum covers the | Pv6 pseudo-header and all fields of
the RR nessage fromthe Type field onward
SequenceNunber

An unsigned 32-bit sequence nunber. The sequence nunber
MUST be non-decreasi ng between Sequence Nunmber Resets.

Segment Nurber

Fl ags

Crawford

An unsigned 8-bit field which enunerates different valid
RR messages having the same SequenceNunber. No ordering
among RR nessages is inposed by the Segnment Nurber .

A conbi nation of one-bit flags. Five are defined and
three bits are reserved

T ok Ik S R
| TIRI A S|P res
S i S
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The flags T, R, A and S have defined neanings in an RR
Conmand nessage. In a Result nessage they MUST be
copied fromthe corresponding Coomand. The P flag is
meani ngful only in a Result nessage and MJST be zero in
atransmtted Command and ignored in a recei ved Command.

RFC 2894
T
R
A
S
P
Crawford

Test command - -

0 indicates that the router configuration is to be
nodi fi ed;

1 indicates a "Test" nessage: processing is to be
simul ated and no configuration changes are to be
made.

Result requested --

0 indicates that a Result message MJUST NOT be sent
(but other forms of |ogging are not precluded);

1 indicates that the router MJIST send a Result
nessage upon conpl etion of processing the Command
nessage;

Al interfaces --

0 indicates that the Command MJST NOT be applied to
i nterfaces which are adm nistratively shut down;

1 indicates that the Conmand MJST be applied to al
i nterfaces regardl ess of administrative shutdown
stat us.

Site-specific -- This flag MJST be ignored unless
the router treats interfaces as belonging to
different "sites".

0 indicates that the Command MJUST be applied to
i nterfaces regardl ess of which site they bel ong
t o;

1 indicates that the Conmand MJST be applied only to
i nterfaces which belong to the sane site as the
interface to which the Command is addressed. |f
the destination address is appropriate for
interfaces belonging to nore than one site, then
the Conmand MJST be applied only to interfaces
bel onging to the same site as the interface on
whi ch the Command was recei ved.

Processed previously --

0 indicates that the Result nmessage contains the
conpl ete report of processing the Comrand,
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1 indicates that the Conmand nessage was previously
processed (and is not a Test) and the responding
router is not processing it again. This Result
nmessage MAY have an enpty body.

MaxDel ay An unsigned 16-bit field specifying the maximnumtine, in
mlliseconds, by which a router MJST del ay sendi ng any
reply to this Command. |nplenentations MAY generate the
random del ay between 0 and MaxDelay milliseconds with a
finer granularity than 1ns.

3.2. Message Body -- Command Message

The body of an RR Command nessage is a sequence of zero or nore
Prefix Control Operations, each of variable Iength. The end of the
sequence MAY be inferred fromthe IPv6 length and the | engths of
ext ensi on headers which precede the | CvPv6 header

3.2.1. Prefix Control QOperation

A Prefix Control Operation has one Match-Prefix Part of 24 octets,
foll owed by zero or nore Use-Prefix Parts of 32 octets each.

3.2.1.1. Match-Prefix Part
0 1 2 3

01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| OpCode | OpLengt h | O di nal | Mat chLen
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| M nLen | MaxLen | reserved

R T S R S SR S S S R S S S S T AR S S e

|
+- -+
| , |
+- Mat chPr ef i x -+
| |
+- -+
| |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
Fi el ds:
OpCode An unsigned 8-bit field specifying the operation to be

performed when the associ ated MatchPrefix matches an
interface’s prefix or address. Values are:

1 the ADD operation

Crawf ord St andards Track [ Page 9]



RFC 2894

OpLengt h

Ordi na

Mat chLen

M nLen

MaxLen

Mat chPref i x

Crawford
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2 t he CHANGE operation
3 the SET- GLOBAL operation

The total length of this Prefix Control Operation, in
units of 8 octets. A valid OpLength will always be of
the form4N+3, with N equal to the nunber of UsePrefix
parts (possibly zero).

An 8-bit field which MIUST have a different value in each
Prefix Control Operation contained in a given RR Command
nessage. The value is otherw se unconstrai ned.

An 8-bit unsigned integer between 0 and 128 i ncl usive
speci fying the nunber of initial bits of MatchPrefix
whi ch are significant in matching.

An 8-bit unsigned integer specifying the mninmumlength
whi ch any configured prefix must have in order to be
eligible for testing against the MatchPrefi x.

An 8-bit unsigned integer specifying the maxi num | ength
whi ch any configured prefix may have in order to be
eligible for testing against the MatchPrefi x.

The 128-bit prefix to be compared with each interface’s
prefix or address.
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3.2.1.2. Use-Prefix Part

0

1 2 3

01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

| UselLen

| KeepLen | FI agivask | RAFI ags

T Sl i A SRR S S S S i S U S A R L Tk S o

Valid Lifetime

A S S S e it e SEp S S S S S S S S

e -
VI Pl
+- +-

|
+
|
+-
|
+-
|
+-
|
+-
|
+-
Fi el ds:

Uselen

KeepLen
Fl agMask

RAFI ags

Crawford

T S S T S S S S S S i i e

Preferred Lifetine |

I T S S Rl S S S S S I S S S S S S S

reserved |

I I R

|
-+
_ |
UsePrefix -+
|

-+

|
+

An 8-bit unsigned integer |ess than or equal to 128
speci fying the nunber of initial bits of UsePrefix to
use in creating a new prefix for an interface

An 8-bit unsigned integer |ess than or equal to (128-
UselLen) specifying the nunmber of bits of the prefix or
address which matched the associated Match-Prefix which
should be retained in the new prefix. The retained bits
are those at positions UselLen through (UseLen+KeepLen-1)
in the matched address or prefix, and they are copied to
the same positions in the New Prefix.

An 8-bit mask. A 1 bit in any position neans that the
corresponding flag bit in a Router Advertisenent (RA)
Prefix Information Option for the New Prefix should be
set fromthe RAFl ags field in this Use-Prefix Part. A O
bit in the FlagMask neans that the RA flag bit for the
New Prefix should be copied fromthe correspondi ng RA
flag bit of the Matched Prefix.

An 8 bit field which, under control of the Fl agMask
field, may be used to initialize the flags in Router
Advertisement Prefix Information Options [ND] which
advertise the New Prefix. Note that only two flags have
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defined neanings to date: the L (on-link) and A
(autononous configuration) flags. These flags occupy
the two leftnost bit positions in the RAFl ags field,
corresponding to their position in the Prefix

I nformation Option.

Valid Lifetine
A 32-bit unsigned integer which is the nunber of seconds
for which the New Prefix will be valid [ND, SAA].

Preferred Lifetine
A 32-bit unsigned integer which is the nunber of seconds
for which the New Prefix will be preferred [ND, SAA].

\Y, A 1-bit flag indicating that the valid lifetinme of the
New Prefix MJST be effectively decrenented in real tinme.

P A 1-bit flag indicating that the preferred lifetinme of
the New Prefix MJUST be effectively decrenmented in real
time.

UsePrefix The 128-bit Use-prefix which either becones or is used
in formng (if KeepLen is nonzero) the New Prefix. It
MJUST NOT have the formof a multicast or |ink-Iocal
address [ AARCH] .

3.3. Message Body -- Result Message

The body of an RR Result nmessage is a sequence of zero or nore Mtch
Reports of 24 octets. An RR Conmmand nessage with the "R' flag set
will elicit an RR Result nessage contai ning one Match Report for each
Prefix Control Operation, for each different prefix it natches on
each interface. The Match Report has the follow ng fornat.
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0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| reserved | Bl F| O di nal | MatchedLen
B s i S i I i S S S i i
| I nt erfacel ndex

e s S i e S e e  t ik ok S R SR S S

|
+- -+
| _ |
+- Mat chedPr ef i x -+
| |
+- -+
| |

R Rt i i i i e T I I S S S R i e S R e e i s o

Fi el ds:

B A one-bit flag which, when set, indicates that one or
nore fields in the associated PCO were out of bounds.
The bounds check is described in section 4. 2.

F A one-bit flag which, when set, indicates that one or
nore Use-Prefix parts fromthe associ ated PCO were not
honored by the router because of attenpted formation of
a forbidden prefix format, such as a nulticast or
| oopback address.

O di nal Copied fromthe Prefix Control Operation whose

Mat chPrefi x matched the MatchedPrefix on the interface
i ndi cated by Interfacel ndex.

Mat chedLen The | ength of the Matched Prefi x.

I nterfacel ndex
The router’s nuneric designation of the interface on
whi ch the MatchedPrefix was configured. This MJST be
the sane as the value of ipv6lflndex which designates
that index in the SNMP | Pv6 M B CGeneral Goup [IPV6M B].

It is possible for a Result nmessage to be |arger than the Conmand
nessage which elicited it. Such a Result nessage may have to be
fragnented for transmission. |If so, it SHOULD be fragnmented to the
| Pv6 m ni mum required MU [ PV6].
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4.

4.

Message Processing

Processing of received Router Renunbering Result messages is entirely
i mpl enent ati on-defined. |Inplenmentation of Comrand nmessage processing
may vary in detail fromthe procedure set forth below, so long as the
result is not affected.

Processi ng of received Router Renunbering Command nessages consists
of three conceptual parts: header check, bounds check, and execution

1. Header Check

The |1 CWPv6 checksum and type are presunmed to have been checked before
a Router Renunbering nodul e receives a Cormmand to process. |n an

i mpl ement ati on environment where this may not be the case, those
checks MUST be nade at this point in the processing.

If the ICMPv6 | ength derived fromthe IPv6 length is | ess than 16
octets, the nessage MJUST be di scarded and SHOULD be | ogged to network
managemnent .

If the 1CMPv6 Code field indicates a Result message, a router which
is not a source of RR Command nmessages MJST di scard the nessage and
SHOULD NOT log it to network managenent.

If the I Pv6 destination address is neither an All Routers nulticast
address [AARCH nor one of the receiving router’s unicast addresses,
the message MJST be di scarded and SHOULD be | ogged to network
managenent .

Next, the SequenceNunber is conpared to the Recorded Sequence Number.
(I'f no RR nessages have been received and accepted since system
initialization, the Recorded Sequence Number is zero.) This
conparison is done with the two nunbers consi dered as unsi gned
integers, not as DNS-style serial nunbers. |If the SequenceNunber is
| ess than the Recorded Sequence Nunber, the nessage MUST be di scarded
and SHOULD be | ogged to network managenent.

Finally, if the SequenceNunber in the nmessage is greater than the
Recorded Sequence Nunmber or the T flag is set, skip to the bounds
check. O herw se the Segnent Nunber MJST now be checked. If a
correctly authenticated nessage with the sanme SequenceNunber and
Segnent Nunber has not al ready been processed, skip to the bounds
check. QOherwise, this Command is a duplicate and not a Test

Conmand. If the Rflag is not set, the duplicate nmessage MJST be

di scarded and SHOULD NOT be | ogged to network nanagement. If Ris
set, an RR Result nmessage with the P flag set MJUST be schedul ed for
transm ssion to the source address of the Command after a randomtine
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uniformy distributed between 0 and MaxDel ay m|liseconds. The body
of that Result nessage MJST either be enpty or be a saved copy of the
Result nessage body generated by processing of the previous nessage
with the sane SequenceNunber and Segment Nunber. After scheduling the
Result nessage, the Command MUST be di scarded without further
processi ng.

4.2. Bounds Check

I f the SequenceNumber is greater than the Recorded Sequence Number,
then the list of processed Segment Numbers and the set of saved Result
nmessages, if any, MJST be cleared and the Recorded Sequence Number
MUST be updated to the value used in the current nessage, regardless
of subsequent processing errors.

Next, if the ICMPv6 Code field indicates a Sequence Number Reset,
skip to section 5.

At this point, if Tis set in the RR header and Ris not set, the
nessage MAY be di scarded without further processing.

If the Rflag is set, begin constructing an RR Result nmessage. The
RR header of the Result message is completely determined at this tine
except for the Checksum

The val ues of the following fields of a PCO MJUST be checked to ensure
that they are within the appropriate bounds.

OpCode nmust be a defined val ue.

OpLengt h nust be of the form 4N+3 and consistent the the length
of the Command packet and the PCO s offset within the
packet .

Mat chLen must be between 0 and 128 i ncl usive

UselLen, KeepLen
in each Use-Prefix Part nmust be between 0 and 128
i nclusive, as nmust the sum of the two.

If any of these fields are out of range in a PCO the entire PCO MUST
NOT be perforned on any interface. If the Rflag is set in the RR
header then add to the RR Result nessage a Match Report with the B
flag set, the F flag clear, the Odinal copied fromthe PCO and al
other fields zero. This Match Report MUST be included only once, not
once per interface.
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Note that M nLen and MaxLen need not be explicitly bounds checked,
even though certain conbinations of values will make any matches
i mpossi bl e.

4.3. Execution

For each applicable router interface, as determined by the A and S
flags, the Prefix Control Operations in an RR Conmand nessage mnust be
carried out in order of appearance. The relative order of PCO
processi ng among different interfaces is not specified.

If the T flag is set, create a copy of each interface’s configuration
on which to operate, because the results of processing a PCO may

af fect the processing of subsequent PCOs. Note that if al

operations are performed on one interface before proceeding to
another interface, only one interface-configuration copy will be
required at a time.

For each interface and for each Prefix Control Operation, each prefix
configured on that interface with a | ength between the M nLen and
MaxLen values in the PCOis tested to determine whether it natches
(as defined in section 2.1) the MatchPrefix of the PCO  The
configured prefixes are tested in an arbitrary order. Any new prefix
configured on an interface by the effect of a given PCO MUST NOT be
tested agai nst that PCO but MJST be tested against all subsequent
PCOs in the same RR Command nessage.

Under a certain condition the addresses on an interface are al so
tested to see whether any of them matches the MatchPrefix. |[If and
only if a configured prefix "P" does have a | ength between M nLen and
MaxLen inclusive, does not match the MatchPrefix "M, but M does
match P (this can happen only if Mis longer than P), then those
addresses on that interface which match P MJST be tested to determni ne
whet her any of them matches M |If any such address does match M
process the PCO as if P matched M but when form ng New Prefixes, if
KeepLen is non-zero, bits are copied fromthe address. This specia
case allows a PCOto be easily targeted to a single specific
interface in a network.

If P does not match M processing is finished for this conbination of
PCO, interface and prefix. Continue with another prefix on the same
interface if there are any nore prefixes which have not been tested
agai nst this PCO and were not created by the action of this PCO |If
no such prefixes remain on the current interface, continue processing
with the next PCO on the sane interface, or with another interface.
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If P does match M either directly or because a configured address

whi ch nmatches P also matches M then P is the Matched Prefi x.

4.4.

Performthe follow ng steps.

If the Command has the R flag set, add a Match Report to the
Result nessage bei ng constructed.

If the OpCode is CHANGE, mark P for deletion fromthe current
interface.

If the OpCode is SET-G.OBAL, mark all gl obal -scope prefixes on the
current interface for deletion

If there are any Use-Prefix parts in the current PCO formthe New
Prefixes. Discard any New Prefix which has a forbidden format,

and if the Rflag is set in the commnd, set the F flag in the
Match Report for this PCO and interface. Forbidden prefix formats
include, at a mininum nulticast, unspecified and | oopback
addresses. [AARCH Any inplenentation MAY forbid, or allowthe
networ k manager to forbid other formats as well.

For each New Prefix which is already configured on the current
interface, unmark that prefix for deletion and update the
lifetinmes and RA flags. For each New Prefix which is not already
configured, add the prefix and, if appropriate, configure an
address with that prefix.

Del ete any prefixes which are still marked for del etion, together
wi th any addresses which match those prefixes but do not match any
prefix which is not marked for del etion

After processing all the Prefix Control Operations on all the
i nterfaces, an inplenentation MIST record the Segnent Nunber of the
packet in a list associated with the SequenceNunber.

If the Command has the R flag set, conpute the Checksum and
schedul e the Result nessage for transm ssion after a randomtine
interval uniformy distributed between 0 and MaxDel ay
mlliseconds. This interval SHOULD begin at the concl usion of
processi ng, not the beginning. A copy of the Result message MAY
be saved to be retransmitted in response to a duplicate Comrand.

Sunmary of Effects

The only Nei ghbor Di scovery [ND] paraneters which can be affected by
Rout er Renunbering are the foll ow ng.
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A router’s addresses and advertised prefixes, including the prefix
| engt hs.

The flag bits (L and A, and any which may be defined in the
future) and the valid and preferred lifetines which appear in a
Rout er Advertisement Prefix Information Option

That unnaned property of the lifetines which specifies whether
they are fixed values or decrementing in real tine.

G her internal router information, such as the time until the next
unsol i cited Router Adverti sement or M B vari abl es MAY be affected as
needed.

Al'l configuration changes resulting from Router Renunbering SHOULD be
saved to non-volatile storage where this facility exists. The
probl em of properly restoring prefix lifetimes fromnon-volatile
storage exists independently of Router Renunbering and deserves
careful attention, but is outside the scope of this docunent.

5.  Sequence Nunber Reset

It may prove necessary in practice to reset a router’s Recorded
Sequence Nunber. This is a safe operation only when al

crypt ographi c keys previously used to authenticate RR Commands have
expired or been revoked. For this reason, the Sequence Nunber Reset
nessage i s defined to acconplish both functions.

VWhen a Sequence Nunmber Reset (SNR) has been aut henticated and has
passed the header check, the router MJUST invalidate all keys which
have been used to authenticate previous RR Conmands, including the
key which authenticated the SNRitself. Then it MJST discard any
saved RR Result nessages, clear the list of recorded Segnent Numbers
and reset the Recorded Sequence Number to zero.

If the router has no other, unused authentication keys al ready
avai | abl e for Router Renunbering use it SHOULD establish one or nore
new valid keys. The details of this process will depend on whether
manual keying or a key management protocol is used. |In either case,
if no keys are avail able, no new Cormands can be processed.

A SNR nessage SHOULD contain no PCOs, since they will be ignored. |If
and only if the Rflag is set in the SNR nessage, a router MJST
respond with a Result Message contai ning no Match Reports. The
header and transmi ssion of the Result are as described in section 3.

The invalidation of authentication keys caused by a valid SNR nessage
will cause retransmitted copies of that nessage to be ignored.
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6.

7.

| ANA Consi der ati ons

Foll owi ng the policies outlined in [I ANACON], new val ues of the Code
field in the Router Renunbering Header (section 3.1) and the OpCode
field of the Match-Prefix Part (section 3.2.1.1) are to be allocated
by I ETF consensus only.

Security Considerations

The Rout er Renumbering mechani sm proposed here is very powerful and
prevention of spoofing it is inmportant. Replay of old nessages nust,
in general, be prevented (even though a narrow cl ass of nessages
exists for which replay would be harnmless). Wat constitutes a
sufficiently strong authentication al gorithmmy change fromtinme to
time, but algorithms should be chosen which are strong agai nst
current key-recovery and forgery attacks.

Aut hentication keys nust be as well protected as any other access

net hod that allows reconfiguration of a site’'s routers. Distribution
of keys nmust not expose themor pernmt alteration, and key validity
must be limted in ternms of time and nunber of nessages

aut henti cat ed.

Not e that although a reset of the Recorded Sequence Nunmber requires
the cancel l ati on of previously-used authentication keys, introduction
of new keys and expiration of old keys does not require resetting the
Recor ded Sequence Nunber.

1. Security Policy and Associ ati on Database Entries

The Security Policy Database (SPD) [|I PSEC] of a router inplenenting
this specification MIUST cause i ncom ng Router Renunbering Comrand
packets to either be discarded or have |Psec applied. (The

determ nation of "discard" or "apply" MAY be based on the source
address.) The resulting Security Associ ati on Database (SAD) entries
MUST ensure authentication and integrity of the destination address
and the RR Header and Message Body, and the body Iength inplied by
the IPv6 I ength and intervening extensi on headers. These

requi rements are met by the use of the Authentication Header [AH in
transport or tunnel node, or the Encapsul ating Security Payl oad [ ESP]
in tunnel node with non-NULL authentication. The mandatory-to-

i npl enent | Psec authentication algorithns (other than NULL) seem
strong enough for Router Renunbering at the time of this witing.

Note that for the SPD to distingui sh Router Renunbering from other
| CMP packets requires the use of the ICWMP Type field as a sel ector.
This is consistent with, although not nentioned by, the Security
Architecture specification [IPSEC.
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At the time of this witing, there exists no nulticast key managenent
protocol for |IPsec and none is on the horizon. Manually configured
Security Associations will therefore be common. The occurrence of
"fromtraffic" in the table bel ow would therefore nore realistically
be a wildcard or a fixed range. Use of a small set of shared keys
per managenent station suffices, so long as key distribution and
storage are sufficiently safeguarded.

A sufficient set of SPD entries for inconmng traffic could sel ect

Field SPD Entry SAD Entry
Sour ce wi | dcard fromtraffic
Destination wi | dcard from SPD
Transport | CVPv6 from SPD

| CVP Type Rtr. Renum from SPD
Acti on Apply 1 Psec

SA Spec AH Transport Mde

or there mght be an entry for each nanagenent station and/or for
each of the router’s unicast addresses and for each of the defined
Al -Routers multicast addresses, and a final wildcard entry to

di scard all other incom ng RR nessages.

The SPD and SAD are conceptual ly per-interface databases. This fact
may be exploited to permt shared nanagenent of a border router, for
exanpl e, or to discard all Router Renunbering traffic arriving over
tunnel s.

8. Inplenentation and Usage Advice for Reliability

Users of Router Renunbering will want to be sure that every non-
trivial nessage reaches every intended router. Well-considered
expl oitati on of Router Renumbering' s retransnission and response-
directing features should make that goal achievable wth high
confidence even in a mninally reliable network.

In one set of cases, probably the majority, the network managenent
station will know the conplete set of routers under its control
Conmands can be retransmtted, with the "R' (Reply-requested) flag
set in the RR header, until Results have been collected from al

routers. |If unicast Security Associations (or the nmeans for creating
then) are avail abl e, the nmanagenent station may switch fromnnulticast
to unicast transm ssion when the nunber of routers still unheard-from

is suitably small
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To maintain a |ist of nanaged routers, the nanagenent station can
enpl oy any of several automatic methods which nay be nore conveni ent
than manual entry in a large network. Milticast RR "Test" conmands
can be sent periodically and the results archived, or the managenent
station can use SNWP to "peek” into a link-state routing protoco
such as OSPF [OSPFM B]. (I n the case of OSPF, roughly one router per
area woul d need to be examned to build a conplete list of routers.)

In a large dynanic network where the set of managed routers is not
known but reliable execution is desired, a scal able nethod for

achi eving confidence in delivery is described here. Nothing in this
section affects the format or content of Router Renunbering nessages,
nor their processing by routers.

A managenent station inplementing these reliability nechani sns MJST
alert an operator who attenpts to conmence a set of Router
Renunberi ng Commands when retransm ssion of a previous set is not yet
conpl eted, but SHOULD all ow t he operator to override the warning.

8.1. CQutline and Definitions

The set of routers being managed with Router Renunbering is

consi dered as a set of popul ations, each popul ati on having a
characteristic probability of successful round-trip delivery of a
Conmand/ Result pair. The goal is to estinmate a | ower bound, P, on
the round-trip probability for the whole set. Wth this estinmate and
ot her data about the responses to retransnissions of the Conrand, a
confidence | evel can be computed for hypothesis that all routers have
been heard from

If the true probability of successful round-trip communication with a
managed router were a constant, p, for all managed routers then an
estimate P of p could be derived fromeither of these statistics:

The expected ratio of the number of routers first heard from after
transmssion (N + 1) to the nunber first heard fromafter Nis

(1-p).

When N different routers have been heard fromafter M
transm ssi ons of a Conmmand, the expected total number of Result
nmessages received is pNM |If Ris the nunber of Results actually
received, then P = R M\

The two nmethods are not equivalent. The first suffers nunerica

probl ems when the nunber of routers still to be heard fromgets
small, so the P = RRMWN estinmate shoul d be used.
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Since the round-trip probability is not expected to be uniformin the
real world, and the less-reliable units are nore inportant to a

| ower - bound estinmate but nmore likely to be missed in sanmpling, the
sample fromwhich P is conputed is biased toward the |ess-reliable
routers. After the Nth transm ssion interval, N > 2, neglect al
routers heard fromin intervals 1 through F fromthe reliability
estimate, where F is the greatest integer |ess than one-half of N

For exanple, after five intervals, only routers first heard fromin
the third through fifth intervals will be counted.

A managenent station inplenenting the methods of this section should
all ow the user to specify the followi ng parameters, and default them
to the indicated val ues.

¢t The target delivery confidence, default 0.999.

Pp A presunptive, pessimstic initial estimte of the | ower
bound of the round-trip probability, P, to prevent early
term nation. (See below.) Default 0.75.

Ti The initial tine between Command retransni ssions. Default 4
seconds. MaxDelay mlliseconds (see section 3.1) nust be
added to the retransm ssion tiner. Know edge of the
routers’ processing tinme for RR Conmands may i nfluence the

setting of Ti. Ti+MaxDelay is also the minimumtine the
managenment station nust wait for Results after each
transm ssi on before computing a new confidence |evel. The

phrase "end of the Nth interval" means a time Ti +MaxDel ay
after the Nth transm ssion of a Conmand.

Tu The upper bound on the period between Comrmand
retransm ssions. Default 512 seconds.

The foll owi ng variabl es, sone a function of the retransm ssion
counter N, are used in the next section

T(N) The tinme between Command transnissions N and N+1 is WT(N) +
MaxDel ay, where V is random and roughly uniformin the range
[0.75, 1.0]. T(1) =Ti and for N> 1, T(N) = min(2*T(N1),

Tu) .

M N) The cunmul ative nunber of distinct routers fromwhich replies
have been received to any of the first N transm ssions of
t he Command.
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F=F(N) FLOOR((N-1)/2). Al routers from which responses were
received in the first Fintervals will be effectively
omtted fromthe estimate of the round-trip probability
conputed at the Nth interval.

R(N,F) The total nunmber of RR Result nessages, including
duplicates, received by the end of the Nth interval from
those routers which were NOT heard fromin any of the first
F interval s.

p(N) The estimte of the worst-case round-trip delivery
probability.
c(N) The conput ed confidence | evel.

An asterisk (*) is used to denote nultiplication and a caret (%)
denot es exponenti ation.

If the difference in reliability between the "good" and "bad" parts
of a managed network is very great, early c(N) values will be too
hi gh. Retransmi ssions should continue for at least Nmin = |og(1l-
Ct)/log(1-Pp) intervals, regardl ess of the current confidence
estimate. (In fact, there’s no need to compute p(N) and c(N) until
after Nmin intervals.)

8.2. Conputations
Letting A= N (MN-MF))/R(N,F) for brevity, the estimte of the

round-trip delivery probability is p(N) = 1-Q where Qis that root
of the equation

QN - A*Q+ (A1) =0

which lies between 0 and 1. (Q=1is always aroot. |If Nis odd
there is also a negative root.) This may be solved nunerically, for
exanple with Newton’s nethod (see any standard text, for exanple
[ANM). The first-order approxinmation

Q =1- 1/A
may be used as a starting point for iteration. But QL should NOT be
used as an approxinmate solution as it always underestimtes Q and
hence overestimates p(N), which would cause an overestimate of the
confidence |evel.

I f necessary, the spurious root Q =1 can be divided out, |eaving

Q(N1) + Q(N2) +... +Q- (A1) =0
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as the equation to solve. Depending on the nunerical nethod used,
this could be desirable as it’'s just possible (but very unlikely)
that A=N and so Q=1 was a double root of the earlier equation.

After N> 2 (or N>= Nmn) intervals have been conpl eted, Conpute the
| ower-bound reliability estinmate

P(N) = RIN.F)/((N-F)*(MN - MF))).

Conput e the confidence estimte

¢c(N = (1- (1-p(N)*"NMMN - MF) +1).

which is the Bayesian probability that MN) is the nunber of routers
present given the nunber of responses which were collected, as
opposed to M N)+1 or any greater nunber. It is assunmed that the a
priori probability of there being K routers was no greater than that
of K-1 routers, for all K> MN).

Wen ¢(N) >= C and N >= Nmin, retransni ssions of the Command may
cease. O herw se another transm ssion should be scheduled at a tine
V*T(N) + MaxDelay after the previous (Nth) transm ssion, or V*T(N)
after the conclusion of processing responses to the Nth transm ssion
whi chever is later.

One corner case needs consideration. Divide-by-zero may occur when
conputing p. This can happen only when no new routers have been
heard fromin the last NNF intervals. GCenerally, the confidence
estimate c(N) will be close to unity by then, but in a pathol ogica
case such as a large nunber of routers with reliable communication
and a much snaller nunber with very poor comunication, the
confidence estinate may still be less than G when p’s denom nat or
vani shes. The inplenmentation may continue, and should continue if
the m ni num nunber of transmi ssions given in the previous paragraph
have not yet been nade. |[If new routers are heard from p(N wll
agai n be non-singul ar.

O course no linmted retransni ssion scheme can fully address the
possibility of long-term problens, such as a partitioned network.
The network manager is expected to be aware of such conditions when
they exist.

8.3. Additional Assurance Methods
As a final neans to detect routers which becone reachable after
m ssi ng renunmberi ng comuands during an extended network split, a

management station MAY adopt the follow ng strategy. When perform ng
each new operation, increnent the SequenceNunber by nore than one.
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After the operation is believed conplete, periodically send sone
"no-op" RR Command with the R (Result Requested) flag set and a
SequenceNunber one | ess than the highest used. Any responses to such
a conmmand can only come fromrouter that missed the | ast operation.
An exanpl e of a suitable "no-op" comrand woul d be an ADD operation
with MatchLen = 0, M nLen = 0, MaxLen = 128, and no Use-Prefix Parts.

If old authentication keys are saved by the managenent station, even
the reappearance of routers which mssed a Sequence Number Reset can
be detected by the transm ssion of no-op commands with the invalid
key and a SequenceNunber higher than any used before the key was
invalidated. Since there is no other way for a nmanagenent station to
di stinguish a router’s failure to receive an entire sequence of
repeat ed SNR nessages fromthe | oss of that router’s single SNR
Result Message, this is the RECOVWENDED way to test for universa
recepti on of a SNR Command.

9. Usage Exanpl es

Thi s section sketches sone sanple applications of Router Renunbering.
Ext ensi on headers, including required |Psec headers, between the |Pv6
header and the | CMPv6 header are not shown in the exanpl es.

9.1. Mintaining dobal-Scope Prefixes

A sinple use of the Router Renunbering nmechanism and one which is
expected to to be common, is the maintenance of a set of gl oba
prefixes with a subnet structure that matches that of the site’'s
site-local address assignments. |In the steady state this would serve
to keep the Preferred and Valid lifetinmes set to their desired
values. During a renunbering transition, simlar Comand nessages
can add new prefixes and/or delete old ones. An outline of a

sui tabl e Command nessage follows. Fields not listed are presuned set
to suitable values. This Command assumes all router interfaces to be
mai nt ai ned al ready have site-local [AARCH addresses.

| Pv6 Header
Next Header = 58 (1 CWVPv6)
Source Address = (Managenent Station)
Destination Address = FF05::2 (Al Routers, site-local scope)

| CMPv6/ RR Header

Type = 138 (Router Renunbering), Code = 0 (Command)
Fl ags = 60 hex (R A)
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First (and only) PCO

Mat ch- Prefix Part
OpCode = 3 (SET- GLOBAL)
OpLength = 4 N + 3 (assuming N gl obal prefixes)
Odinal = 0 (arbitrary)
Mat chLen = 10
Mat chPrefix = FECO:: 0

First Use-Prefix Part
UseLen = 48 (Length of TLA ID + RES + NLA | D [ AARCH])
KeepLen = 16 (Length of SLA (subnet) ID [ AARCH])
Fl agMask, RAFl ags, Lifetinmes, V & P flags -- as desired
UsePrefix = First global /48 prefix

Nt h Use-Prefix Part
UselLen = 48
KeepLen = 16
Fl agMask, RAFl ags, Lifetimes, V & P flags -- as desired
UsePrefix = Last global /48 prefix

This will cause N global prefixes to be set (or updated) on each
applicable interface. On each interface, the SLA ID (subnet) field
of each global prefix will be copied fromthe existing site-I|ocal
prefix.

9.2. Renunbering a Subnet

A subnet can be gracefully renunbered by setting the valid and
preferred timers on the old prefix to a short value and having them
run down, while concurrently addi ng addi ng the new prefix. Later,
the expired prefix is deleted. The first step is described by the
foll owi ng RR Command.

| Pv6 Header
Next Header = 58 (1 CWVPv6)
Source Address = (Managenent Station)
Destination Address = FF05::2 (Al Routers, site-local scope)

| CMPv6/ RR Header

Type = 138 (Router Renunbering), Code = 0 (Command)
Fl ags = 60 hex (R A)
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First (and only) PCO

Mat ch- Prefix Part
OpCode = 2 (CHANGE)
OpLength = 11 (reflects 2 Use-Prefix Parts)
Odinal = 0 (arbitrary)
Mat chLen = 64
Mat chPrefix = O d /64 prefix

First Use-Prefix Part
UseLen = 0O
KeepLen = 64 (this retains the old prefix value intact)
Fl agMask = 0, RAFlags = 0
Valid Lifetinme = 28800 seconds (8 hours)
Preferred Lifetine 7200 seconds (2 hours)
Vflag =1, P flag 1
UsePrefix = 0::0

Second Use-Prefix Part
UselLen = 64
KeepLen = 0
Fl agMask = 0, RAFlags = 0
Lifetimes, V & P flags -- as desired
UsePrefix = New /64 prefix

The second step, deletion of the old prefix, can be done by an RR
Command with the sane Match-Prefix Part (except for an OpLength
reduced from 11 to 3) and no Use-Prefix Parts. Any tenptation to set
KeepLen = 64 in the second Use-Prefix Part above should be resisted,
as it would instruct the router to sidestep address configuration.
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Appendi x -- Derivation of Reliability Estinates

If a population S of size k is repeatedly sanpled with an efficiency
p, the expected nunber of nenbers of S first discovered on the nth

sampling is
m=[1- (1-p)"n] * k

The expected total number of menmbers of S found in sanples, including
duplicates, is

r=n*p*Kk

Taking the ratio of mto r cancels the unknown factor k and yields an
equati on

[1- (1-p™n] / p = nnlr
whi ch may be solved for p, which is then an estimator of the sanpling
efficiency. (The statistical properties of the estimator will not be
exam ned here.) Under the substitution p = 1-q, this becones the
first equation of Section 8.2.
Wth the estimator p in hand, and a count m of nenbers of S
di scovered after n sanplings, we can conpute the a posterior
probability that the true size of Sis mtj, for j >= 0. Let Hj
denote the hypothesis that the true size of Sis mtj, and let R

denote the result that m nenbers have been found in n sanplings.
Then

PIRT H} =[(mj)!/mjt] * [1-(1-p)*n]"m* [(1-p)~n]"]
We are interested in P{HO | R}, but to find it we need to assign a
priori values to P{H}. Let the size of S be exponentially
di stri buted

P{H} / P{HO} = h"(-j)

for arbitrary hin (0, 1). The value of h will be elimnated from
the result.

The Bayesi an net hod yi el ds
P{H | R/ P{HO | R} = [(mtj)!/mjl] = [h*(1-p)~n]"
The reciprocal of the sumover j >= 0 of these ratios is

P{HO | R} = [1-h*(1-p)~n] ~ (m+1)
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and the confidence estimate of Section 8.2 is the h -> 1 limt of
this expression.
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