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Status of this Menp

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenmo is unlimted.
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Copyright (C) The Internet Society (2000). Al Rights Reserved.
Abst r act

This menmo defines two extensions to the SMIP (Sinple Mail Transfer
Protocol) service. The first extension enables a SMIP client and
server to negotiate the use of an alternative to the DATA command,
call ed "BDAT", for efficiently sending |arge MM (Ml tipurpose
Internet Mail Extensions) nessages. The second extension takes
advant age of the BDAT command to permit the negotiated sending of
M ME nessages that enploy the binary transfer encoding. This
docunent is intended to update and obsol ete RFC 1830.

Wor ki ng Group Summary

This protocol is not the product of an | ETF worki ng group, however
the specification resulted from discussions within the ESMIP wor ki ng
group. The resulting protocol docunented in RFC 1830 was classified
as experinental at that time due to questions about the robustness of
the Binary Content-Transfer-Encodi ng depl oyed in then existent MM

i mpl enentations. As M ME has matured and ot her uses of the Binary
Cont ent - Transf er - Encodi ng have been depl oyed, these concerns have
been allayed. Wth this docunent, Binary ESMIP is expected to becone
st andar ds-track.
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Document Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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1. Overview

The M ME extensions to the Internet message format provides for the
transm ssion of nmany kinds of data that were previously unsupported
inInternet mail. Anticipating the need to transport the new nedia
nore efficiently, the SMIP protocol has been extended to provide
transport for new nessage types. RFC 1652 defines one such extension
for the transm ssion of unencoded 8-bit M ME nessages [8BIT]. This
service extension permts the receiver SMIP to decl are support for
8-bit body parts and the sender to request 8-bit transnission of a
particul ar nessage.

One expected result of the use of MME is that the Internet nai
systemw || be expected to carry very large mail nmessages. In such
transactions, there is a performance-based desire to elimnate the
requi renent that the message be scanned for "CR LF . CR LF" sequences
upon sending and receiving to detect the end of nessage.

| ndependent of the need to send | arge nmessages, Internet mail is
increasingly nultinedia. There is a need to avoid the overhead of
base64 and quot ed-printable encodi ng of binary objects sent using the
M ME nessage format over SMIP between hosts that support binary
nessage processing.
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This meno uses the nechanismdefined in [ ESMIP] to define two
extensions to the SMIP servi ce whereby an SMIP server ("receiver-
SMIP") nmay decl are support for the nessage chunki ng transm ssion node
and support for the reception of Binary messages, which the SMIP
client ("sender-SMIP") is then free to use.

2. Framework for the Large Message Extensions
The foll owi ng service extension is hereby defined:
1) The nanme of the data chunking service extension is "CHUNKI NG'

2) The EHLO keyword val ue associated with this extension is
" CHUNKI NG'.

3) A new SMIP verb, BDAT, is defined as an alternative to the "DATA"
command of [RFC821]. The BDAT verb takes two argunments. The
first argument indicates the length, in octets, of the binary data
chunk. The second optional argument indicates that the data chunk

is the last.

bdat - cd = "BDAT" SP chunk-size [ SP end-marker ] CR LF
chunk-size ::= 1*DIA T

end- mar ker = "LAST"

4) This extension may be used for SMIP nessage subm ssion. [Submt]

5) Servers that offer the BDAT extension MJST continue to support the
regul ar SMIP DATA command. Cients are free to use DATA to
transfer appropriately encoded to servers that support the
CHUNKI NG extension if they wish to do so.

The CHUNKI NG servi ce extension enables the use of the BDAT
alternative to the DATA command. This extension can be used for any
nmessage, whether 7-bit, 8BI TM ME or BI NARYM ME

When a sender- SMIP wi shes to send (using the MAIL command) a | arge
nmessage using the CHUNKI NG extension, it first issues the EHLO
comuand to the receiver-SMIP. |If the receiver-SMIP responds with
code 250 to the EHLO command and the response includes the EHLO
keyword val ue CHUNKI NG, then the receiver-SMIP is indicating that it
supports the BDAT command and will accept the sending of nessages in
chunks.

After all MAIL and RCPT responses are collected and processed, the

nmessage i s sent using a series of BDAT commands. The BDAT command
takes one required argunment, the exact length of the data segnent in
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octets. The nessage data is sent immediately after the trailing <CR>
<LF> of the BDAT command |ine. Once the receiver-SMIP receives the
speci fied nunber of octets, it will return a 250 reply code.

The optional LAST paraneter on the BDAT command indicates that this
is the last chunk of nessage data to be sent. The |ast BDAT command
MAY have a byte-count of zero indicating there is no additional data
to be sent. Any BDAT commuand sent after the BDAT LAST is illegal and
MJST be replied to with a 503 "Bad sequence of conmands" reply code.
The state resulting fromthis error is indeterm nate. A RSET conmand
MJST be sent to clear the transaction before continuing.

A 250 response MJUST be sent to each successful BDAT data block within

a mail transaction. |If a failure occurs after a BDAT command is
recei ved, the receiver-SMIP MUST accept and di scard the associ ated
nmessage data before sending the appropriate 5XX or 4XX code. If a

5XX or 4XX code is received by the sender-SMIP in response to a BDAT
chunk, the transaction should be considered failed and the sender-
SMIP MUST NOT send any additional BDAT segnents. |f the receiver-
SMIP has decl ared support for comand pipelining [PIPE], the receiver
SMIP MJST be prepared to accept and di scard additional BDAT chunks
already in the pipeline after the fail ed BDAT.

Note: An error on the receiver-SMIP such as disk full or inmnent
shutdown can only be reported after the BDAT segnent has been
received. It is therefore inportant to choose a reasonabl e chunk
size given the expected end-to-end bandw dt h.

Not e: Because the receiver-SMIP does not acknow edge t he BDAT
conmand before the nmessage data is sent, it is inmportant to send
the BDAT only to systens that have declared their capability to
accept BDAT commands. Illegally sending a BDAT comuand and
associ at ed nmessage data to a non- CHUNKI NG capabl e system wi | |
result in the receiver-SMIP parsing the associ ated nmessage data as
if it were a potentially very |long, ESMIP conmand |ine contai ni ng
bi nary data

The resulting state froma failed BDAT command is indeterminate. A
RSET command MUST be issued to clear the transaction before
addi ti onal commands may be sent. The RSET command, when issued after
the first BDAT and before the BDAT LAST, clears all segnents sent
during that transaction and resets the session

DATA and BDAT commands cannot be used in the same transaction. |f a
DATA statenment is issued after a BDAT for the current transaction, a
503 "Bad sequence of commands" MJST be issued. The state resulting
fromthis error is indetermnate. A RSET command MJST be sent to
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clear the transaction before continuing. There is no prohibition on
usi ng DATA and BDAT in the same session, so long as they are not
m xed in the sane transaction

The | ocal storage size of a message may not accurately reflect the

actual size of the nmessage sent due to | ocal storage conventions. In
particul ar, text nmessages sent with the BDAT conmand MJST be sent in
the canonical MME format with lines delinmted with a <CR><LF>. It

may not be possible to convert the entire nessage to the canonica
format at once. CHUNKING provides a nechanismto convert the nessage
to canonical form accurately count the bytes, and send the nessage a
single chunk at a tine.

Note: Correct byte counting is essential. |f the sender-SMIP

i ndi cates a chunk-size | arger than the actual chunk-size, the
receiver-SMIP will continue to wait for the renmmi nder of the data
or when using streaming, will read the subsequent comrand as
addi ti onal nessage data. In the case where a portion of the

previ ous command was read as data, the parser will return a syntax
error when the inconplete conmand is read

If the sender-SMIP indicates a chunk-size smaller than the actua
chunk-size, the receiver-SMIP will interpret the remainder of the
nessage data as invalid conmands. Note that the renmi nder of the
nessage data nay be binary and as such | exi cographical parsers
MJST be prepared to receive, process, and reject |ines of
arbitrary octets.

3. Framework for the Binary Service Extension
The foll owi ng service extension is hereby defined:
1) The name of the binary service extension is "Bl NARYM MVE'

2) The EHLO keyword val ue associated with this extension is
" Bl NARYM ME"

3) The BI NARYM ME service extension can only be used with the
"CHUNKI NG' service extension

4) No parameter is used with the Bl NARYM ME keywor d.
5) [8BIT] defines the BODY paranmeter for the MAIL command. This
ext ensi on defines an additional value for the BODY paraneter,

"Bl NARYM ME". The val ue "BI NARYM ME" associated with this
parameter indicates that this message is a Binary M ME nessage (in
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strict conpliance with [MMgE]) with arbitrary octet content being
sent. The revised syntax of the value is as follows, using the
ABNF not ati on of [RFC822]:

body-value ::= "7BIT" / "8BITM ME" / "BI NARYM ME"
6) No new verbs are defined for the Bl NARYM ME ext ensi on.
7) This extension may be used for SMIP nmessage submi ssion. [Submt]

8) The maxi mum |l ength of a MAIL FROM command line is increased by 16
characters by the possible addition of the BODY=BlI NARYM ME keyword
and val ue; .

A sender-SMIP may request that a binary M ME nessage be sent wi thout
transport encodi ng by sending a BODY paraneter with a val ue of

"Bl NARYM ME' with the MAIL command. Wen the receiver-SMIP accepts a
MAI L command with the BI NARYM ME body-value, it agrees to preserve
all bits in each octet passed using the BDAT command. Once a

recei ver- SMIP supporting the Bl NARYM ME servi ce extension accepts a
nessage containing binary material, the receiver-SMIP MIST deliver or
relay the nessage in such a way as to preserve all bits in each
octet.

Bl NARYM ME cannot be used with the DATA conmand. |f a DATA conmand
is issued after a MAIL command contai ni ng the body-val ue of

"Bl NARYM ME", a 503 "Bad sequence of commands" response MUST be sent.
The resulting state fromthis error condition is indeterm nate and
the transacti on MJUST be reset with the RSET comand.

It is especially inportant when using BINARYM ME to ensure that the
M ME nessage itself is properly formed. |In particular, it is
essential that text be canonically encoded with each line properly
term nated with <CR><LF>. Any transformation of text into non-
canoni cal M ME to observe | ocal storage conventi ons MJST be reversed
bef ore sending as BINARYM ME. Sone |ine-oriented shortcuts wll
break if used with BI NARYM ME. A sender-SMIP MJUST use the canoni cal
encoding for a given MME content-type. In particular, text/* MJST
be sent with <CR><LF> termi nated |ines.

Note: Although CR and LF do not necessarily represent ends of text
lines in BDAT chunks and use of the binary transfer encoding is

al l owed, the RFC 2781 prohibition agai nst using a UTF-16 charset
within the text top-level nedia type renains.
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The syntax of the extended MAIL comand is identical to the MAIL
conmand i n [ RFC821], except that a BODY=BI NARYM ME par anet er and

val ue MUST be added. The conplete syntax of this extended command is
defined in [ ESMIP] .

If a receiver-SMIP does not indicate support the Bl NARYM ME nessage
format then the sender-SMIP MJUST NOT, under any circunstances, send
bi nary data

If the receiver-SMIP does not support BI NARYM ME and t he message to
be sent is a MME object with a binary encoding, a sender-SMIP has
three options with which to forward the nessage. First, if the

recei ver- SMIP supports the 8bit-M MEtransport extension [8bit] and
the content is anenable to being encoded in 8bit, the sender-SMIP may
i mpl enent a gateway transformation to convert the nmessage into valid
8bit-encoded M ME. Second, it may inplement a gateway transformation
to convert the nmessage into valid 7bit-encoded MME. Third, it may
treat this as a pernmanent error and handle it in the usual nmanner for
delivery failures. The specifics of MM content-transfer-encodings,
i ncluding transformati ons fromBinary MME to 8bit or 7bit MME are
not described by this RFC, the conversion is neverthel ess constrained
in the foll owi ng ways:

1. The conversi on MJUST cause no | oss of information; MM
transport encodi ngs MJST be enpl oyed as needed to insure this
is the case

2. The resulting nessage MJUST be valid 7bit or 8bit MME In
particular, the transformati on MJUST NOT result in nested Base-
64 or Quoted-Printable content-transfer-encodi ngs.

Note that at the tinme of this witing there are no nmechani sns for
converting a binary M ME object into an 8-bit MM object. Such a
transformation will require the specification of a new M ME content -
transf er - encodi ng.

If the M ME nessage contains a "Binary" content-transfer-encodi ng and
t he BODY paraneter does not indicate Bl NARYM ME, the nessage MUST be
accepted. The nessage SHOULD be returned to the sender with an
appropriate DSN. The nessage contents MAY be returned to the sender
if the offending content can be mangled into a | egal DSN structure.
"Fi xi ng" and forwarding the offending content is beyond the scope of
thi s docunent.
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4. Exanpl es

4.1 Sinple Chunking

The following sinple dialogue illustrates the use of the |arge
nessage extension to send a short pseudo- RFC 822 nessage to one
reci pi ent using the CHUNKI NG ext ensi on

ARDRDNNNADNRNDDDNDDNAD

<wait for connection on TCP port 25>
<open connection to server>

220 cnri.reston.va.us SMIP service ready
EHLO ymir. cl arenont . edu
250-cnri.reston.va.us says hello

250 CHUNKI NG

MAI L FROM <Sam@Random cone

250 <Sam@Random con® Sender ok

RCPT TO <Susan@random con®

250 <Susan@ andom con® Reci pi ent ok

BDAT 86 LAST

To: Susan@ andom conmkCR><LF>

From Sam@ andom conkCR><LF>

Subject: This is a bodyl ess test nessage<CR><LF>
250 Message OK, 86 octets received

QIT

221 Goodbye

4.2 Pipelining Bl NARYM ME

The following dialogue illustrates the use of the | arge nessage
extension to send a BI NARYM ME object to two recipients using the
CHUNKI NG and PI PELI NI NG ext ensi ons:

R

PRI NDDNDDDDDNIW

<wait for connection on TCP port

<open connection to server>

220 cnri.reston.va.us SMIP service ready

EHLO ymir. cl arenont . edu

250-cnri.reston.va.us says hello

250- PI PELI NI NG

250- Bl NARYM ME

250 CHUNKI NG

MAI L FROM <ned@mi r. cl ar enont . edu> BODY=BI NARYM ME
RCPT TO <gvaudre@nri . reston.va. us>

RCPT TO <j stewart @nri.reston.va. us>

250 <ned@nmnir.clarenont.edu>... Sender and Bl NARYM ME ok
250 <gvaudre@nri.reston.va.us>... Recipient ok
250 <jstewart @nri.reston.va.us>. .. Recipient ok
BDAT 100000

(First 10000 octets of canonical M ME nessage data)
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S: BDAT 324

S: (Remmi ning 324 octets of canonical M ME nessage data)
S: BDAT 0 LAST

R 250 100000 octets received

R 250 324 octets received

R 250 Message OK, 100324 octets received

S QUT

R 221 Goodbye

5. Security Considerations

2000

This extension is not known to present any additional security issues

not already endemc to electronic nmail and present in fully

conform ng inplenmentations of [ RFC821], or otherw se made possi bl e by

[M ME] .
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Appendi x A - Changes from RFC 1830

Nunerous editorial changes including required intellectual property
boil erplate and revi sed authors contact information

Corrected the sinple chunking exanple to use the correct nunber of

bytes. Updated the pipelining exanple to illustrate use of the BDAT
0 LAST construct.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Vaudr eui | St andards Track [ Page 12]






