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Abst r act

Thi s docunent describes an optional extension to the Internediate
Systemto Internediate System (1SIS) protocol, used today by severa
Internet Service Proviers (1SPs) for routing within their clouds.
ISISis an interior gateway routing protocol devel oped originally by
OSl and used with I P extensions as Interior Gateway Protocol (IGP).
SIS originally does not provide Conpl ete Sequence Nunmbers Protoco
Data (CSNP) and Partial Sequence Nunbers Protocol Data Unit (PSNP)
checksuns, relying on the underlying layers to verify the integrity
of information provided. Experience with the protocol shows that
this precondition does not always hold and scenarios can be inagi ned
that inpact protocol functionality. This docunment introduces a new
optional Type, Length and Value (TLV) providing checksunmns.

1. Introduction

SIS [1 SO0, Cal 90a, Cal 90b] CSNPs and PSNPs and |1 Hs can be
corrupted in case of faulty inplenentations of L2 hardware or |ack of
checksumi ng on a specific network technology. As a particularly ugly
case, corruption of length and/or TLV length fields may |lead to the
generation of extensive nunbers of "enpty" LSPs in the receiving
node. Since we cannot rely on authentication as a checksum
mechani sm this docunent proposes an optional TLV to add checksums to
the el enments.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [Bra97].
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2.

TLV Descri ption

This optional TLV MAY BE included in all CSNP, PSNP and |IH packets
and an inplenentation that inplements optional checksuns MJST accept
PDUs if they do NOT contain the optional checksum | nplenentations
that receive an optional checksum TLV and support it MJST discard the
PDU i f the checksumis incorrect. An inplenmentation that does NOT

i mpl ement optional checksunms MJST accept a PDU that contains the
checksum TLV. An inplenentation that supports optional checksuns and
receives it within any other PDU than CSNP, PSNP or |IH MJST discard
the PDU. Such an inplenmentati on MJST discard the PDU as well if nore
than one optional checksum TLVs are included within it.

Additionally, any inplenmentation supporting optional checksunms MJST
accept PDUs with an optional checksumwi th the value 0 and consi der
such a checksum as correct.

Checksum Conput at i on

The checksumis a fletcher checksum conputed according to [|S098],
Annex C over the conplete PDU. To conpute the correct checksum an

i mpl enentati on MUST add the optional checksum TLV to the PDU with the
initial checksumvalue of 0 and conpute the checksum over such a PDU

Interaction with TLVs using PDU Data to Conpute Signatures

The inplenentati on MUST either onit the optional checksumon an
interface or send a 0 checksumvalue if it includes in the PDU
signatures that provide equival ent or stronger functionality, such as
HVAC or MD5. Otherwi se an inplenmentation that handl es such
signatures but does not handl e the optional checksuns, may fail to
conpute the MD5 signature on the packet. Such a failure would be
caused by the fact that MD5 is conputed with the checksum val ue set
to 0 and only as a final step is the checksumvalue being filled in

TLV For mat

[Prz0l] lists the according value of the TLV type and di scusses
i ssues surroundi ng the assignnent of new TLV codepoints.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| TLV Type =12 | TLV Length =2 | Checksum (16 hits)
s S S i I S R R e h T Tk e S S S o T S
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6. Acknow edgnents

Tony Li nentioned the original problem M ke Shand provided
comments. Somehow rel ated problens with purging on LSP checksum
errors have been observed by others before. N schal Sheth spelled
out the issues of interaction between MD5 and the optional checksumns.

7. Security Considerations

I SIS security applies to the work presented. No specific security
i ssues as to the new el enent are known.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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