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Abst r act

Counter with CBC-MAC (CCM is a generic authenticated encryption
bl ock ci pher mode. CCMis defined for use with 128-bit bl ock
ci phers, such as the Advanced Encryption Standard (AES).

1. Introduction

Counter with CBC-MAC (CCM is a generic authenticated encryption

bl ock ci pher nmode. CCMis only defined for use with 128-bit bl ock
ci phers, such as AES [AES]. The CCM design principles can easily be
applied to other block sizes, but these nodes will require their own
speci fications.

1.1. Conventions Used In This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [ STDWORDS] .

2. CCM Mode Specification

For the generic CCM node there are two paraneter choices. The first
choice is M the size of the authentication field. The choice of the
value for Minvolves a trade-off between nmessage expansion and the
probability that an attacker can undetectably nodify a nessage.

Valid values are 4, 6, 8, 10, 12, 14, and 16 octets. The second
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choice is L, the size of the length field. This value requires a
trade-of f between the maxi mum nessage size and the size of the Nonce.
Different applications require different trade-offs, soL is a
parameter. Valid values of L range between 2 octets and 8 octets
(the value L=1 is reserved).

Nanme Description Size Encodi ng
M Nunmber of octets in authentication field 3 bits (M2)/2
L Nunber of octets in length field 3 bits L-1

2.1. Inputs

To authenticate and encrypt a nessage the following information is
required:

1. An encryption key K suitable for the bl ock cipher

2. A nonce N of 15-L octets. Wthin the scope of any encryption key
K, the nonce value MJST be unique. That is, the set of nonce
val ues used with any given key MJST NOT contain any duplicate
val ues. Using the sane nonce for two different messages
encrypted with the same key destroys the security properties of
thi s node.

3. The nmessage m consisting of a string of I (m octets where 0 <=
I(m < 27(8L). The length restriction ensures that [(m can be
encoded in a field of L octets.

4. Additional authenticated data a, consisting of a string of |(a)
octets where 0 <= I(a) < 27"64. This additional data is
aut henti cated but not encrypted, and is not included in the
output of this nbde. It can be used to authenticate plaintext
packet headers, or contextual information that affects the
interpretation of the nmessage. Users who do not wish to
aut henticate additional data can provide a string of length zero.

The inputs are sumuarized as:

Nane Description Size

K Bl ock ci pher key Depends on bl ock ci pher
N Nonce 15-L octets

m Message to authenticate and encrypt [(n) octets

a Addi tional authenticated data | (a) octets
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2.2. Authentication

The first step is to conmpute the authentication field T. This is
done using CBC-MAC [MAC]. We first define a sequence of blocks B O,
B1, ..., B n and then apply CBC-MAC to these bl ocks.

The first block B O is formatted as follows, where I (n) is encoded in
nost-significant-byte first order

Cct et Nunber Content s

0 Fl ags
1 ... 15-L Nonce N
16-L ... 15 I(m

Wthin the first block B 0, the Flags field is fornatted as foll ows:

Bit Nunber Contents

7 Reserved (al ways zero)
6 Adat a

5. 3 M

2 . 0 L’

Anot her way say the same thing is: Flags = 64*Adata + 8M + L’.

The Reserved bit is reserved for future expansi ons and shoul d al ways
be set to zero. The Adata bit is set to zero if |(a)=0, and set to
one if I(a)>0. The M field is set to (M2)/2. As Mcan take on the
even values from4 to 16, the 3-bit M field can take on the val ues
fromone to seven. The 3-bit field MIST NOT have a val ue of zero,

whi ch woul d correspond to a 16-bit integrity check value. The L’
field encodes the size of the length field used to store I(m. The

paranmeter L can take on the values from2 to 8 (recall, the value L=1
is reserved). This value is encoded in the 3-bit L' field using the
val ues fromone to seven by choosing L' = L-1 (the zero value is
reserved).

If 1 (a)>0 (as indicated by the Adata field), then one or nore bl ocks
of authentication data are added. These bl ocks contain | (a) and a
encoded in a reversible manner. W first construct a string that
encodes | (a).

If 0 <l(a) < (2216 - 278), then the length field is encoded as two

octets which contain the value I (a) in nmost-significant-byte first
order.
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If (2716 - 278) <= 1(a) < 2732, then the length field is encoded as
six octets consisting of the octets Oxff, Oxfe, and four octets
encoding | (a) in nost-significant-byte-first order

If 27232 <= 1(a) < 2764, then the length field is encoded as ten
octets consisting of the octets Oxff, Oxff, and eight octets encodi ng
I (a) in nost-significant-byte-first order

The | ength encodi ng conventions are sunmmarized in the follow ng
table. Note that all fields are interpreted in nost-significant-byte
first order.

First two octets Fol | owed by Conment

0x0000 Not hi ng Reser ved

0x0001 ... OxFEFF Not hi ng For 0 < I(a) < (2*16 - 278)
OXFFOO ... OxFFFD Not hi ng Reser ved

OXFFFE 4 octets of I(a) For (2716 - 278) <= 1I(a) < 2732
OXFFFF 8 octets of | (a) For 2732 <=1(a) < 2”64

The bl ocks encoding a are formed by concatenating this string that
encodes I (a) with a itself, and splitting the result into 16-octet
bl ocks, and then padding the last block with zeroes if necessary.
These bl ocks are appended to the first block BO.

After the (optional) additional authentication blocks have been
added, we add the message bl ocks. The message bl ocks are forned by
splitting the nessage minto 16-octet bl ocks, and then padding the
| ast block with zeroes if necessary. |If the nmessage m consists of
the enpty string, then no blocks are added in this step.

The result is a sequence of blocks BO, Bl, ..., Bn. The CBC-MAC is
conput ed by:

X1:=E K BO)
Xi+l := E( K Xi XORB_.i ) for i=1, ..., n
T :=first-Mbytes( X n+l )

where E() is the bl ock cipher encryption function, and T is the MAC
value. CCM was designed with AES in mind for the E() function, but

any 128-bit bl ock cipher can be used. Note that the last block B n
is XORed with X n, and the result is encrypted with the bl ock cipher
I f needed, the ciphertext is truncated to give T.
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2.3. Encryption

To encrypt the message data we use Counter (CTR) nmode. W first
define the key stream bl ocks by:

Si :=E K Ai ) for i=0, 1, 2,

The values A i are fornatted as foll ows, where the Counter field i is
encoded in nost-significant-byte first order

Cct et Nunber Content s

0 Fl ags
1 ... 15-L Nonce N
16-L ... 15 Count er

The Flags field is formatted as fol |l ows:

Bit Nunber Contents

7 Reserved (al ways zero)
6 Reserved (al ways zero)
5. 3 Zero

2. 0 L’

Anot her way say the same thing is: Flags = L’

The Reserved bits are reserved for future expansions and MJST be set
to zero. Bit 6 corresponds to the Adata bit in the B 0 bl ock, but as
this bit is not used here, it is reserved and MUST be set to zero.
Bits 3, 4, and 5 are also set to zero, ensuring that all the A bl ocks
are distinct fromB_0, which has the non-zero encoding of Min this
position. Bits 0, 1, and 2 contain L', using the sane encoding as in
B 0.

The nessage is encrypted by XORing the octets of nmessage mwth the
first I(n) octets of the concatenation of S 1, S 2, S 3, ... . Note
that S 0 is not used to encrypt the nessage.

The aut hentication value U is conputed by encrypting T with the key
stream block S 0 and truncating it to the desired | ength.

U:=T XOR first-Mbytes( S 0)
2.4. Cutput

The final result c consists of the encrypted nessage foll owed by the
encrypted aut hentication value U
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2.

2.

5. Decryption and Authentication Checking
To decrypt a message the following information is required:
1. The encryption key K
2. The nonce N
3. The additional authenticated data a.
4. The encrypted and authenticated message c.

Decryption starts by reconmputing the key streamto recover the
nessage mand the MAC value T. The nessage and additi ona

aut hentication data is then used to reconpute the CBC- MAC val ue and
check T.

If the T value is not correct, the receiver MJST NOT reveal any

i nformati on except for the fact that T is incorrect. The receiver
MUST NOT reveal the decrypted nessage, the value T, or any other

i nformati on.

6. Restrictions

To preserve security, inplenentations need to linit the total anount
of data that is encrypted with a single key; the total nunber of

bl ock ci pher encryption operations in the CBC-MAC and encryption
toget her cannot exceed 2761. (This allows nearly 2764 octets to be
encrypted and authenticated using CCM This is roughly 16 nmillion
terabytes, which should be nore than enough for nost applications.)
In an environnent where this limt mght be reached, the sender MJST
ensure that the total number of block cipher encryption operations in
the CBC- MAC and encryption together does not exceed 2"61. Receivers
that do not expect to decrypt the same nessage twi ce MAY al so check
this Iimt.

The reci pient MUST verify the CBC-MAC before rel easing any
information such as the plaintext. |If the CBC-MAC verification
fails, the receiver MJST destroy all information, except for the fact
that the CBC-MAC verification failed.

Security Proof

Jakob Jonsson has devel oped a security proof of CCM[PROOF]. The
resul ting paper was presented at the SAC 2002 conference. The proof
shows that CCM provides a level of confidentiality and authenticity
that is in line with other proposed authenticated encryption nodes,
such as OCB node [ CCB].
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4. Rationale

The main difficulty in specifying this nmode is the trade-off between
nonce size and counter size. For a general nbpde we want to support

| arge messages. Some applications use only small nessages, but woul d
rather have a larger nonce. Introducing the L paraneter solves this
i ssue. The paranmeter Mgives the traditional trade-off between
nessage expansi on and probability of forgery. For nost applications,
we recommend choosing M at |east 8.

The CBC-MAC is conputed over a sequence of blocks that encode the

rel evant data in a unique way. G ven the block sequence it is easy
torecover NN M L, m and a. The length encoding of a was chosen to
be sinmple and efficient when a is enpty and when a is snall. W
expect that nmany inplenmentations will limt the maxi num size of a.

CCM encryption is a straightforward application of CIR node [ MODES].

As sone inplenentations will support a variable I ength counter field,
we have ensured that the |least significant octet of the counter is at
one end of the field. This also ensures that the counter is aligned
on the bl ock boundary.

By encrypting T we avoid CBC-MAC collision attacks. |f the bl ock

ci pher behaves as a pseudo-random pernutation, then the key streamis
i ndi stinguishable froma randomstring. Thus, the attacker gets no

i nformati on about the CBC-MAC results. The only avenue of attack
that is left is a differential-style attack, which has no significant
chance of success if the bl ock cipher is a pseudo-random permnutati on.

To sinplify inplenentati on we use the sane bl ock ci pher key for the

encryption and authentication functions. |In our design this is not a
problem Al the A blocks are different, and they are different from
the B 0 block. If the block cipher behaves |like a random

permut ati on, then the outputs are independent of each other, up to
the insignificant limtation that they are all different. The only
cases where the inputs to the bl ock cipher can overlap are an

i nternedi ate value in the CBC-MAC and one of the other encryptions.
As all the internediate values of the CBC-MAC conputation are
essentially random (because the bl ock ci pher behaves like a random
permut ati on) the probability of such a collisionis very small. Even
if there is a collision, these values only affect T, which is
encrypted so that an attacker cannot deduce any information, or

det ect any colli sion.
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Care has been taken to ensure that the bl ocks used by the

aut hentication function match up with the bl ocks used by the
encryption function. This should sinplify hardware inplenmentations,
and reduce the amount of byte-shifting required by software

i mpl enent ati ons.

5. Nonce Suggestions

The main requirenment is that, within the scope of a single key, the
nonce val ues are uni que for each nessage. A common technique is to
nunber nessages sequentially, and to use this nunber as the nonce.
Sequenti al message nunbers are al so used to detect replay attacks and
to detect nmessage reordering, so in many situations (such as |Psec
ESP [ ESP]) the sequence nunbers are already avail abl e.

Users of CCM and all other bl ock cipher nodes, should be aware of
preconputati on attacks. These are effectively collision attacks on
the ci pher key. Let us suppose the key Kis 128 bits, and the sane
nonce value N is used with many different keys. The attacker
chooses a particular nonce N. She chooses 2764 different keys at
random and conmputes a table entry for each K value, generating a pair
of the form (K S 1). (Gven the key and the nonce, conputing S 1 is
easy.) She then waits for nmessages to be sent with nonce N. W
will assunme the first 16 bytes of each nessage are known so that she
can compute S 1 for each nessage. She |looks in her table for a pair
with a matching S_1 value. She can expect to find a match after
checki ng about 2764 nessages. Once a match is found, the other part
of the matched pair is the key in question. The total workload of
the attacker is only 2764 steps, rather than the expected 27128
steps. Simlar preconputation attacks exist for all block cipher
nodes.

The mai n weapon agai nst preconputation attacks is to use a | arger

key. Using a 256-bit key forces the attacker to perform at | east
271128 preconputations, which is infeasible. |In situations where
using a large key is not possible or desirable (for exanple, due to
the resulting performance inpact), users can use part of the nonce to
reduce the nunber of tines any specific nonce value is used with
different keys. |If there is roomin the nonce, the sender could add
a few random bytes, and send these random bytes along with the
message. This nakes the preconputation attack much harder, as the
attacker now has to preconpute a table for each of the possible
random val ues. An alternative is to use sonething like the sender’s
Et hernet address. Note that due to the w despread use of DHCP and
NAT, | P addresses are rarely unique. Including the Ethernet address
forces the attacker to performthe preconputation specifically for a
specific source address, and the resulting table could not be used to
attack anyone else. Although these solutions can all work, they need
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careful analysis and al nbst never entirely prevent these attacks.
Where possi ble, we recomend using a |arger key, as this solves al
the probl ens.

6. Efficiency and Perfornmance

Per f ormance depends on the speed of the block cipher inplenmentation.
In hardware, for |arge packets, the speed achievable for CCMis
roughly the sanme as that achievable with the CBC encryption node.

Encrypting and authenticating an enpty nessage, w thout any
addi ti onal authentication data, requires two bl ock cipher encryption
operations. For each block of additional authentication data one
addi ti onal bl ock cipher encryption operation is required (if one

i ncludes the I ength encoding). Each nmessage bl ock requires two bl ock
ci pher encryption operations. The worst-case situation is when both
the message and the additional authentication data are a single
octet. In this case, CCMrequires five block cipher encryption

oper ations.

CCMresults in the mniml possible nessage expansion; the only bits
added are the authentication bits.

Both the CCM encryption and CCM decryption operations require only
the bl ock cipher encryption function. In AES, the encryption and
decryption algorithms have sone significant differences. Thus, using
only the encrypt operation can lead to a significant savings in code
size or hardware size

In hardware, CCM can conpute the nessage authentication code and
performencryption in a single pass. That is, the inplenmentation
does not have to conplete cal cul ati on of the nmessage authentication
code before encryption can begin

CCM was designed for use in the packet processing environment. The
aut hentication processing requires the nessage |length to be known at
the begi nning of the operation, which nakes one-pass processing
difficult in sone environnents. However, in alnpost all environnents,
nmessage or packet |engths are known in advance.
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7.

Sunmary of Properties

Security Function
aut henti cated encryption

Error Propagation
none

Synchr oni zat i on
same nonce used by sender and reci pi ent

Paral lelizability
encryption can be parallelized, but authentication cannot

Keyi ng Material Requirements
one key

Counter/1V/ Nonce Requirenents
counter and nonce are part of the counter bl ock

Menory Requi rement s
requires menmory for encrypt operation of the underlying bl ock
ci pher, plaintext, ciphertext (expanded for CBC-MAC), and a per-
packet counter (an integer; at nbst L octets in size)

Pre-processing Capability
encryption key stream can be preconputed, but authentication
cannot

Message Length Requirenents
octet aligned nessage of arbitrary length, up to 2*(8*L) octets,
and octet aligned arbitrary additional authenticated data, up to
264 octets

Ci phertext Expansion
4, 6, 8, 10, 12, 14, or 16 octets depending on size of MAC
sel ect ed

Test Vectors

These test vectors use AES for the bl ock cipher [AES]. In each of
these test vectors, the | east significant sixteen bits of the counter
bl ock is used for the block counter, and the nonce is 13 octets.

Sone of the test vectors include a eight octet authentication val ue,
and others include a ten octet authentication val ue.
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—============== Packet Vector #]1 ==================
AES Key = COCl C2 C3 C4 C5 Cb C7f C8 C9 CACB CCCDCECF
Nonce = 00 00 00 03 02 01 00 AO Al A2 A3 M A5
Total packet length = 31. [Input with 8 cleartext header octets]

00 01 02 03 04 05 06 07 08 09 OA OB 0C 0D OE OF

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E
CBC IVin: 59 00 00 00 03 02 01 00 A0 A1 A2 A3 A4 A5 00 17
CBC IV out:EB 9D 55 47 73 09 55 AB 23 1E OA 2D FE 4B 90 D6
After xor: EB 95 55 46 71 OA 51 AE 25 19 OA 2D FE 4B 90 D6 [ hdr]
After AES: CD B6 41 1E 3C DC 9B 4F 5D 92 58 B6 9E E7 FO 91
After xor: C5 BF 4B 15 30 D1 95 40 4D 83 4A A5 B8A F2 E6 86 [ msg]
After AES: 9C 38 40 5E A0 3C 1B C9 04 B5 8B 40 C7 6C A2 EB
After xor: 84 21 5A 45 BC 21 05 C9 04 B5 8B 40 C7 6C A2 EB [ nms(]
After AES: 2D C6 97 E4 11 CA 83 A8 60 C2 C4 06 CC AA 54 2F
CBC-MAC : 2D C6 97 E4 11 CA 83 A8
CTR Start: 01 00 00 00 03 02 01 00O A0 A1 A2 A3 A4 A5 00 01
CTR[0001]: 50 85 9D 91 6D CB 6D DD EO 77 C2 DL D4 EC 9F 97
CTR[0002]: 75 46 71 7TA C6 DE 9A FF 64 0C 9C 06 DE 6D 0D 8F
CTRIMAC ]: 3A 2E 46 C8 EC 33 A5 48
Total packet length = 39. [Authenticated and Encrypted Qutput]

00 01 02 03 04 05 06 07 58 8C 97 9A 61 C6 63 D2

FO 66 DO C2 CO F9 89 80 6D 5F 6B 61 DA C3 84 17

E8 DL 2C FD F9 26 EO

—============== Packet Vector #2 ==================
AES Key = COCl1 C2 C3 ¢4 C5 Cb C7r C8 C9 CACB CCCDCECF
Nonce = 00 00 00 04 03 02 01 AO Al A2 A3 M4 A5
Total packet length = 32. [Input with 8 cleartext header octets]

00 01 02 03 04 05 06 07 08 09 OA OB 0C 0D OE OF

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
CBCIVin: 59 00 00 00 04 03 02 01 A0 Al A2 A3 A4 A5 00 18
CBC IV out:FO C2 54 D3 CA 03 E2 39 70 BD 24 A8 4C 39 9E 77
After xor: FO CA 54 D2 C8 00 E6 3C 76 BA 24 A8 4C 39 9E 77 [ hdr]
After AES: 48 DE 8B 86 28 EA 4A 40 00 AA 42 C2 95 BF 4A 8C
After xor: 40 D7 81 8D 24 E7 44 4F 10 BB 50 D1 81 AA 5C 9B [ ns(g]
After AES: OF 89 FF BC A6 2B C2 4F 13 21 5F 16 87 96 AA 33
After xor: 17 90 E5 A7 BA 36 DC 50 13 21 5F 16 87 96 AA 33 [ msg]
After AES: F7 B9 05 6A 86 92 6C F3 FB 16 3D C4 99 EF AA 11
CBC-MAC : F7 B9 05 6A 86 92 6C F3
CTR Start: 01 00 00 OO0 04 03 02 01 A0 Al A2 A3 A4 A5 00 01
CTR[0001]: 7A C0 10 3D ED 38 F6 CO 39 OD BA 87 1C 49 91 F4
CTR[0002]: D4 OCDE 22 D5 F9 24 24 F7 BE 9A 56 9D A7 9F 51
CTRIMAC ]: 57 28 DO 04 96 D2 65 E5
Total packet length = 40. [Authenticated and Encrypted CQutput]

00 01 02 03 04 05 06 07 72 C9 1A 36 E1 35 F8 CF

29 1C A8 94 08 5C 87 ES CC 15 ¢4 39 (9 E4 3A 3B

A0 91 D5 6E 10 40 09 16
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—============== Packet Vector #3 ==================

AES Key = A0 C1 C2 CG3 4 G5 6 C7f CB CO CACB CCCDCECF

Nonce = 00 00 00 05 04 03 02 AO Al A2 A3 M A5

Total packet length = 33. [Input with 8 cleartext header octets]
00 01 02 03 04 05 06 07 08 09 OA OB 0OC 0D OE OF
10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
20

CBCIVin: 59 00 00 00 05 04 03 02 A0 Al A2 A3 A4 A5 00 19

CBC IV out:6F 8A 12 F7 BF 8D 4D C5 Al 19 6E 95 DF FO B4 27
After xor: 6F 82 12 F6 BD 8E 49 CO A7 1E 6E 95 DF FO B4 27 [ hdr]
After AES: 37 E9 B7 8C (C2 20 17 E7 33 80 43 0C BE F4 28 24
After xor: 3F EO BD 87 CE 2D 19 E8 23 91 51 1F AA El1 3E 33 [ ms(]
After AES: 90 CA 05 13 9F 4D 4E CF 22 6F E9 81 C5 9E 2D 40
After xor: 88 D3 1F 08 83 50 50 DO 02 6F E9 81 C5 9E 2D 40 [ msg]
After AES: 73 B4 67 75 (0 26 DE AA 41 03 97 D6 70 FE 5F BO

CBC-MAC : 73 B4 67 75 (0 26 DE AA

CTR Start: 01 00 00 00 05 04 03 02 A0 Al A2 A3 A4 A5 00 01

CTR[0001]: 59 B8 EF FF 46 14 73 12 B4 7A 1D 9D 39 3D 3C FF

CTR[0002]: 69 F1 22 AO 78 C7 9B 89 77 89 4C 99 97 5C 23 78

CTRIMAC ]: 39 6E CO 1A 7D B9 6E 6F

Total packet length = 41. [Authenticated and Encrypted CQutput]
00 01 02 03 04 05 06 07 51 Bl E5 F4 4A 19 7D 1D
A4 6B OF 8E 2D 28 2A E8 71 E8 38 BB 64 DA 85 96
57 4A DA A7 6F BD 9F B0 C5

—============== Packet Vector #4 ==================
AES Key = COCl1 C2 C3 ¢4 C5 Cb C7r C8 C9 CACB CCCDCECF
Nonce = 00 00 00 06 05 04 03 AO Al A2 A3 M A5
Total packet length = 31. [Input with 12 cleartext header octets]

00 01 02 03 04 05 06 07 08 09 OA OB 0C 0D OE OF

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E
CBCIVin: 59 00 00 00 06 05 04 03 A0 Al A2 A3 A4 A5 00 13
CBC IV out:06 65 2C 60 OE F5 89 63 CA C3 25 A9 CD 3E 2B E1
After xor: 06 69 2C 61 OCF6 8D66 CCC4 2D A0 C7 35 2B E1 [ hdr]
After AES: A0 75 09 AC 15 C2 58 86 04 2F 80 60 54 FE A6 86
After xor: AC 78 07 A3 05 D3 4A 95 10 3A 96 77 4C E7 BC 9D [ ns(g]
After AES: 64 4C 09 90 DO 1B 83 E9 AB 4B 8E ED 06 6F F5 BF
After xor: 78 51 17 90 DO 1B 83 E9 AB 4B 8E ED 06 6F F5 BF [ msg]
After AES: 4B 4F 4B 39 B5 93 E6 BF B0 B2 C2 B7 OF 29 CD 7A
CBC-MAC : 4B 4F 4B 39 B5 93 E6 BF
CTR Start: 01 00 00 OO0 06 05 04 03 A0 Al A2 A3 A4 A5 00 01
CTR[ 0001]: AE 81 66 6A 83 8B 83 6A EE BF 4A 5B 32 84 50 8A
CTR[0002]: D1 Bl 92 06 AC 93 9E 2F B6 DD CE 10 A7 74 FD 8D
CTRRMAC ]: DD 87 2A 80 7C 75 F8 4E
Total packet length = 39. [Authenticated and Encrypted CQutput]

00 01 02 03 04 05 06 07 08 09 OA OB A2 8C 68 65

93 9A 9A 79 FA AA 5C 4C 2A 9D 4A 91 CD AC 8C 96

C8 61 B9 C9 E6 1E F1
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—============== Packet Vector #5 ==================
AES Key = COCl C2 C3 C4 C5 Cb C7f C8 C9 CACB CCCDCECF
Nonce = 00 00 00 07 06 05 04 AO Al A2 A3 M A5
Total packet length = 32. [Input with 12 cleartext header octets]

00 01 02 03 04 05 06 07 08 09 OA OB 0C 0D OE OF

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
CBCIVin: 59 00 00 00 07 06 05 04 A0 A1l A2 A3 A4 A5 00 14
CBC IV out: 00 4C 50 95 45 80 3C 48 51 CD E1 3B 56 C8 9A 85
After xor: 00 40 50 94 47 83 38 4D 57 CA E9 32 5C C3 9A 85 [ hdr]
After AES: E2 B8 F7 CE 49 B2 21 72 84 A8 EA 84 FA AD 67 5C
After xor: EE B5 F9 C1L 59 A3 33 61 90 BD FC 93 E2 B4 7D 47 [ msg]
After AES: 3E FB 36 72 25 DB 11 01 D3 C2 2F OE CA FF 44 F3
After xor: 22 E6 28 6D 25 DB 11 01 D3 C2 2F OE CA FF 44 F3 [ meg]
After AES. 48 B9 E8 82 55 05 4A B5 49 0A 95 F9 34 9B 4B 5E
CBC-MAC : 48 B9 E8 82 55 05 4A B5
CTR Start: 01 00 00 00 07 06 05 04 A0 Al A2 A3 A4 A5 00 01
CTR[0001]: DO FCF5 74 4D 8F 31 E8 89 5B 05 05 4B 7C 90 C3
CTR[0002]: 72 AO D4 21 9F OD E1 D4 04 83 BC 2D 3D 0C FC 2A
CTRIMAC ]: 19 51 D7 85 28 99 67 26
Total packet length = 40. [Authenticated and Encrypted Qutput]

00 01 02 03 04 05 06 07 08 09 OA OB DC F1 FB 7B

5D 9E 23 FB 9D 4E 13 12 53 65 8A D8 6E BD CA 3E

51 E8 3F 07 7D 9C 2D 93

—============== Packet Vector #6 ==================
AES Key = COCl C2 C3 C4 C Cb C7f C8 C9Q CACB CCCDCECF
Nonce = 00 00 00 08 07 06 05 AO Al A2 A3 M A5
Total packet length = 33. [Input with 12 cleartext header octets]

00 01 02 03 04 05 06 07 08 09 OA OB 0OC 0D OE OF

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F

20
CBC IVin: 59 00 00 00 08 07 06 05 A0 A1l A2 A3 A4 A5 00 15
CBC IV out:04 72 DA 4C 6F F6 OA 63 06 52 1A 06 04 80 CD E5
After xor: 04 7E DA 4D 6D F5 OE 66 00 55 12 OF OE 8B CD E5 [ hdr]
After AES: 64 4C 36 A5 A2 27 37 62 0B 89 F1 D7 BF F2 73 ™4
After xor: 68 41 38 AA B2 36 25 71 1F 9C E7 CO A7 EB 69 CF [ msg]
After AES: 41 E1 19 CD 19 24 CE 77 F1 2F A6 60 Cl1 6E BB 4E
After xor: 5D FC 07 D2 39 24 CE 77 F1 2F A6 60 Cl 6E BB 4E [ msg]
After AES: A5 27 D8 15 6A C3 59 BF 1C B8 86 E6 2F 29 91 29
CBC-MAC : A5 27 D8 15 6A C3 59 BF
CTR Start: 01 00 00 OO 08 07 06 05 A0 Al A2 A3 A4 A5 00 01
CTR[0001]: 63 CC BE 1E EO 17 44 98 45 64 B2 3A 8D 24 5C 80
CTR[0002]: 39 6D BA A2 A7 D2 CB D4 B5 E1 7C 10 79 45 BB Q0
CTIRMAC ]: E5 7D DC 56 C6 52 92 2B
Total packet length = 41. [Authenticated and Encrypted CQutput]

00 01 02 03 04 05 06 07 08 09 OA OB 6F C1 BO 11

FO 06 56 8B 51 71 A4 2D 95 3D 46 9B 25 70 A4 BD

87 40 5A 04 43 AC91 CB 94
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—============== Packet Vector #7 ==================
AES Key = COCl C2 C3 C4 C5 Cb C7f C8 C9 CACB CCCDCECF
Nonce = 00 00 00 09 08 07 06 AO Al A2 A3 M A5
Total packet length = 31. [Input with 8 cleartext header octets]

00 01 02 03 04 05 06 07 08 09 OA OB 0OC 0D OE OF

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E
CBC IVin: 61 00 00 00 09 08 07 06 A0 Al A2 A3 A4 A5 00 17
CBC IV out:60 06 C5 72 DA 23 9C BF A0 5B OA DE D2 CD A8 1E
After xor: 60 OE C5 73 D8 20 98 BA A6 5C OA DE D2 CD A8 1E [ hdr]
After AES: 41 7D E2 AE 94 E2 EA D9 00 FC 44 FC DO 69 52 27
After xor: 49 74 E8 A5 98 EF E4 D6 10 ED 56 EF C4 7C 44 30 [ msg]
After AES: 2A 6C 42 CA 49 D7 C7 01 C5 7D 59 FF 87 16 49 OE
After xor: 32 75 58 DI 55 CAD9 01 C5 7D 59 FF 87 16 49 OE [nmsg]
After AES: 89 8B D6 45 4E 27 20 BB D2 7E F3 15 7A 7C 90 B2
CBC-MAC : 89 8B D6 45 4E 27 20 BB D2 7E
CTR Start: 01 00 00 OO 09 08 07 06 A0 Al A2 A3 A4 A5 00 01
CTR[0001]: 09 3C DB B9 C5 52 4F DA ClL C5 ECD2 91 ¢4 70 AF
CTR[0002]: 11 57 83 86 E2 C4 72 B4 8E CC 8A AD AB 77 6F CB
CTRFMAC ]: 8D 07 80 25 62 BO 8C 00 A6 EE
Total packet length = 41. [Authenticated and Encrypted Qutput]

00 01 02 03 04 05 06 07 01 35 D1 B2 9 5F 41 D5

D1 D4 FE C1 85 D1 66 B8 09 4E 99 9D FE D9 6C 04

8C 56 60 2C 97 AC BB 74 90

—============== Packet Vector #8 ==================
AES Key = COCl C2 C3 C4 C Cb C7f C8 C9Q CACB CCCDCECF
Nonce = 00 00 00 OA 09 08 07 AO Al A2 A3 M A5
Total packet |ength 32. [Input with 8 cleartext header octets]

00 01 02 03 04 05 06 07 08 09 OA OB 0OC 0D OE OF

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
CBC IVin: 61 00 00 00 OA 09 08 07 A0 A1l A2 A3 A4 A5 00 18
CBC IV out:63 A FAE4 6C 79 F3 FA 78 38 B8 A2 80 36 B6 0B
After xor: 63 AB FAE5 6E 7TA F7 FF 7E 3F B8 A2 80 36 B6 0B [ hdr]
After AES: 1C 99 1A 3D B7 60 79 27 34 40 79 1F AD 8B 5B 02
After xor: 14 90 10 36 BB 6D 77 28 24 51 6B 0C B9 9E 4D 15 [ msg]
After AES: 14 19 E8 E8 CB BE 75 58 E1 E3 BE 4B 6C 9F 82 E3
After xor: 0C 00 F2 F3 D7 A3 6B 47 E1 E3 BE 4B 6C 9F 82 E3 [ msg]
After AES: EO 16 E8 1C 7F 7B 8A 38 A5 38 F2 CB 5B B6 Cl1 F2
CBC-MAC : EO 16 E8 1C 7F 7B 8A 38 A5 38
CTR Start: 01 00 00 OO0 OA 09 08 07 A0 Al A2 A3 A4 A5 00 01
CTR[0001]: 73 7C 33 91 CC 8E 13 Db EO AA C5 4B 6D B7 EB 98
CTR[0002]: 74 B7 71 77 C5 AAC5 3B 04 A F8 70 8E 92 EB 2B
CTRIMAC ]: 21 6D AC 2F 8B 4F 1C 07 91 8C
Total packet length = 42. [Authenticated and Encrypted Qutput]

00 01 02 03 04 05 06 07 7B 75 39 9A CO 83 1D D2

FO BB D7 58 79 A2 FD 8F 6C AE 6B 6C D9 B7 DB 24

Cl 7B 44 33 F4 34 96 3F 34 B4
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—============== Packet Vector #9 ==================

AES Key = A0 C1 C2 CG3 4 G5 6 C7f CB CO CACB CCCDCECF

Nonce = 00 00 00 OB OA 09 08 AO A1l A2 A3 M A5

Total packet length = 33. [Input with 8 cleartext header octets]
00 01 02 03 04 05 06 07 08 09 OA OB 0OC 0D OE OF
10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
20

CBCIVin: 61 00 00 00 0B 0A 09

CBC IV out:4F 2C 86 11 1E 08 2A

After xor: 4F 24 86 10 1C 0B 2E

After AES. F6 EC 56 87 3C 57 12

After xor: FE E5 5C 8C 30 5A 1C 8C D4 2EBB CO G4 FB 1D [ meg]

After AES: 17 Cl1 80 A5 31 53 ™4 03 85 0C 95 65 80 34 52

08 A0 A1 A2 A3 A4 A5 00 19
DD
D8
DC
D3
C3
After xor: OF D8 9A BE 2D 4E CA DC 23 85 0C 95 65 80 34 52 [ msg]
F8
F8
08
55
FE
86

6B 44 21 3A B5 13 13 16
6D 43 21 3A B5 13 13 16 [ hdr]
9C G5 3C A8 D4 D1 ED OA

After AES: 46 Al F6 E2 Bl 6E 75 1C F5 6B 1A 80 04 44 1B

CBC-MAC : 46 Al F6 E2 Bl 6E 75 1C F5

CTR Start: 01 00 00 00 OB OA 09 A0 Al A2 A3 A4 A5 00 01

CTR[ 0001]: 8A 5A 10 6B (€0 29 9A 5B 93 6B 0B OE A0 DE 5A

CTR[0002]: EA 05 FD E2 AB 22 5C B7 73 12 CB 88 D9 A5 4A

CTRMAC ]: AC3DF1 07 DA 30 C4 43 BB

Total packet length = 43. [Authenticated and Encrypted CQutput]
00 01 02 03 04 05 06 07 82 53 1A 60 CC 24 94 5A
4B 82 79 18 1A B5 C8 4D F2 1C E7 F9 B7 3F 42 E1
97 EA 9C 07 E5 6B 5E Bl 7E 5F 4E

—============== Packet Vector #10 ==================
AES Key = COCl1 C2 C3 ¢4 C5 Cb C7r C8 C9 CACB CCCDCECF
Nonce = 00 00 00 OC OB OA 09 A0 Al A2 A3 M A5
Total packet length = 31. [Input with 12 cleartext header octets]

00 01 02 03 04 05 06 07 08 09 OA OB 0C 0D OE OF

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E
CBCIVin: 61 00 00 00 0C 0B OA 09 A0 Al A2 A3 A4 A5 00 13
CBC IV out:7F B8 OA 32 E9 80 57 46 EC 31 6C 3A B2 A2 EB 5D
After xor: 7F B4 OA 33 EB 83 53 43 EA 36 64 33 B8 A9 EB 5D [ hdr]
After AES: 7E 96 96 BF F1 56 D6 AB 6E AC F5 7B 7F 23 47 5A
After xor: 72 9B 98 BO E1 47 C4 BB 7A B9 E3 6C 67 3A 5D 41 [ msg]
After AES: 8B 4A EE 42 04 24 8A 59 FA CC 88 66 57 66 DD 72
After xor: 97 57 FO 42 04 24 8A 59 FA CC 88 66 57 66 DD 72 [ msg]
After AES: 41 63 89 36 62 ED D7 EB CD 6E 15 C1 89 48 62 05
CBC-MAC : 41 63 89 36 62 ED D7 EB CD 6E
CTR Start: 01 00 00 OO 0OC OB OA 09 A0 Al A2 A3 A4 A5 00 01
CTR[ 0001]: OB 39 2B 9B 05 66 97 06 3F 12 56 8F 2B 13 Al OF
CTR[0002]: 07 89 65 25 23 40 94 3B 9E 69 B2 56 CC 5E F7 31
CTRRMAC ]: 17 09 20 76 09 A0 4E 72 45 B3
Total packet length = 41. [Authenticated and Encrypted CQutput]

00 01 02 03 04 05 06 07 08 09 OA OB 07 34 25 94

15 77 85 15 2B 07 40 98 33 OA BB 14 1B 94 7B 56

6A A9 40 6B 4D 99 99 88 DD
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—============== Packet Vector #11 ==================
AES Key = COCl C2 C3 C4 C5 Cb C7f C8 C9 CACB CCCDCECF
Nonce = 00 00 00 OD 0C OB OA AD Al A2 A3 M A5
Total packet length = 32. [Input with 12 cleartext header octets]

00 01 02 03 04 05 06 07 08 09 OA OB 0OC 0D OE OF

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F
CBC IVin: 61 00 00 00 OD OC 0B OA A0 A1 A2 A3 A4 A5 00 14
CBC IV out:BO 84 85 79 51 D2 FA 42 76 EF 3A D7 14 B9 62 87
After xor: BO 88 85 78 53 D1 FE 47 70 E8 32 DE 1E B2 62 87 [ hdr]
After AES: C9 B3 64 7TE D8 79 2A 5C 65 B7 CE CC 19 0A 97 0A
After xor: C5 BE 6A 71 C8 68 38 4F 71 A2 D8 DB 01 13 8D 11 [ msg]
After AES: 34 OF 69 17 FA B9 19 D6 1D AC DO 35 36 D6 55 8B
After xor: 28 12 77 08 FA B9 19 D6 1D AC DO 35 36 D6 55 8B [ms(]
After AES. 6B 5E 24 34 12 CC C AD 6F 1B 11 C3 Al A9 D8 BC
CBC-MAC : 6B 5E 24 34 12 CC C2 AD 6F 1B
CTR Start: 01 00 00 OO OD OC 0B OA A0 Al A2 A3 A4 A5 00 01
CTR 0001]: 6B 66 BC 0OC 90 Al F1 12 FC BE 6F 4E 12 20 77 BC
CTR[0002]: 97 9E 57 2B BE 65 8A E5 CC 20 11 83 2A 9A 9B 5B
CTRIMAC ]: 9E 64 86 DD 02 B6 49 C1 6D 37
Total packet length = 42. [Authenticated and Encrypted Qutput]

00 01 02 03 04 05 06 07 08 09 OA OB 67 6B B2 03

80 BO E3 01 E8 AB 79 59 OA 39 6D A7 8B 83 49 34

F5 3A A2 E9 10 7A 8B 6C 02 2C

—============== Packet Vector #12 ==================
AES Key = COCl C2 C3 C4 C Cb C7f C8 C9Q CACB CCCDCECF
Nonce = 00 00 00 OE OD OC OB AO Al A2 A3 M A5
Total packet length = 33. [Input with 12 cleartext header octets]

00 01 02 03 04 05 06 07 08 09 OA OB 0OC 0D OE OF

10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F

20
CBCIVin: 61 00 00 00 OE OD 0OC 0B A0 Al A2 A3 A4 A5 00 15
CBC IV out:5F 8€E 8D 02 AD 95 7C 5A 36 14 CF 63 40 16 97 4F
After xor: 5F 82 8D 03 AF 96 78 5F 30 13 C7 6A 4A 1D 97 4F [ hdr]
After AES: 63 FA BD 69 B9 55 65 FF 54 AA F4 60 88 7D EC 9F
After xor: 6F F7 B3 66 A9 44 77 EC 40 BF E2 77 90 64 F6 84 [ msg]
After AES: 5A 76 5F OB 93 CE 4F 6A B4 1D 91 30 18 57 6A D7
After xor: 46 6B 41 14 B3 CE 4F 6A B4 1D 91 30 18 57 6A D7 [ msg]
After AES: 9D 66 92 41 01 08 D5 B6 Al 45 85 AC AF 86 32 E8
CBC-MAC : 9D 66 92 41 01 08 D5 B6 Al 45
CTR Start: 01 00 00 OO OE OD 0OC 0B A0 Al A2 A3 A4 A5 00 01
CTR[0001]: CC F2 AE D9 EO 4A C 74 E6 58 55 B3 2B 94 30 BF
CTR[0002]: A2 CA AC 11 63 F4 07 E5 E5 F6 E3 B3 79 OF 79 F8
CTRRMAC ]: 50 7C 31 57 63 EF 78 D3 77 9E
Total packet length = 43. [Authenticated and Encrypted CQutput]

00 01 02 03 04 05 06 07 08 09 OA OB CO0 FF A0 D6

FO 5B DB 67 F2 4D 43 A4 33 8D 2A A4 BE D7 B2 OE

43 CD 1A A3 16 62 E7 AD 65 D6 DB
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—===—=========== Packet Vector #13 ==================
AES Key = D7 82 8D 13 B2 BO BD C3 25 A7 62 36 DF 93 CC 6B
Nonce = 00 41 2B 4E A9 CD BE 3C 96 96 76 6C FA
Total packet length = 31. [Input with 8 cleartext header octets]

0B E1 AB 8B AC EO 18 Bl 08 E8 CF 97 D8 20 EA 25

84 60 E9 6A D9 CF 52 89 05 4D 89 5C EA 4 7C
CBCIVin: 59 00 41 2B 4E A9 CD BE 3C 96 96 76 6C FA 00 17
CBC IV out:33 AE C3 1A 1F B7 CC 35 E5 DA D2 BA CO 90 D9 A3
After xor: 33 A6 C8 FB B7 3C 60 D5 FD 6B D2 BA C0 90 D9 A3 [ hdr]
After AES: B7 56 CA 1E 5B 42 C6 9C 58 E3 OA F5 2B F7 7C FD
After xor: BF BE 05 89 83 62 2C B9 DC 83 E3 9F F2 38 2E 74 [ msg]
After AES: 33 3D 3A 3D 07 B5 3C 7B 22 OE 96 1A 18 A9 Al 9E
After xor: 36 70 B3 61 ED 71 40 7B 22 OE 96 1A 18 A9 Al 9E [ nms(]
After AES: 14 BD DB 6B F9 01 63 4D FB 56 51 83 BC 74 93 F7
CBC-MAC : 14 BD DB 6B F9 01 63 4D
CTR Start: 01 00 41 2B 4E A9 CD BE 3C 96 96 76 6C FA 00 01
CTR[0001]: 44 51 BO 11 7A 84 82 BF 03 19 AE C1 59 5E BD DA
CTR[0002]: 83 EB 76 E1 3A 44 84 7F 92 20 09 07 76 B8 25 C5
CTRIMAC ]: F3 31 2C A0 F5 DC B4 FE
Total packet length = 39. [Authenticated and Encrypted Qutput]

OB E1 AB 8B AC EO 18 B1 4C B9 7F 86 A2 A4 68 9A

87 79 47 AB 80 91 EF 53 86 A6 FF BD DO 80 F8 E7

8C F7 CB 0C DD D7 B3

—============== Packet Vector #14 ==================
AES Key = D7 82 8D 13 B2 BO BD C3 25 A7 62 36 DF 93 CC 6B
Nonce = 00 33 56 8E F7 B2 63 3C 96 96 76 6C FA
Total packet |ength 32. [Input with 8 cleartext header octets]

63 01 8F 76 DC 8A 1B CB 90 20 EA 6F 91 BD D8 5A

FA 00 39 BA 4B AF F9 BF B7 9C 70 28 94 9C D0 EC
CBCIVin: 59 00 33 56 8E F7 B2 63 3C 96 96 76 6C FA 00 18
CBC IV out:42 0D B1 50 BB 0C 44 DA 83 E4 52 09 55 99 67 E3
After xor: 42 05 D2 51 34 7A 98 50 98 2F 52 09 55 99 67 E3 [ hdr]
After AES: EA D1 CA 56 02 02 09 5C E6 12 BO D2 18 A0 DD 44
After xor: 7A F1 20 39 93 BF D1 06 1C 12 89 68 53 OF 24 FB [ ns(g]
After AES: 51 77 41 69 C3 DE 6B 24 13 27 74 90 F5 FF C5 62
After xor: E6 EB 31 41 57 42 BB C8 13 27 74 90 F5 FF C5 62 [ msg]
After AES. D4 CC 3B 82 DF 9F CC 56 7E E5 83 61 D7 8D FB 5E
CBC-MAC : D4 CC 3B 82 DF 9F CC 56
CTR Start: 01 00 33 56 8E F7 B2 63 3C 96 96 76 6C FA 00 01
CTR[0001]: DC EB F4 13 38 3C 66 AO 5A 72 55 EF 98 D7 FF AD
CTR[0002]: 2F 54 2C BA 15 D6 6C DF El1 EC 46 8F OE 68 Al 24
CTRIMAC ]: 11 E2 D3 9F A2 E8 0OC DC
Total packet length = 40. [Authenticated and Encrypted Qutput]

63 01 8F 76 DC 8A 1B CB 4C CB 1E 7C A9 81 BE FA

A0 72 6C 55 D3 78 06 12 98 C8 5C 92 81 4A BC 33

C5 2E E8 1D 7D 77 Q0 8A
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—============== Packet Vector #15 ==================
AES Key = D7 82 8D 13 B2 BO BD C3 25 A7 62 36 DF 93 CC 6B
Nonce = 00 10 3F E4 13 36 71 3C 96 96 76 6C FA
Total packet length = 33. [Input with 8 cleartext header octets]

AA 6C FA 36 CA E8 6B 40 B9 16 EO EA CC 1C 00 D7

DC EC 68 EC 0B 3B BB 1A 02 DE 8A 2D 1A A3 46 13

2E
CBCIVin: 59 00 10 3F E4 13 36 71 3C 96 96 76 6C FA 00 19
CBC IV out:B3 26 49 FF D5 9F 56 OF 02 2D 11 E2 62 C5 BE EA
After xor: B3 2E E3 93 2F A9 9C E7 69 6D 11 E2 62 C5 BE EA [ hdr]
After AES: 82 50 9E E5 B2 FF DB CA 9B DO 2E 20 6B 3F B7 AD
After xor: 3B 46 7E OF 7E E3 DB 1D 47 3C 46 CC 60 04 0C B7 [ msg]
After AES: 80 46 OE 4C 08 3A DO 3F B9 A9 13 BE E4 DE 2F 66
After xor: 82 98 84 61 12 99 96 2C 97 A9 13 BE E4 DE 2F 66 [ msg]
After AES: 47 29 CB 00 31 F1 81 C1 92 68 4B 89 A4 71 50 E7
CBC-MAC : 47 29 CBO0O0O 31 F181C1
CTR Start: 01 00 10 3F E4 13 36 71 3C 96 96 76 6C FA 00 01
CTR[0001]: 08 C4 DA C8 ECClL C0 7B 4C E1 F2 4C 37 5A 47 EE
CTR[ 0002]: A7 87 2E 6C 6D C4 4E 84 26 02 50 4C 3F A5 73 G5
CTRRMAC ]: EO 5F B2 6E EA 83 B4 C7
Total packet length = 41. [Authenticated and Encrypted CQutput]

AA 6C FA 36 CA E8 6B 40 Bl D2 3A 22 20 DD CO AC

90 OD 9A A0 3C 61 FC F4 A5 59 A4 41 77 67 08 97

08 A7 76 79 6E DB 72 35 06

—============== Packet Vector #16 ==================
AES Key = D7 82 8D 13 B2 BO BD C3 25 A7 62 36 DF 93 CC 6B
Nonce = 00 76 4C 63 B8 05 8E 3C 96 96 76 6C FA
Total packet length = 31. [Input with 12 cleartext header octets]

DO DO 73 5C 53 1E 1B EC FO 49 C2 44 12 DA AC 56

30 EF A5 39 6F 77 OCEL A6 6B 21 F7 B2 10 1C
CBCIVin: 59 00 76 4C 63 B8 05 8E 3C 96 96 76 6C FA 00 13
CBC IV out: AB DC 4E C9 AA 72 33 97 DF 2D AD 76 33 DE 3B 0D
After xor: AB DO 9E 19 DO 2E 60 89 C4 Cl 5D 3F F1 9A 3B OD [hdr]
After AES: 62 86 F6 2F 23 42 63 BO 1C FD 8C 37 40 74 81 EB
After xor: 70 5C5A 79 13 AD C6 89 73 8A 80 D6 E6 1F A0 1C [ nsg]
After AES: 88 95 84 18 CF 79 CABE EB C0 0C C4 86 E6 01 F7
After xor: 3A 85 98 18 CF 79 CABE EB CO 0C 4 86 E6 01 F7 [ msg]
After AES: Cl1 85 92 D9 84 CD 67 80 63 D1 D9 6D Cl DF Al 11
CBC-MAC : Cl 85 92 D9 84 CD 67 80
CTR Start: 01 00 76 4C 63 B8 05 8E 3C 96 96 76 6C FA 00 01
CTR[ 0001]: 06 08 FF 95 A6 94 D5 59 F4 0B B7 9D EF FA 41 DF
CTR[0002]: 80 55 3A 75 78 38 04 A9 64 8B 68 DD 7F DC DD 7A
CTRIMAC ]: 5B EA DB 4E DF 07 B9 2F
Total packet length = 39. [Authenticated and Encrypted CQutput]

DO DO 73 5C 53 1E 1B EC FO 49 C2 44 14 D2 53 C3

96 7B 70 60 9B 7C BB 7C 49 91 60 28 32 45 26 9A

6F 49 97 5B CA DE AF
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—============== Packet Vector #17 ==================
AES Key = D7 82 8D 13 B2 BO BD C3 25 A7 62 36 DF 93 CC 6B
Nonce = 00 F8 B6 78 09 4E 3B 3C 96 96 76 6C FA
Total packet length = 32. [Input with 12 cleartext header octets]

77 B6 OF 01 1C 03 E1 52 58 99 BC AE E8 8B 6A 46

Cr 8D 63 E5 2E B8 C5 46 EF B5 DE 6F 75 E9 CC 0D
CBCIVin: 59 00 F8 B6 78 09 4E 3B 3C 96 96 76 6C FA 00 14
CBC IV out:F4 68 FE 5D Bl 53 OB 7A 5A A5 FB 27 40 CF 6E 33
After xor: F4 64 89 EB BE 52 17 79 BB F7 A3 BE FC 61 6E 33 [ hdr]
After AES: 23 29 OE OB 33 45 9A 83 32 2D E4 06 86 67 10 04
After xor: CB A2 64 4D F4 C8 F9 66 1C 95 21 40 69 D2 CE 6B [ ns(g]
After AES: 8F BE D4 OF 8B 89 B7 B8 20 D5 5F EO 3C E2 43 11
After xor: FA 57 18 02 8B 89 B7 B8 20 D5 5F EO 3C E2 43 11 [ meg]
After AES: 6A DB 15 B6 71 81 B2 E2 2B E3 4A F2 B2 83 E2 29
CBC-MAC : 6A DB 15 B6 71 81 B2 E2
CTR Start: 01 00 F8 B6 78 09 4E 3B 3C 96 96 76 6C FA 00 01
CTR[0001]: BD CE 95 5C CF D3 81 OA 91 EA 77 A6 A4 5B CO 4C
CTR[0002]: 43 2E F2 32 AE 36 D8 92 22 BF 63 37 E6 B2 6C E8
CTRRMAC ]: 1CF7 19 C1 35 7F CC DE
Total packet length = 40. [Authenticated and Encrypted Qutput]

77 B6 OF 01 1C 03 E1 52 58 99 BC AE 55 45 FF 1A

08 5E E2 EF BF 52 B2 EO 4B EE 1E 23 36 C7 3E 3F

76 2C 0C 77 44 FE 7E 3C

—===—=========== Packet Vector #18 ==================
AES Key = D7 82 8D 13 B2 BO BD C3 25 A7 62 36 DF 93 CC 6B
Nonce = 00 D5 60 91 2D 3F 70 3C 96 96 76 6C FA
Total packet length = 33. [Input with 12 cleartext header octets]
CD 90 44 D2 B7 1F DB 81 20 EA 60 CO 64 35 AC BA
FB 11 A8 2E 2F 07 1D 7C A4 A5 EB D9 3A 80 3B A8
7F
CBCIVin: 59 00 D5 60 91 2D 3F 70 3C 96 96 76 6C FA 00 15
CBC IV out:BA 37 74 54 D7 20 A 59 25 97 F6 A3 Dl D6 BA 67
After xor: BA 3B B9 C4 93 F2 13 46 FE 16 D6 49 Bl 16 BA 67 [ hdr]
After AES: 81 6A 20 20 38 DO A6 30 CB EO B7 3C 39 BB CE 05
After xor: E5 5F 8C 9A C3 Cl1 OE 1E E4 E7 AA 40 9D 1E 25 DC [ ns(g]
After AES: 6D 5C 15 FD 85 2D 5C 3C E3 03 3D 85 DA 57 BD AC
After xor: 57 DC 2E 55 FA 2D 5C 3C E3 03 3D 85 DA 57 BD AC [nms(]
After AES: BO 4A 1C 23 BC 39 B6 51 76 FD 5B FF 9B Cl1 28 5E
CBC-MAC : BO 4A 1C 23 BC 39 B6 51
CTR Start: 01 00 D5 60 91 2D 3F 70 3C 96 96 76 6C FA 00 01
CTR[ 0001]: 64 A2 C5 56 50 CE EO 4C 7A 93 D8 EE F5 43 E8 8E
CTR[ 0002]: 18 E7 65 AC B7 BO E9 AF 09 2B D0 20 6C Al C8 3C
CTIRMAC ]: F7 43 82 79 5C 49 F3 00
Total packet length = 41. [Authenticated and Encrypted CQutput]
CD 90 44 D2 B7 1F DB 81 20 EA 60 CO 00 97 69 EC
AB DF 48 62 55 94 C5 92 51 E6 03 57 22 67 5E 04
C8 47 09 9E 5A EO 70 45 51
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—============== Packet Vector #19 ==================
AES Key = D7 82 8D 13 B2 BO BD C3 25 A7 62 36 DF 93 CC 6B
Nonce = 00 42 FF F8 F1 95 1C 3C 96 96 76 6C FA
Total packet length = 31. [Input with 8 cleartext header octets]

D8 5B C7 E6 9F 94 4F B8 8A 19 B9 50 BC F7 1A 01

8E 5E 67 01 (C9 17 87 65 98 09 D6 7D BE DD 18
CBCIVin: 61 00 42 FF F8 F1 95 1C 3C 96 96 76 6C FA 00 17
CBC IV out:44 F7 CC 9C 2B DD 2F 45 F6 38 25 6B 73 6E 1D 7A
After xor: 44 FF 14 C7 EC 3B BO D1 B9 80 25 6B 73 6E 1D 7A [ hdr]
After AES: 57 C3 73 F8 00 AA5F CC 7B CF 1D 1B DD BB 4C 52
After xor: DD DA CA A8 BC 5D 45 CD F5 91 7A 1A 14 AC CB 37 [ msg]
After AES: 42 4E 93 72 72 C8 79 B6 11 C7 A5 9F 47 8D 9F D8
After xor: DA 47 45 OF CC 15 61 B6 11 C7 A5 9F 47 8D 9F D8 [ msg]
After AES: 9A CB 03 F8 B9 DB C8 D2 D2 D7 A4 B4 95 25 08 67
CBC-MAC : 9ACB 03 F8 B9 DB C8 D2 D2 Dr
CTR Start: 01 00 42 FF F8 F1 95 1C 3C 96 96 76 6C FA 00 01
CTR[ 0001]: 36 38 34 FA 28 83 3D B7 55 66 0D 98 65 0D 68 46
CTR[0002]: 35 E9 63 54 87 16 72 56 3F 0C 08 AF 78 44 31 A9
CTRIMAC ]: F9 B7 FA 46 7B 9B 40 45 14 6D
Total packet length = 41. [Authenticated and Encrypted Qutput]

D8 5B C7 E6 9F 94 4F B8 BC 21 8D AA 94 74 27 B6

DB 38 6A 99 AC 1A EF 23 AD EO0O B5 29 39 CB 6A 63

7C F9 BE C2 40 88 97 C6 BA
—============== Packet Vector #20 ==================
AES Key = D7 82 8D 13 B2 BO BD C3 25 A7 62 36 DF 93 CC 6B
Nonce = 00 92 OF 40 E5 6C DC 3C 96 96 76 6C FA
Total packet length = 32. [Input with 8 cleartext header octets]

74 A0 EB B 37 17 61 43 3C 37 C5 A3 5F

Cl F3 9F 40 63 02 EB 90 7C 61 63 BE 38 C9 84 37
CBCIVin: 61 00 92 OF 40 E5 6C DC 3C 96 96 76 6C FA 00 18
CBC IV out:60 CB 21 CE 40 06 50 AE 2A D2 BE 52 9F 5F OF C2
After xor: 60 C3 55 6E AB CF 56 31 71 E5 BE 52 9F 5F OF 2 [ hdr]
After AES: 03 20 64 14 35 32 5D 95 C8 A2 50 40 93 28 DA 9B
After xor: 14 41 27 28 02 F7 FE CA 09 51 CF 00 FO 2A 31 OB [ns(]
After AES: B9 E8 87 95 ED F7 FO 08 15 15 FO 14 E2 FE OE 48
After xor: C5 89 E4 2B D5 3E 74 3F 15 15 FO 14 E2 FE OE 48 [ msg]
After AES: 8F AD 0C 23 E9 63 7E 87 FA 21 45 51 1B 47 DE F1
CBC-MAC : 8F AD OC 23 E9 63 7E 87 FA 21
CTR Start: 01 00 92 OF 40 E5 6C DC 3C 96 96 76 6C FA 00 01
CTR[0001]: 4F 71 A5 C1 12 42 E3 7D 29 FO FE E4 1B El1 02 5F
CTR[0002]: 34 2B D3 F1 7CB7 7B CL 79 0B 05 05 61 59 27 2C
CTRRMAC ]: 7F 09 7B EF C6 AACL D3 73 65

Total packet

VWiiting, et a

74

engt h

A0

EB

E8 03 61
FO A4 77 CC 2F C9 BF 54 89 44

= 42. [Authenticated and Encrypted Qutput]
C9 06 9F 5B 37 58 10 E6 FD 25 87 40 22
A4 78 E3 E9 CF 48 4A BO 4F 44 7E FF F6
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—============== Packet Vector #21 ==================
AES Key = D7 82 8D 13 B2 BO BD C3 25 A7 62 36 DF 93 CC 6B
Nonce = 00 27 CAOC 71 20 BC 3C 96 96 76 6C FA
Total packet length = 33. [Input with 8 cleartext header octets]
44 A3 AA 3A AE 64 75 CA A4 34 AB E5 85 00 C6 E4
15 30 53 88 62 D6 86 EA 9E 81 30 1B 5A E4 22 6B
FA
CBC IVin: 61 00 27 CA 0C 71 20 BC 3C 96 96 76 6C FA 00 19
CBC IV out:43 07 GO 73 A8 9E E1 D5 05 27 B2 9A 62 48 D6 D2
After xor: 43 OF 84 DO 02 A4 4F B1 70 ED B2 9A 62 48 D6 D2 [ hdr]
After AES: B6 OB C6 F5 84 01 75 BC 01 27 70 F1 11 8D 75 10
After xor: 12 3F 6E 10 01 01 B3 58 14 17 23 79 73 5B F3 FA [ ns(]
After AES: 7D 5E 64 92 CE 2C B9 EA 7E 4C 4A 09 09 89 C8 FB
After xor: E3 DF 54 89 94 C8 9B 81 84 4C 4A 09 09 89 C8 FB [ nsdg]
After AES: 68 5F 8D 79 D2 2B 9B 74 21 DF 4C 3E 87 BA 0A AF
CBC-MAC : 68 5F 8D 79 D2 2B 9B 74 21 DF
CTR Start: 01 00 27 CA 0C 71 20 BC 3C 96 96 76 6C FA 00 01
CTR[ 0001]: 56 8A 45 9E 40 09 48 67 EB 85 EO 9E 6A 2E 64 76
CTR[ 0002]: A6 00 AA 92 92 03 54 9A AE EF 2C CC 59 13 7A 57
CTIRMAC ]: 25 1IEDC DD 3F 11 10 F3 98 11
Total packet length = 43. [Authenticated and Encrypted CQutput]
44 A3 AA 3A AE 64 75 CA F2 BE ED 7B C5 09 8E 83
FE B5 B3 16 08 F8 E2 9C 38 81 9A 89 C8 E7 76 F1
54 4D 41 51 A4 ED 3A 8B 87 B9 CE

—============== Packet Vector #22 ==================
AES Key = D7 82 8D 13 B2 BO BD C3 25 A7 62 36 DF 93 CC 6B
Nonce = 00 5B 8C CB CD 9A F8 3C 96 96 76 6C FA
Total packet length = 31. [Input with 12 cleartext header octets]

EC 46 BB 63 B0 25 20 C3 3C 49 FD 70 B9 6B 49 E2

1D 62 17 41 63 28 75 DB 7F 6C 92 43 D2 D7 Q2
CBCIVin: 61 00 5B 8C CB CDY9A F8 3C 96 96 76 6C FA 00 13
CBC IV out:91 14 AD 06 B6 CC 02 35 76 9A B6 14 4 82 95 03
After xor: 91 18 41 40 OD AF B2 10 56 59 8A 5D 39 F2 95 03 [ hdr]
After AES: 29 BD 7C 27 83 E3 E8 D3 C3 5C 01 F4 4C EC BB FA
After xor: 90 D6 35 C5 9E 81 FF 92 A0 74 74 2F 33 80 29 B9 [ msg]
After AES: 4E DA F4 OD 21 0B D4 5F FE 97 90 B9 AA EC 34 4C
After xor: 9C OD 36 OD 21 OB D4 5F FE 97 90 B9 AA EC 34 4C [ nms(]
After AES: 21 9E F8 90 EA 64 C2 11 A5 37 88 83 E1 BA 22 0D
CBC-MAC : 21 9E F8 90 EA 64 C2 11 A5 37
CTR Start: 01 00 5B 8C CB CD9A F8 3C 96 96 76 6C FA 00 01
CTR[0001]: 88 BC 19 42 80 Cl FA 3E BE FC EF FB 4D C6 2D 54
CTR[0002]: 3E 59 7D A5 AE 21 CC A4 00 9E 4C 0C 91 F6 22 49
CTRRMAC ]: 5C BC 30 98 66 02 A9 F4 64 A0
Total packet length = 41. [Authenticated and Encrypted CQutput]

EC 46 BB 63 B0 25 20 C3 3C 49 FD 70 31 D7 50 A0

9D A3 ED 7/F DD D4 9A 20 32 AA BF 17 EC 8E BF 7D

22 C8 08 8C 66 6B E5 C1 97
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—============== Packet Vector #23 ==================
AES Key = D7 82 8D 13 B2 BO BD C3 25 A7 62 36 DF 93 CC 6B
Nonce = 00 3E BE 94 04 4B 9A 3C 96 96 76 6C FA
Total packet length = 32. [Input with 12 cleartext header octets]
47 A6 5A C7 8B 3D 59 42 27 E8 5E 71 E2 FC FB B8
80 44 2C 73 1B F9 51 67 C8 FF D7 89 5E 33 70 76
CBC IVin: 61 00 3E BE 94 04 4B 9A 3C 96 96 76 6C FA 00 14
CBC IV out:0F 70 3F 5A 54 2C 44 6E 8B 74 A3 73 9B 48 B9 61
After xor: OF 7C 78 FC OE EB CF 53 D2 36 84 9B C5 39 B9 61 [ hdr]
After AES: 40 5B ED 29 DO 98 AE 91 DB 68 78 F3 68 B8 73 85
After xor: A2 A7 16 91 50 DC 82 E2 (0 91 29 94 A0 47 A4 0C [nsg]
After AES: 3D 03 29 3C FD 81 1B 37 01 51 FB C7 85 6B 7A 74
After xor: 63 30 59 4A FD 81 1B 37 01 51 FB C7 85 6B 7A 74 [ msg]
After AES. 66 4F 27 16 3E 36 OF 72 62 0D 4E 67 7C EO 61 DE
CBC-MAC : 66 4F 27 16 3E 36 OF 72 62 0D
CTR Start: 01 00 3E BE 94 04 4B 9A 3C 96 96 76 6C FA 00 01
CTR 0001]: OA 7E OA 63 53 C8 CF 9E BC 3B 6E 63 15 9A DO 97
CTR[ 0002]: EA 20 32 DA 27 82 6E 13 9E 1E 72 5C 5B 0D 3E BF
CTRIMAC ]: B9 31 27 CA FO F1 A1 20 FA 70
Total packet length = 42. [Authenticated and Encrypted Qutput]
47 A6 5A C7 8B 3D 59 42 27 E8 5E 71 E8 82 F1 DB
D3 8C E3 ED A7 C2 3F 04 DD 65 07 1E B4 13 42 AC
DF 7E 00 DC CE C7 AE 52 98 7D

—============== Packet Vector #24 ==================
AES Key = D7 82 8D 13 B2 BO BD C3 25 A7 62 36 DF 93 CC 6B
Nonce = 00 8D 49 3B 30 AE 8B 3C 96 96 76 6C FA
Total packet |ength 33. [Input with 12 cleartext header octets]

6E 37 A6 EF 54 6D 95 5D 34 AB 60 59 AB F2 1C OB

02 FE B8 8F 85 6D F4 A3 73 81 BC E3 CC 12 85 17

D4
CBCIVin: 61 00 8D 49 3B 30 AE 8B 3C 96 96 76 6C FA 00 15
CBC IV out:67 AC E4 E8 06 77 7A D3 27 1D 0B 93 4C 67 98 15
After xor: 67 AO 8A DF A0 98 2E BE B2 40 3F 38 2C 3E 98 15 [ hdr]
After AES: 35 58 F8 7TE CA C2 B4 39 B6 7E 75 BB F1 5E 69 08
After xor: 9E AAE4 75 C8 3C 0C B6 33 13 81 18 82 DF D5 EB [ ns(g]
After AES: 54 E4 7B 62 22 FO BB 87 17 DO 71 6A EB AF 19 9E
After xor: 98 F6 FE 75 F6 FO BB 87 17 DO 71 6A EB AF 19 9E [ nms(]
After AES: 23 E3 30 50 BC 57 DC 2C 3D 3E 7C 94 77 D1 49 71
CBC-MAC : 23 E3 30 50 BC 57 DC 2C 3D 3E
CTR Start: 01 00 8D 49 3B 30 AE 8B 3C 96 96 76 6C FA 00 01
CTR[0001]: 58 DB 19 B3 88 9A A3 8B 3C A4 0B 16 FF 42 2C 73
CTR[ 0002]: C3 2F 24 3D 65 DC 7E 9F 4B 02 16 AB 7F B9 6B 4D
CTRRMAC ]: 4E 2D AE D2 53 F6 Bl 8A 1D 67
Total packet length = 43. [Authenticated and Encrypted CQutput]

6E 37 A6 EF 54 6D 95 5D 34 AB 60 59 F3 29 05 B8

8A 64 1B 04 B9 C FF B5 8C C3 90 90 OF 3D Al 2A

Bl 6D CE 9E 82 EF A1 6D A6 20 59
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9.

10.

11.

11.

11.

Intell ectual Property Statenents

The authors hereby explicitly release any intellectual property
rights to CCMto the public domain. Further, the authors are not
aware of any patent or patent application anywhere in the world that

covers CCM node. It is our belief that CCMis a sinple conbination
of well-established techniques, and we believe that CCMis obvious to
a person of ordinary skill in the arts.

Security Consi derations

We claimthat this block cipher node is secure against attackers
limted to 22128 steps of operation if the key Kis 256 bits or
larger. There are fairly generic preconputation attacks agai nst al

bl ock ci pher nodes that allow a neet-in-the-mddle attack on the key
K. If these attacks can be nade, then the theoretical strength of
this, and any other, block cipher node is limted to 2*(n/2) where n
is the nunber of bits in the key. The strength of the authentication
is of course limted by M

Users of snaller key sizes (such as 128-bits) shoul d take precautions
to nake the precomputation attacks nmore difficult. Repeated use of
the sanme nonce value (with different keys of course) ought to be
avoided. One solution is to include a random value w thin the nonce.
O course, a packet counter is also needed within the nonce. Since
the nonce is of limted size, a randomvalue in the nonce provides a
l[imted amount of additional security.
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Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
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Engl i sh.
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