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Abst r act

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network nanagenent protocols in the Internet comunity.
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the cable network from m suse by subscribers. The Differentiated
Services MB (RFC 3289) provides the filtering functi ons needed here,
maki ng use of classification itenms defined in this specification.

Tabl e of Contents

1. The Internet-Standard Managenent Framework.................... 2
2. CONVENL T ONS. . .o 2
3 OVBI VI BW. . o e e et e e e e 2
3.1. Structure of the MB. . ... ... ... . .. . . 4
3.1.1. docsSubMgtFilterGoupTable...................... 4
3.1.2. IPvd Conpliance.......... ... . 5
3.2. Managenment Requirements............ ... 5

3.2.1. Interaction with DOCSIS Provisioning for CPE
Address Control..... ... .. .. . .. . 6

3.2.2. Interaction with DOCSI S Provisioning for

Filtering. ... ... e 6
3.2.3. Distinguishing Modem from Subscriber Traffic.... 7

Sawyer St andards Track [ Page 1]



RFC 4036 DOCSI S Subscri ber Management M B April 2005

3.3. Relationship to the Differentiated Services MB

[RFC3289] .. o 7

3.3.1. Using the Filter Group to Extend Packet
Classification.......... ... ... . . . . . .. 8
3.3.2. Interface Usage......... ... 8
3.4. Filtering and the Tiny Fragnent Attack.................. 9
4. Defini ti ONS. .. 9
5. Acknow edgement S. . ... . 23
6. TANA Considerati ONS. .. ... ... e 23
7. Normative References. . ......... ... i 23
8. Informative References......... .. ... . 24
9. Security Considerations. ............ i 25
AUt hOor’ s Addr €SS, . . .o 26
Full Copyright Statement....... ... .. . . . 27

1. The Internet-Standard Management Framework

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWVP).
ohjects in the MB are defined using the nechani sns defined in the
Structure of Managenment Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

2. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

3. Overview

This M B nodul e provides a set of objects required for the managenent
of DOCSI S Cabl e Mbodem Term nation Systems (CMIS). The specification
is derived in part fromthe operational nodel described in the DOCSIS
Radi o Frequency Interface Specification [ITU-T-J122]. These nanaged
objects facilitate protection of the cable network from m suse by
subscribers. This m suse mght include, for exanple, address
spoofing, service spoofing, or operation of unauthorized services.
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The following figure illustrates the operational and physica

depl oynment rel ati onshi ps between el enments in a cabl e nodem network.
This M B nodul e resides at the CMIS, which is the first point in the
public data network at which the cable operator controls physica
access. The CMIS (possibly assisted by other |IP service devices)
acts as a network edge, separating the physical outside-plant cable
tel evision network fromthe operator’s |IP network.

| operator’s | P network

[ XUy
| CMTS | operator’s cabl e head-end
Ho- - - - + e e e oo oo -
|
Fo--e-- - Fo--e-- - + CATV physi cal network
| | |
+----+ +----+ Fom et e e e e aiaamm
| CM | | CM | | CM | subscriber prenises
R R ey

| | | subscri ber host or network

This M B nodul e controls |IP packet forwarding to and from each cable
nodem at the CMIS. Different nodenms may be accorded different
treat nent.

Much of this nodule duplicates capabilities found in the DOCSI S Cabl e
Device M B [RFC2669]. Although it is expected that the Cabl e Device
MB will be used to prevent unwanted traffic fromentering the cable
network, it is also possible that a nmalicious user mght tanmper with
cabl e nodem software, disabling its filtering policies. This MB
provides a nore secure nechani sm as physical access to the CMIS is
control |l ed by the network operator.

In particular, this MB provides two capabilities: first, to linit
the I P addresses behind a nodem and second, to provide address and
protocol filtering to and froma nmodem The first duplicates the
capabilities of the docsDevCpe group [RFC2669]. This provides for
either | earned or provisioned subscriber prem ses host | P addresses
behi nd a cabl e npdem

The address and protocol filtering capability is sinmlar to that
performed by the cable nodemitself. It differs in several respects
because it is intended to control subscriber traffic at the CMIS,
rather than at the individual CM First, the MB structure nust be
i ndexed appropriately at the CMIS to indicate which cable nodem
subscriber is intended. Second, rather than maintaining a separate
list of filters for each nodemat the CMIS, it is assuned that |arge
nunbers of modens will share filtering characteristics. Therefore,
nodens are grouped so as to share common filter lists.
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The filtering capability is inplemented using the O assification,
Counting, and Drop facilities of the Differentiated Services MB
[RFC3289]. In order to provide different filtering for various

cl asses of subscribers, this MB defines the

docsSubMyt Fi | t er G oupTabl e, which specifies which filters apply to
each subscriber packet. This table is used by RFC 3289 as a first
pass of classification, and al so to choose a second pass of
classification using the diffServMiltiFieldd frTabl e:

di ff ServDat aPathStart --> diffServdfrEntry(1)

di ffServd frEl enent Specific(1l) --> docsSubMyt Fil ter G oupl ndex

di ffServd frEl enent Next (1) --> diffServCfrEntry(2)

di ffServd frEl enent Specific(2)--> diffServMulti FieldC frEntry

di ffServd frEl enent Next (2) --> difServActionEntry (count or al gDrop)

Because it is assuned that |arge nunbers of nodens will share
filtering characteristics, DOCSIS signaling defines filter groups
according to which cable nodens share comon filter lists. The
operator creates references to these groups in the

di ffServd frEl enent Specific(l) entries above.

3.1. Structure of the MB
This MB is structured in four tables:

o The docsSubMyt CpeControl Tabl e controls the acceptance of
subscri ber host addresses behind a cabl e nodem

o The docsSubMt Cpel pTabl e nonitors the subscriber host addresses
that the CMIS believes exist behind the cabl e nbdem

0o The docsSubMt CnFilterTabl e binds a cable nodemto a set of
filters in diffServMultiFielddfrTable.

o The docsSubMtFilter G oupTabl e provides the O Ds by which the
di ffServd frEl enent Tabl e selects a filter group.

The docsSubMyt CpeControl Tabl e and docsSubMyt Cnti | t er Tabl e AUGVENT t he
docsl fCnt sCnfSt at usTabl e from [ RFC2670]. Simlarly,

docsSubMyt Cpel pTabl e expands this table (an additional index is
used). As such, each entry in these tables is bound to a registered
cabl e nodem as perceived by the CMIS.

3.1.1. docsSubMgt Filter G oupTable
The docsSubMtFilter G oupTable links the filter group (signaled by

DOCSIS as a small integer) to the diffServC frEl enentEntry for the
first pass of filter classification. diffServd frEl enentSpecific
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requires a RowPointer. Thus, this table exists to provide referenced
objects for diffServdfrEl ementSpecific. The classification nethod
is as follows:

o Use the DOCSIS filter group, as inferred fromthe sending or
recei ving nodem as the classification criterion

o Use docsSubMytFilter G ouplndex as the value to match.

An entry exists in this Table if a reference to it exists in
di ff Servd frEl enent Specific

As such, contrary to comopn practice, the index for the table is
read-only and is both the Entry’'s index and its only val ue.

3.1.2. |1Pv4 Conpliance

Pl ease note that the conpliance statenments in this version of the MB
nodul e require support only for | Pv4d addresses. That is because the
current version of the DOCSIS protocols (1.0, 1.1, and 2.0) are not

| Pv6 capable. Al though support for IPv6 will require changes to the
DOCSI S protocols, it is expected that the only changes to the MB
nodule itself will be the addition of new conpliance statements that
mandat e support for IPv6 addresses. All |P addresses that appear in
this docunment conformto the textual conventions specified in

[ RFC4001] .

3.2. Managenent Requiremnents

The DOCSI S cabl e nodem provi sioning nodel [ITU T-J122] requires that
cabl e nodens use TFTP to acquire a list of parameters. The nobdem
then passes many of these paraneters to the CMIS in the DOCSI S

Regi stration nessage. The paraneter values are digitally signed by
the creator of the TFTP contents, and the signature is verified by
the CMIS. 1In general, then, the CMIS itself need not be configured
with the attributes of its cable nodens. It will acquire these

val ues through the Registration process that is secured by the
digital signature.

Cabl e nmodem subscri ber managenment, as described here, nodifies this
process slightly to reduce data and to ease adm nistrative control
Filtering criteria, for exanple, are mmintained through SNMP at the
CMTS, and the nodemregistration nerely signals the i ndex val ues for
the rows that apply to that nodem
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3.2.1. Interaction with DOCSIS Provisioning for CPE Address Contr ol

The CMIS creates rows in docsSubMyt CpeControl Tabl e for each nodem as

aresult of the DOCSIS registration process. The DOCSIS registration
attributes may include items semantically equivalent to those in the

docsDevCpe section of the DOCSIS Cabl e Device M B [ RFC2669] :

o docsDevCpeEnrol |
0 docsDevCpel pivax
o docsDevCpel p

Successful DOCSIS registration will have the effect of setting the
corresponding fields in the docsSubMyt CpeControl Tabl e and t he
docsSubMyt Cpel pTable. |If they are not present at nodem registration,

the CMIS shall apply the foll ow ng:

o docsSubMyt CpeControl Active <-- docsSubMyt CpeActi veDef aul t
o docsSubMyt CpeControl MaxCpel p <-- docsSubMyt CpeMax| pDef aul t
o docsSubMgt CpeControl Lear nabl e <-- docsSubMyt CpelLear nabl eDef aul t

Rows in docsSubMt Cpel pTabl e are created through any of three ways:
DOCSI S regi stration (as described above), learning by the CMIS, or
some unspecified adm nistrative nechanismon the CMIS. The
docsDevCpel pMax tabl e bound applies only to the first two.

The CMIS nay | earn addresses sinply by snooping source |P addresses
fromtraffic originating fromeach cable nmodem O her | earning
mechani sns (for exanple, ARP snooping) may be used. The | earning
mechani smis not defined by this document.

3.2.2. Interaction with DOCSI S Provisioning for Filtering

Rows in docsSubMyt CnFilterTabl e are created by the CMIS for each
nodem as a result of the DOCSIS registration process. The DOCSIS
registration attributes may include four indices (see section
C.1.1.18.3 of [ITUT-J122]):

0 One identifying the upstream (ingress with respect to the CMIS
interface) filter group for packets originating fromthe cable
nodem (i.e., those packets whose source MAC address matches that
of the cabl e nodenj.

0 One identifying the upstreamfilter group for packets originating

from subscribers attached to the cable nodem (i.e., those packets
whose source MAC address does not nmatch that of the cable nodem.
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0 One identifying the downstream (egress with respect to the CMIS
interface) filter group for packets destined to the cable nodem
(i.e., those packets whose destinati on MAC address natches that of
the cabl e nodem.

0 One identifying the downstreamfilter group for packets destined
to subscribers attached to the cable nbdem (i.e., those packets
whose destinati on MAC address does not match that of the cable
noden) .

Successful registration will have the effect of setting

docsSubMyt CFi | t er CrDownst r eam docsSubMgt Cni | t er Cnlpst r eam
docsSubMyt CFi | t er SubDownstream and docsSubMgt CnFi | t er SubUpst r eam
for that nmodem (just as if they were set through the SNWMP protocol).
If the DOCSIS attributes are not present, the four values are set to
zero. The effect will be to use the default entry

(diffServd frEl ement Speci fi c=zer oDot Zero) specified in the

di ffServd frEl enent Table. Note that om ssion of the DOCSI S-signal ed
val ues results in application of the default filtering entry, not in
onmi ssion of filtering.

3.2.3. Distinguishing Modem from Subscri ber Traffic

Al traffic originating fromor destined to a subscriber site is
potentially suspect and subject to suppression by the network
operator. This is true even if the traffic is ostensibly sourced or
sunk by the cable nodemitself, rather than by the subscriber hosts
behi nd the mbodem To provide nore nuanced admi nistrative control
this document allows separate filter policies for nodens and hosts.
For exanple, nodempolicies may |linmt nodens to server subnet - only
access while allowing a different scope to subscribers.

The CMIS chooses the filter set to apply based solely on the MAC
address (source MAC upstream destination MAC downstream). |If the
MAC address matches that of the nodem then the

docsSubMyt CFi | t er CmlJp/ Downst ream pair i s used; otherw se, the
docsSubMyt CnFi | t er SubUp/ Downstream pair is appli ed.

If the CMacts as a router rather than as a DOCSIS bri dgi ng
forwarder, then the network operator will only use the
docsSubMyt CnFi | t er CrlJp/ Downst r eam pai r.

3.3. Relationship to the Differentiated Services M B [ RFC3289]
DOCSI S CMrSes rely on the classification, counting, and drop

facilities of the Differentiated Services MB to screen subscri ber
packets for IP, TCP, and UDP characteristics. It is expected that
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any inplenentation of this MB also includes at |east the follow ng
from RFC 3289:

di f f Ser vDat aPat hTabl e

di ffServd frTabl e

di ffServd frEl emrent Tabl e

di ffServMul ti Fi el dd frTabl e

di ff ServActi onTabl e

di f f Ser vCount Act Tabl e

di ff ServAl gDropTabl e (diff ServAl gDr opType=al waysDr op)

OO0OO0OO0OO0OO0O0o

The correspondi ng "next-free" objects are al so required.

The use of other facilities fromRFC 3289 is not precluded but is
beyond the scope of this specification.

3.3.1. Using the Filter Goup to Extend Packet C assification

The base capability of RFC 3289 assunes that all packets on the sane
direction of the same interface will be classified by the sane
criteria. Filter Goups, which are introduced in this docunent,
expand on RFC 3289 to allow various subscribers to receive different
classification (filtering) treatment. One way to view filter groups
is as sub-interfaces within the physical DOCSIS channel. Another way
to viewthemis as values of a field logically prepended to the
packet prior to classification:

[filter group][DOCSI S MAC header][IP header]...
O course this '"logical’ field has no existence outside of the CMIS.

The diffServd frTabl e and di ffServC frEl enent Tabl e are then used
twice: the first classifiers select anong filter groups, using O Ds
fromdocsSubMgt Fi |l ter G oupTable. The 'next’ action on matching a
filter group is to select a diffServCfrEntry that now classifies on
| P/ TCP/UDP criteria (the diffServMulti FieldC frTable). The 'next’
action on this second match nay be a 'count’ (and accept), a 'drop’,
or some other feature from RFC 3289.

3.3.2. Interface Usage
For the purposes of DOCSIS subscriber managenent, only the DOCSI S MAC
cable interface(s) are used. The interface appears as the index to

di ff ServDat aPat hEntry, which is the starting point for diffserv MB
table traversal.
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both on the DOCSI S
is not precluded by

It is recomended that the inplenenters prevent the "tiny fragment"
and "overl apping fragnent" attacks for the TCP filtering tables in
this MB, as discussed in RFC 1858 [ RFC1858] and RFC 3128 [ RFC3128].

Preventi on of these attacks can be inplenmented with the foll ow ng

rules, when filtering is enabl ed:

o Adnit all packets with fragment offset >= 2.

o Discard all packets with fragment offset

offset = 0 AND fragnment payload |length < 16.

or with fragnent

o Apply filtering rules to all packets with fragnent offset = 0.

4. Definitions
DOCS- | ETF-SUBMGT-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
I nt eger 32,
m b- 2
FROM SNWVPv2- SM
RowSt at us,
Tr ut hVal ue,
Ti meSt anp,
St or ageType
FROM SNWPv2- TC
OBJECT- GROUP,
MODUL E- COVPLI ANCE
FROM SNWVPv2- CONF
| net Addr essType,
| net Addr ess
FROM | NET- ADDRESS- M B
docsl f Cnt sCnst at usl ndex,
docsl f Cnt sCnSt at usEnt ry
FROM DCCS-IF-M B -- RFC2670
di f f Ser vM BDat aPat hGr oup,
di ff ServM BC fr G oup,
di ff ServM BC f r El ement G oup,
di ffServM BMul ti Fi el dd fr G oup,
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di ff ServM BActi onG oup,
di f f Ser vM BAl gDr opG oup,
di f f Ser vM BCount er G oup,
di f f Ser vDat aPat hSt at us,
di ffServd frStatus,
di ff Servd fr El enent St at us,
di ffServMul ti Fi el dC fr Addr Type,
di ffServMul ti Fi el dd fr SrcAddr,
di ff ServMul ti Fi el dC fr Dst Addr,
di ff Ser vAl gDr opSt at us,
di f f Ser vDat aPat hSt or age,
di ffServd frStorage,
di ff Servd frEl enent St or age,
di ffServMul ti Fi el dC fr St or age,
di ff ServActi onSt or age,
di f f Ser vCount Act St or age,
di ff Ser vAl gDr opSt or age,
di ff ServAl gDropType
FROM DI FFSERV-M B -- RFC3289

docsSubMgt MODULE- | DENTI TY

Sawyer

LAST- UPDATED "200503290000Z" -- March 29, 2005
ORGANI ZATI ON "I ETF I P over Cable Data Network (I PCDN) Working
G oup”

CONTACT- | NFO
" W1 son Sawyer
Postal : 50 Kelly Brook Lane
East Hanpstead, NH 03826

U S A

Phone: +1 603 382 7080
E-mail: wsawer @ eee. org

| ETF | PCDN Wor ki ng G oup
General Discussion: ipcdn@etf.org
Subscribe: http://wwietf.org/mailmn/listinfo/ipcdn
Archive: ftp://ftp.ietf.org/ietf-mail-archive/ipcdn
Co-chairs: Richard Wundy, Richard_Wyundy@abl e. contast. com
Jean-Francois Mile, jf.mule@abl el abs. cont
DESCRI PTI ON
"This is the CMIS centric subscri ber managenent MB for
DOCSI S-conpliant CMIS. It provides the objects to allow a Cable
Modem Termi nati on operator to control the I P addresses and
protocol s associated with subscribers’ cabl e nodens.
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Copyright (C The Internet Society (2005). This version of this
M B nodule is part of RFC 4036; see the RFC itself for full |egal
notices."
REVI SI ON "200503290000Z" -- March 29, 2005
DESCRI PTI ON
“Initial version, published as RFC 4036. Note that the
conpliance statenents in this version apply only to
i mpl enentati ons that support DOCSIS 1.0/1.1/2.0, which
are not | Pv6-capable."
:={ mb-2 125 }

docsSubMyt Obj ects OBJECT I DENTIFIER ::= { docsSubwgt 1 }

docsSubMyt CpeCont r ol Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF DocsSubMgt CpeControl Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This tabl e AUGVENTs the docslfCrt sCnfSt at usTabl e, addi ng
four WRI TEabl e objects, as well as a read-only object, all of
which reflect the state of subscriber managerment on a particul ar
YL
::= { docsSubMyt Gbj ects 1 }

docsSubMyt CpeControl Entry OBJECT- TYPE
SYNTAX DocsSubMgt CpeControl Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Arowin the docsSubMgt CpeControl Table. Al values are set

at successful nobdemregistration, either fromthe system default,
or fromobjects included in the DOCSIS regi stration request sent
upstreamto the CMIS fromthe CM The contents of this entry are
nmeani ngl ess unl ess the correspondi ng docsl f Cnt sCSt at usVal ue (see
reference) is registrationConplete(6). The persistence of this
rowis determned solely by the |ifespan of the corresponding
docsl fCnt sCnst at usEntry (nornally StorageType=vol atile)."

REFERENCE

"RFC 2670"
AUGMVENTS { docsl fCmt sCnSt at uséntry }
.. = {docsSubMgt CpeControl Table 1 }

DocsSubMgt CpeControl Entry :: = SEQUENCE
{
docsSubMyt CpeCont r ol MaxCpel p I nt eger 32,
docsSubMyt CpeCont r ol Acti ve Tr ut hVal ue,
docsSubMyt CpeCont r ol Lear nabl e Tr ut hval ue,
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docsSubMyt CpeCont r ol Reset Trut hVal ue
docsSubMyt CpeCont r ol Last Reset Ti meSt anp
}

docsSubMyt CpeCont r ol MaxCpel p OBJECT- TYPE

SYNTAX | nteger32(0..2147483647)
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The nunber of sinmultaneous |P addresses pernitted behind
the CM If this is set to zero, all CPE traffic fromthe CMis
dropped. If the provisioning object corresponding to
docsSubMyt Cpel pTabl e i ncl udes nore CPE | P address entries for
this nodemthan the value of this object, then this object is
set to the count of the number of rows in docsSubMyt Cpel pTabl e
that have the sane docslfCnt sCntt at usl ndex val ue. (For exanpl e,
if the CMhas 5 | P addresses specified for it, this value is 5.)
This limt applies to | earned and DOCSI S-provi sioned entries
but not to entries added through sonme administrative
process at the CMIS. |If not set through DOCSI S provisioning,
this object defaults to docsSubMt CpeMaxl| pDefault. Note that
this object is only nmeaningful if docsSubMyt CpeControl Active
is true.”
.= { docsSubMyt CpeControl Entry 1 }

docsSubMyt CpeCont r ol Acti ve OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Controls the application of subscriber managenent to
this cable nodem |If this is set to true, CMIS-based CPE
control is active, and all the actions required by the various
filter tables and controls apply at the CMIS. If this is set
to fal se, no subscriber management filtering is done at the
CMTS (but other filters may apply). |If not set through DOCSI S
provisioning, this object defaults to
docsSubMyt CpeAct i veDefaul t. "
;.= { docsSubMt CpeControl Entry 2 }

docsSubMyt CpeCont r ol Lear nabl e OBJECT- TYPE

Sawyer

SYNTAX Trut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Controls whether the CMIS may | earn (and pass traffic
for) CPE | P addresses associated with a cable nodem |If this is
set to true, the CMIS nay |earn up to docsSubMyt MaxCpel p
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addresses (less any DOCSI S-provi sioned entries) related to this
CM Those | P addresses are added (by internal process) to the

docsSubMyt Cpel pTabl e. The nature of the |earning mechanismis

not specified here.

If not set through DOCSIS provisioning, this object defaults to
docsSubMyt CpelLear nabl eDefault. Note that this object is only
nmeani ngful i f docsSubMyt CpeControl Active is true."

;.= { docsSubMt CpeControl Entry 3 }

docsSubMyt CpeCont r ol Reset OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"This object always returns false on read. |If this object is
set to true, the rows with "I earned’ addresses in
docsSubMyt Cpel pTabl e for this CMare deleted fromthat table."
.= { docsSubMyt CpeControl Entry 4 }

docsSubMyt CpeCont r ol Last Reset OBJECT- TYPE

SYNTAX Ti neSt anp
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The val ue of sysUpTi me when docsSubMgt CpeControl Reset was
| ast set true. Zero if never reset."
DEFVAL { 0 }
::= { docsSubMyt CpeControl Entry 5 }

docsSubMyt CpeMax| pDef aul t OBJECT- TYPE

SYNTAX | nteger32(0..2147483647)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The default val ue for docsSubMyt CpeControl MaxCpelp if not
signaled in the DOCSI S Registration request. This value should
be treated as nonvolatile; if set, its value should persist
across device resets."
DEFVAL { 16 }
::= { docsSubMyt Qbj ects 2 }

docsSubMyt CpeAct i veDef aul t OBJECT- TYPE

Sawyer

SYNTAX Trut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The default val ue for docsSubMt CpeControl Active if not
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signaled in the DOCSI S Registration request. This value should
be treated as nonvolatile; if set, its value should persist
across device resets."

DEFVAL { false }

::= { docsSubMyt Gbj ects 3 }

docsSubMyt CpelLear nabl eDef aul t OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The default val ue for docsSubMyt CpeControl Learnable if not
signaled in the DOCSI S Registration request. This value should
be treated as nonvolatile; if set, its value should persist
across device resets."
DEFVAL { true }
::= { docsSubMyt Qbj ects 4 }

docsSubMyt Cpel pTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsSubMyt Cpel pEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table of CPE | P addresses known on a per-CM basis."
.= { docsSubMyt Obj ects 5 }

docsSubMyt Cpel pEntry OBJECT- TYPE
SYNTAX DocsSubMt Cpel pEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the docsSubMjt Cpel pTable. The first index is
the specific nopdemwe’'re referring to, and the second index is
the specific CPE IP entry."
I NDEX { docslf Cnt sCnfst at usl ndex,
docsSubMgt Cpel pl ndex }
.. = {docsSubMyt Cpel pTable 1 }

DocsSubMt Cpel pEntry :: = SEQUENCE
{
docsSubMyt Cpel pl ndex I nt eger 32,
docsSubMyt Cpel pAddr essType | net AddressType,
docsSubMyt Cpel pAddr | net Addr ess,
docsSubMyt Cpel pLear ned Trut hVal ue
}

docsSubMyt Cpel pl ndex OBJECT- TYPE
SYNTAX I nteger 32(1..2147483647)
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index of this CPE | P address relative to the i ndexed CM
An entry is created either through the included CPE | P addresses
in the provisioning object, or via |earning.

I f docsSubMyt CpeControl Active is true and a CMIS receives

an | P packet froma CMthat contains a source |IP address that
does not match one of the docsSubMyt Cpel pAddr entries for this
CM one of two things occurs. |If the nunber of entries is |ess

t han docsSubMyt CpeCont r ol MaxCpel p, the source address is added to
the table and the packet is forwarded. |If the number of entries
equal s t he docsSubMgt CpeControl MaxCpel p, then the packet is

dr opped. "

;.= { docsSubMt Cpel pEntry 1 }

docsSubMyt Cpel pAddr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of internet address of docsSubMjt Cpel pAddr."
.= { docsSubMyt Cpel pEntry 2 }

docsSubMyt Cpel pAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The I P address either set from provisioning or |earned via
address gl eaning or other forwarding nmeans. See
docsSubMyt Cpel pl ndex for the mechani sm

The type of this address is determ ned by the val ue of
docsSubMyt Cpel pAddr essType. "
.= { docsSubMt Cpel pEntry 3 }

docsSubMyt Cpel pLear ned OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
“If true, this entry was |learned fromI|P packets sent
upstream rather than fromthe provisioning objects.”
;.= { docsSubMt Cpel pEntry 4 }

docsSubMgt CnFi | t er Tabl e OBJECT- TYPE
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SYNTAX SEQUENCE OF DocsSubMytCnilterEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

2005

"Binds filter groups to nodens, identifying for each nodem
the upstream and downstream filter groups that apply to packets
for that nodem Nornally, this table reflects the filter group
val ues signal ed by DOCSI S Regi stration, although val ues may be

overri dden by managenent action

For each of the colums in this table, zero is a distinguished

val ue, indicating that the default filtering action is to be

taken rather than that associated with a filter group nunber.

Zero is used if the filter group is not signaled by DOCSI S
registration."”
::= { docsSubMyt Gbj ects 6 }

docsSubMyt CFi | t er Ent ry OBJECT- TYPE

SYNTAX DocsSubMgtCnFilterEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Binds a filter group to each direction of traffic for a
nodem The filters in this entry apply if
docsSubMyt CpeControl Active is true.

The contents of this entry are meaningl ess unl ess the
correspondi ng docsl fCnt sCnf5t at usVal ue (see reference) is
regi strationConpl ete(6). The persistence of this rowis
determ ned solely by the |ifespan of the corresponding
docsl fCnt sCnst at usEntry (nornally StorageType=vol atile)."
REFERENCE

"RFC 2670"
AUGMVENTS { docsl fCmt sCnSt at usEntry }
;.= {docsSubMgt CnFilterTable 1 }

DocsSubMgt CnFi l terEntry :: = SEQUENCE
{
docsSubMgt CnFi | t er SubDownst r eam I nt eger 32,
docsSubMyt CFi | t er SubUpst r eam I nt eger 32,
docsSubMyt CnFi | t er CrDownst r eam I nt eger 32,
docsSubMyt CnFi | t er CmlJpst r eam I nt eger 32
}

docsSubMyt CFi | t er SubDownst r eam OBJECT- TYPE

Sawyer

SYNTAX | nteger32(0..65535)
MAX- ACCESS read-wite
STATUS current
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DESCRI PTI ON

"The filter group applied to traffic destined for subscribers
attached to the referenced CM Upon row creation, this is set
either to zero (use default classification, the
di ff Servd fr El enent Speci fi c=zer oDot Zero row of
di ffServd frEl enent Table) or to the value in the provisioning
obj ect sent upstreamfromthe CMto the CMIS during registration.
The value of this object is the same as that of the filter group
i ndex appearing as docsSubMyt Fi |l t er G oupl ndex. "
::={ docsSubMgtCnFilterEntry 1 }

docsSubMyt CnFi | t er SubUpst r eam OBJECT- TYPE

SYNTAX | nteger32(0..65535)
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The filter group applied to traffic originating from
subscribers attached to the referenced CM Upon row creation
this is set to either zero (use default classification, the
di ff Servd fr El enent Speci fi c=zer oDot Zero row of
di ff ServC frEl enent Tabl e), or to the value in the provisioning
obj ect sent upstreamfromthe CMto the CMIS. The value of this
object is the sanme as that of the filter group index appearing as
docsSubMyt Fi | t er G oupl ndex. "
.= { docsSubMgtCnFilterEntry 2 }

docsSubMyt CnFi | t er CmDownst r eam OBJECT- TYPE

SYNTAX | nteger32(0..65535)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The filter group applied to traffic destined for the
referenced CMitself. Upon row creation this is set either to
zero (use default classification, the
di ff Servd fr El enent Speci fi c=zer oDot Zero row of
di ffServd frEl enent Table), or to the value in the provisioning
obj ect sent upstreamfromthe CMto the CMIS during registration.
The value of this object is the same as that of the filter group
i ndex appearing as docsSubMyt Fi |l t er G oupl ndex. "
::={ docsSubMgtCnFilterEntry 3 }

docsSubMyt CnFi | t er CmJpst r eam OBJECT- TYPE

Sawyer

SYNTAX | nteger32(0..65535)
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The filter group applied to traffic originating fromthe
referenced CMitself. This is set upon row creation to either
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zero (use default classification, the

di ff Servd fr El enent Speci fi c=zer oDot Zero row of

di ff ServC frEl enent Tabl e), or to the value in the provisioning
obj ect sent upstreamfromthe CMto the CMIS during registration.
The value of this object is the same as the filter group index
appearing as docsSubMyt Fi |t er G oupl ndex. "

.= { docsSubMgtCnFilterEntry 4 }

docsSubMyt Fi | t er G oupTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsSubMt Filter G oupEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Provides a collection of referenceable entries to which
di ff ServC frEl enent Specific refers. This table provides filter
group indices that can be conpared with those signal ed during
DOCSI S regi stration. A packet matches an entry fromthis table
if the packet originated fromor is destined to a cabl e nodem
that registered this index as one of its four filter groups
(see docsSubMgtCnFilterTable), and if the packet direction and
MAC address sel ect the use of this index anmong the four."
::= { docsSubMyt Gbj ects 7 }

docsSubMyt Fi | t er G oupEnt ry OBJECT- TYPE
SYNTAX DocsSubMyt Fi |l ter G oupEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry only exists if needed by the
diffServd frEl enentEntry. A packet matches this entry if the
packet’s cable nobdemregistered this index as one of its four
filter groups (see docsSubMtCnFilterTable) and if the packet
direction and MAC address sel ect the use of this index anpbng
the four."
| NDEX { docsSubMgt Fi |l t er G oupl ndex }
::= { docsSubMytFilterGoupTable 1 }

DocsSubMt Fi | t er G oupEntry ::= SEQUENCE
{
docsSubMyt Fi | t er G oupl ndex I nt eger 32
}

docsSubMyt Fi | t er G oupl ndex OBJECT- TYPE
SYNTAX | nteger32(1..65535)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The filter group index, fromthe set signaled at DOCSI S
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Regi stration. Provides a referenceable entry to which

di ffServd frEl enent Specific points. A packet natches this
classifier entry if the packet’s cable nmodemregi stered this

i ndex value as one of its four filter groups, and if the packet
direction and MAC address select the use of this index anobng
the four. Because this is the only field in this table, it is
read-only, contrary to the usual SM custom of naking indices
not - accessi bl e.

Note that although zero may be signaled (or defaulted) at DOCSI S
Registration to indicate a default filtering group, no such entry
appears in this table, as diffServd frEl enent Specific will

use a zeroDot Zero pointer for that classification."

.= { docsSubMytFilterG oupEntry 1 }

docsSubMyt Conf or mance OBJECT | DENTI FI ER : :
docsSubMyt Conpl i ances OBJECT | DENTI FI ER : :

{ docsSubwmgt 2 }

ocsSubMyt Conf or nance 1 }

)
[N | ]|

docsSubMyt Gr oups OBJECT | DENTI FI ER =
{ docsSubMgt Conf or mance 2 }

docsSubwyt Basi cConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for CMIS devices that inplenent
CMIS centric subscriber managenent.

This compliance statement applies to inplementations that
support DOCSIS 1.0/1.1/2.0, which are not |Pv6 capable.”

MODULE DI FFSERV-M B -- RFC3289
MANDATCORY- GROUPS {

di f f Ser vM BDat aPat hGr oup,
di ff ServM BC fr G oup,
di ff ServM BC fr El enment G- oup,
di ffServM BMul ti Fi el dd fr G oup,
di ff ServM BActi onG oup,
di f f Ser vM BAl gDr opG oup,
di f f Ser vM BCount er G- oup

}

OBJECT di ff ServDat aPat hStatus -- same as RFC3289
SYNTAX Rowst atus { active(1l) }
VRl TE- SYNTAX RowSt at us { createAndGo(4), destroy(6) }
DESCRI PTI ON
"Support for createAndWait and notlnService is not required.”
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OBJECT diffServd frStatus -- same as RFC3289
SYNTAX Rowst atus { active(l1l) }
VRl TE- SYNTAX RowSt at us { createAndGo(4), destroy(6) }
DESCRI PTI ON
"Support for createAndWait and notlnService is not required.”

OBJECT diffServC frEl enentStatus -- sanme as RFC3289
SYNTAX Rowst atus { active(l1l) }
VRl TE- SYNTAX RowSt at us { createAndGo(4), destroy(6) }
DESCRI PTI ON
"Support for createAndWait and notlnService is not required.”

OBJECT diffServMul tiFi el dd fr Addr Type
SYNTAX | net AddressType { ipv4(l) }
DESCRI PTI ON
"An inmplenentation is only required to support |Pv4
addresses.”

OBJECT diffServMil tiFiel dd frSrcAddr
SYNTAX | net Address (SIZE(4))
DESCRI PTI ON
"An inmplenentation is only required to support |Pv4
addresses.”

OBJECT diffServMul ti Fi el dC fr Dst Addr
SYNTAX | net Address (SIZE(4))

DESCRI PTI ON
"An inmplenentation is only required to support |Pv4
addresses. "
OBJECT di ffServAl gDropStatus -- sane as RFC3289

SYNTAX Rowst atus { active(l1l) }
VRl TE- SYNTAX RowSt at us { createAndGo(4), destroy(6) }
DESCRI PTI ON
"Support for createAndWait and notlnService is not required.”

OBJECT di f f Ser vDat aPat hSt or age
SYNTAX St orageType { nonVol atil e(3) }

DESCRI PTI ON
"An inmplenentation is only required to support nonvolatile
st orage."

OBJECT di ffServd fr Storage
SYNTAX St orageType { nonVol atil e(3) }

DESCRI PTI ON
"An inmplenentation is only required to support nonvol atile
st orage."
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OBJECT di ff Servd frEl ement St or age
SYNTAX St orageType { nonVol atil e(3) }

DESCRI PTI ON
"An inmplenentation is only required to support nonvol atile
st orage."

OBJECT diffServMul tiFi el dd frStorage
SYNTAX St orageType { nonVol atil e(3) }

DESCRI PTI ON
"An inmplenentation is only required to support nonvol atile
st orage."

OBJECT di f f ServActi onSt orage
SYNTAX St orageType { nonVol atil e(3) }

DESCRI PTI ON
"An inmplenentation is only required to support nonvol atile
st orage."

OBJECT di f f Ser vCount Act St or age
SYNTAX St orageType { nonVol atil e(3) }

DESCRI PTI ON
"An inmplenentation is only required to support nonvol atile
st orage."

OBJECT di f f ServAl gDr opSt or age
SYNTAX St orageType { nonVol atil e(3) }

DESCRI PTI ON
"An inmplenentation is only required to support nonvol atile
st orage."

OBJECT di f f ServAl gDr opType
SYNTAX | NTEGER { al waysDrop(5) }

DESCRI PTI ON
"For DOCSIS subscriber management, this object is
only used to provide packet filtering. |nplenmentations

need not support other values of this enuneration.™
MODULE -- This nodule i.e., DOCS-I|ETF-SUBMGT-M B

MANDATCORY- GROUPS {
docsSubMyt G oup

}

OBJECT docsSubMt CpeCont r ol MaxCpel p
SYNTAX | nt eger 32(0. . 16)
DESCRI PTI ON
"An inmplenentation is only required to support up to
si xteen addresses per nodem "
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OBJECT docsSubMt CpeMax| pDef aul t
SYNTAX | nt eger 32(0. . 16)
DESCRI PTI ON
"An inplenmentation is only required to support up to
si xteen addresses per nodem "

OBJECT docsSubMyt Cpel pAddr essType
SYNTAX | net AddressType { ipv4(1l) }
DESCRI PTI ON
"An inmplenentation is only required to support |Pv4
addresses.”

OBJECT docsSubMyt Cpel pAddr
SYNTAX | net Address (SIZE(4))
DESCRI PTI ON
"An inmplenentation is only required to support |Pv4
addresses.”

OBJECT docsSubMyt Cnfi | t er SubDownst r eam
SYNTAX | nteger32(0..30)
DESCRI PTI ON
"An inmplenentation is only required to support thirty
filter groups.™

OBJECT docsSubMyt Cnfi | t er SubUpst ream
SYNTAX | nteger32(0..30)
DESCRI PTI ON
"An inmplenentation is only required to support thirty
filter groups.™

OBJECT docsSubMyt Cnfi | t er CDownst r eam
SYNTAX | nteger32(0..30)
DESCRI PTI ON
"An inmplenentation is only required to support thirty
filter groups.™

OBJECT docsSubMyt Cni | t er CrlJpst r eam
SYNTAX | nteger32(0..30)
DESCRI PTI ON
"An inmplenentation is only required to support thirty
filter groups."

.= { docsSubMt Conmpl i ances 1 }
docsSubMyt G oup OBJECT- GROUP
OBJECTS {

docsSubMyt CpeCont r ol MaxCpel p,
docsSubMyt CpeCont rol Acti ve,
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docsSubMyt CpeCont r ol Lear nabl e,
docsSubMyt CpeCont r ol Reset,
docsSubMyt CpeCont r ol Last Reset,
docsSubMyt CpeMax| pDef aul t ,
docsSubMyt CpeAct i veDef aul t,
docsSubMyt CpelLear nabl eDef aul t,
docsSubMyt Cpel pAddr essType,
docsSubMyt Cpel pAddr,
docsSubMyt Cpel pLear ned,
docsSubMyt CFi | t er SubDownst r eam
docsSubMyt CnFi | t er SubUpst r eam
docsSubMyt CnFi | t er CrDownst r eam
docsSubMyt CFi | t er CmJpst ream
docsSubMyt Fi | t er G oupl ndex

}
STATUS current
DESCRI PTI ON
"The objects used to nmanage host-based cabl e nodens
via a set of CMIS enforced controls."
.= { docsSubMgt Groups 1 }

END
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Descri pt or OBJECT | DENTI FI ER val ue
docsSubwt { mb-2 125}
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Security Considerations

This MB is intended to linmit certain kinds of network behavi or by
subscri ber hosts attached to cabl e nodens, including, for exanple, IP
spoofing. These Iimtations may be conprom sed, however, if the
cable nodenis identity or registration process is spoofed. The
DOCSI S RFI and privacy specifications [ITU T-J122] and [ DOCSBPI ]
define a nunber of nechanisns for assuring nodemidentity.

For network filtering of TCP traffic to be effective, inplenmentors
MUST fol l ow the recomendati ons in section 3. 4.

There are a nunber of nanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. These
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent wi t hout proper protection can have a negative effect on
net wor k operations.

Unaut hori zed SETs to this MB can pernmt two mgjor security problens
with public cable network operation: |IP address spoofing, and defeat
of operator-defined packet filtering.

The foll owi ng objects, if SET naliciously, would evade controls on
addr ess spoofi ng:

docsSubMyt CpeCont r ol MaxCpel p
docsSubMyt CpeCont r ol Acti ve
docsSubMyt CpeCont r ol Lear nabl e
docsSubMyt CpeCont r ol Reset
docsSubMyt CpeMax| pDef aul t
docsSubMyt CpeAct i veDef aul t
docsSubMyt CpelLear nabl eDef aul t

The foll owi ng objects could al so permt packet filtering to be
def eat ed:

docsSubMyt CnFi | t er SubDownst r eam
docsSubMyt CFi | t er SubUpst r eam
docsSubMyt CFi | t er CrDownst r eam
docsSubMyt CnFi | t er CmJpst r eam
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Sone of the readable objects in this MB nbdule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET access to these objects and possibly even to encrypt
the val ues of these objects when they are sent over the network via
SNVP. The nost sensitive is docsSubMgt Cpel pAddr within
docsSubMyt Cpel pTabl e. Al t hough docsSubMyt Cpel pTable is intended to
control address spoofing, it includes information about the current
subscri ber address pool. This information may in itself be val uable
to woul d- be spoofers.

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using |IPSec),
there is no control as to who on the secure network is allowed to
access and CET/ SET (read/change/create/delete) the objects in this
M B nodul e.

It is RECOWENDED that inplenmenters consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWMP versions prior to SNMPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) who have legitinmate
rights to GET or SET (change/create/delete) them
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
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