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Abst r act

Thi s docunent details the Synchronous Optical Network
(SONET) / Synchronous Digital H erarchy (SDH) technol ogy-specific

i nformati on needed when sendi ng Li nk Managenent Protocol (LMP) test
nmessages.

1. Introduction

For scalability purposes, nultiple physical resources that

i nterconnect Label Switching Routers (LSRs) can be conbined to forma
single traffic engineering (TE) |ink for the purposes of path
conputati on and signaling. These resources nmay represent one or nore
physical links that connect the LSRs, or they may represent a Labe
Switched Path (LSP) if LSP hierarchy [RFC4206] is used. The
management of TE links is not restricted to in-band nessagi ng, but

i nstead can be done using out-of-band techniques.

The Li nk Managenent Protocol (LMP) [ RFC4204] has been devel oped as
part of the Ceneralized MPLS (GWPLS) protocol suite to nanage TE
links. LMP currently consists of four main procedures, of which the
first two are mandatory and the last two are optional
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Control channel managenent
Li nk property correlation
Li nk verification

Faul t managenent

PohE

Control channel managenent is used to establish and nmamintain contro
channel connectivity between adjacent nodes. This is done using a
Confi g nessage exchange followed by a |ightwei ght keep-alive nessage
exchange. Link property correlation is used to aggregate multiple
data links into a single TE Link and to synchronize the |ink
properties. Link verification is used to verify the physica
connectivity of the data |inks and to exchange the Interface |Ids of
the data links. Fault managenent is primarily used to suppress
alarns and to localize failures in both opaque and transparent
networks. Wien LMP is used wi th SONET/ SDH, however, the fault
management procedures may not be needed as existing SONET/ SDH
mechani sns can be used.

In this docunent, the SONET/ SDH t echnol ogy-specific information for
LMP is defined. Specifically, the SONET/ SDH test procedures used for
link verification and link property correlation are detailed. These
procedures include the trace correlation transport mechani sm (defined
for JO, J1, J2) that supports a separation of the transport and
control plane identifiers. The latter procedure requires a new trace
nonitoring function that is discussed in this docunent. Once the
data |inks have been verified, they can be grouped to form TE |inks.

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
" SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
The reader is assumed to be fanmliar with the term nology in
[ RFC4204], [G 707], and [T1.105]. The foll ow ng abbreviations are
used in this docunent:

CRC- N: Cyclic Redundancy Check-N

DCC: Dat a communi cati ons channel
LOVC: Lower -order virtual container
HOVC: Hi gher-order virtual container.
VB: Mul tiplex section

MSOH: Mul tipl ex section overhead.
POH: Pat h over head.

RS: Regener at or section

RSOH: Regener at or secti on overhead.
SDH: Synchronous di gital hierarchy.
SCH: Secti on over head.
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SONET: Synchronous Optical Network.

STM -N): Synchronous Transport Mdule (-N) (SDH).
STS(-N): Synchronous Transport Signal-Level N (SONET).
VC- n: Virtual Container-n (SDH).

VTn: Virtual Tributary-n (SONET).

3. Verifying Link Connectivity

In [ RFC4204], a link verification procedure is defined whereby Test
nmessages are transmtted in-band over the data links. This is used
for data plane discovery, Interface_|Id exchange (Interface_lds are
used in GWLS signaling, either as port |abels [RFC3471] or conponent
link identifiers [ RFC4201], depending on the configuration), and
physi cal connectivity verification. Miltiple data |inks can be
verified using a single verification procedure; the correlation is
done using the Verify Id that is assigned to the procedure.

As part of the link verification procedure, a BeginVerify nessage
exchange is used to agree upon paraneters for the Test procedure.
This can be initiated by sending a Begi nVerify nmessage over the
control channel. This nessage includes a BEG N_VERI FY obj ect that
contai ns a nunber of fields specifying, anpbng other things, the
transm ssion (bit) rate, encoding type, and transport mechani sns for
the Test Messages. |If the renpte node receives a BeginVerify nessage
and is ready to begin the procedure, it sends a Begi nVerifyAck
nessage specifying the desired transport mechanismfor the Test
nmessages. The renote node al so assigns a Verify Id to the procedure
and includes it in the BeginVerifyAck nessage.

The transnission rate of the data |link over which the Test Messages
will be transmitted is represented in | EEE fl oati ng-point format
using a 32-bit nunmber field and expressed in bytes per second. See
[ RFC3471] for val ues defined for SONET/ SDH.

The encoding type identifies the encoding supported by an interface.
The defined encoding is consistent with the LSP Encodi ng Type as
defined in [RFC3471]. For SONET/SDH, this value nust equal the val ue
given for "SDH ITU T G 707/ SONET ANSI T1.105".

The transport nechanismis defined using the Verify Transport
Mechani sm bit mask. The scope of this bit mask is restricted to the
link encoding type. Miltiple bits may be set when this field is

i ncluded in the Begi nVerify nessage; however, only one bit may be set
when it is included in the Begi nVerifyAck nessage.
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In the follow ng subsection, the various options for Verify Transport
Mechani sm are defined when the encoding is SONET/SDH. The trace
correlation transport nechanism (defined for JO, J1, J2) supports a
separation of the transport and control plane identifiers.

3.1. Verify Transport Mechani sm
This field is 16 bits in I ength.

In this document, the flags for SONET/ SDH encodi ng are defined. Note
that all values are defined in network byte order (i.e., big-endian
byte order).

0x0001: Reserved
0x0002 DCCS: Test Message over the Section/RS DCC

Capabl e of transmitting Test Messages using the DCC
Section/ RS Overhead bytes with bit-oriented Hi gh-Leve
Data Link Control (HDLC) framing format [ RFCL1662].

The Test Message is sent as defined in [ RFC4204].
0x0004 DCCL: Test Message over the Line/Ms DCC

Capabl e of transmitting Test Messages using the DCC
Li ne/ M5 Overhead bytes with bit-oriented HDLC fram ng
format [ RFC1662] .

The Test Message is sent as defined in [ RFC4204].
0x0008 JO-trace: JO Section Trace Correl ation

Capabl e of transmitting SONET/ SDH Section/ RS trace over
JO Section/RS overhead byte as defined in [T1.105] and
[G 707].

The Test Message is not transmitted using the JO bytes

(i.e., over the data link), but is sent over the contro
channel and correlated for consistency to the received

JO pattern.

In order to get the mapping between the Interface Id
over which the JO Test Message is sent and the JO
pattern sent in-band, the transmtting node nust provide
the correlation between this pattern and the JO Test
Message. This correlation is done using the TRACE

obj ect as defined in Section 4.
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0x0010:

0x0020:
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The format of the Test Message is as foll ows:

<Test Message> ::=<Commpn Header > <LOCAL_I| NTERFACE_I| D>
<VERI FY_| D> <TRACE>

Reser ved

Reser ved

0x0040 J1-trace: J1 Path Trace Correl ati on

Capabl e of transmitting SONET/ SDH STS SPE/ HOVC Pat h
trace over J1 Path overhead byte as defined in [T1. 105]
and [ G 707].

The Test Message is not transmitted using the J1 bytes
(i.e., over the data link), but is sent over the contro
channel and correlated for consistency to the received
J1 pattern.

In order to get the mapping between the Interface_Id
over which the J1 Test Message is sent and the J1
pattern sent in-band, the transmtting node nust provide
the correlation between this pattern and the J1 Test
Message. This correlation is done using the TRACE

obj ect as defined in Section 4.

The Test Message format is identical to that defined
above in JO-trace.

0x0080 J2-trace: J2 Path Trace Correl ation

Capabl e of transmitting SONET/ SDH VT SPE/LOVC Path trace
over J2 Path overhead byte as defined in [T1l.105] and
[G 707].

The Test Message is not transmitted using the J2 bytes
(i.e., over the data link), but is sent over the contro
channel and correlated for consistency to the received
J2 pattern.

In order to get the mapping between the Interface Id
over which the J2 Test Message is sent and the J2
pattern sent in-band, the transmtting node nust provide
the correlation between this pattern and the J2 Test
Message. This correlation is done using the TRACE
object as defined in Section 4.
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The Test Message format is identical to that defined
above in JO-trace.

4. Trace Monitoring

The trace nonitoring features described in this section allow a node
to do trace nonitoring by using the SONET/ SDH capabilities.

o] A node may request its neighbor (the renpte node) to nonitor a
link for a specific pattern in the overhead using the
TraceMonitor Message. An exanple of this overhead is the SONET
Section Trace nessage transmitted in the JO byte. |If the
actual trace nessage does not match the expected trace nessage,
the renpte node MUST report the mismatch condition

o] A node may request the value of the current trace nessage on a
gi ven data link using the TraceReq Message.

o] A node may request a renpte node to send a specific trace
nessage over a data link using the InsertTrace Message.

4.1.1. TraceMonitor Message

The TraceMnitor nessage (Message Type 21) is sent over the

control channel and is used to request the renote node to nonitor a
data link for a specific trace value. This value is inserted in the
<TRACE> object. The format of the TraceMnitor message is as
fol | ows:

<TracelMoni tor Message> ::= <Commopn Header > <NMESSAGE | D>
<LOCAL_| NTERFACE_| D> <TRACE>

The above transm ssion order SHOULD be fol | owed.

The renote node MJUST respond to a TraceMonitor nmessage with either a
TraceMoni tor Ack or TracelMbnitorNack Message.
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4.1.1.1. TRACE Object dass
Class = 21
o] C Type = 1, Trace
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Trace Type: 16 bits

The type of the trace nessage. The follow ng values are defined.
All other values are reserved.

SONET Section Trace (JO Byte)
SONET Path Trace (J1 Byte)
SONET Path Trace (J2 Byte)
SDH Section Trace (JO Byte)
SDH Path Trace (J1 Byte)

SDH Path Trace (J2 Byte)

OO WNE
I mnumn

Trace Length: 16 bits

This is the Iength in bytes of the trace nmessage (as specified by
the Trace Type).

Trace Message:

This is the value of the expected nmessage to be received in-band.
The valid I ength and val ue conbi nati ons are determi ned by the
speci fic technol ogy: for SONET see [T1.105] and for SDH see

[G 707]. The message MJST be padded with zeros to a 32-bit
boundary, if necessary. Trace Length does not include paddi ng
zer oes.

Thi s object is nonnegoti abl e.
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4.1.2. TraceMonitorAck Message

The TraceMonitor Ack nmessage (Message Type 22) is used to acknow edge
recei pt of the TracehMbnitor nessage and indicate that all of the
TRACE bjects in the TraceMnitor nmessage have been received and
processed correctly (i.e., no Trace M snmatch).

The format is as follows:

<TraceMoni t or Ack Message> ::= <Commpn Header > <MESSAGE | D_ACK>

The above transm ssion order SHOULD be fol |l owed.

The MESSAGE | D ACK object is defined in [ RFC4204]. The contents of
the MESSAGE | D_ACK object MJST be obtained fromthe TraceMonitor
nmessage bei ng acknow edged.

4.1.3. TraceMonitorNack Message

The TraceMonitorNack nmessage (Message Type 23) is used to acknow edge
recei pt of the TraceMnitor nessage and indicate that the TRACE
nject in the TraceMonitor message was not processed correctly. This
could be because the trace nonitoring requested is not supported or
there was an error in the TRACE object val ue(s).

The format is as foll ows:

<TraceMbni t or Nack Message> ::= <Common Header> <MESSAGE_| D_ACK>
<ERROR_CODE>

The above transm ssion order SHOULD be fol |l owed.

The MESSAGE | D ACK and ERROR CODE objects are defined in [ RFC4204].
The contents of the MESSAGE | D ACK obj ect MJST be obtained fromthe
TraceMoni t or nmessage bei ng acknow edged.

If the Trace type is not supported, the ERROR CODE MJST i ndicate
"Unsupported Trace Type" defined in Section 4.1.3.1.

If the TRACE object was not equal to the value seen in the trace, the
TraceMoni t or Nack nessage MJST i ncl ude the ERROR_CCDE i ndicating
"Invalid Trace Message". The TraceM smatch nessage (see Section
4.1.4) SHOULD NOT be sent as a result of the m snmatch.

The TraceMonitorNack nessage uses a new ERROR_CODE C- Type defined in
Section 4.1.3.1.
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4.1.3.1. ERROR CODE d ass
C Type = 3, TRACE_ERRCR
The foll owing new error code bit-values are defined:

0x01
0x02

Unsupported Trace Type
Invalid Trace Message

Al'l other values are Reserved.
Multiple bits may be set to indicate nmultiple errors.
This Cbject is nonnegoti abl e.
4.1.4. TraceM smatch Message
The TraceM smatch nessage (Message Type 24) is sent over the contro
channel and is used to report a trace msnatch on a data link for
whi ch trace nmonitoring was requested. The format is as follows:
<TraceM smat ch nessage> ::= <Common Header > <MESSACE | D>
<LOCAL_| NTERFACE_| D>
[ <LOCAL_I NTERFACE_I D> . . .]

The above transm ssion order SHOULD be f ol | owed.

A nei ghboring node that receives a TraceM smat ch nmessage MUST respond
with a TraceM smat chAck nessage.

The LOCAL_| NTERFACE I D object is defined in [RFC4204]. The

LOCAL_I NTERFACE_ID in this nmessage is the local Interface Id of the
data link that has a trace mismatch. A trace mismatch for nultiple
LOCAL_| NTERFACE | Ds may be reported in the same message.

4.1.5. TraceM smat chAck Message

The TraceM smat chAck nmessage (Message Type 25) is used to acknow edge
recei pt of a TraceM smatch nmessage. The format is as foll ows:

<TraceM smat chAck Message> ::= <Commpn Header > <MESSAGE | D_ACK>
The MESSAGE | D ACK object is defined in [ RFC4204]. The contents of

the MESSAGE | D ACK object MJUST be obtained fromthe TraceM snmatch
nmessage bei ng acknow edged.
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4.1.6. TraceReq Message
The TraceReq message (Message Type 26) is sent over the contro
channel and is used to request the current trace value of a data
link.

<TraceReq Message> ::= <Commpn Header > <MESSACE | D>
<LOCAL_| NTERFACE | D> <TRACE REQ>

The above transm ssion order SHOULD be fol | owed.
The format of the TRACE REQ object is as follows:
Class = 22
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Trace Type: 16 bits
Defined in Section 4.1.1.1.
Reserved: 16 bits

This field MIUST be set to zero when sent and ignored when
recei ved

4.1.7. TraceReport Message

The TraceReport nessage (Message Type 27) is sent over the contro
channel after receiving a TraceReq nessage.

<TraceReport Message> ::= <Commopn Header > <MESSACGE | D ACK> <TRACE>

The TraceReport nessage MUST include a TRACE Object (as described in
Section 4.1.1.1) for the requested data |ink

The MESSACE_ | D_ACK object is defined in [ RFC4204]. The contents of

the MESSAGE | D ACK obj ect MJUST be obtained fromthe TraceReq nessage
bei ng acknow edged.
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4.1.8. TraceRegNack Message

The TraceReqNack nessage (Message Type 28) is sent over the contro
channel after receiving a TraceReq nessage.

<TraceRegNack Message> ::= <Common Header> <MESSAGE | D ACK>
<ERRCR_CODE>

The above transm ssion order SHOULD be foll owed.

The MESSAGE | D ACK object is defined in [ RFC4204]. The contents of
the MESSAGE | D ACK object MJUST be obtained fromthe TraceReq nessage
bei ng acknow edged.

The TraceReqNack nessage MJST include an ERROR CODE (bject (as
defined in Section 4.1.3.1) for the requested data |ink.

4.1.9. InsertTrace Message
The I nsertTrace nessage (Message Type 29) is sent over the contro
channel and is used to request a renpte node to send a specific trace
nmessage over a data link (this assumes that the renpte knows the
mappi ng between the local and rempte interface Ids before fulfilling
such request).
The format is as follows:

<InsertTrace Message> ::= <Common Header > <MESSACE | D>
<LOCAL_I| NTERFACE_I D> <TRACE>

The above transm ssion order SHOULD be fol |l owed.

A node that receives an InsertTrace nmessage MJST respond with either
an I nsertTraceAck or an InsertTraceNack Message.

Once the InsertTraceAck nessage is received, the TraceM smatch
nessage (see Section 4.1.4) is used to indicate a trace mismatch has
occurred.
The MESSAGE | D object is defined in [ RFC4204].

4.1.10. InsertTraceAck Message
The I nsert TraceAck nessage (Message Type 30) is used to acknow edge
recei pt of the InsertTrace nmessage and indicate that the TRACE Obj ect

in the InsertTrace nmessage has been received and processed correctly
(i.e., no Trace Msmatch). The format is as follows:
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<l nsert TraceAck Message> ::= <Commpn Header > <MESSAGE | D ACK>
The MESSACE_ | D_ACK object is defined in [RFC4204]. The contents of
the MESSAGE | D ACK obj ect MJIST be obtained fromthe InsertTrace
nmessage bei ng acknow edged.

4.1.11. InsertTraceNack Message
The I nsert TraceNack nmessage (Message Type 31) is used to acknow edge
recei pt of the InsertTrace nmessage and to indicate that the TRACE
nject in the InsertTrace nmessage was not processed correctly. This
coul d be because the trace nmonitoring requested is not supported or
there was an error in the val ue.
The format is as follows:

<Insert TraceNack Message> ::= <Conmon Header> <MESSAGE | D_ACK>
<ERROR_CODE>

The above transm ssion order SHOULD be fol |l owed.
The MESSAGE | D ACK object is defined in [ RFC4204].

The I nsert TraceNack message MJST include an ERROR CODE (bject (as
defined in Section 4.1.3.1) for the requested data |ink

5. Security Considerations
LMP nmessage security uses |Psec as described in [RFC4204]. This
docunent introduces no other new security considerations not covered
in [ RFC4204] .

6. | ANA Consi derations

LMP [ RFC4204] defines the foll owi ng name spaces and how | ANA can nake
assignments in those nanespaces:

- LMP Message Type.

- LWMP Object d ass.

- LMP bject Cass type (C Type) unique within the Object d ass.

- LMP Sub-object Cass type (Type) unique within the Object C ass.
This meno i ntroduces the foll owi ng new assi gnnents:

LMP Message Type:

o TraceMnitor nessage (Message type
o TraceMonitorAck nmessage (Message type

21)
22)
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o TraceMnitorNack nmessage (Message type = 23)
o TraceM smat ch nessage (Message type = 24)
o TraceM smat chAck nmessage (Message type = 25)
o TraceReq nessage (Message type = 26)
o TraceReport nessage (Message type = 27)
o TraceReqNack nessage (Message type = 28)
o InsertTrace nessage (Message type = 29)
o InsertTraceAck nessage (Message type = 30)
o InsertTraceNack nessage (Message type = 31)

LMP (bj ect Cl ass nane space and O ass type (C Type):

0o TRACE Cl ass name (21)
- Type 1 (G Type = 1)

o TRACE REQ Cl ass nane (22)
- Type 1 (C Type = 1)
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