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Abst r act

Internet technical specifications often need to define a fornma
syntax. Over the years, a nodified version of Backus-Naur Form
(BNF), called Augnented BNF (ABNF), has been popul ar anbng nany
Internet specifications. The current specification documents ABNF
It bal ances conpactness and sinplicity, with reasonabl e
representati onal power. The differences between standard BNF and
ABNF involve nanming rules, repetition, alternatives, order-

i ndependence, and val ue ranges. This specification also supplies
additional rule definitions and encoding for a core |exical analyzer
of the type comon to several Internet specifications.
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1. | NTRODUCTI ON

Internet technical specifications often need to define a fornma
syntax and are free to enploy whatever notation their authors deem
useful. Over the years, a nodified version of Backus-Naur Form
(BNF), called Augnented BNF (ABNF), has been popul ar anbng nany
Internet specifications. It balances conpactness and sinplicity,
wi th reasonabl e representati onal power. |In the early days of the
Arpanet, each specification contained its own definition of ABNF
This included the email specifications, [RFC733] and then [ RFC822],
whi ch cane to be the comon citations for defining ABNF. The current
docunent separates those definitions to permt selective reference.
Predictably, it also provides sone nodifications and enhancenents.

The differences between standard BNF and ABNF invol ve nam ng rul es,
repetition, alternatives, order-independence, and val ue ranges.
Appendi x B supplies rule definitions and encoding for a core |exica
anal yzer of the type common to several Internet specifications. It
is provided as a convenience and is otherw se separate fromthe neta
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| anguage defined in the body of this docunent, and separate fromits
formal status.

Changes since [ RFC2234]:

In Section 3.7, the phrase: "That is, exactly <N> occurrences of
<elenent>." was corrected to: "That is, exactly <n> occurrences of
<el enent >. "

Sone continuation conment |ines needed to be corrected to begin
with comment character (";").

2. RULE DEFI N TI ON
2.1. Rule Namng

The nane of a rule is sinply the nane itself; that is, a sequence of
characters, beginning with an al phabetic character, and followed by a
conbi nati on of al phabetics, digits, and hyphens (dashes).

NOTE:
Rul e nanes are case-insensitive

The nanes <rul enane>, <Rul enane>, <RULENAME>, and <r U ENanE> al
refer to the sane rule.

Unli ke original BNF, angle brackets ("<", ">") are not required.
However, angle brackets may be used around a rul e nane whenever their
presence facilitates in discerning the use of a rule nane. This is
typically restricted to rule nane references in free-form prose, or
to distinguish partial rules that conbine into a string not separated
by white space, such as shown in the discussion about repetition

bel ow.

2.2. Rule Form
Arule is defined by the foll ow ng sequence:
name = elenents crlf

where <nane> is the name of the rule, <elements> is one or nore rule
nanes or termnal specifications, and <crlf> is the end-of-1line

i ndicator (carriage return followed by Iine feed). The equal sign
separates the name fromthe definition of the rule. The elenments
forma sequence of one or nore rule names and/or val ue definitions,
conbi ned according to the various operators defined in this docunent,
such as alternative and repetition
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For visual ease, rule definitions are left aligned. Wen a rule
requires multiple lines, the continuation |lines are indented. The
left alignment and indentation are relative to the first lines of the
ABNF rul es and need not match the left margin of the documnent.

2.3. Term nal Val ues

Rul es resolve into a string of term nal val ues, sonetines called

characters. |In ABNF, a character is nerely a non-negative integer
In certain contexts, a specific mapping (encoding) of values into a
character set (such as ASCII) will be specified.

Terminals are specified by one or nmore numeric characters, with the
base interpretation of those characters indicated explicitly. The
followi ng bases are currently defined:

b = binary

d = deci mal

X = hexadeci ma
Hence:

CR = %13

CR = 90D

respectively specify the deci mal and hexadeci mal representation of
[US-ASCII] for carriage return

A concatenated string of such values is specified conpactly, using a
period (".") to indicate a separation of characters within that
val ue. Hence

CRLF = %l13.10

ABNF permits the specification of literal text strings directly,
encl osed in quotation-marks. Hence:

conmand = "command string"

Literal text strings are interpreted as a concatenated set of
printable characters.
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NOTE:

ABNF strings are case-insensitive and the character set for these
strings is us-ascii

Hence:
rul enane = "abc"
and:
rul ename = "aBc"
wkgglnatch "abc", "Abc", "aBc", "abC', "ABc", "aBC', "AbC', and

To specify a rule that 1S case SENSITI VE, specify the characters
i ndi vidually.

For exanpl e:

rul enane = 9%@97 %98 %99
or
rul ename = %I97.98.99
will match only the string that conprises only the | owercased

characters, abc.
2.4. External Encodings

External representations of terminal value characters will vary
according to constraints in the storage or transm ssion environment.
Hence, the sane ABNF-based grammar may have nultiple externa

encodi ngs, such as one for a 7-bit US-ASCI| environnent, another for
a binary octet environnent, and still a different one when 16-bit
Uni code is used. Encoding details are beyond the scope of ABNF

al t hough Appendi x A (Core) provides definitions for a 7-bit US-ASCI
envi ronnent as has been common to rmuch of the Internet.

By separating external encoding fromthe syntax, it is intended that
al ternate encodi ng environnments can be used for the sane syntax.
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3. OPERATORS
3.1. Concatenation: Rulel Rule2
A rule can define a sinmple, ordered string of values (i.e., a

concat enati on of contiguous characters) by listing a sequence of rule
nanes. For exanple

f oo = Ux61 oa
bar = Ox62 b
mumnbl e = foo bar foo

So that the rule <nunbl e> natches the | owercase string "aba".

LI NEAR WH TE SPACE: Concatenation is at the core of the ABNF parsing
nodel . A string of contiguous characters (values) is parsed
according to the rules defined in ABNF. For Internet specifications,
there is sonme history of permitting |inear white space (space and
hori zontal tab) to be freely and inplicitly interspersed around maj or
constructs, such as delimting special characters or atom c strings.

NOTE:

Thi s specification for ABNF does not provide for inplicit
specification of linear white space.

Any grammar that wi shes to permt |inear white space around
delimters or string segments nust specify it explicitly. 1t is
often useful to provide for such white space in "core" rules that are
then used variously anong higher-level rules. The "core" rules mght
be formed into a | exical analyzer or sinply be part of the main
rul eset.

3.2. Alternatives: Rulel / Rule2

El ements separated by a forward slash ("/") are alternatives.
Ther ef or e,

foo / bar

will accept <foo> or <bar>.
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3.

3.

3.

4.

NOTE:

A quoted string containing al phabetic characters is a special form
for specifying alternative characters and is interpreted as a
non-term nal representing the set of conbinatorial strings with
the contained characters, in the specified order but with any

m xture of upper and | ower case.

Increnmental Alternatives: Rulel =/ Rule2

It is sonetimes convenient to specify a list of alternatives in
fragnents. That is, an initial rule nay match one or nore
alternatives, with later rule definitions adding to the set of
alternatives. This is particularly useful for otherw se, independent
specifications that derive fromthe sane parent rule set, such as
often occurs with paraneter lists. ABNF permits this increnenta
definition through the construct:

ol drul e =/ additional-alternatives

So that the rule set

rul eset = altl/ alt2
rul eset =/ alt3
rul eset =/ alt4 / alth

is the same as specifying
rul eset = altl/ alt2/ alt3 / alt4 / alth
Val ue Range Alternatives: Ye##- ##

A range of alternative numeric values can be specified conpactly,
using dash ("-") to indicate the range of alternative values. Hence:

DAT = 930-39
is equivalent to:
DAT = "o" / "1* / "2" ] "3" [ "4 ] "5" | "6" [
A A - A A
Concat enat ed nuneric val ues and numeric val ue ranges cannot be

specified in the sane string. A nuneric value may use the dotted
notation for concatenation or it may use the dash notation to specify

Crocker & Overell St andards Track [ Page 7]



RFC 4234 ABNF Oct ober 2005
one val ue range. Hence, to specify one printable character between
end of |ine sequences, the specification could be:

char-line = %0D. OA %20- 7E % 0D. OA
3.5. Sequence Goup: (Rulel Rule2)

El ements encl osed in parentheses are treated as a single el enent,
whose contents are STRICTLY ORDERED. Thus,

elem (foo / bar) blat
mat ches (elemfoo blat) or (elembar blat), and
elemfoo / bar blat
mat ches (el em foo) or (bar blat).
NOTE:
It is strongly advised that grouping notation be used, rather than
relying on the proper reading of "bare" alternations, when
alternatives consist of multiple rule names or literals.
Hence, it is recomended that the foll owi ng form be used:
(elemfoo) / (bar blat)

It will avoid misinterpretati on by casual readers.

The sequence group notation is also used within free text to set off
an el emrent sequence fromthe prose.

3.6. Variable Repetition: *Rule

The operator "*" preceding an el enment indicates repetition. The ful
formis:

<a>*<b>el enent

where <a> and <b> are optional decimal values, indicating at |east
<a> and at nobst <b> occurrences of the el enent.

Default values are 0 and infinity so that *<el ement> all ows any

nunber, including zero; 1l*<elenment> requires at |east one;
3*3<el enent > all ows exactly 3 and 1*2<el enent> all ows one or two.
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3.7. Specific Repetition: nRule
A rule of the form
<n>el enment
is equivalent to
<n>*<n>el enent

That is, exactly <n> occurrences of <elenent>. Thus, 2DIGT is a 2-
digit nunber, and 3ALPHA is a string of three al phabetic characters.

3.8. Optional Sequence: [ RULE]
Square brackets encl ose an optional el enent sequence:
[foo bar]
is equivalent to
*1(foo bar).
3.9. Comment: ; Comment
A semi-colon starts a comrent that continues to the end of Iine.
This is a sinple way of including useful notes in parallel with the
speci fications.
3.10. Operator Precedence
The vari ous mechani snms descri bed above have the foll owi ng precedence,
from hi ghest (binding tightest) at the top, to | owest (loosest) at
the bottom
Strings, Nanes formation
Comrent
Val ue range
Repetition
Groupi ng, Opti onal

Concat enati on

Al ternative
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Use of the alternative operator, freely mxed with concatenations,

can b

Ag

e confusing.

ain, it is reconmended that the grouping operator be used to

make explicit concatenation groups.

4. ABNF DEFI NI TI ON OF ABNF

NOTES

1

Cr ocker

This syntax requires a formatting of rules that is relatively

strict. Hence,

the version of a ruleset included in a
specification m ght need preprocessing to ensure that

i nterpreted by an ABNF parser

This syntax uses the rules provided in Appendix B (Core).

rul elist

rul e

rul enane

def i ned- as

el ement s
C-Wsp

c-nl

conmment

alternation

concat enati on
repetition

r epeat

& Over el

1*( rule / (*c-wsp c-nl) )
rul enane defined-as elements c-n
; continues if next line starts
; with white space
ALPHA *(ALPHA / DIAT / "-")
*c-wsp ("=" [/ "=/") *c-wsp
; basic rules definition and
: increnmental alternatives
alternation *c-wsp
WSP / (c-nl WBP)

comment / CRLF
;. coment or newine

":" *(WSP / VCHAR) CRLF

concat enati on
*(*c-wsp "/" *c-wsp concatenation)

repetition *(1*c-wsp repetition)
[repeat] el enment

*DIGAT/ (*DAT "*" *DIGAT)

it can be
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el emrent

group =
option =

char - val =

num val =

bi n-val =

dec-val =

hex- val =

prose-va

ABNF Cct ober

rul ename / group / option /
char-val / numval / prose-va

"(" *c-wsp alternation *c-wsp ")
"[" *c-wsp alternation *c-wsp "]

DQUOTE *(%20-21 / 9%23-7E) DQUOTE
; quoted string of SP and VCHAR

;Wi thout DQUOTE
"o (bin-val / dec-val / hex-val)

"b" 1*BIT

[ 2*("." 21*BIT) / ("-" 1*BIT) ]
; series of concatenated bit val ues
;or single ONEOF range

"d" 1*DIGT
[ 1*("." 1*DIGT) / ("-" 1*DIGT) ]

"X" 1*HEXDI G
[ 1¥("." I*HEXDIQ / ("-" 1*HEXDIG) ]

"<" *(U%20-3D / 9%3F-7E) ">"
; bracketed string of SP and VCHAR
;Wi thout angles
; prose description, to be used as
;  last resort

5. SECURI TY CONSI DERATI ONS

Security is truly believed to be irrelevant to this docunent.

6. References
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[US-ASCI 1] American Nati
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onal Standards Institute, "Coded Character
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6.2. Informative References

[ RFC2234] Crocker, D. and P. Overell, "Augmented BNF for Syntax
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Appendi x A, ACKNON.EDGEMENTS

The syntax for ABNF was originally specified in RFC 733. Ken L.
Harrenstien, of SRl International, was responsible for re-coding the
BNF i nto an augnented BNF that nakes the representation snaller and
easi er to understand.

This recent project began as a sinple effort to cull out the portion
of RFC 822 that has been repeatedly cited by non-email specification
witers, nanely the description of augmented BNF. Rather than sinply
and blindly converting the existing text into a separate docunent,
the working group chose to give careful consideration to the
deficiencies, as well as benefits, of the existing specification and
rel ated specifications nade avail abl e over the |ast 15 years, and
therefore to pursue enhancenent. This turned the project into

somet hing rather nore anbitious than was first intended.
Interestingly, the result is not massively different fromthat
original, although decisions, such as renoving the list notation
came as a surprise.

Thi s "separated" version of the specification was part of the DRUMS
wor ki ng group, with significant contributions from Jerone Abel a,
Haral d Al vestrand, Robert Elz, Roger Fajman, Aviva Garrett, Tom
Harsch, Dan Kohn, Bill MQillan, Keith More, Chris Newran, Pete
Resni ck, and Henni ng Schul zri nne.

Julian Reschke warrants a special thanks for converting the Draft
St andard version to XM. source form

Appendi x B. APPENDI X - CORE ABNF OF ABNF

Thi s Appendi x is provided as a convenient core for specific granmars.
The definitions my be used as a core set of rules.

B.1. Core Rules

Certain basic rules are in uppercase, such as SP, HTAB, CRLF, DIGAT,
ALPHA, etc.

ALPHA = OUx41-5A |/ W61-7A ; A-Z/ a-z
BIT = "o"/ "1"
CHAR = 9%&O01-7F

; any 7-bit US-ASCI| character,
; excludi ng NUL
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CR = 90D
; carriage return
CRLF = CRLF
; Internet standard new i ne
CTL = OU00-1F / W7F
; controls
DAT = 9%30-39
; 0-9
DQUOTE = 22
;" (Doubl e Quote)
HEXDI G = bg&dT/ "“A" /] "B/ "C" /] "D [/ "E" [ "F"
HTAB = 909
; horizontal tab
LF = O9%O0A
; |inefeed
LVEP = *(WBP / CRLF WEP)
; linear white space (past new ine)
OCTET = 9%00-FF
; 8 bits of data
SP = 920
VCHAR = W%21-7E
; visible (printing) characters
WSP = SP / HTAB

; white space

B.2. Conmon Encodi ng

Externally, data are represented as "network virtual ASCII" (namely,
7-bit US-ASCIl in an 8-bit field), with the high (8th) bit set to
zero. A string of values is in "network byte order", in which the

hi gher-val ued bytes are represented on the |left-hand side and are
sent over the network first.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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