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Status of This Meno
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O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nmenmo is unlimted.
Copyri ght Notice
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Abst r act
Thi s docunent describes a nmethod of verifying Secure Shell (SSH) host
keys using Donmai n Name System Security (DNSSEC). The docunent
defines a new DNS resource record that contains a standard SSH key
fingerprint.
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| ntroducti on

The SSH [ 6] protocol provides secure renote | ogin and other secure
network services over an insecure network. The security of the
connection relies on the server authenticating itself to the client
as well as the user authenticating itself to the server.

If a connection is established to a server whose public key is not

al ready known to the client, a fingerprint of the key is presented to
the user for verification. |If the user decides that the fingerprint
is correct and accepts the key, the key is saved |locally and used for
verification for all follow ng connections. Wile some security-
consci ous users verify the fingerprint out-of-band before accepting
the key, many users blindly accept the presented key.

The net hod descri bed here can provide out-of-band verification by
| ooking up a fingerprint of the server public key in the DNS [1]] 2]
and using DNSSEC [5] to verify the | ookup.

In order to distribute the fingerprint using DNS, this docunent
defines a new DNS resource record, "SSHFP', to carry the fingerprint.

Basi ¢ understandi ng of the DNS system[1][2] and the DNS security
extensions [5] is assuned by this docunent.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [3].

SSH Host Key Verification
1. Method

Upon connection to an SSH server, the SSH client MAY | ook up the
SSHFP resource record(s) for the host it is connecting to. If the
al gorithmand fingerprint of the key received fromthe SSH server
match the algorithmand fingerprint of one of the SSHFP resource
record(s) returned fromDNS, the client MAY accept the identity of
the server.

2. Implenentation Notes

Client inplenentors SHOULD provide a configurable policy used to

sel ect the order of nmethods used to verify a host key. This docunent
defines one nethod: Fingerprint storage in DNS. Another nethod
defined in the SSH Architecture [6] uses local files to store keys
for conmparison. Oher methods that could be defined in the future

m ght include storing fingerprints in LDAP or other databases. A
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configurable policy will allow adm nistrators to determ ne which
net hods they want to use and in what order the nethods should be
prioritized. This will allow adninistrators to determni ne how rmuch
trust they want to place in the different nethods.

One specific scenario for having a configurable policy is where
clients do not use fully qualified host nanes to connect to servers.
In this scenario, the inplenmentation SHOULD verify the host key

agai nst a | ocal database before verifying the key via the fingerprint
returned fromDNS. This would hel p prevent an attacker from
injecting a DNS search path into the | ocal resolver and forcing the
client to connect to a different host.

2.3. Fingerprint Matching

The public key and the SSHFP resource record are matched together by
conparing al gorithm nunber and fingerprint.

The public key algorithmand the SSHFP al gorithm nunber MJST
mat ch.

A message digest of the public key, using the nmessage di gest
algorithmspecified in the SSHFP fingerprint type, MJUST match the
SSHFP fingerprint.

2.4. Authentication
A public key verified using this method MJST NOT be trusted if the
SSHFP resource record (RR) used for verification was not
aut henticated by a trusted SIG RR

Clients that do validate the DNSSEC signatures thensel ves SHOULD use
st andard DNSSEC val i dati on procedures.

Clients that do not validate the DNSSEC signatures thensel ves MJST
use a secure transport (e.g., TSIG[9], SIG0) [10], or IPsec [8])
bet ween t hensel ves and the entity performng the signature
val i dati on.

3. The SSHFP Resource Record
The SSHFP resource record (RR) is used to store a fingerprint of an
SSH public host key that is associated with a Domai n Nanme System
(DNS) nane.

The RR type code for the SSHFP RR is 44.
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3.1. The SSHFP RDATA For mat
The RDATA for a SSHFP RR consists of an al gorithm nunber, fingerprint
type and the fingerprint of the public host key.
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3.1.1. Al gorithm Nunber Specification

Thi s al gorithm nunber octet describes the algorithmof the public
key. The follow ng values are assigned:

Val ue Al gorithm name
0 reserved

1 RSA

2 DSS

Reservi ng other types requires | ETF consensus [4].
3.1.2. Fingerprint Type Specification

The fingerprint type octet describes the nessage-di gest al gorithm
used to calculate the fingerprint of the public key. The follow ng
val ues are assi gned:

Val ue Fi ngerprint type

0 reserved
1 SHA- 1

Reservi ng other types requires | ETF consensus [4].
For interoperability reasons, as few fingerprint types as possible

shoul d be reserved. The only reason to reserve additional types is
to increase security.
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3.1.3. Fingerprint

The fingerprint is calculated over the public key blob as described
in[7].

The nessage-digest algorithmis presuned to produce an opaque octet
string output, which is placed as-is in the RDATA fingerprint field.

3.2. Presentation Format of the SSHFP RR

The RDATA of the presentation format of the SSHFP resource record
consists of two nunbers (algorithmand fingerprint type) foll owed by
the fingerprint itself, presented in hex, e.g.

host . exanple. SSHFP 2 1 123456789abcdef 67890123456789abcdef 67890
The use of mmenonics i nstead of nunbers is not all owed.
4. Security Considerations

Currently, the amount of trust a user can realistically place in a
server key is proportional to the anpbunt of attention paid to
verifying that the public key presented actually corresponds to the
private key of the server. |[If a user accepts a key wi thout verifying
the fingerprint with sonmething | earned through a secured channel, the
connection is vulnerable to a man-in-the-mniddl e attack

The overall security of using SSHFP for SSH host key verification is
dependent on the security policies of the SSH host adm ni strator and
DNS zone administrator (in transferring the fingerprint), detailed
aspects of how verification is done in the SSH i nplenmentation, and in
the client’s diligence in accessing the DNS in a secure manner

One such aspect is in which order fingerprints are | ooked up (e.g.
first checking local file and then SSHFP). W note that, in addition
to protecting the first-tinme transfer of host keys, SSHFP can
optionally be used for stronger host key protection

If SSHFP is checked first, new SSH host keys nay be distributed by
repl aci ng the correspondi ng SSHFP i n DNS

If SSH host key verification can be configured to require SSHFP

SSH host key revocation can be inpl enented by renoving the
correspondi ng SSHFP from DNS
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As stated in Section 2.2, we recommend that SSH i npl enentors provide
a policy nechanismto control the order of nethods used for host key
verification. One specific scenario for having a configurable policy
is where clients use unqualified host nanmes to connect to servers.

In this case, we reconmend that SSH inpl ementati ons check the host
key agai nst a | ocal database before verifying the key via the
fingerprint returned fromDNS. This would help prevent an attacker
frominjecting a DNS search path into the |ocal resolver and forcing
the client to connect to a different host.

A different approach to solve the DNS search path issue would be for
clients to use a trusted DNS search path, i.e., one not acquired
through DHCP or other autoconfiguration nmechanisns. Since there is
no way with current DNS | ookup APIs to tell whether a search path is
froma trusted source, the entire client systemwould need to be
configured with this trusted DNS search path.

Anot her dependency is on the inplenentation of DNSSEC itself. As
stated in Section 2.4, we nandate the use of secure methods for

| ookup and that SSHFP RRs are authenticated by trusted SIG RRs. This
is especially inportant if SSHFP is to be used as a basis for host
key rollover and/or revocation, as described above.

Since DNSSEC only protects the integrity of the host key fingerprint
after it is signed by the DNS zone admini strator, the fingerprint
nmust be transferred securely fromthe SSH host adm nistrator to the
DNS zone administrator. This could be done nanual ly between the

adm ni strators or automatically using secure DNS dynam c update [ 11]
bet ween the SSH server and the naneserver. W note that this is no
different fromother key enrollment situations, e.g., a client
sending a certificate request to a certificate authority for signing.

5. | ANA Consi derations

| ANA has allocated the RR type code 44 for SSHFP fromthe standard RR
type space.

| ANA has opened a new registry for the SSHFP RR type for public key
algorithms. The defined types are:

0 is reserved
1is RSA
2 is DSA

Addi ng new reservations requires | ETF consensus [4].
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| ANA has opened a new registry for the SSHFP RR type for
types. The defined types are:
0 is reserved
1is SHA-1
Addi ng new reservations requires | ETF consensus [4].
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
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OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
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I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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