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Abst r act

The MPEG 2 Transport Stream (TS) has been wi dely accepted not only
for providing digital TV services, but also as a subnetwork
technol ogy for building I P networks.

Thi s docunent describes a Unidirectional Lightweight Encapsul ation
(ULE) mechanismfor the transport of |Pv4 and | Pv6 Datagrans and

ot her network protocol packets directly over the |1 SO MPEG 2 Transport
Streamas TS Private Data. ULE specifies a base encapsul ation format
and supports an extension format that allows it to carry additional
header information to assist in network/Receiver processing.
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1

| ntroducti on

Thi s docunent describes an encapsul ation for the transport of IP

dat agrans, or other network-Ilayer packets, over |SO MPEG 2 Transport
Streams [| SO MPER2, RFC4259]. The encapsul ation satisfies the
requirenment for a |ightweight encapsul ati on defined in section 4 of

[ RFC4259]. The basic header provides the required set of protoco
fields. Extension headers may al so be defined. This header
structure is significantly sinpler to parse and process [ SOOR05] than
current alternative nethods (e.g., MPE [ETSI-DAT], which builds upon
the DSM CC Tabl e Section syntax [l SO DSMCC]) .

The encapsulation is suited to services based on MPEG 2; for exanple,
the Digital Video Broadcast (DVB) architecture, the Advanced

Tel evision Systenms Committee (ATSC) system [ ATSC, ATSC-QG, and ot her
simlar MPEG 2-based transm ssion systenms. Such systens provide

uni di rectional (sinplex) physical and link-layer standards. Support
has been defined for a wi de range of physical nmedia (e.g.

Terrestrial TV [ETSI-DVBT, ATSC PSIP-TC], Satellite TV [ ETSI-DVBS,
ATSC-S], and Cabl e Transnission [ETSI-DVBC, ATSC-PSIP-T(C).

Bi -directional (duplex) links may al so be established using these
standards (e.g., DVB defines a range of return channel technol ogies,
i ncluding the use of two-way satellite |inks [ETSI-RCS]) and dial-up
nodem | i nks [ RFC3077] .

Protocol Data Units (PDUs), such as Ethernet Franes, |P datagrans, or
ot her networ k-1 ayer packets, used for transm ssion over an MPEG 2
Transport Miltiplex are passed to an Encapsulator. This formats each
PDU into a SubNetwork Data Unit (SNDU) by addi ng an encapsul ati on
header and an integrity check trailer. The SNDU is fragnmented into a
series of one or nore MPEG 2 Transport Stream (TS) Packets that are
sent over a single TS Logical Channel

The MPEG 2 specification [I SO MPER] requires that conformant TS
Mul ti pl exes provide Program Specific Information (PSI) for each
streamin the TS Multiplex. Oher MPEG 2-based transm ssion
standards nmay al so define Service Information (SI).

A format _identifier value has been registered for ULE [ULEl]. This
32 bit nunber has a hexadeci nal val ue of 0x554C4531. Transport
Streanms that utilise the Programme Map Table (PMI) defined in |1SO
13818-1 [I SO MPER] and that use the ULE fornat defined in this
docunent, SHOULD insert a descriptor with this value in the PMI

ES info descriptor loop. ULE Streans may al so be identified by the
stream type value of 0x91 [ATSC-REG in a SI/PSI Table [I SO MPEQR] .

This information may all ow Receivers and Re-mul tipl exors [RFC4259] to
| ocate a specific ULE Stream (i.e., the PID value of the TS Logica
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Channel that carries a ULE Streamj. The conditions under which this
information is required and the format in which it is to be provided
are beyond the scope of this docunent. Addressing and mapping i ssues
for ULE over MPEG 2 are al so described in [|IPDVB-AR].

2. Conventions Used in This Document

The capitalized key words "MJUST", "MJST NOT", "REQU RED', "SHALL",
"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .

QG her ternms used in this docunent are defined bel ow

Adaptation Field: An optional variable-length extension field of the
fixed-length TS Packet header, intended to convey cl ock references
and timng and synchronization information as well as stuffing over
an MPEG 2 Ml tiplex [ISO MPER] .

AFC. Adaptation Field Control [ISO MPER]. A pair of bits carried in
the TS Packet header that signal the presence of the Adaptation Field
and/ or TS Packet payl oad.

ATSC. Advanced Tel evision Systems Commttee [ATSC]. A franmework and
a set of associated standards for the transm ssion of video, audio,
and data using the | SO MPEG 2 st andard.

b: bit. For example, one byte consists of 8b.
B: Byte. G oups of bytes are represented in Internet byte order.

DSM CC. Digital Storage Media Conmmand and Control [ISO DSMCC]. A
format for transm ssion of data and control information in an MPEG 2
Private Section, defined by the | SO MPEG 2 st andard.

DvB: Digital Video Broadcast. A franmework and set of associated

st andards published by the European Tel ecomuni cati ons Standards
Institute (ETSI) (e.g., [ETSI-DVBC, ETSI-DVBS, ETSI-DVBT]) for the
transm ssi on of video, audio, and data using the | SO MPEG 2 Standard
[1 SO MPER] .

Encapsul ator: A network device that receives PDUs and fornmats these
into Payl oad Units (known here as SNDUs) for output as a streamof TS
Packet s.

End Indicator: A value that indicates to the Receiver that there are
no further SNDUs present within the current TS Packet.
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LLC. Logical Link Control [ISO 8802-2, |EEE-802.2]. A link-Ilayer
protocol defined by the | EEE 802 standard, which follows the Ethernet
MAC Header .

MAC: Medi um Access Control [IEEE-802.3]. A link-layer protocol
defined by the | EEE 802.3 standard (or by Ethernet v2 [DI X]).

MAC Header: The |ink-Iayer header of the | EEE 802.3 standard
[1 EEE-802.3] or Ethernet v2 [DIX]. It consists of a 6B destination
address, 6B source address, and 2B Type field (see also NPA, LLQC).

MPE: Ml tiprotocol Encapsul ation [ETSI-DAT, ATSC DAT, ATSC-DATG. A
schene that encapsul ates PDUs, form ng a DSM CC Tabl e Section. Each
Section is sent in a series of TS Packets using a single TS Logi cal
Channel .

MPEG 2: A set of standards specified by the Mdtion Picture Experts
Goup (MPEG and standardi zed by the International Standards
Organi sation (ISO1EC 13818-1) [I SO MPER], and ITU-T (in H 222
[1TUH222]).

Next - Header: A Type val ue indicating an Extension Header.

NPA: Network Point of Attachnent. |In this docurment, refers to a
6- byt e destination address (resenbling an | EEE MAC address) wthin
the MPEG 2 transm ssion network that is used to identify individual
Recei vers or groups of Receivers.

Packi ng Threshol d: A period of time an Encapsulator is willing to
defer transmi ssion of a partially filled TS-Packet to accumul ate nore
SNDUs, rather than use Padding. After the Packet Threshol d period,
the Encapsul ator uses Padding to send the partially filled TS-Packet.

Paddi ng: A method that fills the remai ning unused bytes in a TS
Packet payl oad using the specific pattern of OxFF.

Payl oad Unit, PU. A sequence of bytes sent using a TS. Exanples of
Payl oad Units include: an MPEG 2 Tabl e Section or a ULE SNDU.

PDU:. Protocol Data Unit. Exanples of a PDU include Ethernet franes,
| Pv4 or | Pv6 datagranms, and other network packets.

PES:. Packetized Elenentary Steam [l SO MPEQR]. A fornmat of MPEG 2 TS
packet payload usually used for video or audio infornmation.

PI D. Packet ldentifier [ISOMPER]. A 13-bit field carried in the

header of TS Packets. This is used to identify the TS Logi cal
Channel to which a TS Packet belongs [I SO MPER]. The TS Packets
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formng the parts of a Table Section, PES, or other Payload Unit nust
all carry the same PID value. The all-zeros PID 0x0000 as well as
other PID values are reserved for specific PSI/SlI Tables [|I SO MPER] .
The all-ones PID val ue Ox1FFF indicates a Null TS Packet introduced
to maintain a constant bit rate of a TS Multiplex. There is no
required rel ationship between the PID val ues used for TS Logica
Channel s transmitted using different TS Milti pl exes.

PP: Payl oad Pointer [ISO MPEQR]. An optional one-byte pointer that
directly follows the 4-byte TS Packet header. |t contains the number
of bytes that follow the Payload Pointer, up to the start of the
first Payload Unit (counted fromthe first byte of the TS Packet

payl oad field, and excluding the PP field itself). The presence of
the Payl oad Pointer is indicated by the value of the PUSI bit in the
TS Packet header. The Payl oad Pointer is present in DSM CC, Table
Sections, and ULE. It is not present in TS Logi cal Channels that use
the PES-fornmat.

Private Section: A syntactic structure constructed in accordance with
Table 2-30 of [ISO MPER]. The structure may be used to identify
private information (i.e., not defined by [I SO MPER]) relating to
one or nore elenentary streans, or a specific MPEG 2 program or the
entire Transport Stream O her Standards bodies, e.g., ETSI, ATSC,
have defined sets of table structures using the private_section
structure. A Private Section is transmtted as a sequence of TS
Packets using a TS Logical Channel. A TS Logical Channel may carry
sections fromnore than one set of tables.

PSI: Program Specific Information [I SO MPEGR]. Tables used to convey
i nformati on about the service carried in a TS Multiplex. The
information is carried in one of four specifically identified Table
Sections defined by MPEG 2 [I1 SO MPER]. See also SI Table

PU. Payl oad Unit.

PUSI: Payload Unit_Start Indicator [ISOMPER]. A single-bit flag
carried in the TS Packet header. A PUSI value of zero indicates that
the TS Packet does not carry the start of a new Payload Unit. A PUSI
val ue of one indicates that the TS Packet does carry the start of a
new Payload Unit. In ULE, a PUSI bit set to 1 also indicates the
presence of a one-byte Payl oad Pointer (PP).

Recei ver: Equi pnent that processes the signal froma TS Miultiplex and
perfornms filtering and forwardi ng of encapsul ated PDUs to the

net wor k-l ayer service (or bridging nodul e when operating at the link
| ayer).
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SI Table: Service Information Table [I SO MPER]. |In this docunent,
this termdescribes a table that is defined by another standards body
to convey informati on about the services carried in a TS Milti pl ex.

A Tabl e may consist of one or nmore Table Sections; however, all
sections of a particular SI Table nmust be carried over a single TS
Logi cal Channel [ISO MPER].

SNDU: SubNetwork Data Unit. An encapsul ated PDU sent as an MPEG 2
Payl oad Unit.

Tabl e Section: A Payload Unit carrying all or part of an SI or PSI
Tabl e [1 SO MPER?] .

TS: Transport Stream [l SO MPEQR], a nethod of transnission at the
MPEG 2 | evel using TS Packets; it represents layer 2 of the |ISQO OSl
reference nodel. See also TS Logical Channel and TS Multi pl ex.

TS Header: The 4-byte header of a TS Packet [I SO MPER]. Each 188B
TS Packet incorporates a 4B header with the following fields (those
referenced within this document are nmarked with *):

Field Length Nane/ Pur pose
(in bits)
8b Synchroni sation pattern equal to 0x47
*1b Transport Error I|ndicator
*1b Payl oad Unit Start |ndicator (PUSI)
1b Transport Priority
*13b Packet I Dentifier (PID)
2b Transport Scranbling Control
*2b Adaptation Field Control (AFC)
*4b Continuity Counter (CQC

If the PUSI bit is set to a value of 1, there is one
additional field followi ng the TS packet header:

*8b Payl oad Poi nter (PP)
TS Logi cal Channel: Transport Stream Logical Channel. |In this
docunent, this termidentifies a channel at the MPEG 2 |evel
[1SOMPER2]. It exists at level 2 of the 1SO OSI reference nodel .

Al'l packets sent over a TS Logi cal Channel carry the sane PID val ue
(this value is unique within a specific TS Multiplex). The term
"Stream' is defined in MPEG 2 [I SO MPE&R] to describe the content
carried by a specific TS Logical Channel (see ULE Streamj. Sone PID
val ues are reserved (by MPEG 2) for specific signalling. O her
standards (e.g., ATSC, DVB) al so reserve specific PID val ues.
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TS Multiplex: In this docunent, this termdefines a set of MPEG 2 TS
Logi cal Channels sent over a single |ower-layer connection. This may
be a comon physical link (i.e., a transm ssion at a specified synbol
rate, FEC setting, and transm ssion frequency) or an encapsul ation
provi ded by another protocol |ayer (e.g., Ethernet, or RTP over IP).
The sane TS Logi cal Channel mmy be repeated over nore than one TS

Mul tiplex (possibly associated with a different PID val ue) [ RFC4259];
for exanple, to redistribute the same nmulticast content to two
terrestrial TV transm ssion cells.

TS Packet: A fixed-length 188B unit of data sent over a TS Miltiplex
[1SO MPER]. Each TS Packet carries a 4B header, plus optiona

over head including an Adaptation Field, encryption details, and tine
stanp information to synchronise a set of related TS Logica
Channel s.

ULE Stream An MPEG 2 TS Logi cal Channel that carries only ULE
encapsul ated PDUs. ULE Streans may be identified by definition of a
streamtype in SI/PSI [|ISO MPER] .

3. Description of the Method

PDUs (1P packets, Ethernet frames or packets from other network
protocols) are encapsulated to forma Subnetwork Data Unit (SNDU).
The SNDU is transnitted over an MPEG 2 transmi ssion network either by
being placed in the payload of a single TS Packet, or, if required,
by being fragnented into a series of TS Packets. Were there is
sufficient space, the nethod permts a single TS Packet to carry nore
than one SNDU (or part thereof), a practice sonetines known as
Packing. Al TS Packets conprising an SNDU MUST be assi gned the sane
PID, and therefore forma part of the same TS Logi cal Channel

The ULE encapsulation is limted to TS private streans only. The
header of each TS Packet carries a one-bit Payload Unit Start
Indicator (PUSI) field. A PUSI field with a value of 1 indicates the
start of at |east one Payload Unit (SNDU) within the TS Packet

payl oad. The semantics of the PUSI bit are defined for PES and PSI
packets [I SO MPER]; for private data, its use is not defined in the
MPEG 2 Standard. Although ULE uses private data, the operation
follows that of PSI packets. Hence, the follow ng PUSI val ues are
def i ned:

0: The TS Packet does NOT contain the start of an SNDU, but
contains the continuation, or end, of an SNDU

1: The TS Packet contains the start of an SNDU, and a one byte
Payl oad Pointer follows the |last byte of the TS Packet header.
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If a Payload Unit (SNDU) finishes before the end of a TS Packet

payl oad, but it is not intended to start another Payload Unit, a
stuffing procedure (known as Padding) fills the remainder of the TS
Packet payload with bytes with a value OxFF [| SO MPEQ?] .

A Recei ver processing MPEG 2 Tabl e Sections that receives a val ue of
OXFF in the first byte of a Table Section (table Id) interprets this
as Padding/ Stuffing and silently discards the remai nder of the TS
Packet payl oad. The payl oad of the next TS Packet for the same TS
Logi cal Channel will begin with a Payl oad Pointer of val ue 0x00,

i ndicating that the next Payload Unit inmediately follows the TS
Packet header. The ULE protocol resenbles this, but differs in the
exact procedure (see the follow ng sections).

The TS Packet Header also carries a two-bit Adaptation Field Contro
(AFC) value. This adaptation field nmay extend the TS Packet Header
to carry timng and synchronisation information and may al so be used
to include stuffing bytes before a TS Packet payl oad. Adaptation
Field stuffing is NOT used in this encapsul ati on nethod, and TS
Packets froma ULE Encapsul ator MJST be sent with an AFC val ue of
"01'. For TS Logical Channels supporting ULE, Receivers MJST discard
TS Packets that carry other AFC val ues.

4. SNDU For mat
PDUs are encapsul ated using ULE to forman SNDU. (Each SNDU is an

MPEG 2 Payload Unit.) The encapsulation format to be used for PDUs is
illustrated bel ow.

S R T R T PR SNDU - ---mmmmmm e o - >
T Fomm e e +
| D Length | Type | Dest Address* | PDU | CRC-32

S - +

Figure 1: SNDU Encapsul ation (* optional Destination Address)

Al multi-byte values in ULE (including the Length/End Indicator
(4.2,4.3), Type (4.4), Destination Address (4.5), and Extension
Headers (5)) are transmitted in network byte order (nost significant
byte first). The nost significant bit of each byte is placed in the
| eft-npst position of the 8-bit field. Appendix A provides

i nformative exanpl es of usage.
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4.1. Destination Address Absent (D) Field

The nost significant bit of the Length field carries the value of the
Destinati on Address Absent Field, the D-bit. A value of 0 indicates
the presence of the Destination Address Field (see section 4.5). A
value of 1 indicates that a Destination Address Field is not present.

An End | ndicator (4.3) MJST be sent with a D-bit value of 1. Qher
SNDUs MAY be sent with a D-bit value of 0 or 1. The default nethod
SHOULD use a D-bit value of 0 (see section 4.5).

4.2. Length Field

A 15-bit value that indicates the length, in bytes, of the SNDU
counted fromthe byte following the Type field of the SNDU base
header (figure 9) up to and including the CRC. This Length includes
the size of any extension headers that may be present (section 5).
Not e the special case described in section 4. 3.

4.3. End Indicator

VWen the first two bytes followi ng an SNDU have the val ue OxFFFF
this denotes an End Indicator (i.e., all ones length conbined with a
D-bit value of 1). This indicates to the Receiver that there are no
further SNDUs present within the current TS Packet (see section 6),
and that no Destination Address Field is present. The val ue OxFF has
specific semantics in MPEG 2 fram ng, where it is used to indicate
the presence of Padding. This use resenbles [ISO DSMCC].

4.4, Type Field

The 16-bit Type field indicates the type of payload carried in an
SNDU, or the presence of a Next-Header. The set of values that may
be assigned to this field is divided into two parts, simlar to the
al l ocations for Ethernet.

Et her Types were originally specified by Xerox under the Ethernet v2
Specification [DIX]. After specification of |EEE 802.3 [I|EEE-802. 3,
| SO-8802-2], the set of EtherTypes |ess than 1536 (0x0600) assuned
the role of a length indicator. Ethernet receivers use this feature
to discrimnate LLC format frames. Hence, any | EEE Et her Type < 1536
i ndicates an LLC frane, and the actual value indicates the |length of
the LLC frane.

There is a potential anbi guous case when a Receiver receives a PDU
with two Length fields: The Receiver would need to validate the
actual length and the Length field and ensure that inconsistent

val ues are not propagated by the network. Specification of two
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i ndependent Length fields is therefore undesirable. |In the ULE
header, this is avoided in the SNDU header by including only one
l ength val ue, but bridging of LLC frames re-introduces this
consi deration (section 5.2).

The Ethernet LLC node of identification is not required in ULE, since
the SNDU fornmat al ways carries an explicit Length field, and
therefore the procedure in ULE is nodified, as bel ow

The first set of ULE Type field values conprise the set of val ues
| ess than 1536 in decimal. These Type field values are | ANA assi gned
(see section 4.4.1) and indicate the Next-Header

The second set of ULE Type field val ues conprise the set of values
greater than or equal to 1536 in decimal. In ULE, this value is
identical to the corresponding type codes specified by the | EEE/ DI X
type assignnents for Ethernet and recorded in the | ANA Et her Type
registry.

4.4.1. Type 1: Next-Header Type Fields

The first part of the Type space corresponds to the values 0 to 1535
decimal . These values may be used to identify |ink-specific
protocols and/or to indicate the presence of Extension Headers that
carry additional optional protocol fields (e.g., a bridging

encapsul ation). Use of these values is co-ordinated by an | ANA
registry. The followi ng types are defined in this docunent:

0x0000: Test SNDU (see section 5.1)
0x0001: Bridged Frane (see section 5.2)
0x0100: Extension-Paddi ng (see section 5.3)

The remaining values within the first part of the Type space are
reserved for Next-Header values allocated by the | ANA

4.4.2. Type 2: EtherType Conpatible Type Fields

The second part of the Type space corresponds to the val ues between
0x600 (1536 decimal) and OxFFFF. This set of type assignments
follows DI X/ | EEE assignments (but excludes use of this field as a
frane length indicator). Al assignments in this space MJST use the
val ues defined for | ANA EtherType. The followi ng two Type val ues are
used as exanples (taken fromthe | ANA Et her Types registry):

0x0800: |Pv4 Payl oad (see section 4.7.2)
0x86DD: | Pv6 Payl oad (see section 4.7.3)
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4.5. SNDU Destination Address Field

The SNDU Destination Address Field is optional (see section 4.1).
This field MIUST be carried (i.e., D=0) for |IP unicast packets
destined to routers that are sent using shared links (i.e., where the
sanme link connects nultiple Receivers). A sender MAY onmit this field
(D=1) for an | P unicast packet and/or nulticast packets delivered to
Receivers that are able to utilise a discriminator field (e.g., the

| Pv4/ | Pv6 destination address, or a bridged MAC destination address),
whi ch, in conbination with the PID value, could be interpreted as a
Li nk- Level address.

When the SNDU header indicates the presence of an SNDU Desti nation
Address field (i.e., D=0), a Network Point of Attachment (NPA) field
directly follows the fourth byte of the SNDU header. NPA destination
addresses are 6 Byte nunbers, nornally expressed in hexadeci mal, used
to identify the Receiver(s) in a MPEG 2 transni ssion network that
shoul d process a received SNDU. The val ue 0x00: 00: 00: 00: 00: 00 MUST
NOT be used as a destination address in an SNDU. The | east
significant bit of the first byte of the address is set to 1 for

mul ticast franes, and the remaining bytes specify the |ink-Iayer
mul ti cast address. The specific value OxFF: FF: FF: FF: FF: FF is the

i nk broadcast address, indicating that this SNDUis to be delivered
to all Receivers.

| Pv4 packets carrying an | Pv4d subnetwork broadcast address need to be
delivered to all systems with the same network prefix. Wen a SNDU
Destinati on Address is present (D=0), the value MJST be set to the
NPA |ink broadcast address (OxFF: FF: FF: FF: FF: FF) .

When the PDU is an IP nmulticast packet and an SNDU Desti nation
Address is present (D=0), the I P group destination address of the
mul ti cast packet MJUST be mapped to the nulticast SNDU Desti nation
Address (followi ng the method used to generate a destination MAC
address in Ethernet). The nmethod for mapping | Pv4d nulticast
addresses is specified in [RFC1112]. The nethod for mapping | Pv6
nmul ticast addresses is specified in [ RFC2464].

4.6. SNDU Trailer CRC

Each SNDU MUST carry a 32-bit CRC field in the last four bytes of the
SNDU. This position eases CRC conputation by hardware. The CRC 32
pol ynomial is to be used. Exanples where this polynomal is also
enpl oyed i nclude Ethernet, DSM CC section syntax [l SO DSMCC], and
AAL5 [I1TU-3563]. This is a 32-bit value cal cul ated according to the
gener ator pol ynom al represented 0x104Cl11DB7 i n hexadeci nal

XA32+4XN26+XN23+XN22+X M L6+XML2+X M L1 +XNM L0+XNAB+HX AT +XA5+X M4 +X M 24X M 1+X M 0.
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The Encapsulator initialises the CRC-32 accunul ator register to the
val ue OxFFFF FFFF. It then accumul ates a transmt value for the
CRC32 that includes all bytes fromthe start of the SNDU header to
the end of the SNDU (excluding the 32-bit trailer holding the
CRC-32), and places this in the CRC Field. 1In ULE, the bytes are
processed in order of increasing position within the SNDU, the order
of processing bits is NOT reversed. This use resenbles, but is
different fromthat in SCTP [ RFC3309].

The Receiver perforns an integrity check by independently cal cul ating
the same CRC val ue and comparing this with the transmtted value in
the SNDU trailer. SNDUs that do not have a valid CRC are discarded,
causing the Receiver to enter the Idle State.

This description may be suited for hardware inplenmentation, but this
docunent does not inply any specific inplementation. Software-based
tabl e-1 ookup or hardware-assi sted software-based inplenentati ons are
al so possible. Appendix B provides an exanple of an Encapsul ated PDU
that includes the conmputed CRC-32 val ue.

The primary purpose of this CRCis to protect the SNDU (header and
payl oad) from undetected reassenbly errors and errors introduced by
unexpect ed sof tware/ hardware operation while the SNDUis in transit
across the MPEG 2 subnetwork and during processing at the

Encapsul ator and/or the Receiver. It may al so detect the presence of
uncorrected errors fromthe physical |ink (however, these may al so be
detected by other neans, e.g., section 7.3).

4.7. Description of SNDU Formats

The format of an SNDU is deternined by the conbination of the
Destination Address Absent bit (D) and the SNDU Type field. The

si mpl est encapsul ation places a PDU directly into an SNDU payl oad.
Sone Type 1 encapsul ations may require additional header fields.
These are inserted in the SNDU foll ow ng the NPA destination address
and directly preceding the PDU

The foll owing SNDU Formats are defined here:

End I ndicator: The Receiver should enter the Idle State (4.7.1).
| Pv4 SNDU:. The payload is a complete | Pv4 datagram (4.7.2).
| Pv6 SNDU:. The payload is a conplete | Pv6 datagram (4.7.3).
Test SNDU:. The payload will be discarded by the Receiver (5.1).
Bri dged SNDU: The payl oad carries a bridged MAC franme (5.2).

QO her formats may be defined through rel evant assignments in the | EEE
and | ANA registries.
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4.7.1. End Indicator

The format of the End Indicator is shown in figure 2. This format
MJUST carry a D-bit value of 1.

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S
| 1] Ox7FFF | |
B i S S S S i sTui S S S S +
| |
= A sequence of zero or nore bytes with a value OxFF filling =
| the remai nder of the TS Packet Payl oad

s S S i I S R R e h T Tk e S S S o T S

Figure 2: Format for a ULE End I ndi cator
4.7.2. |1Pv4 SNDU Encapsul ati on

| Pv4 datagrans are directly transported using one of the two standard
SNDU structures, in which the PDUis placed directly in the SNDU

payl oad. The two encapsul ations are shown in Figures 3 and 4. (Note
that in this, and the following figures, the |IP datagram payload is
of variable size and is directly followed by the CRC 32).

0 1 2 3
01234567890123456789012345678901
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| O] Length (15b) | Type = 0x0800 |
B T s i I S e i S i i S S e S
Recei ver Destination NPA Address (6B) |
R T o T i e ks ik oI ST e TS

B T T i ST S S S A S

| Pv4 dat agram

i | e

i T S i T i T S o S S S S i ST U S S
(CRC- 32) |

T T S S e T S T S T T S S S S S S

+— +— N +— +—

Figure 3: SNDU Format for an |IPv4 Datagramusing L2 filtering (D=0)
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0 1 2 3

01234567890123456789012345678901
T T R i e e e e o S e SRR R
| 1] Length (15b) | Type = 0x0800 |
B s i S i I i S S S i i

| Pv4 dat agram

B I T E S  a S T Sie S S S
(CRC- 32) |
e T S S T T S e I S S S SR

+— +— 1

Figure 4. SNDU Format for an |IPv4 Datagramusing L3 filtering (D=1)
4.7.3. |1 Pv6e SNDU Encapsul ati on

| Pv6 datagrans are directly transported using one of the two standard
SNDU structures, in which the PDU is placed directly in the SNDU
payl oad. The two encapsul ations are shown in Figures 5 and 6.

0 1 2 3
01234567890123456789012345678901
B s i S i I i S S S i i
| O] Length (15b) | Type = 0x86DD |
e b i T T e T S s S R S e T O i i Tk i RIS S S
Recei ver Destination NPA Address (6B) |
R e e ks ik oI S S e

T S S e e TR AT S ST S S

| Pv6 dat agram

i | B

B I T E S  a S T Sie S S S
(CRC- 32) |
e T S S T T S e I S S S SR

+— +— N +— +—

Figure 5: SNDU Format for an |IPv6 Datagramusing L2 filtering (D=0)
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0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| 1] Length (15b) | Type = 0x86DD
B s i S i I i S S S i i

| Pv6 dat agram =
s i i i o i i I R S R e R R o o i S

(CRC 32) |
T S S e e i i i SUE S S S S S S S S ok

+— +— 1

Figure 6: SNDU Fornmat for an |IPv6 Datagramusing L3 filtering (D=1)
5. Extension Headers

This section describes an extension format for the ULE encapsul ation
In ULE, a Type field value | ess than 1536 deci nmal indicates an

Ext ensi on Header. These val ues are assigned froma separate | ANA
registry defined for ULE

The use of a single Type/ Next-Header field sinplifies processing and
elimnates the need to maintain multiple I ANA registries. The cost
is that each Extension Header requires at least 2 bytes. This is
justified, on the basis of sinplified processing and nmaintaining a
sinpl e |ightweight header for the conmon case when no extensions are
present.

A ULE Extension Header is identified by a 16-bit value in the Type
field. This field is organised as a 5-bit zero prefix, a 3-bit HLEN
field, and an 8-bit H Type field, as foll ows:

0 1
0123456789012345
I i SUR M SUp

|0 0 0 0 O] HLEN H Type
I I S i S D

Figure 7: Structure of ULE Next-Header Field
The H LEN Assignment is described bel ow

I ndi cat es a Mandat ory Extensi on Header

I ndi cates an Optional Extension Header of |ength 2B (Type only)
I ndi cates an Optional Extension Header of |ength 4B (Type + 2B)
I ndi cates an Optional Extension Header of |length 6B (Type + 4B)
I ndi cates an Optional Extension Header of |ength 8B (Type + 6B)
I ndi cates an Optional Extension Header of |ength 10B (Type + 8B)

arwWNERLO
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>=6 The conbi ned H LEN and H TYPE val ues i ndicate the EtherType
of a PDU that directly follows this Type field.

The H LEN val ue indicates the total number of bytes in an Optional
Ext ensi on Header (including the 2B Type field).

An H LEN val ue of zero indicates a Mandatory Extension Header. Each
Mandat ory Extensi on Header has a pre-defined I ength that is not
comuni cated in the HLEN field. No additional limt is placed on
the maxi mum | ength of a Mandatory Extension Header. A Mandatory

Ext ensi on Header MAY nodify the format or encoding of the encl osed
PDU (e.g., to performencryption and/or conpression).

The H Type is a one-byte field that is either one of 256 Mandatory
Header Extensions or one of 256 Optional Header Extensions. The set
of currently permtted values for both types of Extension Headers are
defined by an | ANA Registry (section 15). Registry values for
Optional Extensions are specified in the formH=1 (i.e., a decinal
nunber in the range 256-511), but nmay be used with an H Length val ue
in the range 1-5 (see exanple in section 5.3).

Two exampl es of Extension Headers are the Test SNDU and the use of
Ext ensi on- Paddi ng. The Test SNDU Mandat ory Extension Header results
inthe entire PDU s being discarded. The Extension-Paddi ng Optiona
Ext ensi on Header results in the following (if any) option header
being ignored (i.e., a total of HLEN 16-bit words).

The general format for an SNDU with Extension Headers is:

S SNDU = - - - - - s mm e me e - - >
U R +
| D=0] Length | T1 | NPA Address | H1 | T2 | PDU | CRC-32
o N +
< ULE base header > < ext 1 >

Figure 8: SNDU Encapsul ation with one Extension Header (for D=0)

Wher e:
D is the ULE D_bit (in this exanple D=0; however, NPA addresses may
al so be omtted when using Extension Headers).
Tl is the base header Type field. 1In this case, specifying a
Next - Header val ue.
Hl is a set of fields defined for header type Tl. There may be 0
or nore bytes of information for a specific ULE Extension Header
T2 is the Type field of the next header, or an EtherType > 1535 B
i ndicating the type of the PDU being carried.

Fai rhurst & Collini-Nocker Standards Track [ Page 17]



RFC 4326 ULE for | P over MPEG 2/ DVB Decenmber 2005

Qe SNDU == mmmmmmmm e >
g R +
|D=1] Length | T1 | HL | T2 | H2 | T3 | PDU | CRC-32 |
S Femmmmmaa +

< ULE base header >< ext 1 ><ext 2 >
Figure 9: SNDU Encapsul ation with two Extension Headers (D=1)

Using this method, several Extension Headers MAY be chained in
series. Figure 12 shows an SNDU i ncludi ng two Extension Headers. In
the exanple, the values of T1 and T2 are both | ess than 1536 deci mal.
Each indicates the presence of an Extensi on Header, rather than a
directly following PDU. T3 has a value > 1535 indicating the

Et her Type of the PDU being carried. Al though an SNDU nmay contain an
arbitrary nunber of consecutive Extension Headers, it is not expected
that SNDUs will generally carry a | arge nunber of extensions.

5.1. Test SNDU

A Test SNDU (Figure 10) is a Mandatory Extension Header of Type 1.
Thi s header must be the final (or only) extension header specified in
the header chain of an SNDU. The structure of the Data portion of
this SNDU is not defined by this docunent. Receivers NMAY record
reception in a log file, but MJST then discard any Test SNDUs. The
D-bit MAY be set in a TEST SNDU.

0 1 2 3

01234567890123456789012345678901
B s i S i I i S S S i i
| D Length (15b) | Type = 0x0000 |
s S S o T i i S S i (i

Data (not forwarded by a Receiver) =
i o i T S i I S S s ol ST SN S

(CRC 32) |
T T S T T i T S e S i s up S S

+— +— 11—

Fi gure 10: SNDU Format for a Test SNDU
5.2. Bridged Frane SNDU Encapsul ation

A bridged SNDU is a Mandatory Extension Header of Type 1. It MJST be
the final (or only) extension header specified in the header chain of
an SNDU. The payl oad i ncludes MAC address and EtherType [DI X] or LLC
Length [1 SO 8802-2] fields together with the contents of a bridged
MAC frame. The SNDU has the format shown in Figures 11 and 12.
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When an NPA address is specified (D=0), Receivers MJST discard all
SNDUs that carry an NPA destination address that does NOT match their
own NPA address (or a broadcast/multicast address); the payl oad of
the remaining SNDUs are processed by the bridging rules that foll ow
An SNDU wi t hout an NPA address (D=1) results in a Receiver performng
bri dgi ng processing on the payload of all received SNDUs.

An Encapsul ator MAY al so use this encapsulation format to directly
conmuni cate network protocol packets that require the LLC

encapsul ati on [I EEE-802.2, 1SO 8802-2]. To do this, it constructs an
SNDU wit h a Bridge Extension Header containing the intended

destinati on MAC address, the MAC source address of the Encapsul ator,
and the LLC-Length. The PDU conprises an LLC header followed by the
requi red payl oad. The Encapsul ator MAY choose to suppress the NPA
address (see 4.5).

0 1 2 3
01234567890123456789012345678901
i S T i s o i i R SR S S S S
| O] Length (15b) | Type = 0x0001 |
e R e L i o e e e i e R R R ok o T
Recei ver Destination NPA Address (6B) |
B i S S S it s ol T S S
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
MAC Destination Address (6B)
R T R o ol s o T R R S S R S e e
MAC Source Address (6B)
B s s S S
| Et her Type/ LLC- Lengt h (2B)
T T S e T i ik i S S R S SR N S ST N

(Contents of bridged MAC frane)

— -+ +—— +—— +—

T T S S T T S e I T S S S S
(CRC 32) |
T S T T T S T T i S S S S S S

+— +— N—+— +— +— +— +—

Figure 11: SNDU Format for a Bridged Payl oad (D=0)
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0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R
| 1] Length (15b) | Type = 0x0001

B s i S i I i S S S i i
| MAC Destination Address (6B)

+ R i S S R et rh
L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L

| MAC Source Address (6B)

B i i S S i S i i S I T il S g S Y
| Et her Type/ LLC- Lengt h (2B)

T S o T ok i e N e
|
|
+-
|
+-

(Contents of bridged MAC frane)

— -+ +—— +—

I i S T i S S S S S S T
(CRC- 32) |
i T S T S S i R S -

Figure 12: SNDU Format for a Bridged Payl oad (D=1)

The Et her Type/ LLC-Length field of a frame is defined according to
| EEE 802. 3 [| EEE-802.2] (see section 5).

In this special case, the Mandatory Extension Header format nmay be
interpreted as either an EtherType [DI X] or an LLC Length field,
specified by | EEE 802 [| EEE-802. 3] rather than as a val ue assigned in
the ULE Next-Header Registry maintained by the | ANA

The MAC addresses in the frame being bridged SHOULD be assi gned
according to the rules specified by the | EEE and denote unknown,

uni cast, broadcast, and multicast |ink addresses. These MAC
addresses denote the intended recipient in the destination LAN, and
therefore have a different function fromthe NPA addresses carried in
t he SNDU header.

A frane Type < 1536 for a bridged franme introduces a LLC Length
field. The Receiver MJST check this I ength and discard any frane
with a length greater than permitted by the SNDU payl oad size.

In normal operation, it is expected that any paddi ng appended to the
Et hernet frame SHOULD be renoved prior to forwarding. This requires
the sender to be aware of such Ethernet padding (e.g., [D X

| EEE- 802. 3]) .

Et hernet frames received at the Encapsul ator for onward transm ssion
over ULE carry a Local Area Network Frame Check sequence (LAN FCS)
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field (e.g., CRC-32 for Ethernet [D X, |EEE-802.3]). The
Encapsul at or MJUST check the LAN FCS value of all franes received
prior to further processing. Frames received with an invalid LAN FCS
MUST be discarded. After checking, the LAN FCS is then renpved
(i.e., it is NOT forwarded in the bridged SNDU). As in other ULE
franes, the Encapsul ator appends a CRC-32 to the transmtted SNDU

At the Receiver, an appropriate LANNFCS field will be appended to the
bridged frame prior to onward transmi ssion on the Ethernet interface.

This design is readily inplemented using existing network interface
cards and does not introduce an efficiency cost by

calcul ating/verifying two integrity check fields for bridged franes.
However, it also introduces the possibility that a frane corrupted
within the processing perforned at an Encapsul ator and/or Receiver
may not be detected by the final recipient(s) (i.e., such corruption
woul d not normally result in an invalid LAN FCS).

5.3. Extension-Paddi ng Optional Extension Header

The Extension-Paddi ng Optional Extension Header is specified by an
| ANA- assi gned H Type value of 0x100. As in other Optiona
Extensions, the total length of the extension is indicated by the
H LEN field (specified in 16-bit words). The extension field is
forned of a group of one to five 16-bit fields.

For this specific option, only the last 16-bit word has an assi gned
val ue; the sender SHOULD set the remmining values to 0x0000. The
last 16-bit field forns the Next-Header Type field. A Receiver MJST
interpret the Type field, but MJST ignore any other fields of this
Ext ensi on Header
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6. Processing at the Encapsul ator

The Encapsul ator forms the PDUs queued for transnission into SNDUs by
adding a header and trailer to each PDU (section 4). It then
segnents the SNDU into a series of TS Packet payl oads (Figure 13).
These are transmtted using a single TS Logical Channel over a TS
Multiplex. The TS Multiplex may be processed by a nunber of MPEG 2
(re)nmul tiplexors before it is finally delivered to a Receiver

[ RFC4259] .

S R, o e m e e e e e e e e e S R, +
| ULE | Protocol Data Unit | ULE
| Header | | CRC- 32
Fomm - - o m e e e e e e e eea oo Fomm - - +
/ / \ \
/ / \ \
/ / \ \
Fomm oo R + Fomm oo R + Fomm oo R +
| MPEG- 2TS| MPEG 2 |...| MPEG 2TS| MPEG 2 |...| MPEG 2TS| MPEG 2
| Header | Payl oad | | Header | Payl oad | | Header | Payl oad
- R + - R + - R +

Figure 13: Encapsul ation of an SNDU into a series of TS Packets
6.1. SNDU Encapsul ation

When an Encapsul ator has not previously sent a TS Packet for a
specific TS Logi cal Channel, or after an Idle period, it starts to
send an SNDU in the first available TS Packet. This first TS Packet
generated MJST carry a PUSI value of 1. It MJST also carry a Payl oad
Poi nter value of zero, indicating that the SNDU starts i medi ately
after the Payload Pointer in the TS Packet payl oad.

The Encapsul ati on MJST ensure that all TS Packets set the MPEG 2
Continuity Counter carried in the TS Packet header, according to
[1SO MPER]. This value MJIST be increnented by one (nodulo 16) for
each successive TS Packet containing a fragnent/conpl ete SNDU sent
using the sane TS Logi cal Channel

An Encapsul at or MAY deci de not to send anot her SNDU i mredi ately, even
if space is available in a partially filled TS Packet. This
procedure is known as Padding (Figure 14). The End Indicator inforns
the Receiver that there are no nobre SNDUs in this TS Packet payl oad.
The End Indicator is followed by zero or nore unused bytes until the
end of the TS Packet payload. Al unused bytes MJST be set to the
val ue of OxFF, follow ng current practice in MPEG 2 [I SO DSMCC]. The
Paddi ng procedure trades decreased efficiency against inproved

| at ency.
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R +
| SubNetwork |
| DU 1 |
R +
\ \
\ \
\ \
S S S S +
| MPEG 2TS| End of | OxFFFF | Unused
| Header | SNDU 1 | | Bytes
Fomm e Fomm e Fomm e TSR +
PUSI =0 ULE
End
| ndi cat or

Figure 14: A TS Packet carrying the end of SNDU 1, followed by an
End I ndi cat or

Al ternatively, when nore packets are waiting at an Encapsul ator, and
a TS Packet has sufficient space remaining in the payl oad, the
Encapsul ator can follow a previously encapsul ated SNDU wi t h anot her
SNDU usi ng the next avail able byte of the TS Packet payl oad (see
6.2). This is called Packing (Figure 15).

R + R /-+
| Subnet wor k | | Subnet wor k |
| DU 2 | | DU 3 |
R B + Fom e /-+
\ \ / /\
\ \ / [\
\ \ / \
S S S S +

| MPEG 2TS| Payl oad| end of | start of |
| Header | Pointer| SNDU 2 | SNDU 3

Figure 15: A TS Packet with the end of SNDU 2, followed by SNDU 3

Fai rhurst & Collini-Nocker Standards Track [ Page 23]



RFC 4326 ULE for | P over MPEG 2/ DVB Decenmber 2005

6.2. Procedure for Paddi ng and Packi ng

Fi ve possibl e actions may occur when an Encapsul ator has conpl et ed
encapsul ati on of an SNDU

(i) If the TS Packet has no renmmi ni ng space, the Encapsul ator
transmts this TS Packet. |t starts transm ssion of the next SNDU in
a new TS Packet. (The standard rules [ISO MPEQR] require that the
header of this new TS Packet carry a PUSI value of 1 followed by a
Payl oad Poi nter val ue of 0x00.)

(ii) If the TS Packet carrying the final part of an SNDU has one byte
of unused payl oad, the Encapsul ator MJST pl ace the value OxFF in this
final byte and transmit the TS Packet. This rule provides a sinple
mechani smto resol ve the conpl ex behaviour that may arise when the TS
Packet has no PUSI set. To send another SNDU in the current TS
Packet woul d otherw se require the addition of a Payl oad Pointer that
woul d consune the |ast renmining byte of TS Packet payload. The
behavi our follows simlar practice for other MPEG 2 payl oad types
[1SODSMCC]. The Encapsul ator MUST start transnission of the next
SNDU in a new TS Packet. (The standard rules require the header of
this new TS Packet to carry a PUSI value of 1 followed by a Payl oad
Poi nter val ue of 0x00.)

(iii) If the TS Packet carrying the final part of an SNDU has exactly
two bytes of unused payl oad, and the PUSI was NOT al ready set, the
Encapsul at or MJUST pl ace the value OxFFFF in these final two bytes,
providing an End Indicator (section 4.3), and transmt the TS Packet.
This rule prevents fragmentation of the SNDU Length field over two TS
Packets. The Encapsul ator MJST start transm ssion of the next SNDU
in a new TS Packet. (The standard rules require the header of this
new TS Packet to carry a PUSI value of 1 followed by a Payl oad

Poi nter val ue of 0x00.)

(iv) If the TS Packet has more than two bytes of unused payl oad, the
Encapsul ator MAY transmit this partially full TS Packet but MJST
first place the value OxFF in all remaining unused bytes (i.e.
setting an End Indicator foll owed by Padding). The Encapsul ator MJST
then start transmi ssion of the next SNDU in a new TS Packet. (The
standard rules [I SO MPER] require that the header of this new TS
Packet carry a PUSI value of 1 and a Payl oad Poi nter val ue of 0x00.)

(v) If at least two bytes are available for SNDU data in the TS
Packet payload (i.e., three bytes if the PUSI was NOT previously set,
and two bytes if it was previously set), the Encapsul ator MAY
encapsul ate further queued PDUs, by starting the next SNDU in the
next available byte of the current TS Packet payl oad. Wen the
Encapsul ator packs further SNDUs into a TS Packet where the PUSI has
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NOT al ready been set, the PUSI MJST be updated (set to 1), and an
8-bit Payl oad Pointer MJST be inserted in the first byte directly
following the TS Packet header. (This reduces the size of the TS
Packet payload field that is available for data by one byte.) The
val ue of the Payl oad Pointer MJST be set to the position of the byte
following the end of the first SNDU in the TS Packet payload. If no
further PDUs are avail able, an Encapsul ator MAY wait for additiona
PDUs to fill the inconmplete TS Packet. The naxi mum period of tine an
Encapsul ator can wait, known as the Packing Threshol d, MJST be
bounded and SHOULD be configurable in the Encapsul ator. |If
sufficient additional PDUs are NOT received to conplete the TS Packet
wi thin the Packing Threshold, the Encapsul ator MJST insert an End

I ndicator (using rule iv).

Use of the Packing method (v) by an Encapsulator is optional and nay
be deterni ned on a per-session, per-packet, or per-SNDU basis.

VWhen an SNDU is | ess than the size of a TS Packet payload, a TS
Packet may be fornmed that carries a PUSI value of one and al so an End
I ndicator (using rule iv).

7. Receiver Processing

A Receiver tunes to a specific TS Miultiplex carrying a ULE Stream and
sets a receive filter to accept all TS Packets with a specific PID.
These TS Packets are associated with a specific TS Logical Channe

and are reassenbled to forma streamof SNDUs. A single Receiver my
be able to receive multiple TS Logical Channels, possibly using a
range of TS Multiplexes. 1In each case, reassenbly MJST be perforned
i ndependently for each TS Logical Channel. To performthis
reassenbly, the Receiver may use a buffer to hold the partially
assenbl ed SNDU, referred to here as the Current SNDU buffer. O her

i mpl enent ati ons may choose to use other data structures, but MJST
provi de equi val ent operations.

Recei pt of a TS Packet with a PUSI value of 1 indicates that the TS
Packet contains the start of a new SNDU. It also indicates the
presence of the Payl oad Pointer (indicating the nunber of bytes to
the start of the first SNDU in the TS-Packet currently being
reassenbled). It is illegal to receive a Payl oad Pointer val ue
greater than 181, and this MJST cause the SNDU reassenbly to be
aborted and the Receiver to enter the Idle State. This event SHOULD
be recorded as a payl oad pointer error.

A Receiver MJST support the use of both the Packing and Paddi ng

nmet hod for any recei ved SNDU and MJST support reception of SNDUs with
or without a Destination Address Field (i.e., D=0 and D=1).
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7.1. ldle State

After initialisation or errors, or on receipt of an End |ndicator,
the Receiver enters the |dle State. In this state, the Receiver
discards all TS Packets until it discovers the start of a new SNDU
upon which it then enters the Reassenbly State. Figure 16 outlines
these state transitions:

R +
| START |
Fomm - -+
I
\/
S +
\| Idle | /
Fo-e-- - /] State |\------- +
I nsuf ficient T +
unused space | PUSI set MPEG- 2 TS Error

I I

I I
or | \/ | or
End | ndi cator| | SNDU Error
I I

SR | State [-------- +

Figure 16: Receiver state transitions
7.1.1. ldle State Payl oad Poi nter Checking

A Receiver in the Idle State MJUST check the PUSI value in the header
of all received TS Packets. A PUSI value of 1 indicates the presence
of a Payl oad Pointer. Following a |oss of synchronisation, val ues
between 0 and 181 are permitted, in which case the Receiver MJST

di scard the nunber of bytes indicated by the Payl oad Pointer (counted
fromthe first byte of the TS Packet payload field, and excluding the
PP field itself), before leaving the Idle State. It then enters the
Reassenbly State, and starts reassenbly of a new SNDU at this point.

7.2. Processing of a Received SNDU

When in the Reassenbly State, the Receiver reads a 2-byte SNDU Length
field fromthe TS Packet payload. |If the value is |less than or equa
to 4, or equal to OxFFFF, the Receiver discards the Current SNDU and
the remaining TS Packet payload and returns to the Idle State.

Receipt of an invalid Length field is an error event and SHOULD be
recorded as an SNDU | ength error
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If the Length of the Current SNDU is greater than 4, the Receiver
accepts bytes fromthe TS Packet payload to the Current SNDU buffer
until either Length bytes in total are received, or the end of the TS
Packet is reached (see also 7.2.1). Wen the Current SNDU | ength
equal s the value of the Length field, the Receiver MJST cal cul ate and
verify the CRC value (see 4.6). SNDUs that contain an invalid CRC
val ue MUST be discarded. Msmatch of the CRCis an error event and
SHOULD be recorded as a CRC error. The underlying physical-1ayer
processing (e.g., forward error correction coding) often results in
patterns of errors, rather than single bit errors, so the Receiver
needs to be robust to arbitrary patterns of corruption to the TS
Packet and payl oad, including potential corruption of the PUSI, PP
and SNDU Length fields. Therefore, a Receiver SHOULD di scard the
remai ni ng TS Packet payload (if any) following a CRC nmismatch and
return to the Idle State.

VWhen the Destination Address is present (D=0), the Receiver accepts
SNDUs that match one of a set of addresses specified by the Receiver
(this includes the NPA address of the Receiver, the NPA broadcast
address, and any required multicast NPA addresses). The Receiver
MUST silently discard an SNDU with an unmat ched address.

After receiving a valid SNDU, the Receiver MJST check the Type field
(and process any Type 1 Extension Headers). The SNDU payl oad is then
passed to the next protocol |ayer specified. An SNDU with an unknown
Type val ue < 1536 MJST be discarded. This error event SHOULD be
recorded as an SNDU type error.

The Receiver then starts reassenbly of the next SNDU. This MAY
directly follow the previously reassenbled SNDU within the TS Packet
payl oad.

(i) If the Current SNDU finishes at the end of a TS Packet payl oad,
the Receiver MUST enter the Idle State.

(ii) If only one byte remai ns unprocessed in the TS Packet payl oad
after conpletion of the Current SNDU, the Receiver MJST discard this
final byte of TS Packet payload. It then enters the Idle State. It
MUST NOT record an error when the value of the remaining byte is

i dentical to OxFF.

(iii) If two or nore bytes of TS Packet payload data renmmin after
conpl etion of the Current SNDU, the Receiver accepts the next 2 bytes
and exam nes whether this is an End Indicator. Wen an End | ndicator
is received, a Receiver MJST silently discard the renmai nder of the TS
Packet payload and transition to the Idle State. Oherwise, this is
the start of the next Packed SNDU, and the Receiver continues by
processing this SNDU. (This is provided that the TS Packet has a
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PUSI value of 1, see 7.2.1; otherw se, the Receiver has detected a
delimting error and MJST discard all remaining bytes in the TS
Packet payload and transitions to the Idle State.)

7.2.1. Reassenbly Payl oad Poi nter Checking

A Receiver that has partially received an SNDU (in the Current SNDU
buffer) MJUST check the PUSI value in the header of all subsequent TS

Packets with the same PID (i.e., sanme TS Logical Channel). If it
receives a TS Packet with a PUSI value of 1, it MJST then verify the
Payl oad Pointer. |If the Payload Pointer does NOT equal the nunber of

bytes remaining to conplete the Current SNDU (i.e., the difference
bet ween the SNDU Length field and the nunber of reassenbl ed bytes),
the Receiver has detected a delimiting error.

Following a delimting error, the Receiver MJST discard the partially
assenbl ed SNDU (in the Current SNDU buffer) and SHOULD record a
reassenbly error. It MJST then re-enter the Idle State.

7.3. Oher Error Conditions

The Recei ver SHOULD check the MPEG 2 Transport Error I|ndicator
carried in the TS Packet header [I SO MPER?]. This flag indicates a
transm ssion error for a TS Logical Channel. |If the flag is set to a
val ue of one, a transm ssion error event SHOULD be recorded. Any
partially recei ved SNDU MJUST be di scarded. The Receiver then enters
the Idle State.

The Recei ver MJST check the MPEG 2 Continuity Counter carried in the
TS Packet header [ISO MPER]. |If two (or nore) successive TS Packets
within the sane TS Logi cal Channel carry the sane Continuity Counter
val ue, the duplicate TS Packets MJST be silently discarded. If the
received value is NOT identical to that in the previous TS Packet,
and it does NOT increment by one for successive TS Packets (nodul o
16), the Receiver has detected a continuity error. Any partially
recei ved SNDU MJUST be discarded. A continuity counter error event
SHOULD be recorded. The Receiver then enters the Idle State.

Note that an MPE&-2 Transmi ssion network is pernmitted to carry
duplicate TS Packets [I SO MPER], which are normally detected by the
MPEG 2 Continuity Counter. A Receiver that does not performthe
above Continuity Counter check woul d accept duplicate copies of TS
Packets to the reassenbly procedure. |n nost cases, the SNDU CRC- 32
integrity check will result in discard of these SNDUs, |eading to
unexpected PDU | oss; however, in sone cases, duplicate PDUs (fitting
into one TS Packet) could pass undetected to the next |ayer protocol.
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8.

10.

Summary

Thi s docunent defines a Unidirectional Lightweight Encapsul ation
(ULE) that perforns efficient and flexible support for |IPv4 and | Pv6
networ k services over networks built upon the MPEG 2 Transport Stream
(TS). The encapsulation is also suited to transport of other

protocol packets and bridged Ethernet franes.

ULE al so provi des an Extension Header format and defines an

associ ated |1 ANA registry for efficient and flexi ble support of both
mandat ory and optional SNDU headers. This allows for future

ext ension of the protocol, while providing backwards conpatibility
with existing inmplenentations. |In particular, Optional Extension
Headers may safely be ignored by Receivers that do not i nplenent
them or choose not to process them
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Security Consi derations

The security considerations for ULE resenble those that arise when
the existing Multi-Protocol Encapsulation (MPE) is used. ULE does
not add specific newthreats that will inpact the security of the
general |nternet.

There is a known security issue with un-initialised stuffing bytes.
In ULE, these bytes are set to OxFF (normal practice in MPEG 2).

There are known integrity issues with the renoval of the LAN FCS in a
bri dged networking environment. The renoval for bridged franes
exposes the traffic to potentially undetected corruption while being
processed by the Encapsul ator and/ or Recei ver.

There is a potential security issue when a Receiver receives a PDU
with two Length fields: The Receiver would need to validate the
actual length and the Length field and ensure that inconsistent

val ues are not propagated by the network. |In direct encapsul ation of
| Pv4/ 1 Pv6 in ULE, this is avoided by including only one SNDU Length
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11.

11.

Field. However, this issue still arises in bridged LLC franes, and
franes with a LLC Length greater than the SNDU payl oad size MJUST be
di scarded, and an SNDU payl oad | ength error SHOULD be recorded.

In the future, a ULE Mandatory Extension Header may be used to define
a nethod to performlink encryption of the SNDU payload. This is as
an additional security mechanismto IP-, transport-, or application-

| ayer security, not a replacenment [RFC4259]. The approach is generic
and decoupl es the encapsul ation fromfuture security extensions. The
operation provides functions that resenble those currently used with
the MPE encapsul ation.

Addi tional security control fields may be provided as part of this

i nk encryption Extension Header, e.g., to associate an SNDU wi th one
of a set of Security Association (SA) paraneters. As a part of the
encryption process, it may also be desirable to authenticate some or
all of the SNDU headers. The nethod of encryption and the way in

whi ch keys are exchanged is beyond the scope of this specification

as are the definition of the SA format and that of the related
encryption keys.

| ANA Consi der ati ons

The |1 ANA has created the ULE Next-Header Type field registry as
defined in this document.

ULE Next - Header registry

This registry allocates Next-Header values within the range 0-511
(decimal). For each allocated value, it also specifies the set of
al l owed H LEN val ues (see section 5). 1In conbination, these
define a set of allowed values in the range 0-1535 for the first
part of the ULE Type space (see section 4.4.1).

1. | ANA Gui del i nes

The foll owi ng contains the | ANA guidelines for managenent of the ULE
Next - Header registry. This registry allocates values 0-511 decima
(0x0000- 0x01FF, hexadecimal). It MJST NOT allocate val ues greater
than OxO01FF (decimal).

It subdivides the Next-Header registry in the follow ng way:

1) 0-255 (decinmal) | ANA-assigned val ues, indicating Mandatory
Ext ensi on Headers (or |ink-dependent Type fields) for ULE
requiring expert review leading to prior issue of an | ETF RFC
Thi s specification MIST define the value and the nane associ at ed
with the Extension Header, together with the procedure for
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2)

processi ng the Extension Header. It MJST al so define the need for
the Mandatory Extension and the intended use. The size of the
Ext ensi on Header MJST be specifi ed.

Assi gnnents have been made in this docunent, and registered by
| ANA:

Type Nane Ref erence
0: Test - SNDU Section 5.1
1: Bri dged- SNDU Section 5.2

256-511 (decimal) | ANA-assigned val ues, indicating Optiona

Ext ensi on Headers for ULE, requiring expert review leading to
prior issue of an | ETF RFC. This specification MJUST define the
val ue and the nane associated with the Extension Header, together
with the procedure for processing the Extension Header. The entry
MUST specify the range of allowable H LEN values that are
permtted (in the range 1-5). It MJST al so define the need for
the Optional Extension and the intended use.

Assi gnnents have been made in this docunent, and registered by
| ANA:

Type Nare H LEN Reference

256: Ext ensi on- Paddi ng 1-5 Section 5.3
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Thi s appendi x provides sone exanpl es of use. The appendix is
informative. |t does not provide a description of the protocol. The
exanpl es provide the conplete TS Packet sequence for some sample

encapsul ated | P packets.

The specification of the TS Packet header operation and field val ues
is provided in [I SO MPER]. The specification of ULE is provided in

the body of this docunent.

The key below is provided for the foll ow ng exanpl es.

HDR 4B TS Packet Header

PUSI Payl oad Unit Start |ndicator
PP Payl oad Poi nt er

*xk TS Packet Payl oad Pointer (PP)

Example A 1: Two 186B PDUs.

SNDU A is 200 bytes (including the ULE destination NPA address)
SNDU B is 200 bytes (including the ULE destinati on NPA address)

The sequence conprises 3 TS Packets:

SNDU
PP=0 Lengt h
Fo-m - - Fomm e o - Fomm e o - Fomm e o - +- . +
| HDR | 0x00 | 0x00 | OxC4 | | Al182
+---- - B i R S +- g +
PUSI =1 * *
* k k k%
SNDU
PP=17 CRC for A Length
+--m - - S R, S R, +- B TR S S R,
| HDR | Ox11 | A183 | ... | A199 | Ox00 | OxC4
oonns L R e +- S SR S L R
PUSI =1 * *
khkkkkhhkkkhkhhkkkhhkkkhkhhkkkhhkxkkhx*x
End Stuffing
CRC for A Indicator Byt es
S R S +- S S R e N EEEEE
| HDR | B166 | ... | B199 | OXFF| OxFF| ... | OxFF|
oo - oo +- LTS T IIN R R EEEEE
PUSI =0

Fai rhurst & Col lini-Nocker Standards Track

[ Page 35]



RFC 4326 ULE for | P over MPEG 2/ DVB Decenmber 2005

Exampl e A 2: Usage of last byte in a TS-Packet

SNDU A is 183 bytes
SNDU B is 182 bytes
SNDU C is 181 bytes
SNDU D is 185 bytes

The sequence conprises 4 TS Packets:

SNDU
PP=0 Length CRC for A
+---- - S R, S R, S R, +- g +
| HDR | Ox00 | Ox00 | OxB3 | | A182
+o-m - - R T +- R +
PUSI =1 * *
*kkk*k
SNDU Unused
PP=0 Length CRC for B hyte
+o-m o - Fomm o Fomm o Fomm o +- B Fomm o +
| HDR | Ox00 | 0x00 | 0xB2 | | B181 | OxFF
+--- - - T LTI +- R S R +
PUSI =1 * *
*kkkk*k
SNDU SNDU
PP=0 Length CRC for C Length
+o-m - - Fomm - - Fomm - - Fomm - - +- R Fomm - - Fomm - - +
| HDR | Ox00 | Ox00 | OxB1 | ... | C180 | Ox00 | 0Ox65
Fo-m - - B T T S, +- . Fomm e o - Fomm e o - +
PUSI =1 * *
*kkk k% Unused
byt e
+o-m - - Fomm - - +- R Fomm - - +
| HDR | D002 | ... | D184 | OxFF
Fo-m - - Fomm e o - +- . Fomm e o - +
PUSI =0

Exampl e A 3: Large SNDUs

SNDU A is 732 bytes
SNDU B is 284 bytes

The sequence conprises 6 TS Packets:
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SNDU
PP=0 Lengt h
oo m- o o o +- R EEEEEE +
| HDR | 0Ox00 | 0x02 | 0OxD8 | | A182
+--m - - B L RS SR +- g +
PUSI =1 * *
*kkkk*k
oo m- o +- R EEEEEE +
| HDR | A183 | | A366
+--m - - S R, +- g +
PUSI =0
S S +- N . +
| HDR | A367 | | A550 |
Fo-m - - Fomm e o - +- . +
PUSI =0
SNDU
PP=181 CRC for A Lengt h
oo m- o o +- R EEEEEE o o +
| HDR | OxB5 | A551 | | A731 | Ox01 | 0x18
+--m - - B T +- g +F oo S R, +
PUSI =1 * *
kkkkhkkkhkhkhkhkkkhkhkhkkhkikhkhkhkkkkk*k
oo m- o +- R EEEEEE +
| HDR | BOO02 | | B185
+--m - - S R, +- g +
PUSI =0
End Stuffing
I ndi cat or Byt es
Fo-m - - Fomm e o - +- . Fomm e o - Fomm e o - +- . +
| HDR | B186 | | B283 | OxFF | OxFF | | OxFF
+---- - S R, +- g S R, S R, +- g +
PUSI =0
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Example A 4: lllustration of SNDU Length field
SNDU A is 200 bytes
SNDU B is 60 bytes
SNDU C is 60 bytes

The sequence conprises two TS Packets:

SNDU
PP=0 Lengt h
+--m - - S R, S R, S R, +- g +
| HDR | 0x00 | 0x00 | OxC4 | | Al82 |
oonns e R LT EEE e +- S SR +
PUSI =1 x4 +
Rl o
+
+++++++++
+  SNDU
PP=17 CRC for A + Length
S S S +- N . R . +-
| HDR | Ox11 | A183 | | A199 | Ox00 | 0Ox38
Fo-m - - B e +- . +F oo Fomm e o - +-
PUSI =1 * * o+ +
kkkkkkkhkhkhkhkkkkkhkkkikikhkhkkkkk*k +++++++++
+

+H+++++HH
+
+ SNDU End Stuffing
+ Length I ndi cat or byt es
+ g S R, S R, +  oH------ S R, S R, +- o oo - - - +
+ | B59 | Ox00 | Ox38 |...] C59 | OxFF | OxFF |...| OxFF
+ o T R T S S RpRpR R T S R - +
+ + o+ + +
+ I s +
+ + + +

e o S A i e s o 2 S

*** TS Packet Payl oad Pointer (PP)
+++ ULE Length I ndicator
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Exampl e A 5: Three 44B PDUs

SNDU A is 52 bytes (no ULE destination NPA address) SNDU B is 52
bytes (no ULE destination NPA address) SNDU C is 52 bytes (no ULE
destinati on NPA address)

The sequence conprises 1 TS Packet:

SNDU
PP=0 Lengt h
+--m - - S R, S R, S R, +- R S R, S R, +- R +-
| HDR | Ox00 | 0x80 | 0x30 | | A51 | Ox80 | 0x30 | | B51
+o-m o - T ppup SR +- R Fomm o Fomm o +- R +-
PUSI =1 * *
* Kk kk*k
End Stuffing
| ndi cat or byt es
----- e T T
0x80 | 0x30 | | C51 | OxFF| OxFF| | OxFF
----- R T
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Appendi x B: SNDU Encapsul ati on

An exanpl e of ULE encapsul ation carrying an | CMPv6 packet generated
by pi ng6.

ULE SNDU Length : 63 deci nal

D-bit value : 0 (NPA destination address present)
ULE Protocol Type : 0x86dd (I Pv6)

Destinati on ULE NPA Address : 00:01: 02: 03: 04: 05

ULE CRC32 : 0x7cl171763

Source | Pv6 : 2001: DB8: 3008: 1965:: 1

Destination | Pv6 : 2001: DB8: 2509: 1962: : 2

SNDU contents (including CRC 32):

0000: 00 3f 86 dd 00 01 02 03 04 05 60 00 00 00 0O Od
0016: 3a 40 20 01 0d b8 30 08 19 65 00 00 00 00 00 0O
0032: 00 01 20 01 0d b8 25 09 19 62 00 00 00 00 00 0O
0048: 00 02 80 00 9d 8c 06 38 00 04 00 00 00 00 00 7c
0064: 17 17 63
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UK

EMai | : gorry@erg. abdn. ac. uk
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Ful | Copyright Statenent
Copyright (C The Internet Society (2005).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the information to the IETF at ietf-
ipr@etf.org.
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