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Thi s docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for
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Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Copyri ght Notice

Copyright (C The Internet Society (2006).
Abst r act

This menmo defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects for infornation related
to the Nane Server function of a Fibre Channel network. The Fibre
Channel Nanme Server provides a nmeans for Fibre Channel ports to

regi ster and di scover Fibre Channel names and attri butes.
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1

| ntroducti on

This menmo defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet community.
In particular, it describes managed objects for information related
to the Fibre Channel network’s Nane Server function, which provides a
neans for Fibre Channel ports to register and discover Fibre Channe
attributes. Such attributes include nanes, addresses, types,
features, etc., at various protocol |ayers.

The I nternet-Standard Management Framewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
ohjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This nmeno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Short Overvi ew of Fi bre Channe

The Fibre Channel (FC) is logically a bidirectional point-to-point
serial data channel, structured for high performance. Fibre Channe
provi des a general transport vehicle for higher-1level protocols such
as Small Computer SystemInterface (SCSI) conmand sets, the Hi gh-
Performance Parallel Interface (H PPlI) data fram ng, |IP (Internet
Protocol ), |EEE 802.2, and others.

Physically, Fibre Channel is an interconnection of multiple

conmuni cation points, called N Ports, interconnected either by a

swi tching network, called a Fabric, or by a point-to-point link. A
Fi bre Channel "node" consists of one or nore N Ports. A Fabric may
consi st of nultiple Interconnect El ements, some of which are
switches. An N _Port connects to the Fabric via a port on a switch
called an F_Port. When multiple FC nodes are connected to a single
port on a switch via an "Arbitrated Loop" topol ogy, the switch port
is called an FL_Port, and the nodes’ ports are called NL_Ports. The
termNx_Port is used to refer to either an N Port or an NL_Port. The
termFx_Port is used to refer to either an F_Port or an FL_Port. A
switch port, which is interconnected to another switch port via an
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Inter-Switch Link (ISL), is called an E Port. A B Port connects a
bridge device with an E Port on a switch; a B _Port provides a subset
of E Port functionality.

Many Fi bre Channel conponents, including the Fabric, each node, and
nost ports, have globally-uni que nanes. These gl obal |l y-uni que nanes
are typically formatted as Wrld Wde Names (WAWs). More information
on WANs can be found in [FC-FS]. WWs are expected to be persistent
across agent and unit resets.

Fi bre Channel frames contain 24-bit address identifiers, which
identify the frame’s source and destination ports. Each FC port has
both an address identifier and a WW. Wen a fabric is in use, the
FC address identifiers are dynami c and are assigned by a swtch.

Each octet of a 24-bit address represents a level in an address

hi erarchy, with a Domain_I D being the highest |evel of the hierarchy.

The Fi bre Channel Name Server provides a way for N Ports and NL _Ports
to register and di scover Fibre Channel attributes. Such attributes

i ncl ude nanes, addresses, types, features, etc., at various protoco

l ayers, including upper |ayer protocols specific to Fibre Channe
(which are sometines called "FC-4s"). Conmunication with the Nane
Server is via Fibre Channel’s CT (Conmon Transport for Generic
Services) using "Information Units" (called CT_IUs) as either
requests, responses, or unsolicited.

Regi strations nmay be performed by a third party. However, the Nane
Server may refuse such third-party registration for unspecified
reasons. Once registered, the attributes are made available to
requestors.

Requestors could | earn about new registrations via periodic polling
of the Nane Server, but such polling would generate a considerable
overhead. To avoid this overhead, the Registered State Change
Notification (RSCN) nechanismdefined in FCFS [FC-FS] allows an
Nx_Port to register to receive an RSCN whenever an event occurs that
may affect the state of other Nx _Port(s), including changes in the
information regi stered with the Nane Server.

The Fi bre Channel Name Server is defined in the FC-GS specification

The | atest specification is [FC-GS-4]; the previous version was
[FCGSs-3].
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4. Relationship to O her MBs

The first standardized M B for Fibre Channel [RFC2837] was focused on
Fi bre Channel switches. It was obsoleted by the nore generic Fibre
Channel Managerment M B [ FC-MGMIT], which defines basic information for
Fi bre Channel hosts and switches, including extensions to the
standard IF-MB [IF-M B] for Fibre Channel interfaces.

This M B extends beyond [ FCG-MAGMI] to cover the functionality, in
Fi bre Channel switches, of providing Fibre Channel’s Nane Server
function.

This M B al so inports sonme compn textual conventions from
T11-TC-M B, defined in [ FCGFAM M B].

5. MB Overview

This M B nbdul e provides the means for nonitoring the operation of,
and configuring some paraneters of, one or nore instances of Fibre
Channel Nanme Server functionality. (Note that there are no
definitions in this MB nodul e of "managed actions" that can be

i nvoked via SNWP.)

5.1. Fibre Channel Managenent |nstance

A Fi bre Channel nanagenent instance is defined in [ FCMaMIl as a
separ abl e managed i nstance of Fibre Channel functionality. Fibre
Channel functionality may be grouped into Fi bre Channel nanagenent

i nstances in whatever way i s nmobst convenient for the

i npl enentation(s). For exanple, one such groupi ng accommpdates a
singl e SNVMP agent having multiple Agent X [ RFC2741] sub-agents, with
each sub-agent inplenenting a different Fibre Channel nanagenent

i nstance.

The obj ect, fcm nstancelndex, is | MPORTed fromthe FC MGMI-M B
[FCG-MaMI] as the index value to uniquely identify each Fi bre Channel
managenent instance within the same SNWP context ([RFC3411], section
3.3.1).

5.2. Nanme Server Information Subset
In addition to allowing for multiple Fibre Channel managenent
i nstances, this MB is based on the notion that the information

regi stered with the Nanme Server is available as one or nore subsets.
The M B allows the different subsets to be accessed either:
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- via different SNMP agents/contexts,

- via different Fibre Channel nanagenent instances within the
same SNMP agent/context, and/or

- via the sane Fibre Channel management instance within the
same SNMP agent/cont ext.

The union of these subsets (across all agents/contexts in the
network) represents the total set of information registered with the
Name Server. Note that the intersection of the subsets is often
non-enpty, and the use of the term "subset" does not preclude any
subset from containing the conplete set of Name Server information
Each of these subsets is identified using an index value called a
Narme Server |Information Subset |ndex.

Thus, all objects in this MB are in tables that are | NDEXed by at
| east fcnl nstancel ndex and t 11Ns| nf oSubset | ndex, where the latter
contains a Nane Server |nformation Subset |ndex val ue.

5.3. Fabric Index

The [FC-SW 3] standard for an interconnecting Fabric consisting of
multiple Fabric Switch el enents describes the operation of a single
Fabric in a physical infrastructure. The current [FC SW4] standard
al so supports the operation of nultiple Virtual Fabrics operating
within one (or nore) physical infrastructures. |In such a scenario,
each Fabric has, of course, its own managenent instrunentation. In
order to accommpdate this scenario, this MB nodul e defines al
Fabric-related information in tables that are | NDEXed by an arbitrary
integer, named a "Fabric Index". 1In a Fabric that is conformant to
[FCG-SW3], the value of this Fabric Index will always be 1.

5.4. The M B G oups

This section describes the six MB groups contained in the MB

5.4.1. The t11NsDBG oup G oup

This group contains informati on about the operation of the Nane
Server function acting upon a Name Server |nformation Subset,

i ncludi ng an indication of whether such operation is performed | oca
to a particular Fibre Channel switch, or independently of a Fibre
Channel switch. It also contains the information currently
registered in a particular Nane Server Information Subset.
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5.4.2. Three Statistics G oups
There are three groups of Name Server statistics objects:

t 11NsRequest Stat sGroup -- stats about requests
t 11NsRscnSt at sGroup -- stats about (Name Server) RSCNs

t 11NsRej ect StatsGroup -- stats about rejects

Each of these groups is conditionally mandatory; specifically, each
group contains objects for particular statistics such that

i mpl enentation of the group is nmandatory only for an inplementation
that counts/captures the group’s particular statistics.

The intent here is not to force inplenentations to capture these
statistics, but rather to have all inplenentations that do capture
them provide access to themvia the sane M B objects.

5.4.3. The t11NsNotifyG oup G oup

This group contains a set of notifications that provide for
nonitoring the rejections of Name Server Registration Requests.

5.4.4. The t11NsNotifyControl G oup G oup

This group contains objects for controlling the generation of, and
for information to be included in, the notifications defined in the

t 11NsNot i f yGr oup group.
5.5. The Actual Values of Objects

The objects defined in the t11NsRegTabl e represent the val ues

regi stered with the Nane Server. The SNMP agent MJUST report the
actual values, even if they are incorrectly formatted. This is the
reason why, for example, the two objects that represent |P addresses,
t 11NsNodel pAddress and t 11NsPort | pAddress, have the SYNTAX of OCTET
STRING so that they are able to represent invalid values (which

coul d not be represented using |netAddressType and | net Address).

Sinmlarly, each set of (tl1llNsRejectReasonCode, t11NsRej ReasonCodeExp,
t 11NsRej ReasonVendor Code) objects nust hold the val ues of the actual
rej ect, explanation, and vendor-specific codes that were present in
the generated Reject nessage (the "Reject CT_IU'), irrespective of
whet her or not such code val ues were appropriate.
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6. The T11- FC NAME- SERVER-M B Mddul e
T11- FC- NAMVE- SERVER-M B DEFI NI TIONS ::= BEG N

-- The M B for managenment of the Fibre Channel functionality which
-- inplenments the Nane Server function.

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
NOTI FI CATI ON- TYPE, Unsi gned32,

Counter32, Integer32, mb-2 FROM SNVPv2- SM -- [ RFC2578]
MODULE- COVPLI ANCE, OBJECT- GROUP,

NOTI FI CATI ON- GROUP FROM SNMPv2- CONF -- [ RFC2580]
SnnpAdmi nStri ng FROM SNWVP- FRAMEWORK- M B -- [ RFC3411]
Trut hVal ue, TEXTUAL- CONVENTI ON,

Ti meSt anp FROM SNWPv2- TC -- [RFC2579]

f cm nst ancel ndex, FcPort Type,
FcAddr essl dOr Zero, FcCl asses,

FcNarel dOr Zer o FROM FC- MGMT- M B -- [ FC- MaVIT]
T11Fabri cl ndex FROM T11-TC-M B -- [ FCG FAM M B]
t 11Fam_ocal Swi t chWwn

FROM T11- FC- FABRI C- ADDR- MGR-M B; -- [ FC FAM M B]

t 11FcNameSer ver M B MODULE- | DENTI TY
LAST- UPDATED " 200603020000Z"
ORGANI ZATI ON "T11"

CONTACT- | NFO
" Cl audi o DeSant i

Ci sco Systens, Inc.

170 West Tasman Drive

San Jose, CA 95134 USA

Phone: +1 408 853-9172

EMai | : cds@i sco. com

Keith MC oghrie
Cisco Systens, Inc.
170 West Tasnman Drive
San Jose, CA USA 95134
Phone: +1 408-526-5260
EMai | : kzm@i sco. cont
DESCRI PTI ON
"The M B nodul e for the managenent of the functionality,
which realizes the FC-GS-4 requirenents for Nane
Server (NS).

Copyright (C) The Internet Society (2006). This version of

this MB nmodule is part of RFC 4438; see the RFC itself for
full legal notices."
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DESCRI PTI ON

April 2006

“Initial version of this MB nodul e, published as RFC 4438."

c:={ mb-2 135 }

}
}

t 11NsNoti fications OBJECT IDENTIFIER ::={ tllFcNameServerM B 0

t 11NsM BObj ect s OBJECT IDENTIFIER ::={ tllFcNanmeServerM B 1 }
t 11NsM BConf or mance OBJECT IDENTIFIER ::= { tl1lFcNaneServerM B 2

t 11NsSt at us OBJECT IDENTIFIER ::={ t11NsM BObj ects 1 }
t11NsStatistics OBJECT IDENTIFIER ::={ t11NsM BObj ects 2 }

Text ual Conventi ons

T11NsGs4Rej ect ReasonCode :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The FC-GS-4 reject reason code for a request.
none( 1)
- no error.

DeSanti ,

i nval i dCndCode( 2)
- request contained an invalid conmand code.
i nval i dVer Level (3)
- request contained an invalid version nunber.
| ogi cal Error(4)
- there was a logical error.
i nval i dl USi ze(5)

- the CT_IU (Information Unit) size was invalid.

| ogi cal Busy( 6)

- the nodul e i s busy.
pr ot ocol Error(7)

- there was a protocol error.
unabl eToPer f or mCdReq( 8)

- the command specified in the req could not be
executed. The details of exactly what failed
will be in the correspondi ng reason code
expl anati on.

cnmdNot Support ed(9)

- the command is not supported.
server Not Avai | abl e(10)

- the identified server was not avail abl e.
coul dNot Est abSessi on( 11)

- a server session could not be established.
vendor Error (12)

- a vendor-specific error."

REFERENCE

"ANSI |INCI TS 387-2004, Fibre Channel - Ceneric
Services-4 (FC-GS-4), section 4.4.3."
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SYNTAX | NTECER ({

T11NsRej

none(1),

i nval i dCndCode( 2),

i nval i dVer Level (3),

| ogi cal Error(4),

i nval i dl USi ze(5),

| ogi cal Busy(6),

protocol Error(7),

unabl eToPer f or mMCmdReq( 8) ,
crmdNot Supported(9),
server Not Avai | abl e(10),
coul dNot Est abSessi on(11),
vendor Error (12)

}
ReasonCodeExpl ::= TEXTUAL- CONVENTI ON

STATUS current
DESCRI PTI ON

DeSanti ,

"The reject reason code expl anation:

noAddi ti onal Expl anati on( 1)

- no additional explanation.
portldentifierNotRegistered(2)

- Port Identifier not registered.
port NaneNot Regi st er ed( 3)

- Port Nane not registered.
nodeNameNot Regi st er ed( 4)

- Node Nane not registered.
cl assOF Ser vi ceNot Regi st er ed(5)

- Class of Service not registered.
nodel pAddr essNot Regi st er ed( 6)

- "I P Address (Node)' val ue not registered.
i paNot Regi st ered(7)

April 2006

- Initial Process Associator (IPA) not registered.

f c4TypeNot Regi st er ed( 8)

- FC-4 TYPEs not registered.
synbol i cPort NaneNot Regi st er ed(9)

- Synbolic Port Name not registered.
symnbol i cNodeNaneNot Regi st er ed( 10)

- Synbolic Node Name not registered.
port TypeNot Regi st ered(11)

- "Port Type’' not registered.
port | pAddr essNot Regi st ered(12)

- "I P Address (Port)’ value not registered.
fabri cPort NameNot Regi st ered(13)

- Fabric Port Nanme not registered.
har dAddr essNot Regi st er ed(14)

- "Hard Address’ not registered.

et al. St andards Track
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fc4Descri pt or Not Regi st er ed( 15)

- FC-4 Descriptor not registered.
f c4Feat ur esNot Regi st er ed(16)

- FCG-4 Features not registered.
accessDeni ed(17)

- Access deni ed.
unaccept abl ePortldentifier(18)

- Unacceptable Port Identifier.
dat abaseEnmpt y(19)

- Database is enpty.
noObj ect Regl nSpeci fi edScope( 20)

- no object has been registered in the specified

scope.

donai nl dNot Present ( 21)

- Domain I D not present.
port | dNot Present (22)

- Port nunber not present.
noDevi ceAt t ached(23)

- No devi ce attached.
aut hori zati onExcepti on(24)

- Aut hori zation Exception.
aut henti cat i onExcepti on(25)

- Authentication Exception.
dat abaseFul | (26)

- Database full."

REFERENCE

"ANSI INCITS 387-2004, Fibre Channel - Generic
Services-4 (FC-GS-4), sections 4.4.4 and 5.2.4"

SYNTAX | NTEGER {

DeSanti ,

noAddi ti onal Expl anation(1),
portldentifierNot Regi stered(2),
port NameNot Regi st er ed( 3),
nodeNameNot Regi st ered(4),

cl assOf Servi ceNot Regi st ered(5),
nodel pAddr essNot Regi st er ed(6),

i paNot Regi stered(7),

f c4TypeNot Regi st ered(8),

synbol i cPort NaneNot Regi st ered(9),
symnbol i cNodeNaneNot Regi st er ed( 10),
port TypeNot Regi st ered(11),

port | pAddr essNot Regi st ered(12),
fabri cPort NaneNot Regi st ered(13),
har dAddr essNot Regi st ered(14),

f c4Descri pt or Not Regi st ered(15),

f c4Feat ur esNot Regi st ered( 16),
accessDeni ed(17),

unaccept abl ePortldentifier(18),
dat abaseEnpty(19),

et al. St andards Track
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noQbj ect Regl nSpeci fi edScope( 20),
domai nl dNot Present (21),

port | dNot Present (22),

noDevi ceAt t ached(23),

aut hori zati onExcepti on(24),

aut henti cati onExcepti on(25),

dat abaseFul | (26)

-- Informati on about a Nane Server |nformation Subset

t 11Ns| nf oSubset Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11Nsl nf oSubsetEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains one entry for each Nane Server
I nformati on Subset within each Fibre Channel
managenent instance."

c:={ t11NsStatus 1 }

t 11Nsl| nf oSubset Entry OBJECT- TYPE

SYNTAX T11Nsl nf oSubset Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"This entry contains informati on about operations
on a particular Name Server |Infornation Subset
within the Fibre Channel managenent instance
identified by fcnl nstancel ndex. "

I NDEX { fcm nstancel ndex, t11Nsl nfoSubsetl|ndex }

::= { t11NsI nfoSubset Table 1 }

T11Nsl nf oSubset Entry ::= SEQUENCE {
t 11Nsl| nf oSubset | ndex Unsi gned32,
t 11Nsl| nf oSubset Swi t chl ndex Unsi gned32,
t 11Nsl| nf oSubset Tabl eLast Change Ti meSt anp,
t 11Ns| nf oSubset NunmRows I nt eger 32,
t 11NslI nf oSubset Tot al Rej ect s Count er 32,
t 11Nsl| nf oSubset Rej ReqNot f yEnabl e Trut hval ue
}
t 11Nsl| nf oSubset | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"An arbitrary integer value that uniquely identifies
this Name Server Information Subset anbngst all others
within the sane Fi bre Channel managenent instance.

It is mandatory to keep this val ue constant between

restarts of the agent and to nmake every possible

effort to keep it constant across such restarts.”
::= { t11Nsl nfoSubsetEntry 1 }

t 11Ns| nf oSubset Swi t chl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is zero when operations
upon this Name Server Information Subset do not occur
at a local Fibre Channel switch; otherwise, it is
non-zero and identifies the local switch.

The switch identified by a non-zero value of this
object is the same switch as is identified by the
same val ue of fcnBbw tchl ndex.”
REFERENCE
"fcnBwi tchl ndex is defined in the FC MaVI- M B nodul e"
::= { t11Nsl nfoSubsetEntry 2 }

t 11Nsl| nf oSubset Tabl eLast Change OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of sysUpTine at the tinme of the [ast update
to any entry in the t11NsRegTable with the same val ues
of fcm nstancel ndex and t 11Nsl nf oSubset | ndex. This
i ncludes creation of an entry, deletion of an entry, or
nodi fication of an existing entry. |If no such update
has taken place since the last re-initialization of the
| ocal network managenent subsystem then this object
contains a zero value."

::= { t11NsInfoSubsetEntry 3 }

t 11Ns| nf oSubset NumRows OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of Nx_Ports currently registered in this
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Narme Server Information Subset, i.e., the nunber of
rows in the t11NsRegTable with the same val ues of
fcm nst ancel ndex and t 11Nsl nf oSubset | ndex. "

::= { t11NsI nfoSubsetEntry 4 }

t 11Nsl| nf oSubset Tot al Rej ects OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total number of (CT_IU Requests for Nane Server
functions that were rejected for inclusion in this
Nane Server Information Subset, across all Fabrics
for which it contains infornmation.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
;.= { t11Nsl nfoSubsetEntry 5 }

t 11Ns| nf oSubset Rej RegNot f yEnabl e OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object indicates whether 't 11NsRej ect RegNotify’
notifications are generated by rejections of requests
to register information in this Nane Server |Information
Subset .

If value of this object is "true’, then the
notification is generated when a request is rejected.
If it is "false', the notification is not generated.

The persistence of values of this object across an
agent reboot is inplenmentation-dependent.™

DEFVAL { false }

;.= { t11Nsl nfoSubsetEntry 6 }

-- Registered Port Information

t 11NsRegTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11NsRegEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains entries for all Nx_Ports registered

2006
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in the identified Name Server |Informati on Subsets across
all Fabrics for which such subsets contain infornation."
c:={ t11NsStatus 2 }

t 11NsRegEntry OBJECT- TYPE

SYNTAX T11NsRegEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry containing i nformati on about an Nx_Port
represented by t11NsRegPortldentifier that is registered
with a Name Server Infornation Subset (identified by
t 11NsI nf oSubset | ndex) within the Fibre Channel nanagenent
instance (identified by fcm nstancel ndex) on the Fabric
(identified by t11NsRegFabri cl ndex)."

I NDEX { fcm nstancel ndex, t11NslnfoSubset| ndex,

t 11NsRegFabri cl ndex, t11NsRegPortldentifier }
;.= { t11NsRegTable 1 }

T11NsRegEntry ::= SEQUENCE {
t 11NsRegFabri cl ndex T11Fabri cl ndex,
t 11NsRegPort | dentifier FcAddr essl dOr Zer o,
t 11NsRegPor t Nane FcNarel dOr Zer o,
t 11NsRegNodeNane FcNarel dOr Zer o,
t 11NsRegC assCOf Svc Fcd asses,
t 11NsRegNodel pAddr ess OCTET STRI NG,
t 11NsRegPr ocAssoc CCTET STRI NG,
t 11NsRegFc4Type OCTET STRI NG
t 11NsRegPor t Type FcPor t Type,
t 11NsRegPort | pAddr ess OCTET STRI NG
t 11NsRegFabri cPort Nanme FcNarrel dOr Zer o,
t 11NsRegHar dAddr ess FcAddr essl dOr Zer o,
t 11NsRegSynbol i cPort Name SnnpAdmi nStri ng,
t 11NsRegSynbol i cNodeName SnnpAdmi nStri ng,
t 11NsRegFc4Feat ur es OCTET STRI NG
}

t 11NsRegFabri cl ndex OBJECT- TYPE
SYNTAX T11Fabri cl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"“A uni que index value that uniquely identifies a
particul ar Fabric.

In a Fabric conformant to SW3, only a single Fabric can

operate within a single physical infrastructure, and thus,
the value of this Fabric Index will always be 1.
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However, it is possible that future standards will define
how mul tiple Fabrics, each with its own nanagenent
i nstrumentation, could operate within one (or nore) physical
infrastructures. To allow for this future possibility, this
i ndex value is used to uniquely identify a particul ar
Fabric within a physical infrastructure."

::= { t11NsRegEntry 1 }

t 11NsRegPort |l dentifier OBJECT- TYPE

SYNTAX FcAddr essl dOr Zer o
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"The Fi bre Channel Address ldentifier of this Nx_Port.
If no Port Identifier has been registered, then the
val ue of this object is the zero-length string."

::= { t11NsRegEntry 2 }

t 11NsRegPor t Name OBJECT- TYPE

SYNTAX FcNanel dOr Zer o
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The Port_ Nanme (WAW) of this Nx_Port.
If this object has not been registered, then its val ue
is the zero-length string."

DEFVAL {'' H}

::= { t11NsRegEntry 3}

t 11NsRegNodeName OBJECT- TYPE

SYNTAX FcNanel dOr Zer o
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The Node_Nane (WAW) of this Nx_Port.
If this object has not been registered, then its val ue
is the zero-length string."

DEFVAL {''H

::= { t11NsRegEntry 4 }

t 11NsRegd assOf Svc OBJECT- TYPE

SYNTAX Fcd asses
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The class of service indicator. This object is an
array of bits that contain a bit nmap of the classes of
service supported by the associated port. If a bit in
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this object is 1, it indicates that the class of
service is supported by the associated port. Wen a
bit is set to 0, it indicates that no class of service
is supported by this Nx_Port.

If this object has not been not registered for a port,
then the instance for that port is not instantiated."
::={ t11NsRegEntry 5 }

t 11NsRegNodel pAddr ess OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0 | 16))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The I P address of the node of this Nx_Port, in

net wor k- byte order, either as a 32-bit |Pv4 address or

a 128-bit 1 Pv6 address. For the fornmer, the leftnost 96 bits
(12 bytes) should contain x’00 00 00 00 00 00 00 00 00 00 FF
FF', and the | Pv4 address should be present in the rightnost

32 bits.

Note that the value of this object is the |IP address val ue
that is received in the FC-GS-4 nessage Register |P address
(Node) RIP_NN. It is not validated agai nst any | P address
format.

If no 'I P address (Node)’' has been regi stered, then the
val ue of this object is the zero-length string."
REFERENCE
"ANSI INCI TS 387-2004, Fibre Channel - Generic
Services-4 (FCGS-4)"
DEFVAL { ''H}
::= { t11NsRegEntry 6 }

t 11NsRegProcAssoc OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0 | 8))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The Fibre Channel Initial Process Associator (IPA).

If no 'Initial Process Associator’ has been registered,
then the value of this object is the zero-length string."
REFERENCE
"ANSI | NCI TS 387-2004, Fibre Channel - GCeneric
Services-4 (FCGSs-4)"
DEFVAL { "'"H}
;.= { t11NsRegEntry 7 }
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t 11NsRegFc4Type OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0 | 32))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The FC-4 protocol types supported by this Nx_Port.

This is an array of 256 bits. Each bit in the array
corresponds to a Type val ue as defined by Fibre Channe
standards and contained in the Type field of the frame
header. The order of the bits in the 256-bit (32-byte)
value is the same as defined in FCGS-4, section 5.2.3.8,
and represented in network-byte order

If no 'FC-4 TYPES' has been registered, then the
val ue of this object is the zero-length string."
REFERENCE
"ANSI INCITS 387-2004, Fibre Channel - Generic
Services-4 (FC-GS-4), section 5.2.3.8."
DEFVAL { "'H}
::={ t11NsRegEntry 8 }

t 11NsRegPor t Type OBJECT- TYPE

SYNTAX FcPort Type
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The port type of this port.

If no 'Port Type' has been registered, then the val ue
of this object is unidentified and is represented by
t he val ue " unknown’ ."

DEFVAL { 1} -- 'unknown’, see [ FC MaMI]

::= { t11NsRegEntry 9 }

t 11NsRegPort | pAddr ess OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0 | 16))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The val ue that Fibre Channel calls an 'IP Address (Port)’
that represents the I P address of the associated port.

The value is either in 32-bit IPv4 format or 128-bit |Pv6
format, in network-byte order. Wen this object contains an
| Pv4 address, the leftnost 96 bits (12 bytes) should contain
x’ 00 00 00 00 00 OO 00 00 00 OO0 FF FF'. The |IPv4 address
shoul d be present in the rightnost 32 bits.

Note that the value of this object is the |IP address val ue
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that is received in the FC-GS-4 nessage Register |P address

(Port) RIPP_ID. It is not validated against any | P address
format .

If no 'IP address (Port)’ has been registered, then the
val ue of this object is the zero-length string."
REFERENCE
"ANSI INCI TS 387-2004, Fibre Channel - Generic
Services-4, (FCGS-4)"
DEFVAL {'' H}
::= { t11NsRegEntry 10 }

t 11NsRegFabri cPort Name OBJECT- TYPE

SYNTAX FcNanel dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Fabric Port Name (WMW) of the Fx_Port to which
this Nx_Port is attached.

If no 'Fabric Port Nane’ has been registered, then the

val ue of this object is the zero-length string."
DEFVAL {''H}

::= { t11NsRegEntry 11 }

t 11NsRegHar dAddr ess OBJECT- TYPE

SYNTAX FcAddr essl dOr Zer o
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The format of this object is identical to the format
of Hard Address defined in the Discover Address (ADI SC)
Ext ended Link Service (FC FS)

Hard Address is the 24-bit NL Port identifier that
consi sts of:
- the 8-bit Domain IDin the nost significant byte
- the 8-bit Area_ID in the next nmost significant
byte
- the 8-bit AL-PA (Arbitrated Loop Physical Address)
which an NL_Port attenpts acquire during FC AL
initialization in the least significant byte.

If the port is not an NL_Port, or if it is an NL_Port
but does not have a hard address, then all bits are
reported as zeros.

If no 'Hard Address’ has been registered, then the

DeSanti, et al. St andards Track [ Page 19]



RFC 4438 Fi bre Channel Nanme Server M B April

val ue of this object is the zero-length string."
DEFVAL {''H
::= { t11NsRegEntry 12 }

t 11NsRegSynbol i cPort Name OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The user-defined nane of this port.

If no 'Synbolic Port Name’ has been registered, then
the value of this object is the zero-length string."
DEFVAL {''H
::= { t11NsRegEntry 13 }

t 11NsRegSynbol i cNodeName OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The user-defined nane of the node of this port.

If no ' Synbolic Node Name' has been registered, then
the value of this object is the zero-length string."
DEFVAL {''H
::= { t11NsRegEntry 14 }

t 11NsRegFc4Feat ures OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0 | 128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The FC-4 Features associated with FC-4 Types on this

port encoded as a 128-byte val ue in network-byte order,

2006

or the zero-length string if no 'FC-4 Features’ have been

regi stered.

Section 5.2.3.15 of FC-GS-4 is the authoritative
definition of the format of the 128-byte val ue,

i.e., if different, FC-GS-4 takes precedence over the
foll owi ng description:

The 128-byte value is an array of 4-bit values, one for

each FC-4 Type value, positioned as follows: the 5 nost
significant bits of a Type value identify where it appears
within the 128-byte value, specifically, w thin which word:
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- Wrd O (of the 128-byte val ue) contains infornmation
related to Types '00’° through '07;

- Wrd 1 contains information related to Types
'08 through OF ;

- and so forth, up to Wrd 31, which contains
information related to Types 'F8 through 'FF .

The | east significant of the eight 4-bit values in each
Word represents an FC-4 Type with 000 as its 3 | east
significant bits, and nost significant 4-bit value in
each Wrd represents an FC-4 Type with 111 as its 3 | east
significant bits."

REFERENCE
"ANSI INCI TS 387-2004, Fibre Channel - Generic
Services-4 (FC-GS-4), section 5.2.3.15."

DEFVAL {''H}

::= { t11NsRegEntry 15 }

-- Registered FC-4 Descriptors

t 11NsRegFc4Descri pt or Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11NsRegFc4DescriptorEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains entries for all FC-4 Descriptors
registered in the identified Nane Server Information
Subsets across all Fabrics for which such subsets
contain information."

::= { t1lNsStatus 3}

t 11NsRegFc4Descri ptor Entry OBJECT- TYPE

SYNTAX T11NsRegFc4DescriptorEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in the t11NsRegFc4Descri ptor Tabl e,
containing information about an FC-4 Descri ptor

that is associated with a particular FC4 Type

val ue. The particular FC-4 Descriptor was

regi stered by an Nx_Port (identified by

t 11NsRegPortldentifier) in a Name Server |Information
Subset (identified by t11NslnfoSubsetlndex) within
the Fi bre Channel managenent instance (identified by
fcm nstancel ndex) on the Fabric (identified by
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t 11NsRegFabri cl ndex) .

If no FC-4 Descriptors have been regi stered
for a particular port, then there will be no
entries in this table for that port."
I NDEX { fcm nstancel ndex, t11NslnfoSubset| ndex,
t 11NsRegFabri cl ndex, t11NsRegPortldentifi er,
t 11NsRegFc4TypeVal ue }
::= { t11NsRegFc4DescriptorTable 1 }

T11NsRegFc4DescriptorEntry ::= SEQUENCE {

t 11NsRegFc4TypeVal ue Unsi gned32,

t 11NsRegFc4Descri pt or OCTET STRI NG
}
t 11NsRegFc4TypeVal ue OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An integer value that identifies an FC-4 Type val ue
(representing a particular protocol type, as specified
in FGFS) for which an FC-4 Descriptor has been

regi stered.

An instance of this object contains a 'Type val ue’
that corresponds to a '1' bit in the value of the
t 11NsRegFc4Type regi stered for the sane port;
this correspondence is as specified in FC-GS-4."
REFERENCE
"ANSI INCITS 387-2004, Fibre Channel - Generic
Services-4 (FC-GS-4), section 5.2.3.8, and
ANSI INCI TS 373-2003, Fibre Channel - Fram ng and
Signaling (FC-FS), section 9.6, Table 29."
::= { t11NsRegFc4DescriptorEntry 1 }

t 11NsRegFc4Descri pt or OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The FC-4 Descriptor value that has been registered
for the particular port on the particular Fabric, and
for the FC-4 Type represented by the corresponding
val ue of t11NsRegFc4Typel ndex.

The format of an FC-4 Descriptor is dependent on the
correspondi ng FC-4 Type value, but is represented in
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net wor k- byt e order."

REFERENCE
"ANSI | NCI TS 387-2004, Fibre Channel - GCeneric
Services-4 (FC-GS-4), section 5.2.5.42"

::= { t11NsRegFc4DescriptorEntry 2 }

-- Name Server per-Fabric Statistics

t 11NsSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11NsStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains per-Fabric state and statistics
for operations upon the identified Nane Server
I nformati on Subsets."

c:={ t1lNsStatistics 1}

t11NsSt at sEntry OBJECT- TYPE

SYNTAX T11INsStat sEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in this table contains state and statistics
for operations upon a Nane Server |Information Subset
(identified by t11NslnfoSubsetlndex) within the Fibre
Channel managenent instance (identified by
fcm nstancel ndex) on the Fabric (identified by
t 11NsRegFabri cl ndex) . "

I NDEX { fcm nstancel ndex, t11NslnfoSubsetl ndex,

t 11NsRegFabri cl ndex }
c:={ t11NsStatsTable 1 }

T11NsStatsEntry ::= SEQUENCE {
t 11NsI nCet Reqs Count er 32,
t 11NsCQut Get Reqs Count er 32,
t 11Nsl nRegReqs Count er 32,
t 11Ns| nDeRegReqs Count er 32,
t 11Nsl nRscns Count er 32,
t 11NsCQut Rscns Count er 32,
t 11NsRej ect s Count er 32,
t 11NsDat abaseFul | Tr ut hVal ue
}

t 11NsI nGet Reqs OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total number of (CT_IU) Get Requests
recei ved requesting information fromthis Nane
Server Information Subset on this Fabric.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
c:={ t11NsStatsEntry 1 }

t 11NsQut Cet Reqs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of (CT_IU Get Requests sent in
order to obtain informati on needed in this Name Server
I nformati on Subset on this Fabric.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
.= { tl1lNsStatsEntry 2 }

t 11NslI nRegReqs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunmber of (CT_IU Registration Requests
received to register infornmation in the Nane Server
I nformati on Subset on this Fabric.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
o= { t1lNsStatsEntry 3 }

t 11Ns| nDeRegReqs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of (CT_IU De-registration Requests
received to de-register information fromthis Name Server
I nformati on Subset on this Fabric.

This counter has no discontinuities other than those
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that all Counter32s have when sysUpTi ne=0."
o= { t1lNsStatsEntry 4 }

t 11NsI nRscns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of received RSCNs, indicating
Nane Server-related changes relating to this Nane
Server Information Subset on this Fabric.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
c:={ t11lNsStatsEntry 5 }

t 11NsQut Rscns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total number of transmitted RSCNs, indicating
Nane Server-related changes relating to this Nane
Server Information Subset on this Fabric.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
c:={ t11NsStatsEntry 6 }

t 11NsRej ect s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total number of CT_IU Requests for Name
Server functions on this Nane Server Infornation
Subset on this Fabric that were rejected.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
c:={ t11NsStatsEntry 7 }

t 11NsDat abaseFul | OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"An indication of whether the database containing this
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Nane Server Information Subset is full. This object is

set to "true’ only if the Name Server is unable to allocate
space for a new entry for the corresponding Fabric, and it is
set to 'false’ whenever an existing entry is deleted for the
correspondi ng Fabric."

.= { t1lNsStatsEntry 8 }

-- Reject

i nformati on objects

t 11NsRej ect Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11NsRejectEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains information about the npst recent
Nanme Server Registration Request failures for various
ports on various Fabrics.

If no information is avail abl e about the nost recent
rejection of a Registration Request on a particul ar port
on a particular Fabric, then there will no entry in this
table for that port and Fabric.

When a t11NsRej ect RegNotify notification is sent for
such a Registration Request failure, the values of the
objects in the relevant entry of this table are updated
i medi ately prior to generating the notification.”

::={ t1lNsStatus 4 }

t 11NsRej ect Entry OBJECT- TYPE
SYNTAX T11NsRej ectEntry
MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

"An entry containing i nformati on about the npst recent
rejection of a request to register information in the Nane
Server Information Subset (identified by

t 11NsI nf oSubset | ndex) within the Fi bre Channel nanagenent
instance (identified by fcm nstancel ndex) for a particul ar
port (identified by t11NsRegPortldentifier) on a particular
Fabric (identified by t11NsRegFabriclndex)."

I NDEX { fcm nstancel ndex, t11NslnfoSubset| ndex,

t 11NsRegFabri cl ndex, t11NsRegPortldentifier }

::={ t11NsRejectTable 1 }

T11NsRej ectEntry ::= SEQUENCE ({
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t 11NsRej ect Ct CormandStri ng OCTET STRI NG

t 11NsRej ect ReasonCode T11NsGs4Rej ect ReasonCode,
t 11NsRej ReasonCodeExp T11NsRej ReasonCodeExpl
t 11NsRej ReasonVendor Code OCTET STRI NG
}
t 11NsRej ect Ct CormandSt ri ng OBJECT- TYPE
SYNTAX OCTET STRING (S| ZE (0. . 255))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The binary content of the Registration Request,
formatted as an octet string (in network byte

order) containing the CT_IU, as described in

Table 2 of [FCG-GS-4] (including the preanble),

whi ch was nost recently rejected for the particul ar
Nane Server Information Subset on the particul ar port
on the particular Fabric.

Thi s object contains the zero-length string
if and when the CT-1U s content is unavail abl e.

VWen the length of this object is 255 octets, it
contains the first 255 octets of the CT-1U (in
net wor k- byt e order)."

::= { t11NsRejectEntry 1 }

t 11NsRej ect ReasonCode OBJECT- TYPE

SYNTAX T11NsGs4Rej ect ReasonCode
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Aregistration reject reason code. This object
contai ns the reason code of the npbst recent Name
Server Registration Request failure for the
particular port on the particular Fabric."

;.= { t11NsRejectEntry 2 }

t 11NsRej ReasonCodeExp OBJECT- TYPE

SYNTAX T11NsRej ReasonCodeExp
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Aregistration reject reason code explanation. This
obj ect contains the reason code expl anation of the nost
recent Name Server Registration Request failure for the
particul ar port on the particular Fabric."

;.= { t11NsRejectEntry 3 }
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t 11NsRej ReasonVendor Code OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE(1))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Aregistration reject vendor-specific code. This

obj ect contains the vendor-specific code of the nost
recent Name Server Registration Request failure for the
particul ar port on the particular Fabric."

::={ t11NsRejectEntry 4 }

-- Notifications

t 11NsRej ect RegNot i fy NOTI FI CATI ON- TYPE
OBJECTS { tl1lilFaniocal Swi t chWwn,

STATUS

t 11NsRegPort Name, t 11NsRej ect Ct CormandStri ng,
t 11NsRej ect ReasonCode, t 11NsRej ReasonCodeExp
t 11NsRej ReasonVendor Code }

current

DESCRI PTI ON

"This notification is generated whenever a request to
register information in a Nane Server Information
Subset (for which the correspondi ng instance of

t 11Nsl| nf oSubset Rej ReqNot f yEnabl e is "true') is

rejected on a particular Fabric for a particular Nx_Port.

The val ue of tl1llFanlocal SwitchWw indicates the
WW of the switch that received the request.

(I'f the WW i s unavail able, the value is set to
the zero-length string.)

The val ue of t11NsRejectC CommandString indicates
the rejected request, and the val ues of

t 11NsRej ect ReasonCode, t 11NsRej ReasonCodeExp, and
t 11NsRej ReasonVendor Code i ndi cate the reason for
the rejection.

The val ue of t11NsRegPortNane represents the Port Name
if it is able to be extracted out of the Registration
Request, or otherwi se the value as currently registered
on the port."

::= { t11NsNotifications 1 }

-- Conf or mance
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{t 11NsM BConf or mance 1}
{t 11NsM BConf or mance 2}

t 11NsM BConpl i ances OBJECT | DENTI FI ER ::
t 11NsM BGr oups OBJECT | DENTI FI ER : :

t 11NsM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for entities that
i mpl enent the Fibre Channel Name Server."
MODULE MANDATORY- GROUPS {t 11NsDBG  oup,
t 11NsNot i f yCont r ol Gr oup,
t 11NsNoti f yGr oup}

OBJECT t 11Nsl nf oSubset Rej RegNot f yEnabl e
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."”

CGROUP t 11NsRequest St at sGr oup

DESCRI PTI ON
"This group is nmandatory only for an inplementation
that captures statistics related to Name Server
requests. "

GROUP t 11NsRscnSt at sG oup

DESCRI PTI ON
"This group is nmandatory only for an inplementation
that captures statistics related to Name
Server-rel ated RSCNs. "

GROUP t 11NsRej ect St at sGr oup

DESCRI PTI ON
"This group is nmandatory only for an inplementation
that captures statistics related to Name Server
rejects.”

::={ t11NsM BConpl i ances 1 }
-- Units of conformance

t 11NsDBGr oup OBJECT- GROUP
OBJECTS { t11Nsl nf oSubset Swi t chl ndex,
t 11Nsl| nf oSubset Tabl eLast Change,
t 11Ns| nf oSubset NunRows,
t 11NsRegPor t Nane,
t 11NsRegNodeNarne,
t 11NsRegCd assOF Svc,
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t 11NsRegNodel pAddr ess,
t 11NsRegPr ocAssoc,
t 11NsRegFc4Type,
t 11NsRegPor t Type,
t 11NsRegPor t | pAddr ess,
t 11NsRegFabri cPort Nane,
t 11NsRegHar dAddr ess,
t 11NsRegSynbol i cPort Nane,
t 11NsRegSynbol i cNodeNane,
t 11NsRegFc4Feat ur es,
t 11NsRegFc4Descri ptor }
STATUS current
DESCRI PTI ON
"A collection of objects for nonitoring the information
regi stered in a Nane Server Information Subset."
:={ t11INsM BG oups 1 }

t 11NsRequest St at sG oup OBJECT- GROUP
OBJECTS { t11Nsl nCet Reqgs,
t 11NsCut Get Reqgs,
t 11Nsl nRegRegs,
t 11Nsl nDeRegReqgs,
t 11NsDat abaseFul | }
STATUS current
DESCRI PTI ON
"A collection of objects for displaying Name
Server statistics and state for Name Server requests."
::={ t11NsM BG oups 2 }

t 11NsRscnSt at sG oup OBJECT- GROUP
OBJECTS { t11Nsl nRscns,
t 11NsQut Rscns }
STATUS current
DESCRI PTI ON
"A collection of objects for displaying Name
Server statistics for Name Server-rel ated RSCNs. "
.= { t11NsM BG oups 3 }

t 11NsRej ect St at sGroup OBJECT- GROUP
OBJECTS { t11Nsl nf oSubset Tot al Rej ect s,
t 11NsRej ects }
STATUS current
DESCRI PTI ON
"A collection of objects for displaying Nanme
Server statistics for rejects.”
::={ t11NsM BG oups 4 }

t 11NsNoti f yControl G oup OBJECT- GROUP
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OBJECTS { t11NsRej ect & CommandStri ng,
t 11NsRej ect ReasonCode,
t 11NsRej ReasonCodeExp,
t 11NsRej ReasonVendor Code,
t 11Nsl| nf oSubset Rej ReqNot f yEnabl e }
STATUS current
DESCRI PTI ON
"A collection of notification control and
notification information objects for nonitoring
rejections of Name Server registrations."”
::={ t11NsM BG oups 5 }

t 11NsNot i f yGroup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {t 11NsRej ect RegNotify }
STATUS current
DESCRI PTI ON
"A collection of notifications for nonitoring
rejections of Name Server registrations."
;.= { t11NsM BG oups 6 }

END
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| ANA Consi der ati ons

| ANA has assigned a MB O D to the T11l-FC NAME- SERVER-M B nodul e
under the appropriate subtree.

Security Considerations

There is one managenent object defined in this MB nbdule with a

MAX- ACCESS cl ause of read-write and/or read-create. Such objects may
be considered sensitive or vulnerable in some network environnents.
The support for SET operations in a non-secure environnent w thout
proper protection can have a negative effect on network operations.
This object and its sensitivity/vulnerability is:

t 11Ns| nf oSubset Rej ReqNot f yEnabl e -- the ability to enabl e/ di sabl e
notifications.

Such objects may be considered sensitive or vulnerable in some
network environnents. For exanple, the ability to change network
topol ogy or network speed may afford an attacker the ability to
obtain better perfornance at the expense of other network users. The
support for SET operations in a non-secure environment w thout proper
protection can have a negative effect on network operations.

Sone of the readable objects in this MB nbdule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:
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t 11NsRegTabl e -- contains information about registered Nx_Ports.

t11NsStatsTable -- contains statistics and state infornation about
t he Nane Server.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is
allowed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenmentors consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWMP versions prior to SNMPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them
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Intell ectual Property
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pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights
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on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.
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copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
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