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Abst ract

Thi s docunent defines general extensions for Session Description
Protocol (SDP) and Real Tine Streaning Protocol (RTSP) to carry
nessages, as specified by a key managenent protocol, in order to
secure the nedia. These extensions are presented as a framework, to
be used by one or nore key managenent protocols. As such, their use
i s meani ngful only when conpl enented by an appropriate key managenent
pr ot ocol

General guidelines are also given on how the framework shoul d be used

together with SIP and RTSP. The usage with the Multinedia |Internet
KEYi ng (M KEY) key managemrent protocol is also defined.
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1. Introduction

There has recently been work to define a security profile for the
protection of real-tinme applications running over RTP, [SRTP].
However, a security protocol needs a key managenent solution to
exchange keys and security paranmeters, nmanage and refresh keys, etc.

A key managenent protocol is executed prior to the security
protocol’s execution. The key nanagenment protocol’s main goal is to,
in a secure and reliable way, establish a security association for
the security protocol. This includes one or nore cryptographic keys
and the set of necessary paraneters for the security protocol, e.g.
ci pher and authentication algorithns to be used. The key managenent
protocol has simlarities with, e.g., SIP[SIP] and RTSP [ RTSP] in
the sense that it negotiates necessary information in order to be
able to set up the session.

The focus in the followi ng sections is to describe a new SDP
attribute and RTSP header extension to support key nanagenent, and to
show how these can be integrated within SIP and RTSP. The resulting
framework is conpleted by one or nore key nanagenment protocols, which
use the extensions provided.

Sone of the notivations to create a framework with the possibility to
i ncl ude the key managenent in the session establishnment are:

* Just as the codec information is a description of howto encode and
decode the audio (or video) stream the key managenment data is a
description of how to encrypt and decrypt the data.

* The possibility to negotiate the security for the entire nultinedia
session at the sane tine.

* The know edge of the nmedia at session establishment makes it easy
to tie the key managenent to the multimedi a sessions.

* This approach may be nore efficient than setting up the security
| ater, as that approach might force extra roundtrips, possibly also
a separate setup for each stream hence inplying nore delay to the
actual setup of the nedia session.

* The possibility to negotiate keying naterial end-to-end without
appl yi ng end-to-end protection of the SDP (instead, hop-by-hop
security mechani sns can be used, which may be useful if
i nternedi ate proxi es need access to the SDP)
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Currently in SDP [ SDPnew], there exists one field to transport keys,
the "k=" field. However, this is not enough for a key managenent
protocol as there are many nore paraneters that need to be
transported, and the "k=" field is not extensible. The approach used
is to extend the SDP description through a nunber of attributes that
transport the key managenent offer/answer and also to associate it
with the nedia sessions. SIP uses the offer/answer nodel [ OAM

wher eby extensions to SDP will be enough. However, RTSP [ RTSP] does
not use the offer/answer nodel with SDP, so a new RTSP header is

i ntroduced to convey key managenent data. [SDES] uses the approach
of extending SDP, to carry the security parameters for the nedia
streans. However, the nmechanismdefined in [SDES] requires end-to-
end protection of the SDP by some security protocol such as S/M ME

in order to get end-to-end protection. The solution described here
focuses only on the end-to-end protection of key nanagenent
paranmeters and as a consequence does not require external end-to-end
protection means. It is inportant to note though, and we stress this
again, that only the key nanagenent paraneters are protected.

The docunent al so defines the use of the described franmework together
with the key nanagenent protocol Miltinmedia Internet KEYing (M KEY)
[ M KEY] .

1.1. Notational Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Applicability

[ SDES] provides simlar cryptographic key distribution capabilities,
and it is intended for use when keying material is protected al ong
with the signaling.

In contrast, this specification expects endpoints to have
preconfigured keys or common security infrastructure. |t provides
its own security and is independent of the protection of signaling
(if any). As a result, it can be applied in environments where
signaling protection is not turned on, or used hop-by-hop (i.e.
scenarios where the SDP is not protected end-to-end). This
specification will, independently of the signaling protection
applied, ensure end-to-end security establishnment for the nedia.
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3. Extensions to SDP and RTSP

This section describes comon attributes that can be included in SDP
or RTSP when an integrated key managenent protocol is used. The
attribute values follow the general SDP and RTSP gui del i nes (see

[ SDPnew] and [ RTSP]).

For both SDP and RTSP, the general method of adding the key
managenment protocol is to introduce new attributes, one identifier to
identify the specific key management protocol, and one data field
where the key managenent protocol data is placed. The key managenent
protocol data contains the necessary infornation to establish the
security protocol, e.g., keys and cryptographic paraneters. Al
paraneters and keys are protected by the key managenent protocol

The key managenent data SHALL be base64 [ RFC3548] encoded and conply
with the base64 granmar as defined in [SDPnewj. The key managenent
protocol identifier, KMPID, is defined as below in Augnented Backus-
Naur Form granmar (ABNF) [ RFC4234].

KWPID = 1*(ALPHA / DIAT)

Val ues for the identifier, KMPID, are registered and defined in
accordance to Section 9. Note that the KMPID is case sensitive, and
it is RECOWENDED t hat values registered are | owercase letters.

3.1. SDP Extensions

This section provides an ABNF grammar (as used in [SDPnew]) for the
key managenent extensions to SDP

Note that the new definitions are conpliant with the definition of an
attribute field, i.e.,

attribute = (att-field ":" att-value) / att-field

The ABNF for the key managenent extensions (conforming to the
att-field and att-value) are as foll ows:

key-mgnt-attribute = key-mgnt-att-field key-mgnt - att - val ue

key-mgnt-att-field = "key-ngm"
key-mgnt-att-value = 0*1SP prtcl-id SP keyngnt -data
prtcl-id = KMPI D

; e.g., "mkey"
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keynmgnt - data = base64
SP = %20

where KMPID is as defined in Section 3 of this menp, and base64 is as
defined in SDP [SDPnew]. Prtcl-id refers to the set of val ues
defined for KMPID in Section 9.

The attribute MAY be used at session level, nedia level, or at both
levels. An attribute defined at nmedia | evel overrides an attribute
defined at session level. |In other words, if the media-Ieve
attribute is present, the session level attribute MJST be ignored for
this nedia. Section 4.1 describes in detail how the attributes are
used and how the SDP is handled in different usage scenarios. The
choice of the |evel depends, for example, on the particul ar key
managenment protocol. Some protocols may not be able to derive enough
key material for all the sessions; furthernore, possibly a different
protection to each session could be required. The particul ar
protocol mght achieve this only by specifying it at the nedia | evel.
Q her protocols, such as MKEY, have instead those capabilities (as
it can express nultiple security policies and derive multiple keys),
so it may use the session |evel.

3.2. RTSP Extensions

To support the key nanagenent attributes, the foll owi ng RTSP header
i s defined:

KeyMgnt = "KeyMgnt" ":" key-ngm -spec 0*("," key-ngm -spec)

key-ngnt -spec = "prot" "=" KWMPID ";" ["uri" "=" %22 URl %22 ";"]
where KMPID is as defined in Section 3 of this nmeno, "base64" as
defined in [SDPnew], and "URI" as defined in Section 3 of [RFC3986].

The "uri" paraneter identifies the context for which the key
managenent data applies, and the RTSP URI SHALL match a (session or
nedia) URI present in the description of the session. |If the RTSP
aggregated control URI is included, it indicates that the key
managenment nessage i s on session level (and similarly the RTSP nedia
control URI that it applies to the nmedia level). If no "uri"
paranmeter is present in a key-ngnt-spec the specification applies to
the context identified by the RTSP request URI

The KeyMgmt header MAY be used in the nessages and directions
described in the tabl e bel ow
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Met hod | Direction | Requirenent
DESCRI BE r esponse | S->C | RECOMVENDED
SETUP | C->S | REQUI RED

SETUP Response | S->C | REQUI RED (error)

Note: Section 4.2 describes in detail how the RTSP extensions are
used.

We define one new RTSP status code to report error due to any failure
during the key management processing (Section 4.2):

Status-Code = "463" ; Key nanagenent failure

A 463 response MAY contain a KeyMgnt header with a key nanagenent
prot ocol message that further indicates the nature of the error

4. Usage with SDP, SIP, RTSP, and SAP

This section gives rules and recommendati ons of how when to include
the defined key managenment attribute when SIP and/or RTSP are used
together with SDP

When a key nanagenent protocol is integrated with Sl P/ SDP and RTSP
the follow ng general requirenents are placed on the key managenent:

* At the current tine, it MJST be possible to execute the key
managenent protocol in at nobst one request-response nessage
exchange. Future relaxation of this requirenent is possible but
woul d i ntroduce significant conplexity for inplenmentations
supporting multi-roundtrip nechani sns.

* 1t MJST be possible fromthe SI P/ SDP and RTSP application, using
the key nanagenment API, to receive key managenent data and
i nformati on of whether or not a message is accepted.

The content of the key managenent nessages depends on the key
managenment protocol that is used. However, the content of such key
management nessages m ght be expected to be roughly as follows: the
key managenent Initiator (e.g., the offerer) includes the key
managenment data in a first message, containing the nmedia description
it should apply to. This data in general consists of the security
paraneters (including key naterial) needed to secure the

conmuni cati on, together with the necessary authentication information
(to ensure that the nessage is authentic).
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At the Responder’s side, the key nmanagenent protocol checks the
validity of the key managenent nessage, together with the

avail ability of the parameters offered, and then provides the key
managenment data to be included in the answer. This answer may
typically authenticate the Responder to the Initiator, and also state
if the initial offer was accepted or not. Certain protocols mght
require the Responder to include a selection of the security
paranmeters that he is willing to support. Again, the actual content
of such responses is dependent on the particul ar key managenent

pr ot ocol

Section 7 describes a realization of the MKEY protocol using these
nmechani sns. Procedures to be used when nmappi ng new key managenent
protocols onto this franework are described in Section 6.

4.1. Use of SDP

This section describes the processing rules for the different
applications that use SDP for the key nanagenent.

4.1.1. General Processing

The processing when SDP is used is slightly different according to
the way SDP is transported, and if it uses an offer/answer or
announcenent. The processing can be divided into four different
st eps:

1) Howto create the initial offer.
2) How to handl e a received offer.
3) How to create an answer.

4) How to handle a received answer.

It should be noted that the last two steps may not al ways be
applicabl e, as there are cases where an answer cannot or will not be
sent back.

The general processing for creating an initial offer SHALL follow the
foll owi ng acti ons:

* The identifier of the key managenment protocol used MJST be placed

inthe prtcl-id field of SDP. A table of |egal protocols
identifiers is maintained by | ANA (see Section 9).
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* The keyngnt-data field MIUST be created as follows: the key
managenment protocol MJST be used to create the key managenent
nmessage. This nessage SHALL be base64 encoded [ RFC3548] by the SDP
application and then encapsulated in the keyngnt-data attribute.
Not e though that the semantics of the encapsul ated nessage is
dependent on the key managenent protocol that is used.

The general processing for handling a received offer SHALL foll ow t he
foll owi ng acti ons:

* The key managenent protocol is identified according to the prtcl-id
field. A table of legal protocols identifiers is naintained by
| ANA (Section 9).

* The key nmnagenent data fromthe keyngnt-data field MUST be
extracted, base64 decoded to reconstruct the original nessage, and
then passed to the key managenent protocol for processing. Note
that dependi ng on key managenent protocol, sone extra paraneters
m ght al so be requested by the specific APlI, such as the
source/ destinati on network address/port(s) for the specified nedia
(however, this will be inplenmentation specific depending on the
actual APlI). The extra paraneters that a key nanagenent protoco
m ght need (other than the ones defined here) MJST be docunented,
describing their use, as well as the interaction of that key
managenent protocol with SDP and RTSP

* |f errors occur, or the key managenent offer is rejected, the
session SHALL be aborted. Possible error nessages are dependent on
the specific session establishment protocol

At this stage, the key managenent will have either accepted or
rejected the offered paraneters. This MAY cause a response nessage
to be generated, depending on the key managenent protocol and the
application scenari o.

If an answer is to be generated, the foll owi ng general actions SHALL
be perfornmed:

* The identifier of the key managenment protocol used MJST be placed
inthe prtcl-id field.

* The keyngnt-data field MIST be created as follows. The key
nmanagenent protocol MJUST be used to create the key managenent
nessage. This nessage SHALL be base64 encoded [ RFC3548] by the SDP
application and then encapsulated in the keyngnt-data attribute.
The senmantics of the encapsul ated nmessage i s dependent on the key
management protocol that is used.
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The general processing for handling a received answer SHALL fol |l ow
the follow ng actions:

* The key managenent protocol is identified according to the prtcl-id
field.

* The key managenent data fromthe keyngnt-data field MJST be
extracted, base64 decoded to reconstruct the original message, and
then passed to the key managenent protocol for processing.

* |f the key managenent offer is rejected and the intent is to re-
negotiate it, it MJST be done through another O fer/Answer
exchange. It is RECOMVENDED to NOT abort the session in that case,
but to re-negotiate using another O fer/Answer exchange. For
exanple, in [SIP], the "security precondition" as defined in
[ SPREC] solves the problemfor a session initiation. The
procedures in [SPREC] are outside the scope of this docunment. In
an established session, an additional Ofer/Answer exchange using a
re-1NVI TE or UPDATE as appropriate MAY be used

* |f errors occur, or the key nanagenment offer is rejected and there

is nointent to re-negotiate it, the session SHALL be aborted. |If
possi bl e, an error message indicating the failure SHOULD be sent
back.

QO herwise, if all the steps are successful, the normal setup
proceeds.

4.1.2. Use of SDP with O fer/ Answer and SIP

This section defines additional processing rules, to the genera
rules defined in Section 4.1.1, applicable only to applications using
SDP with the of fer/answer nmodel [OAM (and in particular SIP).

VWhen an initial offer is created, the follow ng of fer/answer-specific
procedure SHALL be appli ed:

* Before creating the key managenent data field, the list of protoco
identifiers MJST be provided by the SDP application to (each) key
management protocol, as defined in Section 4.1.4 (to defeat
bi ddi ng- down att acks).

For a received SDP of fer that contains the key nanagenent attri butes,
the follow ng offer/answer-specific procedure SHALL be appli ed:
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* Before, or in conjunction with, passing the key managenent data to
the key nanagenent protocol, the conplete |ist of protoco
identifiers fromthe offer nmessage is provided by the SDP
application to the key management protocol (as defined in Section
4.1.4).

When an answer is created, the follow ng offer/answer-specific
procedure SHALL be appli ed:

* |f the key managenent rejects the offer and the intent is to re-
negotiate it, the Answer SHOULD include the cause of failure in an

i ncl uded nmessage fromthe key managenent protocol. The
renegoti ati on MJST be done through another O fer/Answer exchange
(e.g., using [SPREC]). In an established session, it can al so be

done through a re-1NVITE or UPDATE as appropriate.

* |f the key managenent rejects the offer and the session needs to be
aborted, the answerer SHOULD return a "488 Not Acceptable Here"
nessage, optionally also including one or nore Warni ng headers (a
"306 Attribute not understood" when one of the paraneters is not
supported, and a "399 M scel |l aneous warning" with arbitrary
information to be presented to a human user or |ogged; see Section
20.43 in [SIP]). Further details about the cause of failure MAY be
described in an included nessage fromthe key nanagenent protocol
The session is then aborted (and it is up to local policy or end
user to decide how to continue).

Note that the key nanagenment attribute (related to the sane key
management protocol) MAY be present both at session | evel and at
nedi a | evel. Consequently, the process SHALL be repeated for each
such key nanagenent attribute detected. |In case the key managenent
processi ng of any such attribute does not succeed (e.g.

aut hentication failure, paraneters not supported, etc.), on either
session or nedia level, the entire session setup SHALL be aborted,
i ncluding those parts of the session that successfully conpleted
their part of the key managenent.

If nore than one key nanagenent protocol is supported, nultiple

i nstances of the key managenent attribute MAY be included in the
initial offer when using the offer/answer nodel, each transporting a
di fferent key managenent protocol, thus indicating supported

al ternatives.

If the offerer includes nore than one key nanagenent protoco
attribute at session |evel (analogous for the nedia |evel), these
SHOULD be listed in order of preference (the first being the
preferred). The answerer selects the key managenent protocol it
wi shes to use, and processes only it, on either session or nedia
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| evel, or on both, according to where located. |f the answerer does
not support any of the offerer’s suggested key nanagenent protocols,
the answerer indicates this to the offerer so a new O fer/Answer can
be triggered; alternatively, it may return a "488 Not Acceptable
Here" error nmessage, whereby the sender MJST abort the current setup
procedure.

Note that the placenment of nultiple key managenent offers in a single
nmessage has the di sadvantage that the message expands and the
conput ati onal workl oad for the offerer will increase drastically.

Unl ess the guidelines of Section 4.1.4 are followed, multiple lines
may open up bi ddi ng-down attacks. Note also that the nultiple-offer
option has been added to optim ze signaling overhead in case the
Initiator knows sonme key (e.g., a public key) that the Responder has,
but is unsure of what protocol the Responder supports. The nechani sm
is not intended to negotiate options within one and the same

pr ot ocol

The of ferer MJST include the key managenent data within an offer that
contains the nmedia description it applies to.

Re- keyi ng MUST be handl ed as a new offer, with the new proposed
paranmeters. The answerer treats this as a new offer where the key
managenent is the issue of change. The re-keying exchange MJST be
finalized before the security protocol can change the keys. The sane
key managenent protocol used in the original offer SHALL al so be used
in the new offer carrying re-keying. |f the new offer carrying re-
keying fails (e.g., the authentication verification fails), the
answerer SHOULD send a "488 Not Acceptable Here" nessage, including
one or nore Warni ng headers (at least a 306). The offerer MJST then
abort the session.

Note that, in nulticast scenarios, unlike unicast, there is only a
single view of the stream[OQAM, hence there MJST be a uniform
agreement of the security paraneters.

After the offer is issued, the offerer SHOULD be prepared to receive
nedia, as the nedia may arrive prior to the answer. However, this
brings issues, as the offerer does not know yet the answerer’s choice
interms of, e.g., algorithms, or possibly the key is known. This
can cause delay or clipping can occur; if this is unacceptable, the
of ferer SHOULD use mechani snms outsi de the scope of this docunent,
e.g., the security preconditions for SIP [ SPREC].
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4.1.3. Use of SDP with SAP

There are cases where SDP is used wi thout conforming to the
of fer/answer nodel; instead, it is a one-way SDP distribution (i.e.
wi t hout back channel), such as when used with SAP and HTTP.

The processing follows the two first steps of the general SDP
processing (see Section 4.1.1). It can be noted that the processing
in this case differs fromthe offer/answer case in that only one key
management protocol SHALL be offered (i.e., no negotiation will be
possible). This inplies that the biddi ng-down attack is not an

i ssue; therefore, the counternmeasure is not needed. The key
managenment protocol used MJST support one-way nmessages.

4.1.4. Bidding-Down Attack Prevention

The possibility to support nultiple key nanagenment protocols nay,

unl ess properly handl ed, introduce biddi ng-down attacks.

Specifically, a man-in-the-mddle could "peel off" cryptographically
strong offers (deleting the key managenent |ines fromthe nessage),

| eavi ng only weaker ones as the Responder’s choice. To avoid this,
the list of identifiers of the proposed key managenent protocols MJST
be authenticated. The authentication MJST be done separately by each
key managenent protocol

Accordingly, it MJST be specified (in the key managenent protoco
specification itself or in a compani on docunment) how the |ist of key
management protocol identifiers can be processed to be authenticated
fromthe offerer to the answerer by the specific key managenent
protocol. Note that even if only one key managenent protocol is
used, that still MJST authenticate its own protocol identifier

The list of protocol identifiers MJST then be given to each of the
sel ected (of fered) key managenent protocols by the application with

;" separated identifiers. Al the offered protocol identifiers MJST
be included, in the sanme order as they appear in the corresponding
SDP descri ption

The protocol list can formally be described as

prtcl-1list = KWMPID *(";" KMPID)

where KMPID is as defined in Section 3.

For exanple, if the offered protocols are MKEY and two yet-to-be-
i nvented protocols KEYP1, KEYP2, the SDP is:
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0
alice 2891092738 2891092738 IN | P4 | ost.exanpl e.com
Secret di scussion

—+nw o<
oI

o
o

c=IN I P4 | ost.exanpl e.com

a=key- mgnt : m key AQAFgMIXf| ABAAAAAAAAAAAAAASAYO. . .
a=key-mgnt : keypl 727gkdGCshsui SDF9sdhsdKnD/ dhsoSJokdo7eV\D. .
a=key- mgnt : keyp2 DFsnui SDSh9sdh Kksd/ dhsoddo7eOok727gWsJD. .
mraudi o 39000 RTP/ SAVP 98

a=rt pmap: 98 AMR/ 8000

mevi deo 42000 RTP/ SAVP 31

a=rt pmap: 31 H261/ 90000

The protocol list, "mkey; keypl; keyp2", would be generated fromthe
SDP description and used as input to each specified key nanagenent
protocol (together with the data for that protocol). Each of the
three protocols includes this protocol identifier list inits

aut hentication coverage (according to its protocol specification).

If nore than one protocol is supported by the offerer, it is
RECOMVENDED t hat all acceptable protocols are included in the first
of fer, rather than making single, subsequent alternative offers in
response to error nessages; see "Security Considerations”.

End-to-end integrity protection of the key-nmgnt attributes

al together, provided externally to the key managenent itself, also
protects agai nst this bidding-down attack. This is, for exanple, the
case if SIP uses S/M M [RFC3851] to end-to-end integrity protect the
SDP description. However, as this end-to-end protection is not an
assunption of the framework, the nechani sns defined in this section
SHALL be appli ed.

4.2. RTSP Usage

RTSP does not use the offer/answer nodel, as SIP does. This causes
sone problens, as it is not possible (wthout nodifying RTSP) to send
back an answer. To solve this, a new header has been introduced
(Section 3.2). This also assunes that the key managenent al so has
some kind of binding to the nmedia, so that the response to the server
wi Il be processed as required.

The server SHALL be the Initiator of the key managenent exchange for
sessions in PLAY node, i.e., transporting nedia fromserver to
client. The bel ow text describes the behavior for PLAY node. For
any other node, the behavior is not defined in this specification
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To obtain a session description, the client initially contacts the
server via a DESCRI BE nessage. The initial key nanagenent nessage
fromthe RTSP server is sent to the client in the SDP of the 200 OK
in response to the DESCRIBE. Note that only one key managemnent
protocol SHALL be used per session/nmedia level. A server MNAY allow
the SDP with key nmanagenent attribute(s) to be distributed to the
client through other neans than RTSP, although this is not specified
her e.

The "uri" paraneter of the KeyMgnt header is used to indicate for the
key managenent protocol on what context the carried nessage applies.
For key managenent nessages on the SDP session |evel, the answer MJST
contain the RTSP aggregated control URL to indicate this. For key
managenment nessages initially on SDP nedia |l evel, the key managenent
response nmessage in the KeyMgnt header MAY use the RTSP nedi a-| eve

URL. For RTSP sessions not using aggregated control, i.e., no
session-level control URI is defined, the key managenent protoco
SHALL only be invoked on individual nedia streans. 1In this case

al so, the key managenent response SHALL be on individual nedia
streans (i.e., one RTSP key managenent header per nedia).

When responding to the initial key managenment message, the client
uses the new RTSP header (KeyMgnt) to send back an answer. How this
i s done depends on the usage context:

* Key managenent protocol responses for the initial establishnent of
security paranmeters for an aggregated RTSP session SHALL be sent in
the first SETUP of the session. This means that if the key
managenment i s declared for the whole session but is set up in non-
aggregated fashion (i.e., one nedia per RTSP session), each SETUP
MUST carry the same response for the session-level context. Wen
perform ng a setup of the second or any subsequent nmedia in an RTSP
session, the same key nanagenment paraneters as established for the
first nmedia also apply to these setups.

* Key managenent responses for the initial establishment of security
paraneters for an individual media SHALL only be included in SETUP
for the correspondi ng nmedi a stream

If a server receives a SETUP nessage in which it expects a key
management message, but none is included, a "403 Forbi dden" SHOULD be
returned to the client, whereby the current setup MJST be aborted.

When the server creates an initial SDP nessage, the procedure SHALL
be the same as described in Section 4.1.1.
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The client processing of the initial SDP nessage fromthe server
SHALL follow the same procedures as described in Section 4.1.1,
except that, if there is an error, the session is aborted (no error
is sent back).

The client SHALL create the response, using the key nmanagenent header
in RTSP, as follows:

* The identifier of the key management protocol used (e.g., M KEY)
MJST be placed in the "prot" field of the header. The prot val ues
are mai ntained by 1 ANA (Section 9).

* The keyngnt-data field MIUST be created as follows: the key
managenment protocol MJST be used to create the key managenent
nmessage. This nessage SHALL be base64 encoded by the RTSP
application and then encapsulated in the "data" field of the
header. The senantics of the encapsul ated nmessage i s dependent on
the key nmanagenent protocol that is used.

* Include, if necessary, the URL to indicate the context in the "uri"
par aneter.

The server SHALL process a received key nmanagenment header in RTSP as
fol | ows:

* The key managenent protocol is identified according to the "prot"
field.

* The key managenent data fromthe "data" field MJST be extracted,
base64 decoded to reconstruct the original nmessage, and then passed
to the key nanagenent protocol for processing.

* |f the key managenent protocol is successful, the processing can
proceed according to normal rules.

* herwise, if the key managenent fails (e.g., due to authentication
failure or paranmeter not supported), an error is sent back as the
SETUP response using RTSP error code 463 (see Section 3.2) and the
session is aborted. It is up to the key nanagement protocol to
specify (within the RTSP status code nmessage or through key
management messages) details about the type of error that occurred.

Re-keying within RTSP is for further study, given that nedia updating

mechani sns within RTSP are unspecified at the tinme this docunent was
witten.
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5. Exanpl e Scenari os

The foll owi ng exanples utilize MKEY [ MKEY] as the key nanagenent
protocol to be integrated into SDP and RTSP.

5.1. Exanple 1 (S| P/ SDP)

SIP call is taking place between Alice and Bob. Alice sends an
NVI TE nessage consisting of the followi ng offer:

v=0

o=al i ce 2891092738 2891092738 IN I P4 w| and. exanpl e. com
s=Cool stuff

e=al i ce@w | and. exanpl e. com

t=0 0

c=IN I P4 w1 and. exanpl e. com

a=key- mgnt : m key AQAFgMIXf | ABAAAAAAAAAAAAAAS Ay ONQBgAAAAAGEEOO2peedhp?2
UaDX8ZE22 YWKAAAPZ@E U YWk K QGR1Y2su Y29t AQAAAAAAAQAKO0JKpgaVk Daawi 9whVBt Bt
0KZ14ymNuu62+Nv30zPLygwK/ GbAV9i ermGUI Z19f WQUQOSTr zKTAv9zV

mraudi o 49000 RTP/ SAVP 98

a=rt pmap: 98 AMR/ 8000

mevi deo 52230 RTP/ SAVP 31

a=rtpmap: 31 H261/ 90000

That is, Alice proposes to set up one audi o stream and one vi deo
streamthat run over SRTP (signaled by the use of the SAVP profile).
She uses MKEY to set up the security paranmeters for SRTP (Section
7). The M KEY nessage contains the security paraneters, together
with the necessary key material. Note that MKEY is exchanging the
crypto suite for both streans, as it is placed at the session |evel.
Al so, MKEY provides its own security, i.e., when Bob processes
Alice’s MKEY nessage, he will also find the signaling of the
security parameters used to secure the MKEY exchange. Alice’'s
endpoint’s authentication information is also carried within the

M KEY message, to prove that the nmessage is authentic. The above

M KEY nessage is an exanpl e of nessage when the pre-shared nethod

M KEY is used.

Upon receiving the offer, Bob checks the validity of the received

M KEY message, and, in case of successful verification, he accepts
the of fer and sends an answer back to Alice (with his authentication
information, and, if necessary, also sone key material fromhis
side):

v=0
o=bob 2891092897 2891092897 IN | P4 foo.exanpl e.com
s=Cool stuff

e=bob@ o0o0. exanpl e. com
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t=0 0

c=IN | P4 foo.exanpl e.com

a=key- nmgnt : m key AQEFgMIXf | ABAAAAAAAAAAAAAAYAY ONQEgAAAAAI AAALW | a2
V5QGLVdXN LmNvbQABn8HIGESBVDXFI uGEga+62AgY5cc=

mraudi o 49030 RTP/ SAVP 98

a=rt pmap: 98 AMR/ 8000

nevi deo 52230 RTP/ SAVP 31

a=rtpmap: 31 H261/ 90000

Upon receiving the answer, Alice verifies the correctness of it. In
case of success, at this point Alice and Bob share the security
paraneters and the keys needed for a secure RTP commruni cati on.

5.2. Exanple 2 (SDP)

Thi s exanpl e shows what Alice would have done if she wi shed to
protect only the audio stream She woul d have placed the MKEY line
at nedia level for the audio streamonly (al so specifying the use of
the SRTP profile there, SAVP). The semantics of the M KEY nessages
is as in the previous case, but applies only to the audio stream

v O

lice 2891092738 2891092738 I N | P4 w| and. exanpl e. com
ol stuff
i ce@w | and. exanpl e. com

~owno<
oI u
S3-Ne

o

c=IN I P4 w | and. exanpl e. com

mraudi o 49000 RTP/ SAVP 98

a=rt pmap: 98 AMR/ 8000

a=key- ngnt : m key AQAFgMIXf | ABAAAAAAAAAAAAAASAY. . .
nmevi deo 52230 RTP/ AVP 31

a=rtpmap: 31 H261/ 90000

Bob woul d then act as described in the previous exanple, including
the MKEY answer at the nedia |l evel for the audio stream (as Alice
did).
Note that even if the key nanagenment attribute were specified at the
session level, the video part would not be affected by this (as a
security profile is not used, instead the RTP/AVP profile is
si gnal ed) .

5.3. Exanple 3 (RTSP)

A client wants to set up a streaning session and requests a nedia
description fromthe stream ng server.

DESCRI BE rtsp://server.exanple.comfizzle/foo RTSP/ 1.0
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CSeq: 312
Accept: application/sdp
From user @xanpl e. com

The server sends back an OK message including an SDP description
together with the MKEY nessage. The M KEY nessage contains the

necessary security paraneters that the server is willing to offer to
the client, together with authentication information (to prove that
the nmessage is authentic) and the key material. The SAVP profile

al so signals the use of SRTP for securing the nedia sessions.

RTSP/ 1.0 200 X

CSeq: 312

Date: 23 Jan 1997 15:35:06 GVl
Cont ent - Type: application/sdp
Content-Length: 478

v=0

o=acti onnovi e 2891092738 2891092738 I N | P4 novi e. exanpl e. com
s=Action Mvie

e=acti on@rovi e. exanpl e. com

t=0 0

c=I N I P4 novi e. exanpl e. com

a=control :rtsp://novi e. exanpl e. conf acti on
a=key- mgnt : m key AQAFgMIXf | ABAAAAAAAAAAAAAAS Ay . .
mraudi o 0 RTP/ SAVP 98

a=rt pmap: 98 AMR/ 8000

a=control :rtsp://novi e. exanpl e. conf acti on/ audi o
mevi deo 0 RTP/ SAVP 31

a=rt pmap: 31 H261/ 90000

a=control :rtsp://novie. exanpl e. conf acti on/ vi deo

The client checks the validity of the received MKEY nessage, and, in
case of successful verification, it accept the message. The client
then includes its key managenent data in the SETUP request goi ng back
to the server, the client authentication information (to prove that
the nessage is authentic), and, if necessary, sonme key nateri al

SETUP rtsp://nmovi e. exanpl e. conf acti on/ audi o RTSP/ 1.0

CSeq: 313

Transport: RTP/ SAVP/ UDP; uni cast; cl i ent _port=3056- 3057

keymgnt: prot=m key; uri="rtsp://novie.exanple.confaction";
dat a=" AQEFgMIXf | ABAAAAAAAAAAAAAAYAY ONQBg. . . "

The server processes the request including checking the validity of
the key nanagenent header
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RTSP/ 1.0 200 &K

CSeq: 313

Session: 12345678

Transport: RTP/ SAVP/ UDP; uni cast; cl i ent _port=3056-3057;
server _port=5000-5001

Note that in this case the key nanagenent |ine was specified at the
session level, and the key managenment information only goes into the
SETUP related to the first stream The "uri" indicates to the server
that the context is for the whol e aggregated session the key
managenment applies. The RTSP client then proceeds setting up the
second nedia (video) in aggregation with the audio. As the two nedia
are run in aggregation and the key context was established in the
first exchange, no nore key managenent nessages are needed.

5.4. Exanple 4 (RTSP)

The use of the MKEY nessage at the nedia | evel would change the
previ ous exanple as foll ows.

The 200 OK woul d contain the two distinct SDP attri butes for MKEY at
the nmedi a | evel :

RTSP/ 1.0 200 X

CSeq: 312

Date: 23 Jan 1997 15:35:06 GMI
Cont ent - Type: application/sdp
Content - Lengt h: 561

v=0

o=acti onnovi e 2891092738 2891092738 I N | P4 novi e. exanpl e. com
s=Action Mvie

e=acti on@rovi e. exanpl e. com

t=0 0

c=I N I P4 novi e. exanpl e. com

a=control :rtsp://novi e. exanpl e. conf acti on
mraudi o 0 RTP/ SAVP 98

a=rt pmap: 98 AMR/ 8000

a=key- nmgnt : m key AQAFgMIXf | ABAAAAAAAAAAAAA, |
a=control :rtsp://novi e. exanpl e. conf acti on/ audi o
nmevi deo 0 RTP/ SAVP 31

a=rt pmap: 31 H261/ 90000

a=key- mgnt : m key AQAFgMAdI ABAAAAAAAAAAAAA. .
a=control :rtsp://novie. exanpl e. conif acti on/ vi deo
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Each RTSP header is inserted in the SETUP related to the audi o and
vi deo separately:

SETUP rtsp://movi e. exanpl e. comf acti on/ audi o RTSP/ 1.0

CSeq: 313

Transport: RTP/ SAVP/ UDP; uni cast; client _port=3056-3057

keymgnt: prot=mi key; uri="rtsp://nmovie.exanpl e.com acti on/audi o";
dat a=" AQEFgMOXf | ABAAAAAAAAAAAAA, | "

and simlarly for the video session:

SETUP rtsp://novi e. exanpl e. conf acti on/video RTSP/ 1.0

CSeq: 315

Transport: RTP/ SAVP/ UDP; uni cast; client _port=3058-3059

keymgnt: prot=mi key; uri="rtsp://nmovie.exanple.com action/vi deo"
dat a=" AQEFgMIAdI ABAAAAAAAAAAAAAA, . . "

Note: The "uri" paraneter could be excluded fromthe two SETUP
nessages in this exanple.

6. Adding Further Key Managenment Protocols

Thi s framework cannot be used with all key managenent protocols. The
key managenent protocol needs to conply with the requirenents
described in Section 4. In addition to this, the follow ng needs to
be defi ned:

* The key managenment protocol identifier to be used as the protoco
identifier should be registered at | ANA according to Section 9.

* The information that the key managenent needs from SDP and RTSP
and vice versa, as described in Section 4. The exact APl is
i mpl enentation specific, but it MJST at |east support the exchange
of the specified informtion.

* The key managenent protocol to be added MJUST be such that the
processing in Section 4 (describing its interactions with SDP and
RTSP) can be applied. Note in particular, Section 4.1.4 requires
each key managenent protocol to specify how the list of protoco
identifiers is authenticated inside that key management protocol
The key managenent MUST al ways be given the protocol identifier(s)
of the key managenent protocol (s) included in the offer in the
correct order as they appear.

Finally, it is obviously crucial to analyze possible security

i mplications induced by the introduction of a new key nanagenent
protocol in the described franmework.
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Today, the M KEY protocol [MKEY] has adopted the key managenent
extensions to work together with SIP and RTSP (see Section 7). O her
protocol s MAY use the described attribute and header, e.g., Kerberos
[ KERB]; however, this is subject to future standardi zati on.

7. Integration of MKEY

[ M KEY] describes a key managenent protocol for real-tine
applications (both for peer-to-peer comruni cation and group

conmuni cation). MKEY carries the security paranmeters needed for
setting up the security protocol (e.g., SRIP) protecting the nedia
stream MKEY can be integrated within SDP and RTSP, follow ng the
rul es and gui delines described in this docunent.

M KEY satisfies the requirenments described in Section 4. The M KEY
nmessage is formed as defined in [MKEY], then passed from MKEY to
the SDP application that base64 encodes it, and encapsulates it in
the keyngnt-data attribute. The exanples in Section 5 use M KEY,
where the semantics of the exchange is also briefly explained.

The key managenent protocol identifier (KMPID) to be used as the
protocol identifier SHALL be "m key" and is registered at | ANA; see
Section 9 for details.

The infornation that the key managenent needs from SDP and RTSP, and
vice versa, follows Section 4. To avoid biddi ng-down attacks, the
directives in Section 4.1.4 are followed. The list of protoco
identifiers is authenticated within MKEY by placing the list in a
CGeneral Extension Payl oad (of type "SDP IDs", [MKEY]), which then
automatically will be integrity protected/signed. The receiver SHALL
then match the list in the General Extension Payload with the |ist

i ncluded in SDP and SHOULD (according to policy) if they differ, or
if integrity/signature verification fails, reject the offer.

The server will need to be able to know the identity of the client
before creating and sending a M KEY nessage. To signal the (M KEY)
identity of the client to the server in the DESCRIBE, it is
RECOVMMENDED t o include the From header field in RTSP. O her nethods
to establish the identity could be using the I P address or retrieving
the identity fromthe RTSP authentication if used.

7.1. MKEY Interface

Thi s subsection descri bes some aspects, which inpl enenters SHOULD
consider. If the MKEY inplenentation is separate fromthe
SDP/ SI P/ RTSP, an application programring interface (APl) between
M KEY and those protocols is needed with certain functionality
(however, exactly what it |ooks like is inplenentation dependent).
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The foll owi ng aspects need to be consi dered:

* the possibility for MKEY to receive informati on about the sessions
negotiated. This is to sone extent inplenentation dependent. But
it is RECOVWENDED that, in the case of SRTP streans, the nunber of
SRTP streans is included (and the direction of these). It is also
RECOMVENDED to provi de the destination addresses and ports to
M KEY. When referring to streans described in SDP, M KEY SHALL
all ocate two consecutive nunmbers for the related Crypto Session
i ndexes (as each streamcan be bi-directional). An exanple: if the
SDP contains two mlines (specifying whatever direction of the
streans), and MKEY is at the session level, then MKEY all ocates,
e.g., the Crypto Sessions ldentifiers (CS IDs; see [MKEY]) '1' and
2" for the first mline, and "3 and "4 for the second mline

* the possibility for MKEY to receive incom ng MKEY nessages and
return a status code fromto the SIP/RTSP application

* the possibility for the SIP or RTSP applications to receive
information fromMKEY. This would typically include the receiving
of the Crypto Session Bundle Identifier (CSB ID, see [MKEY], to
|ater be able to identify the active MKEY session), and the SSRCs
and the rollover counter (ROC, see [SRTP]) for SRTP usage. It is
al so RECOMMENDED t hat extra informati on about errors can be
received.

* the possibility for the SIP or RTSP application to receive outgoing
M KEY nessages.

* the possibility to tear dowmm a MKEY CSB (e.g., if the SIP session
is closed, the CSB SHOULD al so be cl osed).

8. Security Considerations

The framework for transfer of key managenent data as descri bed here
is intended to provide the security paraneters for the end-to-end
protection of the nedia session. It is furthernore good practice to
secure the session setup (e.g., SDP, SIP, RTSP, SAP). However, it

m ght be that the security of the session setup is not possible to
achi eve end-to-end, but only hop-by-hop. For exanple, SIP requires
i nternedi ate proxies to have access to part of the SIP nessage, and
sonetines also to the SDP description (cf. [E2ZM), although end-to-
end confidentiality can hide bodies frominternediaries. GCenera
security considerations for the session setup can be found in SDP

[ SDPnew], SIP [SIP], and RTSP [RTSP]. The framework defined in this
meno i s useful when the session setup is not protected in an end-to-
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end fashion, but the nedia streanms need to be end-to-end protected;
hence the security paraneters (such as keys) are not wanted reveal ed
to or mani pul ated by internediaries.

The security will al so depend on the |evel of security the key
managenent protocol offers. It follows that, under the assunption
that the key nmanagenent schenes are secure, the SDP can be passed

al ong unencrypted without affecting the key managenent as such, and
the media streans will still be secure even if sone attackers gai ned
know edge of the SDP contents. Further security considerations can
be found for each key managenent protocol (for MKEY these can be
found in [MKEY]). However, if the SDP nessages are not sent
integrity protected between the parties, it is possible for an active
attacker to change attributes without being detected. As the key
management protocol may (indirectly) rely on sonme of the session
information from SDP (e.g., address information), an attack on SDP
may have indirect consequences on the key managenent. Even if the
key managenent protocol does not rely on paranmeters of SDP and wil |
not be affected by mani pul ati on of these, different denial-of-service
(DoS) attacks ainmed at SDP may | ead to undesired interruption in the
setup. See also the attacks described at the end of this section

The only integrity-protected attribute of the media streamis, in the
framewor k proposed here, the set of key managenent protocols. For
instance, it is possible to (1) swap key managenent offers across SDP
nessages, or (2) inject a previous key nanagenent offer into a new
SDP nessage. Making the (necessary) assunption that all involved key
management protocols are secure, the second attack will be detected
by replay protection nechani snms of the key managenent protocol (s).
Maki ng the further assunption that, according to nornmal best current
practice, the production of each key managenment offer is done with

i ndependent (pseudo)random choi ces (for session keys and ot her
paranmeters), the first attack will either be detected in the
Responder’s (now incorrect) verification reply nessage (if such is
used) or be a pure DoS attack, resulting in Initiator and Responder
using di fferent keys.

It is RECOWENDED for the identity at the SPD |l evel to be the one
aut henticated at the key nanagenment protocol level. However, this
m ght need to keep into consideration privacy aspects, which are out
of scope for this framework.

The use of nmultiple key managenent protocols in the same of fer may
open up the possibility of a bidding-down attack, as specified in
Section 4.1.4. To exclude such possibility, the authentication of
the protocol identifier list is used. Note though, that the security
| evel of the authenticated protocol identifier will be as high (or
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low), as the "weakest" protocol. Therefore, the offer MJST NOT
contain any security protocols (or configurations thereof) weaker
than permitted by |ocal security policy.

Note that it is inmpossible to ensure the authenticity of a declined
of fer, since even if it comes fromthe true respondent, the fact that
the answerer declines the offer usually nmeans that he does not
support the protocol (s) offered, and consequently cannot be expected
to authenticate the response either. This means that if the
Initiator is unsure of which protocol (s) the Responder supports, we
RECOMMVEND that the Initiator offers all acceptable protocols in a
single offer. |If not, this opens up the possibility for a "man-in-
the-mddle" (MTM to affect the outcone of the eventually agreed
upon protocol, by faking unauthenticated error nessages until the
Initiator eventually offers a protocol "to the liking" of the MTM
This is not really a security problem but rather a mld form of
deni al of service that can be avoided by followi ng the above
recomrendation. Note also that the declined offer could be the
result of an attacker who sits on the path and renoves all the key
managenment of fers. The biddi ng-down attack prevention, as described
above, would not work in this case (as the answerer receives no key
management attribute). Also, here it is inpossible to ensure the
authenticity of a declined offer, though here the reason is the
"peeling-off" attack. It is up to the local policy to decide the
behavior in the case that the response declines any security
(therefore, there is inpossibility of authenticating it). For
exanple, if the local policy requires a secure conmunication and
cannot accept an unsecured one, then the session setup SHALL be
abort ed.

9. | ANA Consi derations
9.1. SDP Attribute Registration

The |1 ANA has created a new subregistry for the purpose of key
managenent protocol integration with SDP

SDP Attribute Field ("att-field"):

Nane: key-mgnt-att-field

Long form key managenent protocol attribute field
Type of nane: att-field

Type of attribute: Media and session |eve

Pur pose: See RFC 4567, Section 3.

Ref er ence: RFC 4567, Section 3.1

Val ues: See RFC 4567, Sections 3.1 and 9. 3.
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9.2. RTSP Registration

The |1 ANA has created a new subregistry for the purpose of key
management protocol integration with RTSP

Fol | owi ng the guidelines of [RTSP], the registration is defined as

fol | ows:
Header nare: keyngnt
Header syntax: see RFC 4567, Section 3.2

I nt ended usage: see RFC 4567, Section 3.2

Proxy treatnment: Proxies SHALL NOT add, change, or delete the
header. The proxy does not need to read this
header .

Pur pose: see RFC 4567, Section 3

The RTSP St at us- Code "463" (RFC 4567), with the default string "Key
managenent failure", needs to be registered.

9.3. Protocol ldentifier Registration
Thi s docunent defines one new nane space, the "SDP/RTSP key
management protocol identifier", associated with the protoco
identifier, KMPID, defined in Section 3 to be used with the above
regi stered attributes in SDP and RTSP

The | ANA has created a new subregistry for the KWMPID paranmeter, wth

the following registration created initially: "mkey".

Val ue nane: m key

Long nane: Mul tinedia | nternet KEYing

Pur pose: Usage of MKEY with the key-ngnmt-att-field
attribute and the keynmgnt RTSP header

Ref er ence: Section 7 in RFC 3830

Note that this registration inplies that the protocol identifier
KMPI D, nanme space will be shared between SDP and RTSP

Further values may be regi stered according to the "Specification

Requi red" policy as defined in [ RFC2434]. Each new registration
needs to indicate the paraneter nane, and register it with | ANA

Note that the paraneter nane is case sensitive, and it is RECOMVENDED
that the nane be in |lowercase letters. For each new registration, it
is mandatory that a pernmanent, stable, and publicly accessible
docunent exists that specifies the semantics of the registered
paranmeter and the requested details of interaction between the key
management protocol and SDP, as specified in RFC 4567.
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New val ues MJST be registered with | ANA. Registrations SHALL incl ude
the follow ng information:

* Contact: the contact nane and emmil address

* Val ue name: the name of the value being registered (which MJST
conply with the KMPID as defined in Section 3)

* Long Nane: long-formnane in English
Pur pose: short explanation of the purpose of the registered nane.
Ref erence: a reference to the specification (e.g., RFC nunber)
provi ding the usage guidelines in accordance to Section 6 (and al so
conplying to the specified requirenments).
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ietf-ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is provided by the |IETF
Admi ni strative Support Activity (1ASA).

Arkko, et al. St andards Track [ Page 30]






