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Abst r act

RFC 3175 defines aggregate Resource ReSerVation Protocol (RSVP)
reservations allow ng resources to be reserved in a Diffserv network
for a given Per Hop Behavior (PHB), or given set of PHBs, froma
given source to a given destination. RFC 3175 al so defines how end-
to-end RSVP reservations can be aggregated onto such aggregate
reservations when transiting through a Diffserv cloud. There are
situations where nultiple such aggregate reservati ons are needed for
the sane source | P address, destination |IP address, and PHB (or set
of PHBs). However, this is not supported by the aggregate
reservations defined in RFC 3175. In order to support this, the
present document defines a nore flexible type of aggregate RSVP
reservations, referred to as generic aggregate reservation. Miltiple
such generic aggregate reservati ons can be established for a given
PHB (or set of PHBs) froma given source |P address to a given
destination | P address. The generic aggregate reservati ons may be
used to aggregate end-to-end RSVP reservations. This docunment also
defines the procedures for such aggregation. The generic aggregate
reservations may al so be used end-to-end directly by end-systens
attached to a Diffserv network.
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1.

| ntroducti on

[ RSVP- AGGE defines RSVP aggregate reservations that allow resources
to be reserved in a Diffserv network for a flow characterized by its
3-tupl e <source | P address, destination |IP address, Diffserv Code
Poi nt >.

[ RSVP- AGGE al so defines the procedures for aggregation of end-to-end
(E2E) RSVP reservations onto such aggregate reservati ons when
transiting through a Diffserv cloud. Such aggregation is illustrated
in Figure 1. This docunent reuses the term nology defined in

[ RSVP- AT .

/ Aggr egati on \
|-~ | Regi on | |-~
H-| RO\ |-me- | RS | /] R|-->H
H-l W I -~ | /7] ]-->H
|-\ RN |1 | |11
| Agg |::::::::::::::::::::::>| Deag |
I R | | |\

Ho--oo--- I | 1--- |---1 | AACEEEEEEE >H
H------- [ ]----- | | ------ | \-------- >H
| |
\ /

H = Host requesting end-to-end RSVP reservations
R = RSVP router

Agg = Aggr egat or

Deag = Deaggr egat or

I = Interior Router

--> = E2E RSVP reservation

==> = Aggregate RSVP reservation

Figure 1 : Aggregation of E2E Reservations
over Aggregate RSVP Reservations

These aggregate reservations use a SESSION type specified in

[ RSVP- AGE that contains the receiver (or Deaggregator) |P address
and the Diffserv Code Point (DSCP) of the Per Hop Behavior (PHB) from
which Diffserv resources are to be reserved. For exanmple, in the
case of |1 Pv4, the SESSI ON object is specified as:

Le Faucheur, et al. St andards Track [ Page 3]



RFC 4860 CGeneri c Aggregate RSVP Reservations May 2007

o Class = SESSI O\
C- Type = RSVP- AGGREGATE- | P4

S S S S +
| | Pv4 Session Address (4 bytes)

T T T T +
| 1111HrrrT Fl ags | 111 DSCP |
B - B - B - B - +

These aggregate reservati ons use SENDER TEMPLATE and FI LTER SPEC
types, specified in [RSVP-AGE, that contain only the sender (or
Aggregator) | P address. For exanple, in the case of IPv4, the
SENDER TEMPLATE obj ect is specified as:

0o (O ass = SENDER TEMPLATE,
C- Type = RSVP- AGGREGATE- | P4

S S S S +
| | Pv4 Aggregator Address (4 bytes) |
Fom e Fom e Fom e Fom e +

Thus, it is possible to establish, froma given source |P address to
a given destination |IP address, separate such aggregate reservations
for different PHBs (or different sets of PHBs). However, froma

gi ven source | P address to a given IP destination address, only a
singl e [ RSVP- AGG aggregate reservation can be established for a
given PHB (or given set of PHBs).

Situations have since been identified where multiple such aggregate
reservations are needed for the same source | P address, destination

| P address, and PHB (or set of PHBs). One exanple is where E2E
reservations using different preenption priorities (as per

[ RSVP- PREEMP] ) need to be aggregated through a Diffserv cloud using
the sane PHB. Using nultiple aggregate reservations for the sane PHB
all ows enforcenment of the different preenption priorities within the
aggregation region. In turn, this allows nore efficient managenent
of the Diffserv resources, and in periods of resource shortage, this
al l ows sustai nment of a |arger nunber of E2E reservations with higher
preenption priorities.

For exanple, [SIG NESTED] discusses in detail how end-to-end RSVP
reservations can be established in a nested VPN environnent through
RSVP aggregation. |In particular, [SIG NESTED] describes how nultiple
paral | el generic aggregate reservations (for the same PHB), each with
di fferent preenption priorities, can be used to efficiently support
the preenption priorities of end-to-end reservations.
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Thi s docunent addresses this requirenent for nultiple aggregate
reservations for the sane PHB (or sane set of PHBs), by defining a
nore flexible type of aggregate RSVP reservations, referred to as
generi c aggregate reservations. This is achieved primarily by addi ng
the notions of a Virtual Destination Port and of an Extended Virtua
Destination Port in the RSVP SESSI ON obj ect.

The notion of Virtual Destination Port was introduced in [RSVP-1PSEC
to address a simlar requirement (albeit in a different context) for
identification and denul tipl exi ng of sessions beyond the IP
destinati on address. This docunent reuses this notion from

[ RSVP-1PSEC] for identification and demultiplexing of generic
aggregat e sessions beyond the | P destination address and PHB. This
allows nultiple generic aggregate reservations to be established for
a given PHB (or set of PHBs), froma given source |IP address to a

gi ven destination | P address.

[ RSVP-TE] introduced the concept of an Extended Tunnel ID (in
addition to the tunnel egress address and the Tunnel ID) in the
SESSI ON obj ect used to establish MPLS Traffic Engi neering tunnels
with RSVP. The Extended Tunnel 1D provides a very convenient
mechani sm for the tunnel ingress node to narrow the scope of the
session to the ingress-egress pair. The ingress node can achieve
this by using one of its own |IP addresses as a gl obally unique
identifier and including it in the Extended Tunnel ID and therefore
within the SESSI ON object. This docunent reuses this notion of

Ext ended Tunnel 1D from|[RSVP-TE], sinply renaming it Extended
Virtual Destination Port. This provides a convenient mechanismto
narrow the scope of a generic aggregate session to an Aggregator-
Deaggregator pair

The RSVP SESSI ON obj ect for generic aggregate reservations uses the
PHB | dentification Code (PHB-1D) defined in [PHB-ID] to identify the
PHB, or set of PHBs, fromwhich the Diffserv resources are to be
reserved. This is instead of using the Diffserv Code Point (DSCP) as
per [RSVP-AGF. Using the PHB-ID instead of the DSCP all ows explicit
i ndi cation of whether the Diffserv resources belong to a single PHB
or to a set of PHBs. It also facilitates handling of situations
where a generic aggregate reservation spans two (or nore) Diffserv
domai ns that use different DSCP val ues for the same Diffserv PHB (or
set of PHBs) from which resources are reserved. This is because the
PHB-I D al |l ows conveying of the PHB (or set of PHBs) independently of
what DSCP val ue(s) are used locally for that PHB (or set of PHBs).

The generic aggregate reservations nay be used to aggregate end-to-
end RSVP reservations. This docunent al so defines the procedures for
such aggregation. These procedures are based on those of [RSVP-AGS,
and this docunent only specifies the differences fromthose.
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The generic aggregate reservations nay al so be used end-to-end
directly by end-systens attached to a Diffserv network.

1.1. Related | ETF Docunents

This docunent is heavily based on [RSVP-AGF. It reuses [RSVP-AGH
wher ever applicable and only specifies the necessary extensions
beyond [ RSVP- AT .

The nechani snms defined in [BWREDUC] allow an existing reservation to
be reduced in allocated bandwi dth by RSVP routers in lieu of tearing
that reservation down. These nechanisns are applicable to the
generi c aggregate reservations defined in the present documnent.

[ RSVP- TUNNEL] descri bes a general approach to running RSVP over
various types of tunnels. One of these types of tunnel, referred to
as a "type 2 tunnel”, has sone simlarity with the generic aggregate
reservations described in this docunent. The simlarity stens from
the fact that a single, aggregate reservation is made for the tunne
whil e many individual flows are carried over that tunnel. However,

[ RSVP- TUNNEL] does not address the use of Diffserv-based
classification and scheduling in the core of a network (between
tunnel endpoints), but rather relies on a UDP/IP tunnel header for
classification. This is why [RSVP-AGE required additional objects
and procedures beyond those of [RSVP-TUNNEL]. Like [RSVP-AGEH, this
document al so assunmes the use of Diffserv-based classification and
scheduling in the aggregation region and, thus, requires additiona
obj ects and procedures beyond those of [RSVP-TUNNEL].

As explained earlier, this docunent reuses the notion of Virtua
Destination Port from[RSVP-I1PSEC] and the notion of Extended Tunne
I D from [ RSVP-TE] .

1.2. Oganization O This Docunent

Section 2 defines the new RSVP objects related to generic aggregate
reservations and to aggregati on of E2E reservations onto those.
Section 3 describes the processing rules for handling of generic
aggregate reservations. Section 4 specifies the procedures for
aggregati on of end-to-end RSVP reservati ons over generic aggregate
RSVP reservations. Section 5 provides exanpl e usage of how the
generi c aggregate reservati ons may be used.

The Security Considerations and the | ANA Consi derations are di scussed
in Sections 6 and 7, respectively.
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Final |y, Appendix A provides an exanple signaling flow that
illustrates aggregation of E2E RSVP reservations onto generic
aggregat e RSVP reservations.

1.3. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ KEYWORDS] .

2. Object Definition

Thi s docunent reuses the RSVP- AGGREGATE-| P4 FI LTER SPEC, RSVP-
AGCGREGATE- | P6 FI LTER SPEC, RSVP- AGGREGATE- | P4 SENDER TEMPLATE, and
RSVP- AGGREGATE- | P6 SENDER TEMPLATE obj ects defined in [ RSVP- AGF .

Thi s docunent defi nes:

- two new obj ects (CGENERI G- AGGREGATE- | P4 SESSI ON and GENERI C-
AGGREGATE- | P6 SESSI ON) under the existing SESSION C ass, and

- two new objects (GENERI C-AGG | P4- SO and GENERI C- AGG | P6- SO )
under a new SESSI ON- OF- | NTEREST Cl ass.

Detail ed description of these objects is provided belowin this
secti on.

The GENERI G- AGGREGATE- | P4 SESSI ON and GENERI C- AGGREGATE- | P6 SESSI ON
objects are applicable to all types of RSVP nessages.

Thi s specification defines the use of the GENERI C-AGG | P4- SO and
GENERI C- AGG- | P6- SO objects in two circunstances:

- inside an E2E Pat hErr nmessage that contains an error code of
NEW AGGREGATE- NEEDED i n order to convey the session of a new
generi c aggregate reservation that needs to be established.

- inside an E2E Resv nessage in order to convey the session of the
generi c aggregate reservation onto which this E2E reservation
needs to be mapped.

Details of the correspondi ng procedures can be found in Section 4.

However, it is envisioned that the ability to signal, inside RSVP
nessages, the Session of another reservation (which has sone

relati onship with the current RSVP reservation) m ght have sonme ot her
applicability in the future. Thus, those objects have been specified
in a nore generic nmanner under a flexible SESSI ON- O | NTEREST cl ass.
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Al the new objects defined in this docunment are optional wth
respect to RSVP so that general RSVP inplenentations that are not
concerned with generic aggregate reservations do not have to support
these objects. RSVP routers supporting generic aggregate |Pv4 or

| Pv6 reservati ons MJST support the GENERI C- AGGREGATE- | P4 SESSI ON

obj ect or the GENERI C- AGGREGATE-| P6 SESSI ON obj ect, respectively.
RSVP routers supporting RSVP aggregati on over generic aggregate |Pv4
or | Pv6 reservati ons MJST support the GENERI C- AGG | P4- SO object or
GENERI C- AGG | P6- SO obj ect, respectively.

2.1. SESSION C ass

0 GENERI C- AGGREGATE- | P4 SESSI ON obj ect :
Class = 1 (SESSION

C Type = 17
0 78 15 16 23 24 31
S S S S +
| | Pv4 Dest Address (4 bytes) |
Fom e Fom e Fom e Fom e +
| Reserved | Fl ags | PHB- | D |
Fom e e e e oo - Fom e e e e oo - Fom e e e e oo - Fom e e e e oo - +
| Reser ved | vDst Por t |
S S S S +
| Ext ended vDst Port |
Fom e Fom e Fom e Fom e +
0 78 15 16 23 24 31

| Pv4 Dest Address (I Pv4 Destination Address)
| Pv4 address of the receiver (or Deaggregator).
Reserved

An 8-bit field. Al bits MIST be set to 0 on transmt. This
field MIUST be ignored on receinpt.

Fl ags
An 8-bit field. The content and processing of this field are the

same as for the Flags field of the |IPv4/UDP SESSI ON obj ect (see
[RSVP] ).
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PHB- | D (Per Hop Behavi or Identification Code)

A 16-bit field containing the Per Hop Behavior Identification Code
of the PHB, or of the set of PHBs, fromwhich D ffserv resources
are to be reserved. This field MJST be encoded as specified in
Section 2 of [PHB-1D].

Reser ved

A 16-bit field. Al bits MIST be set to 0 on transmit. This
field MIUST be ignored on receinpt.

VDst Port (Virtual Destination Port)

A 16-bit identifier used in the SESSION that remains constant over
the life of the generic aggregate reservation

Ext ended vDstPort (Extended Virtual Destination Port)

A 32-bit identifier used in the SESSION that remains constant over
the life of the generic aggregate reservation. A sender (or
Aggregator) that w shes to narrow the scope of a SESSION to the
sender-recei ver pair (or Aggregator-Deaggregator pair) SHOULD
place its I Pv4 address here as a network unique identifier. A
sender (or Aggregator) that w shes to use a commpn session with

ot her senders (or Aggregators) in order to use a shared
reservati on across senders (or Aggregators) MJST set this field to
all zeros.

0 GENERI C- AGGREGATE- | P6 SESSI ON obj ect :

Class = 1 (SESSI ON)
C Type = 18

Le Faucheur, et al. St andards Track [ Page 9]



RFC 4860 CGeneri c Aggregate RSVP Reservations May 2007

0 78 15 16 23 24 31
Fom e Fom e Fom e Fom e +
| |
+ +
| |
+ | Pv6 Dest Address (16 bytes) +
| |
+ +
| |
S S S S +
| Reserved | Fl ags | PHB- | D
T T T T +
| Reserved | vDst Port |
Fom e Fom e Fom e Fom e +
| |
+ +
| Ext ended vDst Port |
+ +
| (16 bytes) |
+ +
| |
B i I R R I i i T ik ST O I T i TR SR S TR SR T R i

0 78 15 16 25 26 31

| Pv6 Dest Address (I Pv6 Destination Address)
| Pv6 address of the receiver (or Deaggregator).
Reser ved

An 8-bit field. Al bits MJST be set to 0 on transmt. This
field MIUST be ignored on receinpt.

Fl ags
An 8-bit field. The content and processing of this field are the
sanme as for the Flags field of the | Pv6/UDP SESSI ON obj ect (see
[ RSVP]).

PHB- I D (Per Hop Behavior Identification Code)
A 16-bit field containing the Per Hop Behavior Identification Code
of the PHB, or of the set of PHBs, from which Diffserv resources

are to be reserved. This field MUST be encoded as specified in
Section 2 of [PHB-1D.
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Reser ved

A 16-bit field. Al bits MJST be set to O on transnit. This
field MJUST be ignored on receinpt.

VDst Port (Virtual Destination Port)

A 16-bit identifier used in the SESSION that renai ns constant over
the life of the generic aggregate reservation.

Ext ended vDstPort (Extended Virtual Destination Port)

A 128-bit identifier used in the SESSION that renmmi ns constant
over the life of the generic aggregate reservation. A sender (or
Aggregator) that wi shes to narrow the scope of a SESSION to the
sender-recei ver pair (or Aggregator-Deaggregator pair) SHOULD
place its I Pv6 address here as a network unique identifier. A
sender (or Aggregator) that w shes to use a commpn session wth

ot her senders (or Aggregators) in order to use a shared
reservation across senders (or Aggregators) MJST set this field to
all zeros.

2.2. SESSI ON-OF- I NTEREST (SO) d ass

0 GENERI C- AGG- | P4- SO obj ect :

Class = 132

CType =1
0 78 15 16 23 24 31
S S S S +
| | SO | GEN- AGG | P4- |
| Lengt h (bytes) | Cdass-Num |SO C Type |
R R R R +

Content of a CENERI C- AGGREGATE- | P4 SESSI ON bj ect :

This field contains a copy of the SESSI ON object of the session
that is of interest for the reservation. 1In the case of a
GENERI G- AGG- | P4-SO, the session of interest conveyed in this
field is a GENERI C- AGGREGATE- | P4 SESSI ON.
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0 GENERI C- AGG- | P6- SO obj ect :

Class = 132

C Type = 2
0 78 15 16 23 24 31
S S S S +
| | SO | GEN- AGG | P6- |
| Length (bytes) | dass-Num |SO C Type |
R R R R +

Content of a CENERI C- AGGREGATE- | P6 SESSI ON bj ect :

This field contains a copy of the SESSI ON object of the session
that is of interest for the reservation. 1In the case of a
GENERI C- AGG- | P6-SO, the session of interest conveyed in this
field is a GENERI C- AGGREGATE- | P6 SESSI ON.

For exanple, if a SESSI ON- OF- | NTEREST object is used inside an E2E
Resv nessage (as per the procedures defined in Section 4) to indicate
whi ch generic aggregate | Pv4 session the E2E reservation is to be
mapped onto, then the GENERI C-AGG | P4- SO object will be used, and it

will be encoded |ike this:

0 7 8 15 16 23 24 31
S S S S +
| | SO | GEN- AGG | P4- |
| Length (bytes) | Cdass-Num | SO C Type |
Fom e Fom e Fom e Fom e +
| | Pv4 Dest Address (4 bytes) |
Fom e e e e oo - Fom e e e e oo - Fom e e e e oo - FomFom e e oo - +
| Reserved | Fl ags | PHB- | D |
S S S S +
| Reserved | vDst Port |
Fom e Fom e Fom e Fom e +
| Ext ended vDst Port |
Fom e e e e oo - Fom e e e e oo - Fom e e e e oo - Fom e e e e oo - +

0 78 15 16 23 24 31

Not e that a SESSI ON- OF- | NTEREST object is not a SESSION object in
itself. It does not replace the SESSI ON object in RSVP nessages. It
does not nodify the usage of the SESSI ON object in RSVP nessages. It
simply all ows conveying the Session of another RSVP reservation

i nsi de RSVP signaling nessages, for some particular purposes. 1In the
context of this docunent, it is used to convey, inside an E2E RSVP
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nessage pertaining to an end-to-end reservation, the Session of a
generi c aggregate reservation associated with the E2E reservati on.
Details for the corresponding procedures are specified in Section 4.

3. Processing Rules for Handling Generic Aggregate RSVP Reservations

This section presents extensions to the processing of RSVP nessages
required by [RSVP] and presented in [ RSVP-PROCESS]. These extensions
are required in order to properly process the GENERI C- AGGREGATE- | P4
or GENERI C- AGGREGATE- | P6 SESSI ON obj ect and the RSVP- AGGREGATE- | P4 or
RSVP- AGGREGATE- | P6 FI LTER_SPEC obj ect. Values for referenced error
codes can be found in [RSVP]. As with the other RSVP docunents,

val ues for internally reported (API) errors are not defined.

When referring to the new GENERI C- AGCREGATE- | P4 and CGENERI C-
AGCREGATE- | P6 SESSI ON obj ects, IP version will not be included, and
they will be referred to sinmply as GENERI G- AGGREGATE SESSI ON, unl ess
a specific distinction between IPv4 and | Pv6 is bei ng nade.

When referring to the [ RSVP- AGGH RSVP- AGCREGATE- | P4 and RSVP-
AGGREGATE- | P6 SESSI ON, FILTER _SPEC, and SENDER TEMPLATE objects, IP
version will not be included, and they will be referred to sinmply as
RSVP- AGGREGATE, unless a specific distinction between | Pv4 and | Pv6
i s being made.

3.1. Extensions to Path and Resv Processing
The foll owi ng PATH nessage processi ng changes are defi ned:

o When a session is defined using the GENERI C- AGGREGATE SESSI ON
object, only the [ RSVP- AGH RSVP- AGGREGATE SENDER TEMPLATE nay
be used. Wen this condition is violated in a PATH nessage
recei ved by an RSVP end-station, the RSVP end-station SHOULD
report a "Conflicting G Type" APl error to the application.

VWhen this condition is violated in a PATH nessage received by an
RSVP router, the RSVP router MJST consider this as a nessage
formatting error.

o For PATH nessages that contain the GENERI C- AGGREGATE SESSI ON
object, the VDstPort val ue, the Extended VDstPort val ue, and the
PHB- | D val ue should be recorded (in addition to the
desti nati on/ Deaggr egat or address and source/ Aggr egat or address).
These val ues formpart of the recorded state of the session.

The PHB-1D may need to be passed to traffic control; however the
vDst Port and Extended VDstPort are not passed to traffic control
since they do not appear inside the data packets of the
correspondi ng reservation.
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4.

The foll owi ng changes to RESV nessage processing are defined:

o When a RESV nessage contains a [ RSVP- AGG RSVP- AGGREGATE
FI LTER SPEC, the session MJST be defined using either the RSVP-
AGCREGATE SESSI ON obj ect (as per [RSVP-AGE ) or the GENERI C
AGCREGATE SESSI ON obj ect (as per this docunent). |If this
condition is not nmet, an RSVP router or end-station MJST
consider that there is a nmessage formatting error.

o When t he RSVP- AGGREGATE FILTER SPEC i s used and the SESSI ON type
i s GENERI C- AGGREGATE, each node uses data classifiers as per the
fol | owi ng:

* to performDiffserv classification the node MIST rely on the
Diffserv data classifier based on the DSCP only. The rel evant
DSCP val ue(s) are those that are associated with the PHB-I1D of
the generic aggregate reservation.

* |f the node al so needs to performfine-grain classification
(for exanple, to performfine-grain input policing at a trust
boundary) then the node MJST create a data classifier
descri bed by the 3-tuple <Dest Address, SrcAddress, DSCP>.

The rel evant DSCP val ue(s) are those that are associated with
the PHB-I1D of the generic aggregate reservation.

Note that if nultiple generic aggregate reservations are
established with different Virtual Destination Ports (and/or
di fferent Extended Virtual Destination Ports) but with the
sane <Dest Address, SrcAddress, PHB-1D>, then those cannot be
di stingui shed by the classifier. |If the router is using the
classifier for policing purposes, the router will therefore
pol i ce those together and MJUST programthe policing rate to
the sum of the reserved rate across all the correspondi ng
reservati ons.

Procedures for Aggregation over Generic Aggregate RSVP Reservations

The procedures for aggregati on of E2E reservati ons over generic
aggregate RSVP reservations are the sane as the procedures specified
in [RSVP-AGEH with the exceptions of the procedure changes listed in
this section.

As specified in [ RSVP-AGG, the Deaggregator is responsible for
mappi ng a gi ven E2E reservation on a given aggregate reservation.
The Deaggregator requests establishnent of a new aggregate
reservation by sending to the Aggregator an E2E Pat hErr nessage with
an error code of NEW AGGREGATE- NEEDED. |In [RSVP-AGEH, the
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Deaggregat or conveys the DSCP of the new requested aggregate
reservation by including a DCLASS Object in the E2E Pat hErr and
encodi ng the correspondi ng DSCP i nside. This docurment nodifies and
extends this procedure. The Deaggregator MJST include in the E2E
Pat hErr nmessage a SESSI ON- OF- | NTEREST obj ect that contains the
GENERI C- AGCREGATE SESSION to be used for establishment of the
requested generic aggregate reservation. Since this GENERI C
AGCREGATE SESSI ON contains the PHB-1D, the DCLASS object need not be
i ncluded in the Pat hErr nmessage.

Note that the Deaggregator can easily ensure that different
Aggregators use different sessions for their Aggregate Path towards a
gi ven Deaggregator. This is because the Deaggregator can easily

sel ect VDstPort and/or Extended VDstPort numbers which are different
for each Aggregator (for exanple, by using the Aggregator address as
the Extended VDstPort) and can comunicate those inside the GENERI C
AGGREGATE SESSI ON i ncluded in the SESSI ON OF- | NTEREST object. This
provi des an easy solution to establish separate reservations from
every Aggregator to a given Deaggregator. Conversely, if reservation
shari ng were needed across nultiple Aggregators, the Deaggregator
could facilitate this by allocating the same VDstPort and Extended
VDst Port to the nultiple Aggregators, and thus including the sane
GENERI C- AGGREGATE SESSI ON i nsi de the SESSI ON- OF- | NTEREST obj ect in
the E2E Pat hErr nessages sent to these Aggregators. The Aggregators
could then all establish an Aggregate Path with the sane GENERI C-
AGGREGATE SESSI ON.

Therefore, various sharing scenarios can easily be supported.
Policies followed by the Deaggregator to determ ne which Aggregators
need shared or separate reservations are beyond the scope of this
docunent .

The Deaggregator MAY also include in the E2E Pat hErr nessage (with an
error code of NEW AGGREGATE- NEEDED) additional RSVP objects which are
to be used for establishnent of the newWy needed generic aggregate
reservation. For exanple, the Deaggregator MAY include in the E2E
Pat hErr an RSVP Signal ed Preenption Priority Policy Elenment (as
specified in [ RSVP- PREEMP] ).

The [ RSVP- AGE procedures for processing of an E2E Pat hErr nessage
received with an error code of NEW AGGREGATE- NEEDED by t he Aggregat or
are extended correspondingly. On receipt of such a nessage

contai ni ng a SESSI ON- OF- | NTEREST obj ect, the Aggregator MJST trigger
establ i shnent of a generic aggregate reservation. |In particular, it
MJST start sending aggregate Path nessages with the GENERI C- AGGREGATE
SESSI ON found in the received SESSI ON- OF- | NTEREST obj ect. Wen an
RSVP Si gnal ed Preenption Priority Policy Elenent is contained in the
recei ved E2E Pat hErr nessage, the Aggregator MJST include this object
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in the Aggregate Path for the correspondi ng generic aggregate
reservation. Wen other additional objects are contained in the
recei ved E2E Pat hErr message and those can be unanbi guously
interpreted as related to the new needed generic aggregate
reservation (as opposed to related to the E2E reservation), the
Aggregat or SHOULD i nclude those in the Aggregate Path for the
correspondi ng generic aggregate reservation. The Aggregator MJST use
as the Source Address (i.e., as the Aggregator Address in the Sender-
Tenpl ate) for the generic aggregate reservation, the address it uses
to identify itself as the PHOP (RSVP previous hop) when forwarding
the E2E Path nessages corresponding to the E2E Pat hErr nessage.

The Deaggregator foll ows the sanme procedures as described in

[ RSVP- AGE for establishing, maintaining and clearing the aggregate
Resv state. However, a Deaggregator behaving according to the
present specification MJST use the generic aggregate reservations and
hence use the CGENERI C- AGGREGATE SESSI ON specified earlier in this
docunent .

Thi s docunent al so nodifies the procedures of [RSVP-AGEH related to
exchange of E2E Resv messages between Deaggregator and Aggregator.
The Deaggregator MJST include the new SESSI ON- OF- | NTEREST obj ect in
the E2E Resv nessage, in order to indicate to the Aggregator the
generi c aggregate session to map a given E2E reservation onto.
Agai n, since the GENERI C- AGGREGATE SESSI ON (i ncluded in the SESSI OMN
OF- | NTEREST obj ect) contains the PHB-1D, the DCLASS object need not
be included in the E2E Resv nessage. The Aggregator MJST interpret
the SESSI ON- OF- | NTEREST obj ect in the E2E Resv as indicating which
generi c aggregate reservati on session the correspondi ng E2E
reservation is mapped onto. The Aggregator MJST not include the
SESSI ON- OF- | NTEREST obj ect when sendi ng an E2E Resv upstream towar ds
t he sender.

Based on rel evant policy, the Deaggregator may deci de at some point
that an aggregate reservation is no | onger needed and should be torn
down. In that case, the Deaggregator MJST send an aggregate
ResvTear. On receipt of the aggregate ResvTear, the Aggregator
SHOULD send an aggregate PathTear (unless the relevant policy
instructs the Aggregator to do otherwise or to wait for sone tine
bef ore doing so, for exanmple in order to speed up potential re-
establ i shnent of the aggregate reservation in the future).

[ RSVP- AGG descri bes how t he Aggregator and Deaggregator can

comuni cate their respective identities to each other. For exanple,
the Aggregator includes one of its |IP addresses in the RSVP HOP
object in the E2E Path that is transnmitted downstream and received by
the Deaggregator once it traversed the aggregation region

Simlarly, the Deaggregator identifies itself to the Aggregator by
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i ncluding one of its IP addresses in various fields, including the
ERROR SPECI FI CATI ON of the E2E Pat hErr nessage (containing the NEW
AGGREGATE- NEEDED Error Code) and in the RSVP HOP object of the E2E
Resv nessage. However, [RSVP-AGH does not discuss which IP
addresses are to be selected by the Aggregator and Deaggregator for
such purposes. Because these addresses are intended to identify the
Aggr egat or and Deaggregator and not to identify any specific
interface on these devices, this document RECOMMENDS that the

Aggr egat or and Deaggregat or SHOULD use interface-i ndependent
addresses (for example, a | oopback address) whenever they communicate
their respective identities to each other. This ensures that
respective identification of the Aggregator and Deaggregator is not

i npacted by any interface state change on these devices. |n turn
this results in nore stable operations and consi derably reduced RSVP
signaling in the aggregation region. For exanple, if interface-

i ndependent addresses are used by the Aggregator and the
Deaggregator, then a failure of an interface on these devices nmay
sinmply result in the rerouting of a given generic aggregate
reservation, but will not result in the generic aggregate reservation
having to be torn down and another one established. Moreover, it

will not result in a change of mappi ng of E2E reservations on generic
aggregate reservations (assunm ng the Aggregator and Deaggregat or

still have reachability after the failure, and the Aggregator and
Deaggregator are still on the shortest path to the destination).

However, when identifying themselves to real RSVP neighbors (i.e.

nei ghbors that are not on the other side of the aggregation region),
the Aggregator and Deaggregator SHOULD continue using interface-
dependent addresses as per regular [RSVP] procedures. This applies
for exanpl e when the Aggregator identifies itself downstreamas a
PHOP for the generic aggregate reservation or identifies itself
upstream as a NHOP (RSVP next hop) for an E2E reservation. This also
appl i es when the Deaggregator identifies itself downstream as a PHOP
for the E2E reservation or identifies itself upstreamas a NHOP for
the generic aggregate reservation. As part of the processing of
generi c aggregate reservations, interior routers (i.e., routers

wi thin the aggregation region) SHOULD continue using interface-
dependent addresses as per regular [RSVP] procedures.

More generally, within the aggregation region (i.e., between

Aggr egat or and Deaggregator) the operation of RSVP shoul d be nodel ed
with the notion that E2E reservations are nmapped to aggregate
reservations and are no |longer tied to physical interfaces (as was
the case with regular RSVP). However, generic aggregate reservations
(within the aggregation region) as well as E2E reservations (outside
the aggregation region) retain the nodel of regular RVSP and renain
tied to physical interfaces.
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As di scussed above, generic aggregate reservations nmay be established
edge-to-edge as a result of the establishnent of E2E reservations
(fromoutside the aggregation region) that are to be aggregated over
the aggregati on region. However, generic aggregate reservati ons may
al so be used end-to-end by end-systens directly attached to a

Di ffserv domain, such as Public Switched Tel ephone Network (PSTN)
gateways. |In that case, the generic aggregate reservati ons may be
establ i shed by the end-systens in response to application-I|eve
triggers such as voice call signaling. Alternatively, generic
aggregate reservations may al so be used edge-to-edge to nanage

bandwi dth in a Diffserv cloud even if RSVP is not used end-to-end. A
si mpl e exanpl e of such a usage would be the static configuration of a
generi c aggregate reservation for a certain bandwidth for traffic
froman ingress (Aggregator) router to an egress (Deaggregator)
router.

In this case, the establishment of the generic aggregate reservations
is controlled by configuration on the Aggregator and on the
Deaggregator. Configuration on the Aggregator triggers generation of
the aggregate Path nessage and provides sufficient information to the
Aggregator to derive the content of the CGENERI C- AGGREGATE SESSI ON
object. This would typically include Deaggregator |P address, PHB-I1D
and possibly VDstPort. Configuration on the Deaggregator would

i nstruct the Deaggregator to respond to a received generic aggregate
Pat h nessage and woul d provide sufficient information to the
Deaggregator to control the reservation. This nay include bandw dth
to be reserved by the Deaggregator (for a given <Deaggregator,

PHB-1 D, VDstPort> tuple).

In the absence of E2E m crofl ow reservations, the Aggregator can use
a variety of policies to set the DSCP of packets passing into the
aggregation region and how they are napped onto generic aggregate
reservations, thus determ ning whether they gain access to the
resources reserved by the aggregate reservation. These policies are
a matter of |ocal configuration, as is typical for a device at the
edge of a Diffserv cloud.
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5. Exanple Usage O Miltiple Generic Aggregate Reservations per PHB
froma G ven Aggregator to a G ven Deaggregat or

Let us consider the environment depicted in Figure 2 below. RSVP
aggregation is used to support E2E reservati ons between d oud- 1,
Cl oud-2, and d oud- 3.

| doud-11 | doud-2 |
[----me--- I [----me--- I
| |
Agg- Deag-1------------ Agg- Deag- 2
/ Aggr egati on |
| Regi on |
| |
| ---
\ /
\ Agg- Deag-3--------- /
|
I I
I  Coud-3 I

Figure 2 : Exanple Usage of Ceneric Aggregate |P Reservations
Let us assune that:

o The E2E reservations from Cl oud-1 to C oud-3 have a preenption
of either P1 or P2.

o The E2E reservations from d oud-2 to C oud-3 have a preenption
of either P1 or P2.

o The E2E reservations are only for Voice (which needs to be
treated in the aggregation region using the EF -Expedited
For war di ng- PHB) .

o Traffic fromthe E2E reservations is encapsul ated i n aggregate
| P reservations from Aggregator to Deaggregator using Ceneric
Rout i ng Encapsul ati on [ GRE] tunneling.

Then, the follow ng generic aggregate RSVP reservati ons may be
establ i shed from Agg-Deag-1 to Agg-Deag-3 for aggregation of the end-
to-end RSVP reservations:

(1) Afirst generic aggregate reservation for aggregation of Voice
reservations fromdCoud-1 to Coud-3 requiring use of Pl:

Le Faucheur, et al. St andards Track [ Page 19]



RFC 4860 CGeneri c Aggregate RSVP Reservations May 2007

*  GENERI C- AGCREGATE- | P4 SESSI ON:
| Pv4 Dest Address = Agg- Deag-3
vDst Port = V1
PHB-1 D = EF
Ext ended VDst Port = Agg-Deag-1

* STYLE = FF or SE

* | Pv4/ GPl FI LTER _SPEC
| Pv4 SrcAddress = Agg- Deag-1

*  POLI CY_DATA (PREEMPTION PRI) = P1

(2) A second generic aggregate reservation for aggregation of Voice
reservations fromdoud-1 to C oud-3 requiring use of P2:

*  GENERI C- AGGREGATE- | P4 SESSI ON:
| Pv4 Dest Address = Agg- Deag-3
vDst Port = V2
PHB-1 D = EF
Ext ended VDst Port = Agg- Deag-1

* STYLE = FF or SE

* | Pv4/ GPl FILTER_SPEC
| Pv4 SrcAddress = Agg- Deag-1

*  PCLI CY_DATA (PREEMPTI ON_PRI) = P2

where V1 and V2 are arbitrary VDstPort val ues picked by Agg-
Deag- 3.

The foll owi ng generic aggregate RSVP reservations may be established
from Agg- Deag-2 to Agg-Deag-3 for aggregation of the end-to-end RSVP
reservations:

(3) Athird generic aggregate reservation for aggregation of Voice
reservations fromdoud-2 to C oud-3 requiring use of Pl:

*  GENERI C- AGGREGATE- | P4 SESSI ON:
| Pv4 Dest Address = Agg- Deag-3
vDst Port = V3
PHB-1 D = EF
Ext ended VDst Port = Agg- Deag- 2

* STYLE = FF or SE
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6.

* | Pv4/ GPl FILTER_SPEC
| Pv4 SrcAddress = Agg- Deag- 2

*  PCLI CY_DATA (PREEMPTION_PRI) = P1

(4) A fourth generic aggregate reservation for aggregation of Voice
reservations fromdoud-2 to Coud-3 requiring use of P2:

*  CGENERI C- AGGREGATE- | P4 SESSI ON
| Pv4 Dest Address = Agg- Deag-3
vDst Port = V4
PHB-1 D = EF
Ext ended VDst Port = Agg- Deag- 2

* STYLE = FF or SE

* | Pv4/ GPl FILTER_SPEC
| Pv4 SrcAddress = Agg- Deag- 2

*  POLI CY_DATA (PREEMPTION PRI) = P2

where V3 and V4 are arbitrary VDstPort val ues picked by Agg-
Deag- 3.

Note that V3 and V4 could be equal to V1 and V2 (respectively)
since, in this exanple, the Extended VDstPort of the GENERI C
AGCREGATE Sessi on contains the address of the Aggregator and
thus, ensures that different sessions are used from each

Aggr egat or .

Security Considerations

In the environnments addressed by this docunent, RSVP nessages are
used to control resource reservations for generic aggregate
reservations and may be used to control resource reservations for E2E
reservations bei ng aggregated over the generic aggregate
reservations. To ensure the integrity of the associated reservation
and admi ssion control mechani sms, the RSVP Authentication mechani sms
defined in [ RSVP- CRYPTOL] and [ RSVP- CRYPTQ2] may be used. These
protect RSVP nessage integrity hop-by-hop and provi de node

aut hentication as well as replay protection, thereby protecting

agai nst corruption and spoofing of RSVP nessages. These hop-by-hop
integrity nechanisns can be naturally used to protect the RSVP
nessages used for generic aggregate reservations and to protect RSVP
nmessages used for E2E reservations outside the aggregation region
These hop-by-hop RSVP integrity nechani sns can al so be used to
protect RSVP nessages used for E2E reservations when those transit
through the aggregation region. This is because the Aggregator and
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Deaggr egat or behave as RSVP nei ghbors fromthe viewpoint of the E2E
flows (even if they are not necessarily |IP neighbors).

[ RSVP- CRYPTOL] di scusses several approaches for key distribution.
First, the RSVP Authentication shared keys can be distributed

manual ly. This is the base option and its support is mandated for
any inplenentation. However, in sone environments, this approach may
becorme a burden if keys frequently change over tine. Alternatively,
a standard key nmanagement protocol for secure key distribution can be
used. However, existing key distribution protocols nmay not be
appropriate in all environments because of the conplexity or
operational burden they involve.

The use of RSVP Authentication in parts of the network where there
may be one or nore | P hops in between two RSVP nei ghbors rai ses an
addi ti onal challenge. This is because, with some RSVP nmessages such
as a Path nmessage, an RSVP router does not know the RSVP next hop for
that nessage at the time of forwarding it. |In fact, part of the role
of a Path message is precisely to discover the RSVP next hop (and to
dynam cally re-di scover it when it changes, say because of a routing
change). Hence, the RSVP router may not know which security

associ ation to use when forwardi ng such a nessage. This applies in
particular to the case where RSVP Authenticati on nechanisns are to be
used for protection of RSVP E2E nessages (e.g., E2E Path) while they
transit through an aggregation regi on and where the dynam c
Deaggregat or determ nation procedure defined in [RSVP-AGEH is used.
This is because the Aggregator and the Deaggregator behave as RSVP
nei ghbors for the E2E reservation, while there may be one or nore |IP
hops in between them and the Aggregator does not know ahead of tinme
which router is going to act as the Deaggregator.

In that situation, one approach is to share the sane RSVP

Aut henti cation shared key across all the RSVP routers of a part of
the network where there nmay be RSVP nei ghbors with IP hops in
between. For exanple, all the Aggregators or Deaggregators of an
aggregation region could share the sane RSVP Aut hentication key,
whil e di fferent per-nei ghbor keys could be used between any RSVP
router pair straddling the boundary between two admi nistrative
domai ns that have agreed to use RSVP signaling.

VWen the sane RSVP Aut hentication shared key is to be shared anong
nmul ti pl e RSVP nei ghbors, manual key distribution my be used. For
situations where RSVP is being used for nulticast flows, it mght

al so be possible, in the future, to adapt a multicast key managenent
method (e.g. from I ETF Miulticast Security Wrking Goup) for key

di stribution with such nulticast RSVP usage. For situations where
RSVP is being used for unicast flows across domain boundaries, it is
not currently clear how one m ght provide automated key managenent.
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Specification of a specific automated key managenent technique is
out side the scope of this docunent. Operators should consider these
key managenent issues when contenpl ati ng depl oynent of this

speci fication.

The RSVP Aut hentication nechanisns do not provide confidentiality.
If confidentiality is required, |IPsec ESP [|PSEC-ESP] may be used,

al though it inposes the burden of key distribution. It also faces
the additional issue discussed for key managenent above in the case
where there can be IP hops in between RSVP hops. 1In the future,

confidentiality solutions may be devel oped for the case where there
can be I P hops in between RSVP hops, perhaps by adapting
confidentiality solutions devel oped by the | ETF MSEC Worki ng G oup
Such confidentiality solutions for RSVP are outside the scope of this
document .

Protection against traffic analysis is also not provided by RSVP

Aut hentication. Since generic aggregate reservations are intended to
reserve resources collectively for a whole set of users or hosts,
mal i ci ous snoopi ng of the correspondi ng RSVP nessages coul d provide
nore traffic analysis information than snooping of an E2E
reservation. Wen RSVP neighbors are directly attached, nechani sns
such as bulk link encryption m ght be used when protection against
traffic analysis is required. This approach could be used inside the
aggregation region for protection of the generic aggregate
reservations. It nay also be used outside the aggregation region for
protection of the E2E reservation. However, it is not applicable to
the protection of E2E reservations while the correspondi ng E2E RSVP
nmessages transit through the aggregation region

When generic aggregate reservations are used for aggregation of E2E
reservations, the security considerations discussed in [ RSVP-AGH
apply and are revisited here.

First, the | oss of an aggregate reservation to an aggressor causes
E2E flows to operate unreserved, and the reservation of a great
excess of bandwidth nay result in a denial of service. These issues
are not confined to the extensions defined in the present docunent:
RSVP itself has them However, they may be exacerbated here by the
fact that each aggregate reservation typically facilitates

conmuni cati on for many sessions. Hence, conprom sing one such
aggregate reservation can result in nore damage than conprom sing a
typical E2E reservation. Use of the RSVP Authenticati on nechani sns
to protect against such attacks has been discussed above.

An additional security consideration specific to RSVP aggregation

i nvol ves the nodification of the IP protocol nunber in RSVP Path
nessages that traverse an aggregation region. Malicious nodification
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of the I P protocol nunber in a Path nmessage woul d cause the nessage
to be ignored by all subsequent RSVP devices on its path, preventing
reservations frombeing made. It could even be possible to correct
the value before it reached the receiver, nmaking it difficult to
detect the attack. Note that, in theory, it mght also be possible
for a node to nodify the I P protocol nunber for non-RSVP nessages as
well, thus interfering with the operation of other protocols. It is
RECOMMVENDED t hat inplenentations of this specification only support
nodi fication of the IP protocol nunber for RSVP Path, PathTear, and
ResvConf messages. That is, a general facility for nodification of
the I P protocol nunmber SHOULD NOT be nade avail abl e.

Net wor k operators deploying routers with RSVP aggregation capability
shoul d be aware of the risks of inappropriate nodification of the IP
prot ocol number and shoul d take appropriate steps (physical security,
password protection, etc.) to reduce the risk that a router could be
configured by an attacker to performmalicious nodification of the

pr ot ocol nunber.

7. 1 ANA Consi derations
| ANA nodi fied the RSVP paraneters registry, 'C ass Nanes, C ass

Nunbers, and Cl ass Types’ subregistry, and assigned two new C Types
under the existing SESSION Cl ass (C ass nunber 1), as described

bel ow:

d ass

Nunber Cl ass Name Ref er ence
1 SESSI ON [ RFC2205]

Cl ass Types or C- Types:

17 GENERI G- AGGREGATE- | P4 [ RFC4860]
18 GENERI G- AGGREGATE- | P6 [ RFC4860]
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| ANA al so nodified the RSVP paraneters registry, 'Cass Nanes, C ass
Nunbers, and C ass Types’' subregistry, and assigned one new C ass
Nunber for the SESSI ON- OF- | NTEREST cl ass and two new C- Types for that
cl ass, according to the table bel ow

Cl ass
Nurmber C ass Nane Ref er ence
132 SESSI ON- OF- | NTEREST [ RFC4860]

Cl ass Types or C- Types:

1 GENERI G- AGG | P4- SO [ REC4860]
2 GENERI G AGG | P6- SO [ RFC4860]

These allocations are in accordance with [RSVP-MXD] .
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Appendi x A.  Exanpl e Signaling Flow

Thi s appendi x does not provide additional specification. It only
illustrates the specification detailed in Section 4 through a
possi bl e fl ow of RSVP signaling messages. This flow assunes an

envi ronnent where E2E reservations are aggregated over generic
aggregate RSVP reservations. It illustrates a possible RSVP nessage
flow that could take place in the successful establishnment of a

uni cast E2E reservation that is the first between a given pair of
Aggr egat or / Deaggr egat or .
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Aggr egat or Deaggr egat or
E2E Pat h
----------- >
(1)
E2E Pat h
_______________________________ >
(2)
E2E Pat hErr ( New agg- needed, SO =GAx)
Cmmmmm e e e e e e e e e e mm e —— e — - - - -
E2E Pat hErr ( New agg- needed, SO =GAy)
Cm e e e e e e e e e e e e e e e e m e e mm e ——— - - - -
(3) ,
AggPat h( Sessi on=GAx)
............................... >
AggPat h( Sessi on=GAy)
_______________________________ >
(4)
E2E Pat h
----------- >
_ (5)
AggResv ( Sessi on=GAx)
=
AggResv (Sessi on=GAy)
=
(6) . .
AggResvConfirm ( Sessi on=GAx)
.............................. >
AggResvConfirm ( Sessi on=CGAy)
______________________________ >
(7)
E2E Resv
Cemm e m i m -
(8)
E2E Resv (SO =GAx)
K m e e e e e e e e e e e e e e e m e m— - — - - - -
(9)

(1) The Aggregator forwards E2E Path into the aggregation region
after nodifying its I P protocol nunber to RSVP-E2E-| GNORE

(2) Let’'s assune no Aggregate Path exists. To be able to accurately
updat e the ADSPEC of the E2E Path, the Deaggregator needs the
ADSPEC of Aggregate Path. 1In this exanple, the Deaggregator
elects to instruct the Aggregator to set up Aggregate Path states
for the two supported PHB-IDs. To do that, the Deaggregator
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sends two E2E Pat hErr nessages with a New Agg- Needed Pat hErr

code. Both PathErr nessages al so contain a SESSI ON- OF- | NTEREST
(SO) object. 1In the first E2E PathErr, the SO contains a
GENERI C- AGGREGATE SESSI ON ( GAx) whose PHB-ID is set to x. In the
second E2E PathErr, the SO contains a GENERI G- AGGREGATE SESSI ON
(GAy) whose PHB-IDis set toy. In both nessages the GENERI C
AGCREGATE SESSI ON contains an interface-independent Deaggregat or
address inside the Dest Address and appropriate val ues inside the
vDst Port and Extended vDstPort fields.

(3) The Aggregator follows the request fromthe Deaggregator and
signals an Aggregate Path for both GENERI C- AGGREGATE Sessi ons
(GAX and Gay).

(4) The Deaggregator takes into account the information contained in
the ADSPEC from bot h Aggregate Paths and updates the E2E Path
ADSPEC accordingly. The Deaggregator also nodifies the E2E Path
| P protocol nunber to RSVP before forwarding it.

(5) In this exanple, the Deaggregator elects to imedi ately proceed
wi th establishnment of generic aggregate reservations for both
PHB-1Ds. In effect, the Deaggregator can be seen as anticipating
the actual demand of E2E reservations so that resources are
avai | abl e on the generic aggregate reservati ons when the E2E Resv
requests arrive, in order to speed up establishnent of E2E
reservations. Assunme also that the Deaggregator includes the
optional Resv Confirm Request in these Aggregate Resv.

(6) The Aggregator nerely conplies with the received ResvConfirm
Request and returns the correspondi ng Aggregate ResvConfirm

(7) The Deaggregator has explicit confirmation that both Aggregate
Resvs are established.

(8) On receipt of the E2E Resv, the Deaggregator applies the mapping
policy defined by the network adm nistrator to nap the E2E Resv
onto a generic aggregate reservation. Let's assune that this
policy is such that the E2E reservation is to be mapped onto the
generi c aggregate reservation with PHB-1D=x. The Deaggregator
knows that a generic aggregate reservation (GAx) is in place for
the corresponding PHB-1D since (7). The Deaggregator perforns
adm ssion control of the E2E Resv onto the generic aggregate
reservation for PHB-ID=x (GAx). Assuming that the generic
aggregate reservation for PHB-ID=x (GAX) had been established
with sufficient bandwi dth to support the E2E Resv, the
Deaggregator adjusts its counter, tracking the unused bandw dth
on the generic aggregate reservation. Then it forwards the E2E
Resv to the Aggregator including a SESSI ON OF- | NTEREST obj ect
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conveyi ng the sel ected mappi ng onto GAx (and hence onto
PHB- | D=x) .

(9) The Aggregator records the mapping of the E2E Resv onto GAx (and
onto PHB-1D=x). The Aggregator rempves the SO object and
forwards the E2E Resv towards the sender.
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