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Abst r act
This menmo defines a portion of the Management |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet community.

In particular, it describes managed objects for infornmation related
to a Fi bre Channel Zone Server.
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1

3.

3.

| ntroducti on

This menmo defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet community.
In particular, it describes managed objects for information related
to a Fibre Channel network’s Zone Server.

This meno was previously approved by | Nternational Conmittee for

I nformati on Technol ogy Standards (I NCITS) Task Goup T11.5
(http://ww. t11.0rg); this docunent is a product of the IETF s | M5S
wor ki ng group.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

The I nternet-Standard Managenent Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. M B objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managerment Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew of Fi bre Channe
1. Ceneral Overview

The Fibre Channel (FC) is logically a bidirectional point-to-point
serial data channel, structured for high performance. Fibre Channe
provi des a general transport vehicle for higher-1level protocols such
as Small Computer SystemInterface (SCSI) conmand sets, the Hi gh-
Performance Parallel Interface (H PPlI) data fram ng, |IP (Internet
Protocol ), |EEE 802.2, and others.

Physical ly, Fibre Channel is an interconnection of multiple

conmuni cati on points, called N Ports, interconnected either by a
swi tching network, called a Fabric, or by a point-to-point link. A
Fi bre Channel "node" consists of one or nmore N Ports. A Fabric may
consist of multiple Interconnect El enents, sone of which are
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switches. An N Port connects to the Fabric via a port on a switch
called an F Port. When multiple FC nodes are connected to a single
port on a switch via an "Arbitrated Loop" topol ogy, the switch port
is called an FL_Port, and the nodes’ ports are called NL_Ports. The
term Nx_Port is used to refer to either an N Port or an NL_Port. The
termFx_Port is used to refer to either an F Port or an FL Port. A
switch port, which is interconnected to another switch port via an
Inter-Switch Link (ISL), is called an E_ Port. A B Port connects a
bridge device with an E_ Port on a switch; a B _Port provides a subset
of E Port functionality.

Many Fi bre Channel conponents, including the Fabric, each node, and
nost ports, have globally unique nanes. These gl obally uni que nanes
are typically formatted as Wrld Wde Names (WWs). More information
on WANs can be found in [FC-FS]. WWs are expected to be persistent
across agent and unit resets.

Fi bre Channel frames contain 24-bit address identifiers that identify
the frame’s source and destination ports. Each FC port has both an
address identifier and a WW. For an Nx_Port, its WW is called a

N _Port_Name and its address identifier is called an N Port_ID. \Wen
a Fabric is in use, the FC address identifiers are dynam c and are
assigned by a switch. Each octet of a 24-bit address represents a

| evel in an address hierarchy, with a Donmai n_I D bei ng the highest

| evel of the hierarchy.

3.2. Zoning

Zones within a Fabric provide a nechanismto control frame delivery
bet ween Nx_Ports ("Hard Zoning") or to expose selected views of Nane
Server information ("Soft Zoning").

Communi cation is only possi bl e when the communicating endpoints are
menbers of a common zone. This technique is simlar to virtua
private networks in that the Fabric has the ability to group devices
into Zones.

Hard zoning and soft zoning are two different neans of realizing
this. Hard zoning is enforced in the Fabric (i.e., sw tches) whereas
soft zoning is enforced at the endpoints (e.g., host bus adapters
(HBAs)) by relying on the endpoints to not send traffic to an

N Port I D not obtained fromthe Nane Server with a few exceptions for
wel | -known N Port I Ds used to bootstrap the Fabric (e.g., talk to the
Name Server).

Admi ni strators create Zones to increase network security and to

prevent data | oss or corruption by controlling access between devices
or user groups. Zones nmay be specifically used to create:
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a) Barriers between devices that use different operating systens.
It is often critical to separate servers and storage devices
with different operating systenms because accidental transfer of
i nformati on fromone to another may del ete or corrupt data;

b) Logi cal subsets of closed user groups. Admnistrators may
aut hori ze access rights to specific Zones for specific user
groups, thereby protecting confidential data from unauthorized
access;

c) Groups of devices that are separate fromdevices in the rest of
a Fabric. Zones allow certain processes to be perforned on
devices in a group without interrupting devices in other
groups; or

d) Temporary access between devices for specific purposes.
Admi ni strators may renove Zone restrictions tenmporarily, then
restore Zone restrictions to performnornal processes.

3.3. Zoning Configuration and Managenent

Zones are configured via a Fabric Zone Server, using requests defined
in [FCGS-5]), or via the T11l-FC ZONE- SERVER-M B nodul e defined in
this meno, or via some other mechani sm

An Nx_Port may be a nenmber of one or nore Zones. Zone nenbership may
be specified by:

a) The N _Port_Name of the Nx_Port connected to the swtch;

b) The N Port | D assigned during Fabric Login

c) The Node_Nane associated with the Nx_Port; note that the
Node Nanme may include nore than one Nx_Port;

d) The F_Port_Name of the Fx_Port to which the Nx_Port is
connected; or

e) The domain identifier (Domain_ID) and physical port nunber of
the Switch Port to which the Nx_Port is attached.

A Fabric’'s Zone Server may be used to create a Zone by specifying the
Zone Menmbers. One or nobre Zones may be collected into a Zone Set,
and a Zone may be a nenber of nore than one Zone Set. A Zone Set
creates a collection of Zones that may be activated or deactivated as
a single entity across all Switches in a Fabric (e.g., having two
Zone Sets, one for nornal operation, and a second for backup during
of f-hours). Only one Zone Set may be activated at one tine.

QO her term nol ogy defined in [FC-GS-5] is: an Active Zone Set is the

Zone Set currently enforced by a Fabric; a Zone Set Database is a
dat abase of the Zone Sets available to be activated within a Fabric;
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and a Zoning Database is a generic termused to indicate a
conbi nati on of an Active Zone Set and a Zone Set Dat abase.

Two distinct sets of managenent requests, Enhanced and Basic, are
defined in [FC-GS-5] to interact with a Fabric Zone Server. Basic
Zoni ng provides conpatibility with [FC-G5-4] and earlier versions of
Fi bre Channel's Generic Services specification. |If all the Swtches
in a Fabric support the Enhanced request set, then it may be used to
manage zoni ng; otherw se, only the Basic request set may be used, in
order to support backward conpatibility.

In the context of Enhanced Zoni ng Managenent, a nmanagenent action
(i.e., wite access to the Zoning Database) to the Zone Server can
only occur inside a server session. A server session is set up using
the FC-GS-5's Conmon Transport (CT) protocol defined in [FCGS-5]. A
server session is delinmted by CT protocol requests, Server Session
Begin (SSB) and Server Session End (SSE), which are directed to the
Managenent Service and whi ch have the GS Subtype specifying the Zone
Server. Query requests that result in read access to the Zoning

Dat abase are not required to be issued inside a server session

al though the information returned is not guaranteed to be consistent
when supplied outside of a server session.

When setting up a server session for Enhanced Zoning, the Zone Server
is required to lock the Fabric. This ensures serialized nanagenent
access to the Zoning Dat abase and guarantees a determnistic
behavior. The switch that receives the SSB request is called the
"managi ng’ switch, and it tries to lock the Fabric using the Fabric
Management Session Protocol (see section 10.6 of [FCSW4]) by
sendi ng an Acquire Change Authorization (ACA) request to all other
switches in the Fabric. |If any switch(es) respond with an SWRIT
indicating failure, then the attenpt to lock the Fabric fails and the
SSB request is rejected. If all the other switches respond with an
SW ACC i ndi cating success, then the Fabric is | ocked and the server
session can be established. The subsequent SSE request causes a

Rel ease Change Aut horization (RCA) request to all other sw tches, and
thus, the Fabric to be unl ocked.

For at |east one application other than Zoning, the nanagi ng swtch
uses a different type of request to lock the Fabric, i.e., it sends
an Enhanced Acquire Change Aut horization (EACA) request to all other
switches in the Fabric. An EACA reserves |ocal resources associ ated
with a designated application to ensure the consistency of that
application’s data. The application is identified in the EACA using
an Application_ID (see Table 116 in [FC-SW4]). A lock that was
established via an EACA is rel eased using an Enhanced Rel ease Change
Aut hori zation (ERCA) request.
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Changes requested in a Zoni ng Dat abase by Enhanced Zoni ng conmands
persist after the end of the Zoning (server) session only if the
comuands are followed, within the same server session, by a Conmit
Zone Changes (CMT) request. On receipt of a CMT request, the Zone
Server checks that the Zoni ng Database as nodified by the outstanding

changes will pass the applicable consistency checks, and then
distributes it to all other switches in the Fabric using a Stage
Fabric Configuration Update (SFC) request. |If all other swtches

accept the SFC request, then the "managi ng" switch sends an Update
Fabric Configuration (UFC) Request to each other switch, and the

st aged Zoni ng Dat abase thereby becones the Fabric’s (active) Zoning
Dat abase.

The | atest standard for an interconnecting Fabric containing multiple
Fabric Switch elements is [FC-SW4]. [FCSW4] carries forward the
earlier specification for the operation of a single Fabric in a
physi cal infrastructure, and augments it with the definition of
Virtual Fabrics and with the specification of how multiple Virtual
Fabrics can operate within one (or nore) physical infrastructures.
The use of Virtual Fabrics provides for each frame to be tagged in
its header to indicate which one of several Virtual Fabrics that
frane is being transmitted on. All frames entering a particul ar
"Core Switch" [FC-SW4] (i.e., a physical switch) on the sane Virtual
Fabric are processed by the same "Virtual Switch" within that Core
switch.

4. Relationship to O her MBs
The Fi bre Channel Managenent M B [ RFC4044] defines basic information
for Fibre Channel hosts and switches, including extensions to the
standard I F-M B [ RFC2863] for Fibre Channel interfaces.
This M B extends beyond [ RFC4044] to cover the managenent of Fibre
Channel Zoning Servers, both for Basic Zoni ng Managenment and for
Enhanced Zoni ng Managenent, as defined in the FC-GS-5 specification.

This M B inports sone comopn Textual Conventions from T11l-TC- M B,

defined in [RFC4439]. It also inmports a TC from T11l- FC- NAME- SERVER-
M B, defined in [RFC4438], plus |net AddressType and | net Address from
| NET- ADDRESS-M B [ RFC4001]. It also includes a reference to

snmpConmmuni t ySecuri t yName defined in [ RFC3584].
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5. M B Overview

Thi s docunent defines two M B nodul es: T11- FC- FABRI G- LOCK-M B and
T11- FC- ZONE- SERVER- M B.

T11- FC- FABRI C- LOCK- M B supports FC-GS-5's generic capability of

| ocking the Fabric for a particular "application" such as (the
managenment of) Enhanced Zoning. The M B contains one table in which
each entry represents a particular switch being the 'managi ng’ switch
of a particular application’s Fabric |ock

T11- FC- ZONE- SERVER-M B is specific to the operation of Zone Servers,
whi ch can operate in Basic node or in Enhanced node. This M B nodul e
i mports the T11NsGs4Rej ect ReasonCode textual convention defined in
T11- FC- NAME- SERVER- M B [ RFC4438] .

5.1. Fibre Channel Managenent I|nstance

A Fi bre Channel nanagenent instance is defined in [ RFC4044] as a
separ abl e managed i nstance of Fibre Channel functionality. Fibre
Channel functionality may be grouped into Fi bre Channel nanagenent

i nstances in whatever way is nmost convenient for the

i mpl enentation(s). For exanple, one such groupi ng acconmodat es a
singl e SNVP agent having multiple Agent X [ RFC2741] sub-agents, with
each sub-agent inplenenting a different Fibre Channel nanagenent

i nstance.

The obj ect, fcm nstancelndex, is | MPORTed fromthe FC MGMI-M B

[ RFC4044] as the index value to uniquely identify each Fibre Channe
managenent instance, for exanple, within the sane SNVP cont ext

([ RFC3411], section 3.3.1).

5.2. Switch | ndex

The FC-MGMI-M B [ RFC4044] defines the fcnBwitchTable as a table of

i nformati on about Fibre Channel switches that are nmanaged by Fibre
Channel managenent instances. Each Fibre Channel managenent instance
can nanage one or nore Fibre Channel switches. The Switch Index,
fcmBwi tchlndex, is | MPORTed fromthe FC-MAMI-M B as the index val ue
to uniquely identify a Fibre Channel sw tch anpbngst those (one or
nore) managed by the sane Fi bre Channel managenent instance.

5.3. Fabric Index

Whet her operating on a physical Fabric (i.e., without Virtua

Fabrics) or within a Virtual Fabric, the operation of a Zone Server
within a Fabric is identical. Therefore, this MB defines al
Fabric-related information in tables that are | NDEXed by an arbitrary
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i nteger, nanmed a "Fabric Index", having the syntax, T1lFabri cl ndex,
which is | MPORTed fromthe T11-TC-M B [ RFC4439]. Wen a device is
connected to a single physical Fabric, wthout use of any Virtua
Fabrics, the value of this Fabric Index will always be 1. 1In an
environnent of nultiple virtual and/or physical Fabrics, this index
provi des a nmeans to distinguish one Fabric from anot her

It is quite possible, and nmay even be likely, that a Fi bre Channe
switch will have ports connected to multiple virtual and/or physica
Fabrics. Thus, in order to sinplify a management protocol query
concerning all the Fabrics to which a single switch is connected,
fcmBwitchlndex will be listed before an object with Fabriclndex as
its syntax when both appear in the sanme | NDEX cl ause.

5.4. Locking the Fabric

The T11-FC- FABRI C-LOCK-M B nodul e provi des for the management of

| ocks on a Fibre Channel Fabric. A Fibre Channel Fabric lock is used
to ensure serialized access to sone types of nanagenent data rel ated
to a Fabric, e.g., the Fabric’s Zoni ng Dat abase.

Sone (managi ng) applications obtain a lock by initiating server
sessions and the Fabric is | ocked so as to reserve local resources in
each Switch. For this usage, the managi ng switch sends an Acquire
Change Aut horization (ACA) request to other switches in order to |ock
the Fabric.

For some other applications, a managing switch | ocks the Fabric using
an Enhanced Acquire Change Authorization (EACA) request, which
identifies the application on whose behalf the Fabric is being | ocked
with an Application ID. In this case, only |local resources

associ ated with the designated application are reserved.

Locks established via ACAs and via EACAs are both represented in the
t11FLockTable in the T11-FC FABRI G- LOCK-M B. The Application_ID
provi ded by the EACA serves to distinguish between nmultiple
concurrent |ocks established by EACAs. |In order to use this sane
nmechani smto distinguish a |ock established via an ACA from each of
those established via EACAs, an additional (special) value of
Application_I D has been assigned [APPL-ID] for use by this MB
nmodul e. Specifically, this newy assigned value will never be used
to indicate an Application | ocked by an EACA, and therefore this MB
nodul e uses it to uniquely distinguish a |ock established via an ACA
In other words, with this additional assignment, an Application_ID
val ue can be used to uniquely identify any active | ock anmongst al
those established (on the same Fabric) either by an EACA or an ACA
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5.

5.

5. Basic and Enhanced Mbdes

The t11ZsServer Qper ati onMbde object indicates whether a Fabric's Zone
Server is operating in Basic node or Enhanced node. These two nodes
have a sufficient amount of commonality to make it worthwhile to have
one set of M B objects that are used for the subset of functionality
that is common to both nodes. To accommodate the differences,

additi onal M B objects are defined.

For Enhanced node, the additional objects are defined in a group

t 11ZsEnhancedMbdeG oup, which is only required to be inplenented in a
Zone Server capabl e of supporting Enhanced node. The objects
specific to Basic node are always (even in Enhanced npde) expected to
be i nmpl enented, but when in Enhanced node, their values are either
restricted or do not affect current operations, e.g.

- an exanmple of "restricted" is: the distribution of updates to the
Zone Server database throughout the Fabric has to be requested
explicitly in Basic nbde; this functionality is provided in the
M B by the t11ZsServerDistribute object. |In contrast, in Enhanced
node, the distribution is an inplicit part of the conmit function
which is initiated using the t11ZsServerConmit object. Thus, when
operating in Enhanced node, t11ZsServerDistribute has a fixed
val ue, and when operating in Basic node, tllZsServerCommit has a
fixed val ue.

- an exanple of "do not affect current operations" is:
t 11ZsSer ver Har dZoni ng, whi ch specifies whether a switch enforces
hard Zoning on a Fabric when in Basic node. This object is
instantiated and could even be nodified while in Enhanced node,
but its value only takes effect when in Basic node. (Note that in
Enhanced node, t11ZsActiveZoneHardZoni ng specifies whether hard
Zoning is enabled on a particular Zone.)

6. Persistent Storage

A Zone Server Database for a given Fabric consists of the conbination
of many of the tables defined in this MB nodule. In order to ensure
that such a Database is consistent, this MB nodul e defines just one
obj ect (tl1l1ZsServerDat abaseStorageType) with a syntax of StorageType,
whose value for a given Fabric is defined to be applicable to all of
that Fabric’s Zone Server Database as defined in all the tables in
this M B nodul e.
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5.7. The Active Zone Set and the Zone Set Database

As described in FC-GS-5 [ FC-GS-5], one of the Zone Sets in the Zone
Set Dat abase can be activated to becone the Active Zone Set, i.e.

the one which is enforced on the Fabric. Get/Add/ Renove-type
requests are defined in FC-GS-5 to all ow access to the Zone Set

Dat abase. \When the Zone Set Database is nodified, such nodifications
don't affect the Active Zone Set unless and until a subsequent

activation. Interaction directly with the Active Zone Set is also
possible via the FC-GS-5 requests: 'Activate Direct’ and 'Get Active
Zone Set’. This is illustrated in the followng rendition of Figure

15 of [FC- GS-5]:

Zone Set Dat abase

oo +
| B + |
Get | | Zone Set A |
<=========| | (zones, zone |
| | menbers,etc.)]| |
I +
Add/ | | Zone Set B | | Activat e R +
Renove I e + Zone Set |
:::::::::>| | Zone Set Cl | ::::::::::::::::>|
| e + | | Active
T R R T + | Zone
| Set
I

N
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

a

The T11- FC- ZONE- SERVER-M B nodul e, defined in section 7, nodels the
above structure by having one set of MB tables for the Zone Set
Dat abase and a separate set for the Active Zone Set, specifically:

- seven tables for the Zone Set Database: t11ZsSet Tabl e,
t 11ZsZoneTabl e, t11ZsSet ZoneTabl e, t11ZsAl i asTabl e,
t11ZsZoneMenber Tabl e, t11ZsAttri bBl ockTabl e and t11ZsAttri bTabl e.

- four tables for the Active Zone Set: t11ZsActiveTabl e,

t11ZsActi veZoneTabl e, t11ZsActi veZoneMenber Tabl e and
t11ZsActiveAttri bTabl e.
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5.

5.

8. Confornmance G oups
8.1. The t11ZsBasi cG oup

This group contains objects to retrieve and to nodify the Zoning
configuration of a Zone Server capable of operating in Basic node.

.8.2. The t1l1ZsEnhancedMbdeG oup

This group contains objects to retrieve and to nodi fy the Zoning
configuration of a Zone Server capable of operating in Enhanced node.

.8.3. The t11ZsActivateG oup

This group contains objects that allow a Zone Set to be activated via
SNVP Set Requests and provide the status and result of such an
activation.

8.4. The tl1lZsStatisticsG oup

This group contains objects for collecting Zone Server statistics.

.8.5. The t11ZsNotificati onG oup

This group contains notifications for nonitoring: Zone nerge
successes and failures, Zone Server request rejections, changes in
the Default Zoning behavior, and the success or failure of an attenpt
to activate or deactivate a Zone Set.

.8.5.1. FlowControl for Notifications

When defining SNVMP notifications for events that occur in the data-

pl ane, the maxi mum frequency of their generation needs to be
considered. Unless there is sone linmting factor, such notifications
need to be flowcontrolled in some way, e.g., defined such that after
sonme maxi num nunber have occurred within a specified time interval,
further notifications are suppressed for sonme subsequent tine
interval. However, as and when such a suppression occurs, the

Net wor k Managenent System (NMS) that didn’t receive the notifications
(because they were suppressed) needs an indication of how many were
suppressed. Therefore, an additional Counter32 object needs to be
defined, and/or a new type of notification needs to be defined for
use at the end of the interval. Wile this is extra conplexity, it
is necessary for notifications that need to be flow controlled.

In contrast, for notifications such as all those defined in this MB
nodul e, which are generated due to control-plane events (and are not
able to start a chain reaction):
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- estimating the maxi num nunber that could be generated per unit tine
for each type of notification is too sinplistic. For exanple, it’'s
unr easonabl e to ask how many of the t11ZsDef ZoneChangeNotify
notifications can be generated in a time interval because it
depends on several factors: how many operators can be re-
configuring the network at the sane tine? and how frequently can
each of them change the Default Zone Setting?

- the extra conplexity of flowcontrolling these types of
notifications is not warranted.

5.8.6. The t11ZsNotificati onControl G oup

This group contains objects that allow each type of notification (in
the t11ZsNotificati onG oup group) to be independently enabl ed or

di sabled. It also contains objects that are used to include useful
information in those notifications; these objects are defined as
read-only to allow the val ues contained in the nost recent
notification to be queried.

6. The T11-FC FABRI G- LOCK-M B Mbdul e

T11-FC-FABRIC-LOCK-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
m b- 2 FROM SNWVPv2- SM -- [ RFC2578]
RowSt at us FROM SNMPv2- TC -- [ RFC2579]
MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNMPv2- CONF - - [ RFC2580]
| net Addr essType, | net Address FROM
| NET- ADDRESS-M B -- [ RFC4001]
fcm nst ancel ndex, fcnbwi t chl ndex FROM FC- MaMI-M B -- [ RFC4044]
T11NsGs4Rej ect ReasonCode FROM
T11- FCG- NAME- SERVER-M B - - [ RFC4438]
T11Fabri cl ndex FROM T11-TCG-M B; -- [RFC4439]

t11FabricLockM B MODULE- | DENTI TY
LAST- UPDATED "200706270000Z"
ORGANI ZATION "For the initial versions, T11.
For later versions, the IETF s | MSS Wirking G oup."
CONTACT- | NFO
" Cl audi o DeSanti
Cisco Systens, Inc.
170 West Tasman Drive
San Jose, CA 95134 USA
EMai | : cds@i sco. com

Keith McCl oghrie
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Cisco Systens, Inc.
170 West Tasnan Drive
San Jose, CA 95134 USA
EMai | : kzm@i sco. cont

DESCRI PTI ON
"The M B nodul e for the managenent of |ocks on a Fibre
Channel Fabric. A Fibre Channel Fabric lock is used to
ensure serialized access to sone types of managenent data
related to a Fabric, e.g., the Fabric’s Zoni ng Dat abase.

Sone (managi ng) applications generate Fabric | ocks by
initiating server sessions. Server sessions are

defined generically in FCGS-5 to represent a collection of
one or nore requests to the session’s server, e.g., to the
Zone Server. Such a session is started by a Server Session
Begin (SSB) request, and term nated by a Server Session End
(SSE) request. The switch receiving the SSB is called the
"managi ng’ switch. Sone applications require the
"managing’ switch to lock the Fabric for the particul ar
application, e.g., for Enhanced Zoning, before it can
respond successfully to the SSB. On receipt of the
subsequent SSE, the lock is released. For this usage, the
managi ng swi tch sends an Acquire Change Authorization (ACA)
request to other switches to | ock the Fabric.

For some other applications, a nanaging switch | ocks the
Fabric using an Enhanced Acquire Change Authorization (EACA)
request, which identifies the application on whose behal f
the Fabric is being | ocked with an Application_ID.

Fabric | ocks can al so be requested nore directly, e.g.
through the use of this MB. |In these situations, the term
"managi ng’ switch is used to indicate the switch that

recei ves such a request and executes it by issuing either
ACA or EACA requests to other switches in the Fabric.

This M B nodul e defines informati on about the ’'managi ng
switch for currently-active Fabric | ocks.

Copyright (C) The IETF Trust (2007). This version

of this MB nbodule is part of RFC 4936; see the RFC

itself for full legal notices."
REVI SION  "2007062700002"
DESCRI PTI ON

“Initial version of this MB nodul e, published as RFC 4936."
:={ mb-2 159 }
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t 11FLockM BObj ect s OBJECT IDENTIFIER ::={ tllFabricLockMB 1 }
t 11FLockM BConf or mance OBJECT IDENTIFIER ::= { tl1lFabricLockMB 2 }
t 11FLockM BNot i fi cati ons OBJECT I DENTIFIER ::= { tllFabricLockMB 0 }
t 11FLockConfi gurati on OBJECT IDENTIFIER ::={ tl11FLockM BObjects 1 }

-- The table of Managi ng Switches and their Fabric Locks

t 11FLockTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T1l1FLockEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing information about the ’'managi ng
switch of each current Fabric lock, e.g., for the
types of Servers defined in FC GS-5.

Each entry in this table represents either

1) a current Fabric |ock

2) an in-progress attenpt, requested via SNWP, to set up
a lock, or

3) a failed attenpt, requested via SNWP, to set up a | ock

If an entry is created via t1lFLockRowSt atus, but the
attenpt to obtain the lock fails, then the entry continues
to exist until it is deleted via t1lFLockRowSt atus, or
it is overwitten by the |ock being established via
a neans other than SNMP. However, rows created via
t 11FLockRowSt at us are not retai ned over restarts.”
REFERENCE
"Fi bre Channel - GCeneric Services-5 (FC GS-5),
ANSI I NCI TS 427-2007, sections 4.9.5 and 6.4.10.2."
::={ t11FLockConfiguration 1 }

t 11FLockEntry OBJECT- TYPE

SYNTAX T11FLockEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each entry contains information specific to a current
Fabric lock set up by a particular 'nanaging’ switch on a
particular Fabric. The 'managing switch’' is identified by
val ues of fcml nstancel ndex and fcnbwi t chl ndex.

Server sessions for several different types of servers
are defined in FC-GS-5. The behavior of a server with

DeSanti, et al. St andards Track [ Page 15]



RFC 4936

DeSanti ,

FC Zone Server M B August 2007

respect to conmands received within a server session is
specified for each type of server. For sone types,

par amet er changes can only be made within the context of a
session, and the setting up of a session requires that the
Fabric be | ocked. A Fabric is |ocked by one switch, called
the 'managi ng’ switch, sending Acquire Change Authorization
(ACA) requests to all other switches in the Fabric.

For other applications, a Fabric lock is established by the
"managi ng’ switch sendi ng Enhanced Acquire Change

Aut hori zation (EACA) requests to other switches in the
Fabric. Each EACA request includes an Application_ID
value to identify the application requesting the |ock

For the benefit of this MB nodule, a distinct val ue of
Application_I D has al so been assi gned/reserved (see

ANSI INCITS T11/06-679v0, titled ' FC-SW5 Letter to

T11.5) as a nmeans of distinguishing | ocks established via
Acqui re Change Authorization (ACA) requests. This
addi ti onal assignnent allows an Application ID to be used to
uni quely identify any active | ock anpngst all those
establ i shed by either an EACA or an ACA

Whenever a Fabric is |ocked, by the sending of either an ACA
or an EACA, a row gets created in the representation of this
table for the 'managi ng’ swtch.

In order to process SNMP Set Requests that nake paraneter
changes for the rel evant types of servers (e.g., to the
Zoni ng Dat abase), the SNMP agent nust get serialized access
to the Fabric (for the relevant type of managenent data),
i.e., the Fabric rmust be | ocked by creating an entry in
this table via an SNWP Set Request. Creating an entry in
this table via an SNMP Set Request causes an ACA or an EACA
to be sent to all other switches in the Fabric. The value
of t1lFLockApplicationlD for such an entry determ nes

whet her an ACA or an EACA is sent.

If an entry in this table is created by an SNVWP Set Request,
the value of the t11FLocklnnitiatorType object in that entry

will normally be "snnmp’. A row for which the val ue of
t 11FLocklniti ator Type is not 'snnp’ cannot be nodified
via SNVP. In particular, it cannot be deleted via

t 11FLockRowSt atus. Note that it's possible for a row to be
created by an SNMP Set Request, but for the setup of the |ock
to fail, and imredi ately thereafter be replaced by a | ock

successfully set up by sone other nmeans; in such a case, the
val ue of tl1lFLocklnitiatorType would change as and when the
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| ock was set up by the other
be del eted via t11FLockRowsSt at us.

not thereafter

FC-GS-5 nentions various error

FC Zone Server

M B August 2007

and so the row could

neans,

situations in which a

Fabric lock is released so as to avoid a deadl ock. In

such situations,

happen for al

REFERENCE
"Fi bre Channel -
ANSI I NCI TS 427-2007,

Fi bre Channel -
ANSI | NCI TS 418-2006,
and table 116.

"FC-SW5 Letter to T11.5

t he agent
in this table as and when the | ock is rel eased.
val ues of t11FLocklniti atorType."

renoves the correspondi ng row
Thi s can

CGeneric Services-5 (FC GS-5),
sections 4.9.5.5 and 6.4.7. 1.

Switch Fabric-4 (FC-SW4),
sections 6.1.17,

10.6.6, and 13.2,

ANSI INCITS T11/06-679v0,

http://ww.t1l1l. org/ftp/t11/ pub/fc/sw 5/ 06-679v0. pdf,

21 Septenber 2006."

I NDEX  { fcm nstancel ndex,

f cBwi t chl ndex,

t 11FLockFabri cl ndex,

t 11FLockAppl i cationl D }

::={ t1lFLockTable 1 }

T11FLockEntry ::= SEQUENCE {
t 11FLockFabri cl ndex
t 11FLockAppl i cati onl D
t 11FLockl ni ti at or Type
t11FLocklniti at or
t 11FLockl ni ti at or | pAddr Type
t 11FLockl ni ti at or | pAddr
t 11FLockSt at us
t 11FLockRej ect ReasonCode
t 11FLockRej ect ReasonCodeExp
t 11FLockRej ect ReasonVendor Code
t 11FLockRowSt at us

}
t 11FLockFabri cl ndex OBJECT- TYPE

SYNTAX T11Fabri cl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

T1l1Fabri cl ndex,
OCTET STRI NG,

| NTEGER

OCTET STRI NG

| net Addr essType,
| net Addr ess,

| NTEGER
T11NsGs4Rej ect ReasonCode,
OCTET STRI NG
OCTET STRI NG
RowSt at us

"“A uni que index value that uniquely identifies a

particul ar Fabric.

In a Fabric conformant to FC-SW4, multiple Virtua
can operate within one (or

Fabrics

nore) physical infrastructures,

and this index value is used to uniquely identify a

DeSanti, et al.
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particul ar (physical or virtual) Fabric within a physica
i nfrastructure

In a Fabric conformant to versions earlier than FC- SW4,
only a single Fabric could operate within a physica
infrastructure, and thus, the value of this Fabric |Index
was defined to always be 1."

::={ t11FLockEntry 1 }

t 11FLockAppl i cati onl D OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (1))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The Application_ID value that identifies the type of
application for which the Fabric is | ocked.

A |l ock established via Acquire Change Authorization (ACA)
does not, strictly speaking, have an Application_ID val ue.
However, the value 'FF h (255 decinal) has been reserved
by T11l to be used as the value of this MB object as and
when a lock is established by an ACA. This val ue was
initially docunmented in a letter fromthe FCGSW5 Editor
to T11.5, which was approved by the T11l and T11.5 plenary
neetings on Cctober 5, 2006."

REFERENCE
"Fi bre Channel - Switch Fabric-4 (FC SW4),
ANSI INCITS 418-2006, April 2006, Table 116.

"FC-SWS5 Letter to T11.5 ANSI INCI TS T11/06-679v0,
http://ww.tl1l1l. org/ftp/t1l/ pub/fc/sw 5/ 06-679v0. pdf,
21 Septenber 2006."

::= { t11FLockEntry 2 }

t 11FLockl ni ti at or Type OBJECT- TYPE

SYNTAX | NTEGER {
ot her (1),
ssbh(2),
cli(3),
snmp(4)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object specifies what type of initiator generated
the request that caused this lock to be established:

ot her - none of the follow ng.
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ssb - this lock was established due to the
receipt of an SSB, e.g., froma GS-5
client.

cli - this lock was established in order

to process a Command Line Interface
(CLI) command.

snnp - this lock was established as a result
of an SNMP Set Request .

::={ t1lFLockEntry 3 }

t 11FLockl niti at or OBJECT- TYPE

SYNTAX OCTET STRI NG (SI ZE(O..64))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object specifies the initiator whose request
caused this lock to be established.

If the value of the correspondi ng i nstance
of tl1lFLocklnitiatorType is 'ssb’, this
object will contain the FC ID of the client
that issued the Server Session Begin (SSB)
that required the lock to be established.

If the value of the correspondi ng i nstance

of t11FLocklnitiatorType object is 'cli’, this
object will contain the user nanme of the CLI
(Command Line Interface) user on whose behal f
the | ock was established.

If the value of the correspondi ng instance of
t11FLocklnitiator Type is 'snnmp’, this object
will contain the SNVMP securityNane used by the
SNWMPv3 nessage contai ning the Set Request that
created this row. (If the row was created via
SNVPv1 or SNWMPv2c, then the appropriate val ue of
the snnpComuni tySecurityName is used.)"
REFERENCE
"Fi bre Channel - Ceneric Services-5 (FC GS-5),
ANSI I NCI TS 427-2007, section 4.9.5.2.

SNVP securityNane is defined in RFC 3411, 'An
Architecture for Describing Sinple Network
Managenment Protocol (SNWP) Managerent Framewor ks’ .

snmpConmuni tySecurityNanme is defined in RFC 3584,
' Coexi stence between Version 1, Version 2, and
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Version 3 of the Internet-standard Network
Managenent Framework.'"
::= { t11FLockEntry 4 }

t 11FLockl ni ti at or | pAddr Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object specifies the type of |IP address contained
in the corresponding instance of t11FLocklniti atorl pAddr.
If the I P address of the location of the initiator is
unknown or not applicable, this object has the val ue:
"unknown’ . "

::= { t11FLockEntry 5 }

t 11FLockl ni ti at or | pAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object specifies the |IP address of the |location
of the initiator that established this lock via a
request of the type given by the correspondi ng instance
of tl1lFLocklnitiatorType. |In cases where the
correspondi ng i nstance of t11FLocklnitiatorlpAddrType has
the val ue: ’'unknown’, the value of this object is the
zero-length string."

.= { t11FLockEntry 6 }

t 11FLockSt at us OBJECT- TYPE
SYNTAX | NTEGER {
active(l),
settingUp(2),
rej ect Failure(3),
ot her Fai | ure(4)

}
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
"This object gives the current status of the |ock
"active’ -- the lock is currently established
"settingUp’ -- the "managing’ switch is currently

attenpting to set up the lock, e.g.
it is waiting to receive Accepts
for ACAs fromevery switch in the
Fabric.
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"rejectFailure’ -- the 'managing switch's attenpt to
set up the lock was rejected with
the reason codes given bhy:

t 11FLockRej ect ReasonCode,
t 11FLockRej ect ReasonCodeExp and
t 11FLockRej ect ReasonVendor Code.

"otherFailure’ -- the 'managing’ switch's attenpt
to set up the lock failed (but no
reason codes are avail able).

For val ues of tl11FLocklnitiatorType other than ’'snnmp’,
arowis only required to be instantiated in this table
when the value of this object is "active'.

If the value of the correspondi ng instance of
t11FLocklinitiator Type is "snnp’, the initial value of this
object when the rowis first created is "settingUp' . As
and when the setup succeeds, the value transitions to
"active'. If the setup fails, the value transitions to
either '"rejectFailure’ or 'otherFailure’. Note that such a
failure value is overwitten on the next attenpt to obtain
the | ock, which could be imediately after the failure,
e.g., by a G5-5 client.

When the value of this object is "rejectFailure’, the
rejection’s reason codes are given by the corresponding
val ues of t11FLockRej ect ReasonCode,
t 11FLockRej ect ReasonCodeExp and
t 11FLockRej ect ReasonVendor Code. "

::= { t1lFLockEntry 7 }

t 11FLockRej ect ReasonCode OBJECT- TYPE

SYNTAX T11NsGs4Rej ect ReasonCode
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"When the val ue of the corresponding instance of
t11FLockStatus is 'rejectFailure’, this object contains
the rejection’s reason code."

REFERENCE
"Fi bre Channel - Ceneric Services-5 (FC GS-5),
ANSI I NCI TS 427-2007, section 4.4.4 and table 10."

.= { t1lFLockEntry 8 }

t 11FLockRej ect ReasonCodeExp OBJECT- TYPE

SYNTAX OCTET STRING (SIZE(O | 1))
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"When the val ue of the correspondi ng i nstance of
t11FLockStatus is 'rejectFailure’, this object contains
the rejection’s reason code expl anation."

REFERENCE
"Fi bre Channel - Generic Services-5 (FC GS-5),
ANSI I NCI TS 427-2007, sections 4.4.4 and 6.4.9,
tables 10 and 252."

::={ t11FLockEntry 9 }

t 11FLockRej ect ReasonVendor Code OBJECT- TYPE

SYNTAX OCTET STRING (SIZE(O | 1))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"When the value of the corresponding instance of
t11FLockStatus is 'rejectFailure’, this object contains
the rejection’s vendor-specific code."

REFERENCE
"Fi bre Channel - GCeneric Services-5 (FC GS-5),
ANSI I NCI TS 427-2007, section 4.4.4."

::={ t11FLockEntry 10 }

t 11FLockRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row

Arowin this table can be nodified or deleted via
this object only when the row s val ue of
t 11FLockl niti ator Type is ’'snnp’ ."

::={ t11FLockEntry 11 }

-- Conf or mance
t 11FLockM BConpl i ances

OBJECT | DENTI FI ER :
t 11FLockM BGr oups OBJECT | DENTI FI ER : :

{ t11FLockM BConformance 1 }
{ t11FLockM BConf or mance 2 }

t 11FLockM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for entities that support
Fabric |l ocks in support of GS-5 Server applications.”
MODULE MANDATORY- GROUPS { t11FLockActiveG oup }
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OBJECT t 11FLockRowsSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
;.= { t1lFLockM BConpliances 1 }
-- Units of Confornance

t 11FLockActi veG oup OBJECT- GROUP
OBJECTS { t1llFLocklniti ator Type,

t 11FLockl ni ti at or,
t 11FLockl ni ti at or | pAddr Type,
t 11FLockl ni ti at or| pAddr,
t 11FLockSt at us,
t 11FLockRej ect ReasonCode,
t 11FLockRej ect ReasonCodeExp,
t 11FLockRej ect ReasonVendor Code,
t 11FLockRowst at us

}
STATUS  current
DESCRI PTI ON
"A collection of objects containing information
about current Fabric |ocks."
::={ t11FLockM BGroups 1 }

END
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7. The T11-FC ZONE- SERVER-M B Mddul e

T11- FC- ZONE- SERVER-M B DEFINITIONS :: =
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
NOTI FI CATI ON- TYPE, mi b- 2,
Count er 32, Unsi gned32
FROM SNWPv2- SM
MODUL E- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP

FROM SNWVPv2- CONF

TEXTUAL- CONVENTI ON, RowSt at us,
St or ageType,
Trut hVal ue, Ti neStanp

FROM SNWPv2- TC

SnnpAdmi nStri ng

FROM SNWVP- FRAMVEWORK- M B

FROM I F-M B
f cBwi t chl ndex,

i f1ndex

f cm nst ancel ndex,
FcNanmel dOr Zer o,
FcDomai nl dOr Zer o FROM FC- MGMT- M
T11NsGs4Rej ect ReasonCode

FROM T11- FC- NAME- SERVER- M B
FROM T11-TC-M B

T11Fabri cl ndex
t 11Fanlocal Swi t chWwn

FROM T11- FC- FABRI C- ADDR- MGR- M B;

t11ZoneServerM B MODULE-| DENTI TY
LAST- UPDATED "200706270000Z"
ORGANI ZATION "For the initial vers
For | ater versions,
CONTACT- | NFO
" Cl audi o DeSant i
Cisco Systens, Inc.
170 West Tasman Drive
San Jose,
EMai | : cds@i sco.com

Keith McC oghrie

Ci sco Systens, Inc.
170 West Tasman Drive
San Jose,
EMai | : kzm@i sco. cont

DESCRI PTI ON

er MB August 2007

BEG N

[ RFC2578]

[ RFC2580]

[ RFC2579]
[ RFC3411]
[ RFC2863]

B [ RFC4044]

[ RFC4438]
[ RFC4439]

[ RFC4439]

ions, TI11.
the ETF s | MSS Wr ki ng G oup. "

CA 95134 USA

CA 95134 USA

"The M B nodul e for the managenent of Fi bre Channel Zoning
Servers, both for Basic Zoni ng Managenent and for Enhanced
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Zoni ng Managenent, as defined in the FC-GS-5 specification

FC- GS-5 defines (in-band) nanagenment operations for
mani pul ati ng the Zone Set Database, some for use in Basic
node (e.g., 'Add Zone Set (AZS)', etc.), and sone for use in
Enhanced node (e.g., Create Zone Set (CZS)', etc.). Wen
Enhanced Zoni ng Managenent is in use, FC-GS-5 requires that
these in-band managenent operations be rejected unless they
are issued within the context of a G55 server session. The
use of a server session ensures serialized access to the
Zoni ng Dat abase since the Fabric | ock for the Zone Server
nust be obtained as a part of establishing the server
session to the Zone Server.

Thus, if and when this MB is used for Enhanced Zoni ng
Management, SNMP Set Requests that request the nodification

of zoning definitions nust be serialized with respect to

the GS-5 requests to nodify the Zoning Database. This is
achi eved by requiring that an SNVP managenent application
must first obtain the Fabric | ock for the Zone Server

before attenpting to nodify any zoning definitions. The
conpani on T11-FC FABRI C-LOCK-M B nodul e is defined as a neans
of obtaining the Fabric lock for the Zone Server (or any

ot her server).

I n Enhanced Zoni ng Managenent, a Zone Server keeps track of
changes requested in the zoning definitions, but does not
update its Zone Set Database unless there is (and unti
there is) a 'commt’ operation. To nodel this behavior
this MB nodul e assunes that a Zone Server (in Enhanced
node) takes a snapshot of its Zone Set Database as and when
the Fabric lock (for the Zone Server application) is
obt ai ned; this snapshot is used to create what is herein

called the "copy database. It is this ’copy’ database

that is then updated by SNVWP Set Requests (while the Fabric
is locked). If and when a 'commit’ operation is requested
(while the Fabric is still locked), the 'copy’ database is

then used to overwite the previously comritted contents of
the Zone Set Dat abase, and the new Zone Set Database is
distributed to all other switches in the Fabric. Wen the
| ock is rel eased, any changes nmade that were not
"commtted are discarded.

When this MB is used for Basic Zoni ng Managenent, the sane
set of MB objects as used for Enhanced nbde are used to
make changes to the Database of a Zone Server on a
particul ar switch, but the changes take i medi ate effect at
that switch without an explicit commt. The distribution of
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those changes to Zone Servers on other switches in the
Fabric is subsequently requested through the use of a
separate set of MB objects.

The management information specified in this MB nodul e

i ncl udes the Zoni ng Database for each of one or nore Fibre
Channel Fabrics. A Zoning Database is a conbination of the
Fabric's Zone Set Database and its Active Zone Set. The
Active Zone Set is the Zone Set currently enforced by the
Fabric; a Zone Set Database is a database of the Zone Sets
avail able to be activated within a Fabric. Al the MB
obj ects representing a Zone Set Database are nodifiable at
any time (irrespective of the value of any RowStatus
object), whereas all objects representing the Active Zone
Set are always read-only (except to deactivate it and/or
activate a different one).

Copyright (C The IETF Trust (2007). This version
of this MB nodule is part of RFC 4936; see the RFC
itself for full legal notices."

REVI SI ON  "200706270000Z"
DESCRI PTI ON

"Initial version of this MB nodul e, published as RFC 4936."

o= { mb-2 160 }

t 11ZsM BObj ect s OBJECT IDENTIFIER ::= { tl11ZoneServerMB 1 }
t 11ZsM BConf or mance OBJECT IDENTIFIER ::= { tl11ZoneServerMB 2 }
t11ZsM BNot i ficati ons OBJECT IDENTIFIER ::= { t1l1ZoneServerMB 0 }
t11ZsConfi gurati on OBJECT IDENTIFIER ::= { t11ZsM BCbj ects 1 }
t1l1ZsStatistics OBJECT IDENTIFIER ::={ t11ZsM BObj ects 2 }
-- Textual Conventions
T1l1ZsZoneMenber Type ::= TEXTUAL- CONVENTI ON

Dl SPLAY- HI NT " x"

STATUS current

DESCRI PTI ON

"Represents the addressi ng nechani sm by
which a nenber is identified:

01 - N_Port_Nane

02 - Dommin_I D and physical port
03 - N Port_ID

04 - Node_Nane

05 - Alias Nane

06 F_Port _Nane

EO- FF (hex) - Vendor Specific.
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REFERENCE
"Fi bre Channel - GCeneric Services-5 (FC GS-5),
ANSI I NCI TS 427-2007, section 6.4.8.3.6."

SYNTAX Unsi gned32 (0..255)
T11ZsRej ect ReasonExpl anati on ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"The reason code expl anation when rejecting a
Zone Server request:

" ot her”’
- e.g., a reason code assigned too recently
to be included in this version of this MB
' noAddi ti onal Expl anati on’
- there is no additional explanation
’ zonesNot Support ed
- Zones are not supported
' zoneSet NameUnknown’
- Zone Set name is not known
' noZoneSet Acti ve’
- no Zone Set is currently active
’ zoneNaneUnknown’
- Zone nanme i s unknown
zoneSt at eUnknown’
- state of the Zone is not known
i ncorrect Payl oadLen
- payload length is not correct
"t ooLar geZoneSet’
- Zone Set is larger than permtted size
" deact i vat eZoneSet Fai | ed
- deactivation of Zone Set failed
" r egNot Support ed
- request is not supported
' capabi | i t yNot Supported
- capability is not supported
' zoneMenber | DTypeNot Supp’
- Zone Menber Identifier Type is not supported
"inval i dZoneSet Definition’
- Zone Set definition is invalid
" enhancedZoni ngCrdsNot Support ed
- Enhanced Zoni ng conmands are not supported
' zoneSet Exi st s’
- Zone Set already exists
zoneExi st s’
- Zone already exists
"al i asExi sts’
- Zone Alias already exists
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zoneSet Unknown’

- Zone Set unknown
zoneUnknown’

- Zone unknown
"al i asUnknown’

- Zone Alias unknown
zoneAl i asTypeUnknown’

- unknown Zone attribute type
" unabl eEnhancedMbde

- Fabric unable to work in Enhanced Mode
' basi cZoni ngCndsNot Support ed

- Basic Zoning commands are not supported
"zoneAttri bQoj ect Exi sts’

- Zone attribute object already exists
zoneAttri bQoj ect Unknown’

- Zone attribute object unknown
"request | nProcess’

- request in process
cmtlnProcess’

- CMT in process
har dEnf or cenment Fai | ed

- hard enforcenent failed
"unr esol vedRef er ences’

- unresolved references in the Zone Set Database
consi st encyChecksFai | ed’

- consi stency checks failed."

REFERENCE
"Fi bre Channel - Ceneric Services-5 (FC GS-5),
ANSI | NCI TS 427-2007, section 6.4.9."
SYNTAX | NTEGER {

ot her (1),
noAddi ti onal Expl anati on(2),
zonesNot Supported(3),
zoneSet NaneUnknown( 4) ,
noZoneSet Acti ve(5),
zoneNanmeUnknown( 6) ,
zoneSt at eUnknown( 7),
i ncorrect Payl oadLen(8),
t ooLar geZoneSet (9),
deact i vat eZoneSet Fai | ed(10),
r eqNot Supported(11),
capabi | i t yNot Supported(12),
zoneMenber | DTypeNot Supp(13),
i nval i dZoneSet Defi niti on(14),
enhancedZoni ngCndsNot Support ed(15),
zoneSet Exi st s(16),
zoneExi sts(17),
al i asExi sts(18),
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zoneSet Unknown( 19),
zoneUnknown( 20),

al i asUnknown( 21),

zoneAl i asTypeUnknown(22),
unabl eEnhancedMode( 23),

basi cZoni ngCndsNot Support ed(24),
zoneAttri bQoj ect Exi st s(25),
zoneAttri bQbj ect Unknown( 26) ,
request | nProcess(27),
cmtlnProcess(28),

har dEnf or cenment Fai | ed( 29),
unr esol vedRef er ences(30),
consi st encyChecksFai | ed(31)

}
T11Zoni ngNane :: = TEXTUAL- CONVENTI ON
STATUS current

DESCRI PTI ON
"This datatype is a refinement of an SnnpAdm nString,
and is used to represent a nanme stored in a Fibre
Channel Zoning Data Structure.

The val ue begins with an ASCII letter (upper or |ower
case) followed by zero or nore characters fromthe set:
| ower case letters, upper case letters, nunbers, and
the synbols ($-7).

The val ue does not include fill bytes."
REFERENCE

"Fi bre Channel - Generic Services-5 (FC GS-5),

ANSI I NCITS 427-2007, section 6.4.8.1."
SYNTAX OCTET STRING (S| ZE (1..64))

-- The table of Zone Servers

t 11ZsSer ver Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tl11ZsServerEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing informati on about the Zone Servers
on each Fabric in one or nore switches, and providing
the capability to perform operations on their Zone
Server dat abases."

::={ t11ZsConfiguration 1 }
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t11ZsServerEntry OBJECT- TYPE

T1l1ZsServerEntry :

}

SYNTAX Tl1ZsServerEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

FC Zone Server

M B

"Each entry contains information specific to a

Zone Server for a particular

Fabric (identified by

the value of tl1ll1ZsServerFabriclndex) on a particul ar
switch (identified by values of fcnl nstancel ndex

and fcnBw t chl ndex) .

The persistence across reboots of witable values in
arow of this table is given by the instance of

t 11ZsSer ver Dat abaseSt or ageType i n that
f cBwi t chl ndex,

I NDEX  { fcm nstancel ndex,

row. "

t 11ZsServer Fabri cl ndex }

c:={ t11ZsServerTable 1 }

: = SEQUENCE {

t 11ZsSer ver Fabri cl ndex

t 11ZsServer Capabi |l i t yObj ect

t 11ZsSer ver Dat abaseSt or ageType
t11ZsServerDi stribute

t 11ZsSer ver Comnmi t

t 11ZsServer Resul t

t 11ZsSer ver ReasonCode

t 11ZsSer ver ReasonCodeExp

t 11ZsSer ver ReasonVendor Code

t 11ZsSer ver Last Change

t 11ZsSer ver Har dZoni ng

t 11ZsSer ver ReadFr onDat abase

t 11ZsSer ver Qper at i onMode

t 11ZsSer ver ChangeModeResul t

t 11ZsSer ver Def aul t ZoneSet ti ng
t 11ZsSer ver Mer geCont rol Setti ng
t 11ZsSer ver Def ZoneBr oadcast

t 11ZsSer ver Fabri cl ndex OBJECT- TYPE

SYNTAX T11Fabri cl ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

T11Fabri cl ndex,
BI TS,

St or ageType,

| NTEGER

| NTEGER

| NTEGER
T11NsGs4Rej ect ReasonCode,
OCTET STRI NG
OCTET STRI NG
Ti meSt anp,

Tr ut hVval ue,

| NTEGER

| NTEGER

| NTEGER

| NTEGER

| NTEGER

Trut hVval ue

“A uni que index value that uniquely identifies a

particul ar Fabric."
c:={ t11ZsServerEntry 1 }

t 11ZsSer ver Capabi | i t yObj ect OBJECT- TYPE

DeSanti ,

et al.
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SYNTAX BI TS {
enhancedMode(0),
zoneSet Db( 1),
activateDirect(2),
har dZoni ng( 3)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This bitmap represents the capability of the switch
on this Fabric:

"enhancedMode’ - abl e to support enhanced Zoni ng
node of operation.

' zoneSet Db’ - able to support maintaining of
a Zone Set Database.

"activateDirect’ - able to support the Activate
Di rect comand.

" har dZoni ng’ - able to support Hard Zoning."
REFERENCE
"Fi bre Channel - Switch Fabric-4 (FC SW4),
ANSI I NCI TS 418-2006, April 2006, section 6.1.23.4.4"
c:={ tllZsServerEntry 2 }

t 11ZsSer ver Dat abaseSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object specifies the nenory realization, on a
particul ar switch, of the Zone Set database for a
particul ar Fabric. Specifically, each rowin the
foll owi ng tabl es:

t 11ZsSet Tabl e
t11ZsZoneTabl e

t 11ZsSet ZoneTabl e
t11ZsAl i asTabl e

t 11ZsZoneMenber Tabl e
t11ZsAttri bBl ockTabl e
t11ZsAttri bTabl e

has a StorageType as specified by the instance of

this object that is | NDEXed by the sane val ues of
fcm nst ancel ndex, fcnBwi tchlndex, and
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t 11ZsSer ver Fabri cl ndex.

The value of this object is also used to indicate
the persistence across reboots of witable values in
its row of the t1l1ZsServerTable, as well as the
corresponding row in the t11ZsNotifyControl Tabl e.

If an instance of this object has the val ue
"permanent (4)', the Zone Set database for the given
Fabric on the given switch is not required to be
witeable.”

DEFVAL { nonVol atile }
.= { tl1lZsServerEntry 3 }

t11ZsServer Di stri bute OBJECT- TYPE

SYNTAX

| NTEGER {
noop( 1),
zoneSet Db( 2)

}
MAX- ACCESS read-wite

STATUS

current

DESCRI PTI ON

"This object can be set only in Basic node. When set
to the value 'zoneSetDb', it requests that the Zone Set
dat abase of a particular switch for a particular Fabric
be distributed to every other switch in that Fabric,
e.g., by using Stage Fabric Configuration Update (SFC)
and Update Fabric Configuration (UFC) requests.

Setting this object to 'noop’ has no effect.
When read, the value of this object is always 'noop’

2007

When the corresponding instance of t11ZsServer Operati onMode
has the val ue ' enhanced’, or when the correspondi ng instance

of t11ZsZoneSetResult has the value 'inProgress’, it
is inconsistent to try to set the value of this object.”

REFERENCE

"Fi bre Channel - Switch Fabric-4 (FC SW4),
ANSI I NCI TS 418-2006, April 2006, section 6.1.19.1."

::={ t11ZsServerEntry 4 }

t11ZsServer Conm t OBJECT- TYPE

SYNTAX

| NTEGER {
conmi t ZoneChanges(1),
noop( 2)

}
MAX- ACCESS read-wite

STATUS

current
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DESCRI PTI ON
"This object is only used in Enhanced node.

I n Enhanced node, it can only be nodified when the Fabric

| ock for the Zone Server on the particular Fabric has been
obt ai ned for use by SNWP Set Requests, and even then, only
by the SNWP entity identified by the value of correspondi ng
i nstance of t11FLocklnitiator.

Setting the object requests an action:

conmi t ZoneChanges - requests that the changes nade
within this session to the Zone
Set Dat abase be conmitted.

noop - requests not hing.

VWen read, the value is always ’noop’."
REFERENCE
"Fi bre Channel - GCeneric Services-5 (FC GS-5),
ANSI I NCI TS 427-2007, section 6.4.10.2."
c:={ tl1l1ZsServerEntry 5}

t 11ZsServer Result OBJECT- TYPE
SYNTAX | NTEGER {
none( 1),
i nProgress(2),
success(3),
rejectFailure(4),
ot her Fai | ur e(5)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"I'n Basic node, this object indicates the status/result
of the last distribution of the Zone Set database that
was i nvoked via the correspondi ng instance of
t11ZsZoneSet Di stri bute, e.g., the status/result of
Stage Fabric Configuration Update (SFC) request(s) used
to inplenent the setting of tl1l1ZsZoneSetDi stri bute.

I n Enhanced node, this object indicates the status/result
of the last commt of changes to the Zone Set database
that was invoked via the correspondi ng instance of

t 11ZsServer Conmi t .

"none’ - no distribution/commt invoked

via the correspondi ng i nstance of
t 11ZsZoneSet Di stri bute (Basi c node)
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or tl11ZsServerCommit (Enhanced node).

"inProgress’ - distribution/commt is still in
progr ess.

'success’ - distribution/comit conpleted
successful ly.

"rejectFailure’ - distribution/comit failed due to
an SWRIJT.

"otherFailure’ - distribution/comrit failed for sone

ot her reason.

VWen the value is 'rejectFailure’, the correspondi ng
i nstances of t11ZsServer ReasonCode,
t 11ZsSer ver ReasonCodeExp and t 11ZsSer ver ReasonVendor Code
contain the reason codes. "
REFERENCE
"Fi bre Channel - Ceneric Services-5 (FC GS-5),
ANSI I NCI TS 427-2007, section 6.4.10.2.3."
.= { tl1lZsServerEntry 6 }

t 11ZsSer ver ReasonCode OBJECT- TYPE

SYNTAX T11NsGs4Rej ect ReasonCode
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"When the correspondi ng i nstance of t1lZsZoneSet Result
has the value 'rejectFailure’, this object contains
the rejection’s reason code.

VWhen the correspondi ng i nstance of t11ZsServerResult
has a value other than 'rejectFailure’, this object
shoul d contain the value 'none’."

REFERENCE
"Fi bre Channel - Switch Fabric-4 (FC SW4),
ANSI INCI TS 418-2006, April 2006, section 6.1.3 and
tables 4, 5, and 6."

.= { tl1lZsServerEntry 7 }

t 11ZsSer ver ReasonCodeExp OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0 | 1))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"When the correspondi ng i nstance of tl1lZsZoneSet Result
has the value '"rejectFailure’, this object contains
the rejection’s reason code expl anation

VWhen the correspondi ng i nstance of t11ZsServerResult
has a value other than 'rejectFailure’, this object
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should contain the zero-length string."
REFERENCE
"Fi bre Channel - Switch Fabric-4 (FC SW4),
ANSI INCI TS 418-2006, April 2006, section 6.1.3 and
tables 4, 5, and 6."
.= { tl1lZsServerEntry 8 }

t 11ZsSer ver ReasonVendor Code OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0 | 1))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"When the corresponding i nstance of t1lZsZoneSet Result
has the value '"rejectFailure’, this object contains
the rejection’s reason vendor-specific code.

VWhen the correspondi ng i nstance of t11ZsServerResult
has a value other than 'rejectFailure’, this object
shoul d contain the zero-length string."

REFERENCE
"Fi bre Channel - Switch Fabric-4 (FC SW4),
ANSI INCI TS 418-2006, April 2006, section 6.1.3 and
tables 4, 5, and 6."

.= { tl1lZsServerEntry 9 }

t 11ZsSer ver Last Change OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine at the tine of the |ast change

(creation, nodification, or deletion) to the Zone Set

dat abase for the Zone Server for a particular Fabric.

If said Zone Set dat abase has not changed since the

last re-initialization of the |ocal network nanagenent

system then this object will contain a zero val ue."
.= { t1l1lZsServerEntry 10 }

t 11ZsSer ver Har dZoni ng OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

2007

"This object indicates whether this switch, if and when it

is in Basic node, enforces Hard Zoning on this Fabric."
REFERENCE

"Fi bre Channel - Ceneric Services-5 (FC GS-5),

ANSI I NCI TS 427-2007, section 6.4.10.3.2."
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.= { t1lZsServerEntry 11 }

t 11ZsSer ver ReadFr onDat abase OBJECT- TYPE

SYNTAX | NTEGER {
conmittedDB(1),
copyDB( 2)
}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"I n Enhanced node, this object specifies whether
subsequent SNMP Responses (generated by the | ocal SNWP
agent) to operations that read the configuration of
Zone Sets, Zones, Menbers, Aliases and Attributes wll
reflect the values stored in the current (conmitted)
Zone Set database, or those stored in the ’copy’

dat abase.

In Basic node, the value of this object is always
"committedDB (since there is no 'copy’ database in
Basic node). | n SNMP agents that don’t support
wite access to the Zone Set database, this object
is always 'conmittedDB (since the copy database,

if it were to exist, would be identical)."

DEFVAL { conmittedDB }
c:={ tl1l1ZsServerEntry 12 }

t 11ZsSer ver Oper at i onMbde OBJECT- TYPE

SYNTAX

| NTEGER {
basic(1),
enhanced( 2)

}
MAX- ACCESS read-wite

STATUS

current

DESCRI PTI ON

DeSanti ,

"The operational node of the Zone Server.

2007

Setting this object to 'enhanced’ is a request that the node
of operation of the Zone Server be Enhanced node, which is
only possible if all devices in the Fibre Channel Fabric are

capabl e of working in Enhanced node. |[If not, the request

will fail and the correspondi ng val ue of
t 11ZsSer ver ChangeModeResult will so indicate.

Setting this object to 'basic’ is a request that the node
of operation of the Zone Server be Basic node. However,

such a set may fail while operating in Enhanced node,
since FC-GS-5 nakes no provision for changi ng (back)
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to Basi c npde.

Note that setting this object does not cause or require
that the Fabric | ock for the Zone Server be obtained.
However, when this object has the value 'enhanced’, any SNW
Set Requests that attenpt to nodify the copy database cannot
be successful if the Fabric | ock has not been obtai ned
or has since been rel eased.”
REFERENCE
"Fi bre Channel - Ceneric Services-5 (FC GS-5),
ANSI INCITS 427-2007, sections 6.4.10.1.1 and 6.4.10.1.2."
DEFVAL { basic }
.= { t1lZsServerEntry 13 }

t 11ZsSer ver ChangeModeResul t OBJECT- TYPE
SYNTAX | NTEGER {
success(1),
failure(2),
i nProgress(3),
none( 4)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"When this object has the value of 'success’ or
"failure’, the value indicates the outcone of the nost
recent request, invoked via tl1ll1ZsServer Qperati onMde,
to change the node of operation of the Zone Server.
VWhen such a request is in progress, this object has the
value 'inProgress’. Prior to the first such request,
the value of this object is 'none ."

c:={ tl1l1ZsServerEntry 14 }

t 11ZsSer ver Def aul t ZoneSet ti ng OBJECT- TYPE

SYNTAX | NTEGER {
permt (1),
deny(2)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This object controls the Enhanced Zoning flag that
governs the behavior of the Default Zone on this Fabric.

If this object is set to 'pernmit’, then the nenbers of

the Default Zone on this Fabric can communicate with
each other.
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If this object is set to "deny', then the nenbers of the
Default Zone on this Fabric cannot communi cate with each
ot her."

REFERENCE
"Fi bre Channel - Ceneric Services-5 (FC GS-5),
ANSI I NCI TS 427-2007, section 6.4.10.1.1."

DEFVAL { deny }

c:={ tl11zZsServerEntry 15 }

t 11ZsServer MergeCont rol Setti ng OBJECT- TYPE
SYNTAX | NTEGER {

al low(1),
restrict(2)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This object controls the Enhanced Zoning flag that
i ndi cates the Merge Control Setting for this Fabric:

"al | ow - aswitch my join the Fabric only if
its Zoni ng Database is able to nerge
with the Fabric’ s Zoni ng Dat abase.

"restrict’ - a switch may join the Fabric only if
its Zoning Database is equal to the
Fabric's Zoni ng Dat abase."

REFERENCE
"Fi bre Channel - Ceneric Services-5 (FC GS-5),
ANSI | NCI TS 427-2007, section 6.4.10.1.1."
DEFVAL { allow }
.= { t1lZsServerEntry 16 }

t 11ZsSer ver Def ZoneBr oadcast OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object controls an Enhanced Zoni ng capability:
it indicates whether Broadcast Zoning is enabled on
the Default Zone on this Fabric. |If this object is
set to "true’, then it is enabled. |If this object is
set to "false’, then it is disabled.

| f broadcast Zoning is enabled on a Default Zone,
then broadcast franmes generated by a nenber in that
Default Zone will be restricted to nmenbers in that
Def aul t Zone.™

REFERENCE

DeSanti, et al. St andards Track [ Page 38]



RFC 4936 FC Zone Server M B August 2007

"Fi bre Channel - GCeneric Services-5 (FC GS-5),
ANSI I NCI TS 427-2007, section 6.4.7.2.2."
c:={ t11ZsServerEntry 17 }

-- The table of Zone Sets

t11ZsSet Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11ZsSetEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing information on every Zone
Set in the Zone Set database of the Zone Servers
on each Fabric in one or nbre sw tches.

I n Enhanced node, changes to a database nade via this
table are always nade to the ’'copy’ database, but
val ues read fromthis table reflect the contents of
either the 'copy’ database or the current (comitted)
dat abase as indicated by the correspondi ng val ue of
t 11ZsSer ver ReadFr onDat abase. "

.= { t1l1ZsConfiguration 2 }

t11ZsSet Entry OBJECT- TYPE

SYNTAX T11ZsSet Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each entry contains informati on about a Zone Set
in the Zone Set database of a particular Fabric
(identified by the value of t11ZsServerFabricl ndex)
on a particular switch (identified by val ues of
fcm nst ancel ndex and fcnBw t chl ndex) .

A Zone Set can be created in an existing Zone Set

dat abase, and can contain zero or nore existing
Zones. As and when new Zones are created

(as rows in the tl11ZsZoneTable), they can be added

to a Zone Set by creating an entry for each in the

t 11ZsSet ZoneTable. Deleting a row fromthis table
del etes the Zone Set fromthe Zone Set database

mai nt ai ned by the Zone Server, but does not otherw se
affect the Zone Server.

The StorageType of a rowin this table is specified by
the instance of t11ZsServerDat abaseStorageType that is
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| NDEXed by the sanme val ues of fcnl nstancel ndex,
fcmBwi t chl ndex, and t11ZsServer Fabricl ndex. "
INDEX { fcm nstancel ndex, fcnbwitchlndex,
t 11ZsServer Fabri cl ndex, t11ZsSetl| ndex }
c:={ t11ZsSetTable 1 }

T1l1ZsSetEntry ::= SEQUENCE {
t 11ZsSet | ndex Unsi gned32,
t 11ZsSet Name T11Zoni ngNarre,
t 11ZsSet RowSt at us RowSt at us
}
t11ZsSet | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index of a Zone Set. This object uniquely

identifies a Zone Set in the Zone Set database

for a particular Fabric on a particular switch."
c:={ t11ZsSetEntry 1 }

t 11ZsSet Name OBJECT- TYPE

SYNTAX T11Zoni ngNane
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The nanme of this Zone Set. The t11ZsSet Nane shoul d
be unique within a Fabric.

The Zone Set can be renaned at any tine (i.e., even
when the row in an active state) by setting this object
to a new val ue."

c:={ t11ZsSetEntry 2 }

t 11ZsSet RowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row

Thi s object cannot be set to "active unless the

correspondi ng val ue of t11ZsSet Nane is unique within

the Fabric's Zone Server database on this switch."
c:={ t11ZsSetEntry 3 }
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-- The tabl e of Zones

t11ZsZoneTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11ZsZoneEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table gives information on al

August 2007

the Zones in the

Zone Set dat abase of the Zone Servers on each Fabric

in one or nore swtches.

I n Enhanced node, changes to a database nade via this
table are always nmade to the ’'copy’ database, but

val ues read fromthis table reflect the contents of
either the 'copy database or the current (commtted)
dat abase as indicated by the correspondi ng val ue of

t 11ZsSer ver ReadFr onDat abase. "
::={ t1l1ZsConfiguration 3 }

t11ZsZoneEntry OBJECT- TYPE

SYNTAX T1l1ZsZoneEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

I NDEX

"Each entry contains information about a Zone

in the Zone Set database of a particular Fabric
(identified by the value of t11ZsServerFabricl ndex)
on a particular switch (identified by val ues of
fcm nst ancel ndex and fcnBwi t chl ndex).

A Zone can be created in an existing Zone Set

dat abase, by first creating an entry in this table,

and then adding nmenmbers to it by creating entries in the
t 11ZsZoneMenber Tabl e.

The StorageType of a rowin this table is specified by
the instance of t11ZsServerDat abaseSt orageType that is
| NDEXed by the same val ues of fcnl nstancel ndex,
fcbwi t chl ndex, and t11ZsServer Fabri cl ndex. "
{ fcm nstancel ndex, fcnBwi tchlndex,
t 11ZsServer Fabri cl ndex, t11ZsZonel ndex }

::={ t1l1ZsZoneTable 1 }

Tl1ZsZoneEntry ::= SEQUENCE ({
t 11ZsZonel ndex Unsi gned32,
t 11ZsZoneNane T11Zoni ngNane,
DeSanti, et al. St andards Track [ Page 41]



RFC 4936 FC Zone Server M B

t 11ZsZoneAttri bBl ock Unsi gned32
t 11ZsZoneRowsSt at us RowsSt at us
}
t11ZsZonel ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index value that uniquely identifies this

August 2007

Zone within a particular Fabric’' s Zone Set database

on a particular switch."
.= { t11ZsZoneEntry 1 }

t11ZsZoneNane OBJECT- TYPE

SYNTAX T11Zoni ngNane
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nane of this Zone. The tllZsZoneNane shoul d
uni que within a Fabric.

The Zone can be renanmed by setting this object
to a new val ue."
.= { t11ZsZoneEntry 2 }

t11ZsZoneAttri bBl ock OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object specifies the index value of the
Zone Attribute Block that contains the Attri butes
of this Zone.

I n Enhanced node, a value of zero indicates this
Zone has no Zone Attributes. |In Basic node, this
obj ect always has the val ue of zero."

::={ t1l1ZsZoneEntry 3 }

t 11ZsZoneRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row

Thi s object cannot be set to "active unless the
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correspondi ng val ue of tllZsZoneNane is unique wthin
the Fabric's Zone Server database on this switch."
::={ t1l1ZsZoneEntry 4 }

-- The tabl e specifying the Zones that belong to each Zone Set

t 11ZsSet ZoneTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11ZsSet ZoneEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table specifies which Zones bel ong to which Zone
Sets in the Zone Set database of the Zone Servers
on each Fabric in one or nbre switches."

::={ t11ZsConfiguration 4 }

t11ZsSet ZoneEntry OBJECT- TYPE

SYNTAX T11ZsSet ZoneEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each entry specifies that a particular Zone (identified
by the value of tllZsZonelndex) is one of the Zones

that forma particular Zone Set (identified by the

val ue of t11ZsSetlndex) in the Zone Set database of a
particul ar Fabric (identified by the val ue of
t11ZsServer Fabricl ndex) on a particular switch
(identified by values of fcm nstancel ndex and

f cBwi t chl ndex) .

Wen a rowin this table exists, it references one rowin
the t11ZsSet Tabl e and one row in the tl1lZsZoneTable. The
agent nmust ensure that both such rows when referenced by
active rowin this table, do exist and have a status of
"active', either by refusing to create newrows in this
table, or by automatically deleting rows in this table.

An "active' rowin this table references one rowin the

2007

an

t11ZsSet Tabl e and one in the t1l1ZsZoneTable. The agent nust

ensure that all such referenced rows exist with a status

"active', either by refusing to create new active rows in
this table, or by automatically deleting any rows in this
table that reference a deleted row.

The StorageType of a rowin this table is specified by
the instance of t11ZsServerDat abaseStorageType that is
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| NDEXed by the sanme val ues of fcnl nstancel ndex,
fcBwi t chl ndex, and t11ZsServer Fabricl ndex. "
INDEX { fcm nstancel ndex, fcnbwitchlndex,
t11ZsServer Fabri cl ndex,
t11ZsSet | ndex, t11ZsZonel ndex }
.= { t11ZsSet ZoneTable 1 }

T11ZsSet ZoneEntry ::= SEQUENCE {
t 11ZsSet ZoneRowSt at us RowsSt at us
}
t 11ZsSet ZoneRowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row
::= { t11ZsSet ZoneEntry 1 }

-- The table of Zone Ali ases

t11ZsAl i asTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11ZsAliasEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains informati on about the Zone Ali ases
in the Zone Set database of the Zone Servers on each
Fabric in one or nore swtches.

I n Enhanced node, changes to a database nade via this
table are always made to the 'copy’ database, but
values read fromthis table reflect the contents of
either the 'copy database or the current (comitted)
dat abase as indicated by the correspondi ng val ue of
t 11ZsSer ver ReadFr onDat abase. "

::={ t11ZsConfiguration 5 }

t11ZsAl i asEntry OBJECT- TYPE

SYNTAX T11ZsAli asEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each entry contains information about a Zone Alias in
the Zone Set database of a particular Fabric
(identified by the value of t1l1ZsServerFabriclndex) on
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a particular switch (identified by val ues of
fcm nstancel ndex and fcnBwi t chl ndex) .

A Zone Menber is added to a Zone Alias by creating
an entry in the tl11ZsZoneMenber Tabl e pointing to a
row of this table via t11ZsAliaslndex, i.e.,:

- t11ZsZoneMenber Parent Type = 'alias’,

- tl1l1ZsZoneMenber Parentl ndex = Alias’'s t11ZsAl i asl ndex,
- tl11ZsZoneMenberFornmat !'= "05 - Alias Nane', and

- tl11ZsZoneMenber | D = Menber’'s identifier.

A Zone Alias is added to a Zone by creating
an entry in the tllZsZoneMenber Table pointing to a
row of this table via t11ZsAliasNane, i.e.,:

- t11ZsZoneMenber Parent Type = ’zone’, and

- t11ZsZoneMenber Par ent | ndex = Zone’s t11ZsZonel ndex,
- t11ZsZoneMenber Format = 05 - Alias Nane’,

- t11ZsZoneMenber|I D = Alias’s t11ZsAl i asName.

The StorageType of a rowin this table is specified by
the instance of t11ZsServer Dat abaseSt orageType that is
| NDEXed by the sanme val ues of fcnl nstancel ndex,
fcnBwi t chl ndex, and t11ZsServer Fabricl ndex. "
INDEX { fcm nstancel ndex, fcnBwitchlndex,
t 11ZsServer Fabricl ndex, t11ZsAli aslndex }
= { tl1ZsAliasTable 1 }

T11ZsAli asEntry ::= SEQUENCE {
t 11ZsAl i asl ndex Unsi gned32,
t 11ZsAl i asNane T11Zoni ngNane,
t11ZsAl i asRowSt at us RowsSt at us
}
t 11ZsAl i asl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index val ue which uniquely identifies this Zone
Alias within the Zone Set database of a particul ar
Fabric on a particular switch."

= { tl11zZsAliasEntry 1}

t11ZsAl i asName OBJECT- TYPE

SYNTAX T11Zoni ngNane
MAX- ACCESS read-create
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STATUS current

DESCRI PTI ON
"The nane of this Zone Alias. The nane of the Zone
Alias should be unique within a Fabric.

The Zone Alias can be renaned by setting this object

to a new value if and when it is not in a Zone, i.e.

if and only if the current name is not the val ue of

any tl11ZsZoneMenberI D in the sane Zone Set database."
c:={ t11ZsAliasEntry 2 }

t11ZsAl i asRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row

Thi s object cannot be set to '"active unless the

correspondi ng val ue of t11ZsAliasNane is unique within

the Fabric’'s Zone Server database on this switch."
c:={ t11ZsAliasEntry 3}

-- The table of Zone Menbers

t11ZsZoneMenber Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11ZsZoneMenber Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains all nenbers of a Zone/ Zone Ali as
and i nfornmati on about those menbers in the Zone Set
dat abase of the Zone Servers on each Fabric in one or
nore sw tches.

I n Enhanced node, changes to a database nade via this
table are always nmade to the 'copy’ database, but
val ues read fromthis table reflect the contents of
either the 'copy database or the current (commtted)
dat abase as indicated by the correspondi ng val ue of
t 11ZsSer ver ReadFr onDat abase. "

::={ t1l1ZsConfiguration 6 }

t 11ZsZoneMenber Entry OBJECT- TYPE

SYNTAX Tl1ZsZoneMenber Entry
MAX- ACCESS not - accessi bl e
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STATUS current

DESCRI PTI ON
"Each entry represents the relationship between a
menber and (one of) its 'parent(s)’, i.e., a Zone

or Zone Alias to which the nmenber bel ongs, within
a particular Fabric (identified by the val ue of

t 11ZsServer Fabriclndex) on a particular switch
(identified by values of fcnl nstancel ndex and
fcBwi t chl ndex) .

A Zone nenber (other than an alias) is added to a
Zone by creating an entry in this table having:

- t11ZsZoneMenber Parent Type = 'zone’', and

- t11ZsZoneMenber Parent | ndex = Zone's t1ll1ZsZonel ndex,
- tl11ZsZoneMenberFormat != "05 - Alias Nane',

- tl11ZsZoneMenber| D = Menber’'s identifier.

An "active’ rowin this table references rows in other
tables. The agent nust ensure that all such referenced
rows exist with a status of 'active', either by refusing to
create new active rows in this table, or by automatically
deleting any rows in this table that reference a del eted

I OW.

The StorageType of a rowin this table is specified by
the instance of t11ZsServer Dat abaseSt orageType that is
| NDEXed by the same val ues of fcnl nstancel ndex,
fcbwi t chl ndex, and t11ZsServer Fabri cl ndex. "
INDEX { fcnlnstancel ndex, fcnBwi tchlndex,
t 11ZsServer Fabri cl ndex, t11ZsZoneMenber Parent Type,
t 11ZsZoneMenber Par ent | ndex, tl1llZsZoneMenber | ndex }
::={ t1l1ZsZoneMenber Table 1 }

Tl1ZsZoneMenber Entry ::= SEQUENCE {
t 11ZsZoneMenber Par ent Type | NTEGER
t 11ZsZoneMenber Par ent | ndex Unsi gned32
t 11ZsZoneMenber | ndex Unsi gned32,
t 11ZsZoneMenber For mat Tl1ZsZoneMenber Type,
t 11ZsZoneMenber | D OCTET STRI NG
t 11ZsZoneMenber RowsSt at us RowSt at us
}
t 11ZsZoneMenber Par ent Type OBJECT- TYPE
SYNTAX | NTEGER {
zone(1), -- menber belongs to a Zone
alias(2) -- nenber belongs to a Zone Alias
}
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MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON
"Thi s object determ nes whether this menmber bel ongs
to a Zone or Zone Alias."

.= { t1l1ZsZoneMenberEntry 1 }

t 11ZsZoneMenber Par ent | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This object contains the index value of the Zone or
Zone Alias to which this nenber bel ongs.

If the value of the correspondi ng instance of

t 11ZsZoneMenber Parent Type is ’'zone’, then this object
will contain the value of the tl1lZsZonel ndex object of
the Zone to which this nmenber bel ongs.

If the value of the correspondi ng instance of
t 11ZsZoneMenber Parent Type is "alias’, then this object
will contain the value of the t11ZsAli asl ndex object
of the Zone Alias to which this nmenber bel ongs."

.= { t1l1ZsZoneMenberEntry 2 }

t 11ZsZoneMenber | ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An index value that uniquely identifies this Zone

Menber anongst all Zone Menbers in the Zone Set

dat abase of a particular Fabric on a particular switch."
::={ t11ZsZoneMenberEntry 3 }

t 11ZsZoneMenber For nat OBJECT- TYPE

SYNTAX Tl1lZsZoneMenber Type
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object identifies the format of the
Zone/ Zone Alias menber’s identifier contained in
t 11ZsZoneMenber | D.

Thi s object cannot be nodified while the correspondi ng

val ue of tllZsZoneMenber RowSt atus object is *active ."
.= { t1l1ZsZoneMenberEntry 4 }
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t11ZsZoneMenber | D OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (1..255))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object contains the Menber Identifier of the
Zone or Alias. The interpretation of this object
depends on the value of the correspondi ng instance
of tl1llZsZoneMenber For mat :

if tllZsZoneMenberFormat is N Port Nane’, then
this object contains an N _Port_ Nane.

if tllZsZoneMenberFormat is ' Donain_I D and physica
port’, then this object contains a 4-octet value in
network byte order. The first octet is zero,

the second octet contains the Domain_ID, and the
|ast 2 octets contain the physical port nunber.

- if tllZsZoneMenberFormat is "N Port ID, then this
obj ect contains the 3-octet Nx_Port FC_ID.

- if tl11ZsZoneMenberFormat is "Alias Name’', then
this object contains the value of t11ZsAl i asNane
for sone Alias in the sane Zone Set dat abase.

- if tl1l1ZsZoneMenber Format is ' Node Nane’, then
this object contains an 8-octet Node_Nare.

- if tllZsZoneMenberFormat is 'F _Port Nanme’', then
this object contains an 8-octet F _Port_ Nane.

- if tllZsZoneMenber Format is one of the ’Vendor
Speci fic’ values, then this object contains a val ue
of 1 to 255 octets in a format defined by the rel evant
vendor .

Thi s object cannot be nodified while the corresponding
val ue of tillZsZoneMenber RowSt atus object is 'active ."

::={ t11ZsZoneMenberEntry 5 }

t 11ZsZoneMenber RowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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The corresponding i nstances of tllZsZoneMenberl D and

t 11ZsZoneMenber For mat obj ects nust be set before or

concurrently with setting this object to "active'."
::={ t11ZsZoneMenberEntry 6 }

-- The table of Zone Attribute Bl ocks

t11ZsAttri bBl ockTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11ZsAttri bBl ockEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table gives information on all the Zone
Attributes in the Zone Set database of the Zone
Servers on each Fabric in one or nmore sw tches.

I n Enhanced node, changes to a database nade via this
table are always nmade to the 'copy’ database, but
values read fromthis table reflect the contents of
either the 'copy’ database or the current (comitted)
dat abase as indicated by the correspondi ng val ue of
t 11ZsSer ver ReadFr onDat abase. "

::={ t1l1ZsConfiguration 7 }

t11ZsAttri bBl ockEntry OBJECT- TYPE

SYNTAX T11ZsAttri bBl ockEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains informati on about a Zone Attribute
Bl ock (of Zone Attributes) in the Zone Set database

of a particular Fabric (identified by the val ue of
t11ZsServer Fabricl ndex) on a particular switch
(identified by values of fcm nstancel ndex and

f cBwi t chl ndex) .

An "active’ rowin this table references a rowin the
t11ZsAttri bBl ockTabl e. The agent nust ensure that the
referenced rows exists with a status of 'active’, either by
refusing to create new active rows in this table, or by
automatically deleting any rows in this table that
reference a del eted row.

The StorageType of a rowin this table is specified by

the instance of t11ZsServer Dat abaseSt orageType that is
| NDEXed by the sanme val ues of fcnl nstancel ndex,
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fcmBwi t chl ndex, and t11ZsServer Fabricl ndex. "
INDEX { fcm nstancel ndex, fcnBwitchlndex,
t 11ZsServer Fabricl ndex, t11ZsAttri bBl ockl ndex }
c:={ t11ZsAttribBl ockTable 1 }

T11ZsAttri bBl ockEntry ::= SEQUENCE ({
t11ZsAttri bBl ockl ndex Unsi gned32,
t11ZsAttri bBl ockNane T11Zoni ngNane,
t11ZsAttri bBl ockRowst at us RowSt at us
}
t11ZsAttri bBl ockl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"An index value that uniquely identifies this Zone
Attribute within the Zone Set database of a particular
Fabric on a particular switch."

c:={ t11zZsAttribBl ockEntry 1 }

t11ZsAttri bBl ockName OBJECT- TYPE

SYNTAX T11Zoni ngNane
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The nane of this Zone Attribute Bl ock, which should
be unique within the Fabric."
c:={ t11ZsAttribBl ockEntry 2 }

t11ZsAttri bBl ockRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row
o= { t11ZsAttribBl ockEntry 3 }
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-- The table of Zone Attributes

t11ZsAttri bTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11ZsAttribEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table gives informati on on the Zone Attri butes
within the Zone Attribute Blocks in the Zone Set

dat abase of the Zone Servers on each Fabric in one
or nmore switches.

I n Enhanced node, changes to a database nade via this
table are always made to the 'copy’ database, but

val ues read fromthis table reflect the contents of
either the 'copy database or the current (comitted)
dat abase as indicated by the correspondi ng val ue of

t 11ZsSer ver ReadFr onDat abase. "

::={ t11ZsConfiguration 8 }

t11ZsAttri bEntry OBJECT- TYPE

SYNTAX T11ZsAttri bEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

I NDEX

"Each entry contains informati on about a Zone
Attribute in a Zone Attribute Block (identified by
t11ZsAttri bBl ockl ndex) in the Zone Set database of
a particular Fabric (identified by the val ue of

t 11ZsServer Fabriclndex) on a particular switch
(identified by values of fcnl nstancel ndex and

f crrBwi t chl ndex) .

An entry in this table cannot be created prior to
its associated entry in the t11ZsAttri bBl ockTabl e.

The StorageType of a rowin this table is specified by
the instance of t11ZsServer Dat abaseSt orageType that is
| NDEXed by the same val ues of fcnl nstancel ndex,
fcnbwi t chl ndex, and t11ZsServer Fabricl ndex. "
{ fcm nstancel ndex, fcnBwi tchlndex,
t11ZsServer Fabri cl ndex,
t11ZsAttri bBl ockl ndex, t11ZsAttriblndex }

c:={ t11ZsAttribTable 1 }

T11ZsAttribEntry ::= SEQUENCE {
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t 11ZsAttri bl ndex Unsi gned32,
t11ZsAttri bType Unsi gned32,
t11ZsAttri bVal ue OCTET STRI NG
t11ZsAttri bRowSt at us RowSt at us

}

t11ZsAttri bl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index value that uniquely identifies this
Zone Attribute within its Zone Attribute Block in
the Zone Set database of a particular Fabric on a
particul ar switch."

c:={ t11ZsAttribEntry 1 }

t11ZsAttri bType OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The type of attribute:
0001 - Protocol
0002 - Broadcast Zone
0003 - Hard Zone

00EO (hex) - Vendor Specific."
REFERENCE
"Fi bre Channel - Generic Services-5 (FC GS-5),
ANSI I NCI TS 427-2007, section 6.4.8.3.8, Table 249."
ci={ t11ZsAttribEntry 2 }

t11ZsAttri bVal ue OBJECT-TYPE

SYNTAX OCTET STRING (SI ZE (4..252))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The value of the attribute, formatted as specified
in FGGS-5 for the type given by the corresponding
i nstance of t11ZsAttri bType.

Note that FC-GS-5 requires that the length of this
value is a nultiple of 4 bytes."

REFERENCE
"Fi bre Channel - Ceneric Services-5 (FC GS-5),
ANSI | NCI TS 427-2007, section 6.4.8.3.8."

o= { t11ZsAttribEntry 3 }
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t11ZsAttri bRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this conceptual row
o= { t11ZsAttribEntry 4 }

-- Activating a Zone Set

t11ZsActivateTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tl11ZsActivateEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table provides a nmechanismto allow a Zone Set
to be activated on a Fabric."
::={ t1l1ZsConfiguration 9 }

t11ZsActi vat eEntry OBJECT- TYPE

SYNTAX T11ZsActivateEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry reflects the state of the activation of a
Zone Set by a particular switch (identified by val ues
of fcm nstancel ndex and fcnbwi tchl ndex) on a particul ar
Fabric (identified by the val ue of
t 11ZsServer Fabri cl ndex) . "

INDEX { fcm nstancel ndex, fcnBwitchlndex,

t 11ZsServer Fabri cl ndex }
::={ t1l1ZsActivateTable 1 }

Tl1ZsActivateEntry ::= SEQUENCE {
t 11ZsAct i vat eRequest Unsi gned32,
t11ZsActi vat eDeacti vate | NTEGER,
t11ZsActi vat eResul t | NTEGER,
t 11ZsActi vat eFai | Cause SnnpAdmi nStri ng,
t11ZsActi vat eFai | Domai nld FcDomai nl dOr Zer o
}
t 11ZsAct i vat eRequest OBJECT- TYPE
SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
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"Setting this object to a value is a request for a
Zone Set to be activated on the Fabric that is
represented by this row The Zone Set to be
activated is the one for which t11ZsSet| ndex has

t he sane val ue.

If a Zone Set is already active on a Fabric when a
request is nmade to activate a different one on that
Fabric, then the existing Zone Set is automatically
deactivated and the specified Zone Set is activated
inits place.

The val ue of this object when read is always 0."
c:={ tl1lzZsActivateEntry 1 }

t11ZsActi vat eDeacti vate OBIJECT- TYPE

SYNTAX | NTEGER {
deactivate(1),
noop( 2)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Setting this object to 'deactivate’ is a request
to deactivate the currently active Zone Set on
a Fabric.

Note that the deactivation of the active Zone Set
allows all ports to comunicate or no ports to
conmuni cate, depending on the current Default Zone
behavi or.

No action is taken if this object is set to ’'noop’
When read, the value of this object is always 'noop ."
c:={ t1l1ZsActivateEntry 2 }

t 11ZsActi vat eResul t OBJECT- TYPE
SYNTAX | NTEGER {

activateSuccess(1),
activateFailure(2),
deacti vat eSuccess(3),
deacti vat eFai l ure(4),
i nProgress(5),
none( 6)

}
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
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"This object indicates the outconme of the nost recent
activation/deactivation using this entry.

VWhen the value of this object is "inProgress’, the
val ues of the corresponding instances of

t 11ZsActi vat eRequest and t11ZsActi vateDeactivate
cannot be nodifi ed.

The val ue 'none’ indicates activation/deactivation
has not been attenpted since the |last restart of
the managenent system ™

.= { t1lZsActivateEntry 3}

t11ZsAct i vat eFai | Cause OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..64))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A textual message indicating the reason for the
nost recent failure of a Zone Set activation or
deactivation, or the zero-length string if no
information is available (e.g., because the
correspondi ng i nstance of t11ZsActivateResult
has the val ue 'none’).

When the correspondi ng i nstance of
t11ZsActivateResult is either 'activateFailure’
or 'deactivateFailure’ , the value of this object
i ndicates the reason for that failure.”

.= { tl1lZsActivateEntry 4 }

t11ZsAct i vat eFai | Domai nl d OBJECT- TYPE

SYNTAX FcDonmai nl dOr Zer o
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"I'f the failure cause (as indicated by

t 11ZsSet Fai | Cause) was specific to a particul ar

device, this object contains the Domain_|I D of that

device. Qherwi se, this object contains zero."
c:={ t1l1ZsActivateEntry 5}
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-- t11ZsActi veTabl e

t11ZsActi veTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11ZsActiveEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing information on the currently
enforced/ active Zone Set on each Fabric.
An active Zone Set cannot be nodified.
This table will be enpty when no Zone Set is
activated."

::={ t11ZsConfiguration 10 }

t11ZsActi veEntry OBJECT- TYPE

SYNTAX T11ZsActiveEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Each entry represents an active Zone Set of a
particul ar Fabric (identified by the val ue of

t 11ZsServer Fabricl ndex), according to a particul ar

August 2007

switch (identified by values of fcm nstancel ndex and

fcnBwi t chl ndex) . "
INDEX { fcm nstancel ndex, fcnbwitchlndex,
t 11ZsServer Fabri cl ndex }
c:={ t1l1ZsActiveTable 1 }

T1l1ZsActiveEntry ::= SEQUENCE ({
t 11ZsAct i veZoneSet Nane T11Zoni ngNane,
t11ZsActi veActi vat eTi ne Ti meSt anp

}

t 11ZsAct i veZoneSet Nanme OBJECT- TYPE
SYNTAX T11Zoni ngNane
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nane of this Zone Set on this Fabric."
.= { t1l1ZsActiveEntry 1 }

t11ZsActi veActi vat eTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The val ue of sysUpTine at which this entry was nost

recently activated. |If this row was activated prior to
the last re-initialization of the |ocal network management
system then this object will contain a zero val ue."

c:={ t11ZsActiveEntry 2 }

-- Zones in the Activel/ Enforced Zone Set

t11ZsActi veZoneTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11ZsActiveZoneEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains all the Zones that are present in
the active Zone Sets on all Fabrics.”
::={ t1l1ZsConfiguration 11 }

t 11ZsActi veZoneEnt ry OBJECT- TYPE

SYNTAX T11ZsActi veZoneEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry represents a Zone in the active Zone Set
of a particular Fabric (identified by the val ue of
t 11ZsServer Fabricl ndex), according to a particul ar
switch (identified by values of fcm nstancel ndex and
fcrBbwi t chl ndex) . "
INDEX { fcnlnstancel ndex, fcnBwi tchlndex,
t 11ZsServer Fabri cl ndex, t11ZsActiveZonel ndex }
c:= { t11ZsActiveZoneTable 1 }

T11ZsActiveZoneEntry ::= SEQUENCE {
t 11ZsAct i veZonel ndex Unsi gned32,
t 11ZsAct i veZoneNane T11Zoni ngNane,
t 11ZsAct i veZoneBr oadcast Zoni ng Trut hVal ue,
t 11ZsAct i veZoneHar dZoni ng Trut hVal ue
}
t 11ZsActi veZonel ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"An index value that uniquely identifies this Zone
within the active Zone Set on a particular Fabric."
.= { t1l1ZsActiveZoneEntry 1 }
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t11ZsActi veZoneNane OBJECT- TYPE

SYNTAX T11Zoni ngNane
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nane of this Zone."
.= { t1l1ZsActiveZoneEntry 2 }

t 11ZsActi veZoneBr oadcast Zoni ng OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Thi s object indicates whether broadcast Zoning is
enabl ed on this Zone. |f broadcast Zoning is enabled,
then broadcast frames generated by a nenber in this
Zone will be restricted to nenbers in this Zone.

This object is only instantiated in Enhanced node."
.= { t11ZsActiveZoneEntry 3 }

t 11ZsAct i veZoneHar dZoni ng OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates whether hard Zoning is
enabl ed on this Zone.

This object is only instantiated in Enhanced node."
.= { t1l1ZsActiveZoneEntry 4 }

-- Zone Menbers in the Activel/ Enforced Zone Set

t11ZsAct i veZoneMenber Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11ZsActiveZoneMenberEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains all nmenbers of all Zones
within the active Zone Set on any Fabric."
::={ t11zsConfiguration 12 }

t 11ZsActi veZoneMenber Entry OBJECT- TYPE
SYNTAX T11ZsActi veZoneMenber Entry
MAX- ACCESS  not-accessi bl e
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STATUS current
DESCRI PTI ON
"Each entry represents a nenber of a Zone in the active
Zone Set of a particular Fabric (identified by the value
t11ZsServer Fabricl ndex), according to a particul ar
switch (identified by values of fcm nstancel ndex and
fcBwi t chl ndex) . "
INDEX { fcm nstancel ndex, fcnbBwitchlndex,
t 11ZsServer Fabri cl ndex,
t 11ZsActi veZonel ndex, t11ZsActiveZoneMenberl ndex }
::={ t11ZsActiveZoneMenber Table 1 }

T11ZsActiveZoneMenberEntry ::= SEQUENCE {
t 11ZsAct i veZoneMenber | ndex Unsi gned32
t 11ZsAct i veZoneMenber For mat T1l1ZsZoneMenber Type,
t 11ZsActi veZoneMenber | D OCTET STRI NG
}
t 11ZsActi veZoneMenber | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not -accessible
STATUS current
DESCRI PTI ON

"An index value that uniquely identifies this

nenber anongst the nenbers of a particular Zone

in the active Zone Set on a particular Fabric."
c:= { t11ZsActiveZoneMenberEntry 1 }

t11ZsActi veZoneMenber For mat OBJECT- TYPE

SYNTAX Tl1lZsZoneMenber Type
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object identifies the identifier format of the
correspondi ng i nstance of t11ZsActiveZoneMenberlD."
.= { t1l1ZsActiveZoneMenberEntry 2 }

t 11ZsActi veZoneMenber | D OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (1..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This value of this object identifies the nmenber
using the format specified in the corresponding
i nstance of t11ZsActiveZoneMenber For mat."

::={ t11ZsActiveZoneMenberEntry 3 }
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-- Zone Attributes in the Activel/ Enforced Zone Set

t11ZsActiveAttri bTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11ZsActiveAttribEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains informati on about sone of the
Attributes of the Zones within the active Zone Set
on each Fabric.

This table contains all the types of attributes
that m ght apply zero, one, or nore tinmes to a Zone.
Attributes that apply once and only to a Zone are
specified in the t11ZsActiveZoneTabl e.

This table will always be enpty in Basic node.
It will also be enpty if there are no Zones in
any active Zone Set having any of the applicable
types of attributes.”

::={ t11ZsConfiguration 13 }

t11ZsActiveAttri bEntry OBJECT- TYPE

SYNTAX T11ZsActiveAttri bEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains an Attribute of a particular
Zone in the active Zone Set of a particular Fabric
(identified by the value of t1l1ZsServerFabriclndex),
according to a particular switch (identified by
val ues of fcm nstancel ndex and fcnbw t chl ndex)."
I NDEX { fcml nstancel ndex, fcnbw tchlndex,
t 11ZsServer Fabri cl ndex,
t 11ZsActi veZonel ndex, t11ZsActiveAttriblndex }
ci= { t1l1ZsActiveAttribTable 1 }

T11ZsActiveAttri bEntry ::= SEQUENCE {
t11ZsActi veAttri bl ndex Unsi gned32,
t11ZsActiveAttri bType Unsi gned32,
t11ZsActi veAttri bVal ue OCTET STRI NG
}
t11ZsActiveAttri bl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS not - accessi bl e
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STATUS current

DESCRI PTI ON
"An index value that uniquely identifies this
attribute anongst the other attributes for a
particul ar Zone in the active Zone Set on a
particul ar Fabric."

c:={ t1lZsActiveAttribEntry 1 }

t11ZsActiveAttri bType OBJECT-TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The type of attribute:

0001 - Protoco
00EO (hex) - Vendor Specific

Note that type 2 (Hard) and type 3 (Broadcast)

do not need to be represented here, because they

are represented by t11ZsActi veZoneBroadcast Zoni ng and

t 11ZsAct i veZoneHar dZoni ng. "
REFERENCE

"Fi bre Channel - Generic Services-5 (FC GS-5),

ANSI I NCI TS 427-2007, section 6.4.8.3.8, Table 249."
ci= { t1l1ZsActiveAttribEntry 2 }

t11ZsActiveAttri bvalue OBIECT- TYPE

SYNTAX OCTET STRING (SIZE (0..252))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of the attribute, formatted according to
its type as indicated by the corresponding instance
of t11ZsActiveAttribType.

As specified in FCGS-5, the length of an attribute
value is at least 4 bytes, and if necessary, the value
is appended with zero bytes so that the length is a
multiple of 4. For a Vendor-Specific attribute
value, the first 8 bytes contain the T10 Vendor 1D
as described in FC-GS-5."

REFERENCE
"Fi bre Channel - GCeneric Services-5 (FC GS-5),
ANSI I NCI TS 427-2007, section 6.4.8.3.8."

c:={ t11ZsActiveAttribEntry 3 }
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-- Zone Server Statistics

t 11ZsSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11ZsStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Atable of statistics maintained by Zone Servers."
o= { t11ZsStatistics 1}

t11ZsStat sEntry OBJECT- TYPE

SYNTAX T11ZsStatsEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A set of statistics for a Zone Server on a
particular Fabric (identified by the val ue of
t 11ZsServer Fabriclndex) on a particular switch
(identified by values of fcnl nstancel ndex and
fcbwi t chl ndex) . "

I NDEX { fcml nstancel ndex, fcnbw tchlndex,

t 11ZsServer Fabri cl ndex }
o= { tllZsStatsTable 1 }

Tl1ZsStatsEntry ::= SEQUENCE {
t 11ZsCQut Mer geRequest s Count er 32,
t11Zsl nMer geAccept s Count er 32,
t11Zsl nMer geRequest s Count er 32,
t 11ZsQut Mer geAccept s Count er 32,
t 11ZsCQut ChangeRequest s Count er 32,
t 11Zsl nChangeAccept s Count er 32,
t 11Zsl nChangeRequest s Count er 32,
t 11ZsCQut ChangeAccept s Count er 32,
t11Zsl nZsRequest s Count er 32,
t 11ZsQut ZsRej ect s Count er 32

}

t 11ZsCQut Mer geRequest s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Merge Request Frames sent by this Zone
Server to other Zone Servers in the sane Fabric.

This counter has no discontinuities other than those
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that all Counter32s have when sysUpTi ne=0."
ci={ tllzZsStatsEntry 1}

t11Zsl nMer geAccept s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Merge Accept Frames received by this Zone
Server from other Zone Servers in the sane Fabric.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
ci={ tllzZsStatsEntry 2 }

t11Zsl nMer geRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Merge Request Frames received by this Zone
Server from other Zone Servers in the same Fabric.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
o= { tl1llZsStatsEntry 3 }

t 11ZsCQut Mer geAccept s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Merge Accept Franmes sent by this Zone
Server to other Zone Servers in the sane Fabric.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
o= { tl1llZsStatsEntry 4 }

t 11ZsCQut ChangeRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of change requests sent (via the Fabric
Management Session Protocol) by this Zone Server to
ot her Zone Servers in the sane Fabric.
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Thi s includes Acquire Change Authorization requests, Stage
Fabric Config Update requests, Update Fabric Config requests
and Rel ease Change Authorization requests. It also includes
the correspondi ng types of requests defined by the Enhanced
Conmit Service.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
REFERENCE
"Fi bre Channel - Switch Fabric-4 (FC SW4),
ANSI INCI TS 418-2006, April 2006, sections 10.6 and 13."
;.= { tllZsStatsEntry 5 }

t 11Zsl nChangeAccept s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of SW ACC nessages received from ot her Zone
Servers in the sane Fabric (according to the Fabric
Managenment Session Protocol) in response to change
requests by this Zone Server.

Thi s includes SW ACC nessages received in response to
Acqui re Change Authorization requests, to Stage Fabric
Config Update requests, to Update Fabric Config requests,
and to Rel ease Change Authorization requests. It also

i ncl udes responses to the correspondi ng types of requests
defined for the Enhanced Commt Servi ce.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
REFERENCE
"Fi bre Channel - Switch Fabric-4 (FC SW4),
ANSI I NCI TS 418-2006, April 2006, sections 10.6 and 13."
o= { tllZsStatsEntry 6 }

t 11Zsl nChangeRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of change requests received (via the Fabric
Managenment Session Protocol) by this Zone Server from
ot her Zone Servers in the sane Fabric.

Thi s includes Acquire Change Authorization requests, Stage
Fabric Config Update requests, Update Fabric Config requests
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and Rel ease Change Authorization requests. It also includes
the correspondi ng types of requests defined by the Enhanced
Conmit Service.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
REFERENCE
"Fi bre Channel - Switch Fabric-4 (FC SW4),
ANSI INCI TS 418-2006, April 2006, sections 10.6 and 13."
c:={ t11ZsStatsEntry 7 }

t 11ZsQut ChangeAccept s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of SW ACC nessages sent by this Zone Server
(according to the Fabric Managenment Session Protocol) in
response to change requests from ot her Zone Servers in
the same Fabric.

Thi s includes SWACC nessages sent in response to

Acqui re Change Authorization requests, to Stage Fabric
Config Update requests, to Update Fabric Config requests
and to Rel ease Change Authorization requests. It also

i ncl udes responses to the correspondi ng types of requests
defined for the Enhanced Conmit Service.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
REFERENCE
"Fi bre Channel - Switch Fabric-4 (FC SW4),
ANSI INCI TS 418-2006, April 2006, sections 10.6 and 13."
c:={ t11ZsStatsEntry 8 }

t11Zsl nZsRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Zone Server requests received by this
Zone Server on this Fabric, both those received in
Basi ¢ nbde and i n Enhanced npde.

This counter has no discontinuities other than those

that all Counter32s have when sysUpTi ne=0."
c:={ t11ZsStatsEntry 9 }
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t 11ZsQut ZsRej ect s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Zone Server requests rejected by this
Zone Server on this Fabric, both those rejected in
Basi ¢ node and in Enhanced node.

This counter has no discontinuities other than those
that all Counter32s have when sysUpTi ne=0."
.= { tl1llZsStatsEntry 10 }

-- Notification Control Table

t 11ZsNot i f yCont r ol Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF T11ZsNotifyControl Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table of control information for notifications
generated due to Zone Server events."
.= { t1l1ZsConfiguration 14 }

t11ZsNoti fyControl Entry OBJECT- TYPE

SYNTAX T11ZsNoti fyControl Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains notification control information
specific to a Zone Server for a particular Fabric
(identified by the value of t11ZsServerFabricl ndex)
on a particular switch (identified by val ues of

fcm nst ancel ndex and fcnBw t chl ndex).

The persistence across reboots of witable values in
arowof this table is specified by the instance of
t 11ZsSer ver Dat abaseSt or ageType that is | NDEXed by
the sanme val ues of fcm nstancel ndex, fcnBw tchl ndex,
and t11ZsServer Fabri cl ndex. "

INDEX { fcnlnstancel ndex, fcnBwi tchlndex,

t 11ZsServer Fabri cl ndex }
::={ t11ZsNotifyControl Table 1 }

T11ZsNotifyControl Entry ::= SEQUENCE {
t 11ZsNot i f yRequest Rej ect Enabl e Tr ut hval ue,
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t 11ZsNoti f yMer geFai | ur eEnabl e
t 11ZsNoti f yMer geSuccessEnabl e
t 11ZsNot i f yDef ZoneChangeEnabl e
t11ZsNoti f yActi vat eEnabl e

t 11ZsRej ect Ct CormmandStri ng

t 11ZsRej ect Request Sour ce

t 11ZsRej ect ReasonCode

t 11ZsRej ect ReasonCodeExp

t 11ZsRej ect ReasonVendor Code

FC Zone Server M B

August 2007

Trut hVval ue,

Trut hVal ue,

Trut hVal ue,

Tr ut hVval ue,

OCTET STRI NG

FcNarel dOr Zer o,

T11NsGs4Rej ect ReasonCode,
T11ZsRej ect ReasonExpl anati on
OCTET STRI NG

}
t 11ZsNot i f yRequest Rej ect Enabl e OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Thi s object specifies whether t11ZsRequestRejectNotify
notifications should be generated by the Zone Server
for this Fabric."

c:={ t11ZsNotifyControl Entry 1 }

t11ZsNot i f yMer geFai | ur eEnabl e OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Thi s object specifies whether t11ZsMergeFail ureNotify
notifications should be generated by the Zone Server
for this Fabric.”

.= { t11ZsNotifyControl Entry 2 }

t 11ZsNoti f yMer geSuccessEnabl e OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object specifies whether t1l1ZsMergeSuccessNotify
notifications should be generated by the Zone Server
for this Fabric."

c:={ t11ZsNotifyControl Entry 3 }

t 11ZsNot i f yDef ZoneChangeEnabl e OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Thi s object specifies whether t11ZsDef ZoneChangeNotify
notifications should be generated by the Zone Server
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for this Fabric."”
c:={ tl1l1ZsNotifyControl Entry 4 }

t11ZsNoti f yActi vat eEnabl e OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Thi s object specifies whether t11ZsActivateNotify
notifications should be generated by the Zone Server
for this Fabric."

;.= { t11ZsNotifyControl Entry 5 }

t 11ZsRej ect &t CommandSt ri ng OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The binary content of the Zone Server request,
formatted as an octet string (in network byte order)
contai ning the Common Transport Information Unit
(CT_IU), as described in Table 2 of FCG GS-5 (including
the preanble), which was nost recently rejected by the
Fabric Configuration Server for this Fabric.

Thi s object contains the zero-length string
if and when the CT-1U s content is unavail abl e.

VWen the length of this object is 255 octets, it
contains the first 255 octets of the CT-1U (in
networ k byte order)."

c:={ t11ZsNotifyControl Entry 6 }

t 11ZsRej ect Request Sour ce OBJECT- TYPE

SYNTAX FcNamel dOr Zer o
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The WA that was the source of the CT_IU
contained in the correspondi ng i nstance of
t 11ZsRej ect Ct CommandStri ng. "

o= { t11ZsNotifyControl Entry 7 }

t 11ZsRej ect ReasonCode OBJECT- TYPE

SYNTAX T11NsGs4Rej ect ReasonCode
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
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"The reason code corresponding to the nost recent
rejection of a request by the Zone Server for
this Fabric."

c:={ t11ZsNotifyControl Entry 8 }

t 11ZsRej ect ReasonCodeExp OBJECT- TYPE

SYNTAX T1l1ZsRej ect ReasonExpl anati on
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"When the value of t11ZsReject ReasonCode is
"Unabl e to performconmand request’, this
obj ect contains the correspondi ng reason code
expl anation."

::={ t11ZsNotifyControl Entry 9 }

t 11ZsRej ect ReasonVendor Code OBJECT- TYPE
SYNTAX OCTET STRING (SIZE (1))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"When the value of t11ZsReject ReasonCode is

"Vendor Specific Error’, this object contains

the correspondi ng vendor-specific reason code."
;o= { t11ZsNotifyControl Entry 10 }

t11ZsFabri cl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0..4096)
MAX- ACCESS  accessible-for-notify
STATUS current

DESCRI PTI ON

"This object contains either a value of
Tl1lFabriclndex to identify the Fabric on which
some occurrence has caused a notification to be
generated, or it has the value 4096 to indicate
all applicable Fabrics."

.= { t1l1ZsConfiguration 15 }
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-- Notifications

t 11ZsRequest Rej ect Noti fy NOTI FI CATI ON- TYPE
OBJECTS { tl1l1lFamlocal Swi t chVWn,
t 11ZsRej ect Request Sour ce,
t 11ZsRej ect Ct CommandStri ng,
t 11ZsRej ect ReasonCode,
t 11ZsRej ect ReasonCodeExp,
t 11ZsRej ect ReasonVendor Code }
STATUS current
DESCRI PTI ON
"This notification is generated whenever a Zone Server
(indicated by the value of tllFanmlLocal SwitchWw) rejects
a request.

The val ue of t11ZsReject G CommandString indicates the

rej ected request, and the values of t11ZsReject ReasonCode,

t 11ZsRej ect ReasonCodeExp and t 11ZsRej ect ReasonVendor Code

i ndicate the reason for the rejection. The val ue of

t11ZsRequest Cl i ent indicates the source of the request."
c:={ t11ZsM BNotifications 1 }

t 11ZsMer geFai | ureNoti fy NOTI FI CATI ON- TYPE

OBJECTS { iflndex, tl1llZsFabriclndex }
STATUS current
DESCRI PTI ON

"This notification indicates that a Zone nerge
failure has occurred on the Fabric indicated by the
val ue of tl1lZsFabriclndex, on the interface

i ndi cated by the value of iflndex.

If multiple Virtual Fabrics are configured on an

interface, and all have a Zone nerge failure

at the sane time, then just one notification is

generated and t11ZsFabriclndex has the val ue 4096."
.= { t11ZsM BNotifications 2 }

t 11ZsMer geSuccessNoti fy NOTI FI CATI ON- TYPE

OBJECTS { iflndex, tllZsFabriclndex }
STATUS current
DESCRI PTI ON

"This notification indicates that a successful Zone
nerge has occurred on the Fabric indicated by the
val ue of tl1lZsFabriclndex, on the interface

i ndi cated by the val ue of iflndex.

If multiple Virtual Fabrics are configured on an
interface, and all have a successful Zone Merge
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at the sane tinme, then just one notification is
generated and t11ZsFabriclndex has the val ue 4096."
c:={ t11ZsM BNotifications 3}

t 11ZsDef ZoneChangeNot i fy NOTI FI CATI ON- TYPE

OBJECTS { tl1l1ZsServerDefaul t ZoneSetting }
STATUS current
DESCRI PTI ON

"This notification indicates that the
val ue of a Default Zone Setting has changed.
The val ue of t11ZsServer Def aul t ZoneSetti ng
contains the value after the change."

o= { t11ZsM BNotifications 4 }

t11ZsActivateNotify NOTI FI CATI ON- TYPE

OBJECTS { tllFanlocal SwitchWw, t11ZsActivateResult }
STATUS current
DESCRI PTI ON

"This notification is generated whenever a switch
(indicated by the value of tl1llFamlLocal SwitchWw)
activates/deactivates a Zone Set on a Fabric.
The t11ZsActivateResult object denotes the outcone
of the activation/deactivation."

.= { t11ZsM BNotifications 5 }

-- Conf ornance

t 11ZsM BConpl i ances OBJECT I DENTIFIER ::= { t11ZsM BConfornmance 1 }

t11ZsM BG oups OBJECT IDENTIFIER ::= { t11ZsM BConf or mance 2 }
t 11ZsM BConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON

"The conpliance statement for entities that
i mpl enent the Zone Server."

MODULE MANDATORY- GROUPS {t 11ZsBasi cG oup,
t11ZsNoti fi cati onControl G oup,

t11ZsNotificati onGoup }

GROUP t 11ZsEnhancedMbdeG oup

DESCRI PTI ON
"This group is nandatory only for those systens
with Zone Servers that support Enhanced Mode."

GROUP t 11ZsActi vat eG oup

DESCRI PTI ON
"Only entities that provide wite access for
activating a Zone Set support need to support
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this group.™

GROUP t11ZsStatisti csGoup

DESCRI PTI ON
"These counters, containing Zone Server statistics,
are mandatory only for those systens that count
such events."

OBJECT t 11ZsSet RowSt at us
SYNTAX | NTEGER { active(l) }
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11ZsZoneRowSt at us
SYNTAX | NTEGER { active(l) }
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11ZsSet ZoneRowSt at us
SYNTAX | NTEGER { active(l) }
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11ZsAl i asRowSt at us
SYNTAX | NTEGER { active(l) }
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11ZsZoneMenber RowsSt at us
SYNTAX | NTEGER { active(l) }
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t11ZsAttri bBl ockRowSt at us
SYNTAX | NTEGER { active(l) }
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t11ZsAttri bRowSt at us
SYNTAX | NTEGER { active(l) }
M N-ACCESS read-only
DESCRI PTI ON
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"Wite access is not required."

OBJECT t 11ZsSer ver Dat abaseSt or ageType
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT t11ZsServerDi stribute
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT t 11ZsSer ver Conmi t
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT t 11ZsSer ver ReadFr onDat abase
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT t 11ZsSer ver Oper at i onMbde
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT t 11ZsSer ver Def aul t ZoneSet ti ng
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT t 11ZsServer MergeControl Setting
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT t 11ZsSer ver Def ZoneBr oadcast
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT t 11ZsSet Name
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT t 11ZsZoneNane
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M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT t11ZsZoneAttri bBl ock
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT t 11ZsAl i asName
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT t 11ZsZoneMenber For mat
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT t 11ZsZoneMenber | D
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT t11ZsAttri bBl ockNanme
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT t11ZsAttri bType
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT t11ZsAttri bVal ue
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT t 11ZsAct i vat eRequest
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT t11ZsActi vat eDeacti vate
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.
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OBJECT t 11ZsNot i f yRequest Rej ect Enabl e
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t 11ZsNot i f yMer geFai | ur eEnabl e
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT t11ZsNoti f yMer geSuccessEnabl e
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t 11ZsNot i f yDef ZoneChangeEnabl e
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t11ZsNoti f yActi vat eEnabl e
M N-ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
.= { t11ZsM BConpl i ances 1 }
-- Units of Confornmance

t 11ZsBasi cG oup OBJECT- GROUP
OBJECTS { tllZsServer Capabilitybject,

t 11ZsSer ver Dat abaseSt or ageType,
t11ZsServerDi stri bute,
t11ZsServer Resul t,
t 11ZsSer ver ReasonCode,
t 11ZsSer ver ReasonCodeExp,
t 11ZsSer ver ReasonVendor Code,
t 11ZsSer ver Last Change,
t 11ZsSer ver Har dZoni ng,
t 11ZsSer ver ReadFr onDat abase,
t 11ZsSer ver Oper at i onMbde,
t 11ZsSet Nane,
t 11ZsSet Rowst at us,
t 11ZsZoneNane,
t11ZsZoneAttri bBl ock,
t 11ZsZoneRowSt at us,
t 11ZsSet ZoneRowSt at us,
t 11ZsZoneMenber For mat ,
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t 11ZsZoneMenber | D,

t 11ZsZoneMenber RowSt at us,
t11ZsAct i veZoneSet Nane,
t11ZsActi veActi vat eTi e,
t11ZsActi veZoneNane,

t 11ZsAct i veZoneMenber For mat ,
t11ZsActi veZoneMenber | D

}
STATUS current
DESCRI PTI ON

"A collection of objects for displaying
the Zone configuration of a Zone Server capabl e of

operating in Basic node."
= { t11ZsM BG oups 1 }

t 11ZsEnhancedMbdeG oup OBJECT- GROUP
OBJECTS { tl1ZsServerCommt,

t 11ZsSer ver ChangeModeResul t
t 11ZsSer ver Def aul t ZoneSet ti ng,
t 11ZsSer ver Mer geCont r ol Setti ng,
t 11ZsSer ver Def ZoneBr oadcast ,
t11ZsAl i asNane,
t 11ZsAl i asRowsSt at us,
t 11ZsAttri bBl ockName,
t11ZsAttri bBl ockRowsSt at us,
t11ZsAttri bType,
t11ZsAttri bVval ue,
t11ZsAttri bRowSt at us,
t 11ZsAct i veZoneBr oadcast Zoni ng,
t 11ZsAct i veZoneHar dZoni ng,
t11ZsActiveAttri bType,
t11ZsActi veAttri bVal ue

}
STATUS current
DESCRI PTI ON

"A collection of additional objects for displaying

August 2007

and updati ng

and updating the Zone configuration of a Zone Server

capabl e of operating in Enhanced node."

c:={ t11ZsM BG oups 2 }

t11ZsStati sti csG oup OBJECT- GROUP

OBJECTS { t11ZsQut MergeRequests,
t11Zsl n\Mer geAccept s,
t11Zsl nMer geRequest s,
t 11ZsCQut Mer geAccept s,
t 11ZsCQut ChangeRequest s,
t 11Zsl nChangeAccept s,
t 11Zsl nChangeRequest s,
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t 11ZsCQut ChangeAccept s,
t11Zsl nZsRequest s,
t 11ZsCQut ZsRej ect s

}
STATUS current
DESCRI PTI ON
"A collection of objects for collecting Zone Server
statistics information."
c:={ t11ZsM BG oups 3 }

t11ZsNoti fi cati onControl G oup OBJECT- GROUP
OBJECTS { t1l1ZsNotifyRequest Rej ect Enabl e,

t 11ZsNot i f yMer geFai | ur eEnabl e,
t 11ZsNot i f yMer geSuccessEnabl e,
t 11ZsNot i f yDef ZoneChangeEnabl e,
t11ZsNoti f yActi vat eEnabl e,
t 11ZsRej ect Ct CommandStri ng,
t 11ZsRej ect Request Sour ce,
t 11ZsRej ect ReasonCode,
t 11ZsRej ect ReasonCodeExp,
t 11ZsRej ect ReasonVendor Code,
t 11ZsFabri cl ndex

}

STATUS  current

DESCRI PTI ON
"A collection of notification control and
notification information objects for nonitoring
Zone Server request rejection and Zone merge
failures."

.= { t11ZsM BG oups 4 }

t11ZsActi vat eG oup OBJECT- GROUP
OBJECTS { t1l1ZsActivateRequest,
t11ZsActi vat eDeacti vat e,
t11ZsActi vat eResul t,
t 11ZsAct i vat eFai | Cause,
t11ZsActi vat eFai | Domai nl d

}
STATUS current
DESCRI PTI ON
"A collection of objects that allow a Zone Set to
be activated via SNMP Set Requests and provide the
status and result of such an activation."
o= { t11ZsM BG oups 5 }

t11ZsNoti fi cati onG oup NOTI FI CATI ON- GROUP

NOTI FI CATI ONS { t11ZsRequest Rej ectNotify,
t 11ZsMergeFai |l ureNoti fy,
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t 11ZsMer geSuccessNoti fy,
t 11ZsDef ZoneChangeNot i fy,
t11ZsActivateNotify }
STATUS current
DESCRI PTI ON
"A collection of notification(s) for nmonitoring
Zone Server request rejection, Zone merge
failures and successes, and Default Zoning
behavi oral changes."
c:={ t11ZsM BG oups 6 }

END

8.

| ANA Consi der ati ons

| ANA has assigned two MB O Ds: one for the T11l-FC FABRI C-LOCK-M B
nodul e (159) and one for the T1l-FC- ZONE- SERVER-M B nodul e (160),
under the mb-2 subtree.

Security Considerations

There are many managemnent objects defined in these MB nodules with a
MAX- ACCESS cl ause of read-write and/or read-create. Such objects may
be considered sensitive or vulnerable in some network environnents.
The support for SET operations in a non-secure environnent w thout
proper protection can have a negative effect on network operations.

Speci fically, unauthorized wite access to *any* of the witable
objects in these MB nodul es coul d cause unaut hori zed mani pul ati on of
the Zoning information on a Zone Server, and/or the activation of an
unaut hori zed Active Zone Set in a Fabric. This could result in

al | owi ng unaut hori zed connectivity, and/or denying authorized
connectivity, between hosts connected to the Fibre Channel network.

It could al so cause the suppression of notifications (e.g., of

unaut hori zed operations), or the disruption of network operations due
to the generation of unwanted notifications.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP

Unaut hori zed read access to any of the readabl e objects in the
t11ZsServer Tabl e, t11ZsActiveZoneTabl e, t11ZsActi veZoneMenber Tabl e,
or t11ZsActiveAttribTable tables would reveal information about the
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10.

currently authorized connectivity between hosts connected to the
Fi bre Channel network.

Unaut hori zed read access to any of the readabl e objects in the
t11ZsSet Tabl e, t11ZsZoneTabl e, t11ZsSet ZoneTabl e, t11ZsAli asTabl e,

t 11ZsZoneMenber Tabl e, t11ZsAttri bBl ockTable, or t11ZsAttribTabl e
tabl es would reveal infornmation about potential/alternative
connectivity that could be authorized between hosts connected to the
Fi bre Channel networKk.

SNWP versions prior to SNVPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/ create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenmentors consider the security features as
provi ded by the SNWMPv3 franework (see [RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimate
rights to indeed GET or SET (change/create/del ete) them
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