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Abst ract

The setup of a full mesh of Multi-Protocol Label Switching (MPLS)
Traffic Engineering (TE) Label Switched Paths (LSP) anbng a set of
Label Switch Routers (LSR) is a conmon depl oynment scenario of MPLS
Traffic Engineering either for bandw dth optim zation, bandw dth
guarantees or fast rerouting with MPLS Fast Reroute. Such depl oynent
may require the configuration of a potentially |arge nunber of TE
LSPs (on the order of the square of the nunber of LSRs). This
docunent specifies Interior Gateway Protocol (IGP) routing extensions
for Internmediate Systemto-Internediate System (1S-1S) and Open
Shortest Path First (OSPF) so as to provide an autonmatic di scovery of
the set of LSRs nenbers of a nesh in order to automate the creation
of such mesh of TE LSPs.
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1. Introduction

There are two wel | - known approaches in deploying MPLS Traffic
Engi neeri ng:

(1) The so-called "strategic" approach that consists of setting up a
full mesh of TE LSPs between a set of LSRs.

(2) The so-called "tactical" approach, where a set of TE LSPs are
provi sioned on well-identified "hot spots” in order to alleviate a

congestion resulting, for instance, froman unexpected traffic growth

in

some parts of the network.

The setup of a full nmesh of TE LSPs anpbng a set of LSRs is a commobn
depl oyment scenario of MPLS Traffic Engi neering either for bandw dth

opt
Rer

i mzation, bandw dth guarantees, or fast rerouting with MPLS Fast
oute. Setting up a full nesh of TE LSPs between N LSRs requires

the configuration of a potentially |arge nunmber of TE LSPs (Q(N‘2)).

Fur

thernmore, the addition of any new LSR in the nesh requires the

configuration of N additional TE LSPs on the new LSR and one new TE
LSP on every LSR of the existing mesh destined to this new LSR, which
gives a total of 2*N TE LSPs to be configured. Such an operation is

not
for
TE

only tine consunming but also risky (prone to msconfiguration)
Service Providers. Hence, an automatic mechanismfor setting up
LSPs neshes is desirable and requires the ability to automatically

di scover the set of LSRs that belong to the nesh. This docunent
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specifies routing extensions so as to automatically discover the
nmenbers of a nesh, also referred to as a "TE nmesh-group”. Note that
the mechani snm(s) needed for the dynamic creation of TE LSPs is

i mpl enent ati on specific and outside the scope of this document.

Rout i ng extensi ons have been defined in [RFC4970] and [ RFC4971] in
order to advertise router capabilities. This docunment specifies |IGP
(OSPF and 1S-1S) TE Mesh Group (Type Length Value) TLVs allow ng for
the autonmatic discovery of a TE nesh-group nenbers, to be carried in
the OSPF Router Information (Link State Advertisenment) LSA [ RFC4970]
and I S-1S Router Capability TLV [ RFC4971]. The routing extensions
specified in this docunent provide the ability to signal nmultiple TE
nmesh groups. An LSR may belong to nore than one TE nesh-group(s).
There are relatively tight real-time constraints on the operation of
| GPs (such as OSPF and IS-1S). For this reason, some care needs to
be applied when proposing to carry additional information in an | GP
The infornmation described in this document is both relatively snal
in total volune (conpared with other information already carried in
| GPs), and also relatively stable (i.e., changes are based on
configuration changes, but not on dynam c events within the network,
or on dynamc triggers, such as the | eaking of information from other
routing protocols or routing protocol instances).

2. Definitions
Term nol ogy used in this docunent
|GP: Interior Gateway Protoco
| GP Area: OSPF area or |S-1S |eve
IS-1S: Intermediate Systemto-Intermedi ate System (1S-1S)
LSR Label Switch Router
OSPF: (Open Shortest Path First
OSPF LSA: OSPF Link State Adverti senent
TE LSP: Traffic Engineering Label Sw tched Path
TE LSP head-end: head/source of the TE LSP
TE LSP tail-end: tail/destination of the TE LSP

TLV: Type Length Val ue
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2.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Description of a TE Mesh- Group

A TE nesh-group is defined as a group of LSRs that are connected by a
full mesh of TE LSPs. Routing extensions are specified in this
docunent, allow ng for dynam c di scovery of the TE nesh-group
nmenbers. Procedures are also specified for a nenber to join and

| eave a TE nmesh-group. For each TE nesh-group nenbershi p announced
by an LSR, the following information is advertised:

- A mesh-group nunber identifying the TE mesh-group that the LSR
bel ongs to,

- Atail-end address (used as the TE LSP Tail-end address by other
LSRs bel ongi ng to the same nesh-group),

- Atail-end nane: a display string that is allocated to the tail-
end used to ease the TE-LSP nam ng.

4. TE- MESH GROUP TLV Formats

4.1. OSPF TE- MESH GROUP TLV For mat
The TE- MESH GROUP TLV is used to advertise the desire of an LSRto
join/leave a given TE mesh-group. No sub-TLV is currently defined

for the TE- MESH GROUP TLV.

The OSPF TE- MESH GROUP TLV (advertised in an OSPF router information
LSA defined in [ RFC4970]) has the follow ng fornat:

+ or

1234567
L

+ O W

2
8 9 1234567890123456789 1
i R L o e i S e e
Type | Lengt h

T S S e T S S i S S S S S e e Tk T o

0
0
+
|
+
|
/1 Val ue /
|
+

+
X
l

-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+

Figure 1 - OSPF TE- MESH GROUP TLV f or mat
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Wher e
Type: identifies the TLV type
Length: the length of the value field in octets

The format of the OSPF TE- MESH- GROUP TLV is the same as the TLV
format used by the Traffic Engi neering Extensions to OSPF

(see[ RFC3630]). The TLV is padded to a four-octet alignnent; padding
is not included in the length field (so a three-octet val ue woul d
have a length of three, but the total size of the TLV woul d be eight
octets). Nested TLVs are also 32-bit aligned. Unrecognized types
are ignored. All types between 32768 and 65535 are reserved for
vendor-specific extensions. Al other undefined type codes are
reserved for future assignnent by | ANA.

The OSPF TE- MESH GROUP TLV format for |1Pv4 (Figure 2) and |Pv6
(Figure 3) is as foll ows:

TYPE: 3
LENGTH: Vari abl e

+ O W

2
0123456789
B I S s

+ P
+ OR

N
+w
+ B
+ o
+ o
+
+ ©
+ ©

12 1
- - - - +-

3 9
+- +-
nmesh- er 1
el T S N S S R S N i i S S
Tail-end |1 Pv4 address 1 |
B T e e R i s o o i e s
Nane | ength | Tail -end nane 1
i T i o S Tl s i s S S I S S S S S S
/1
i T S s i i T i e e N N e
nmesh- gr oup- nunber n |
e S T e e e s i e e S ok T N N S
Tail -end |1 Pv4 address n |
i T i o S Tl s i s S S I S S S S S S
Narme | ength | Tail -end name n |
B T S e s o i i e S S i S S N

+
|

-

456738

S o o

gr oup- nunb
+- - -+

+

+

+

+— +— +— + S+ +— +— + OO

-+

Figure 2 - OSPF TE- MESH GROUP TLV format (1 Pv4 Address)
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TYPE: 4

LENGTH: Vari abl e
1 2 3
1234567890123456789012345678901
R T S e e i i R S i ol o S SR S S S S S S e e
mesh- gr oup- nunber 1
el I e S T i o e e S S e o s

/

Tail -end | Pv6 address 1

R e s o S e T S T T i R e e e e o o i

Nane | ength | Tail -end nane 1

e I S T e T e S S e ok St I S e S
/1

B i T S T T i I i i S I e

nmesh- gr oup- nunber n

R e s o S e T S T T i R e e e e o o i

|
Tail-end | Pv6 address n |
|
|

0

0
+-

|

+-

|

|

|

|

+-

|

+- +
/

+-

|

+-

|

|

|

|

B T s i I S e i S i i S S e S
| Nane length | Tai |l -end nane n

s S S i I S R R e h T Tk e S S S o T S

+

Figure 3 - OSPF TE- MESH GROUP TLV format (1 Pv6 Address)

The OSPF TE- MESH GROUP TLV nmay contain one or nore nesh-group
entries, where each entry corresponds to a TE nesh-group and i s nade
of the follow ng fields:

A mesh-group- nunmber that identifies the mesh-group nunber.

A Tail-end address: an IPv4 or IPv6 |IP address to be used as a
tail-end TE LSP address by other LSRs bel onging to the sane nesh-

group.

Nanme | ength field: An integer, expressed in octets, that indicates
the length of the Tail-end nane before paddi ng.

A Tail-end nane: A display string that is allocated to the Tail-
end. The field is of variable length field and is used to
facilitate the TE LSP identification.
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4.2. 1S 1S TE- MESH GROUP Sub- TLV For nmat

The TE- MESH GROUP sub-TLV is used to advertise the desire of an LSR
to join/leave a given TE nmesh-group. No sub-TLV is currently defined
for the TE- MESH GROUP sub- TLV.

The 1S-1S TE- MESH GROUP sub-TLV (advertised in the 1S 1S CAPABILITY
TLV defined in [RFC4971]) is conposed of 1 octet for the type, 1
octet specifying the TLV length and a value field. The format of the
TE- MESH GROUP sub-TLV is identical to the TLV format used by the
Traffic Engineering Extensions for 1S 1S [RFC3784].

The 1S-1S TE- MESH GROUP sub-TLV format for |1Pv4 (Figure 4) and | Pv6
(Figure 5) is as foll ows:

TYPE: 3

LENGTH: Vari abl e
0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S
| mesh- gr oup- nunber 1
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Tail-end |1 Pv4 address 1
B T s i I S e i S i i S S e S
| Nane length | Tai |l -end nane 1
s S S i I S R R e h T Tk e S S S o T S

/1 /1

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| mesh- gr oup- nunber n
B T s i I S e i S i i S S e S
| Tail -end |1 Pv4 address n
s S S i I S R R e h T Tk e S S S o T S
| Nane length | Tail -end name n
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Figure 4 - 1S 1S TE- MESH GROUP sub-TLV format (1 Pv4 Address)
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TYPE: 4
LENGTH: Vari abl e
1 2 3
1234567890123456789012345678901
i e S e S it Sl S i R e i e S R S e e e i S e it i
nmesh- gr oup- nunber 1
e T S S e i it R R S e ot S e e S e e ok o ok

Tail -end | Pv6 address 1

- - - +_ +

e T e R S T s i i S S e S t Tk S TR S R R S

Nane | ength | Tail -end nane 1

e T e S i i S T e S s i s sl oI TR S R S S e S
/1

i o i T S i I S S s ol ST SN S

nmesh- gr oup- nunber n |

e T e R S T s i i S S e S t Tk S TR S R R S

Tail-end | Pv6 address n

T I e ik b ik I R R R SR e S S e R ek I S S S S O i i o T N
Nane | ength | Tai |l -end nane n |
e T o S e ik i T i S e i I S R e e e i T T S e

0

0

+

|

+
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|

|

|

+

|
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/

+

|

+

|

|

|

|

+
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+- +-
Figure 5 - 1S-1S TE- MESH GROUP sub-TLV format (1 Pv6 Address)

The 1S-1S TE- MESH GROUP sub-TLV may contain one or nore nesh-group

entries where each entry correspond to a TE nmesh-group and i s nade of

the followi ng fields:

- A mesh-group-nunber that identifies the nesh-group nunber.

- A Tail-end address: an IPv4d or IPv6 | P address to be used as a
tail-end TE LSP address by other LSRs bel onging to the sane nesh-

group.

- Name length field: An integer, expressed in octets, that indicates
the length of the Tail-end nane before paddi ng.

- A Tail-end nane: A display string that is allocated to the Tail -

end. The field is of variable length and is used to facilitate
the TE LSP identification.
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5. Elenents of Procedure

The OSPF TE- MESH GROUP TLV is carried within the OSPF Routing
Information LSA and the 1S 1S TE- MESH GROUP sub-TLV is carried within
the 1S-1S Router capability TLV. As such, elements of procedure are
i nherited fromthose defined in [ RFC4970] and [ RFC4971] for OSPF and
| S-1S respectively. Specifically, a router MJST originate a new

LSA/ LSP whenever the content of this informati on changes, or whenever
required by regular routing procedure (e.g., updates).

The TE- MESH GROUP TLV is OPTI ONAL and MJUST NOT i ncl ude nore than one
of each of the IPv4 instances or the IPv6 instance. |If either the

| Pv4 or the | Pv6 OSPF TE- MESH GROUP TLV occurs nore than once within
the OSPF Router Information LSA, only the first instance is
processed, subsequent TLV(s) SHOULD be silently ignored. Sinilarly,
if either the IPv4 or the IPv6 IS-IS TE- MESH GROUP sub- TLV occurs
nore than once within the 1S-1S Router capability TLV, only the first
instance is processed, subsequent TLV(s) SHOULD be silently ignored.

5.1. OSPF

The TE- MESH GROUP TLV is advertised within an OSPF Router |nformation
opaque LSA (opaque type of 4, opaque ID of 0) for OSPFv2 [ RFC2328]
and within a new LSA (Router Information LSA) for OSPFv3 [ RFC2740].
The Router Information LSAs for OSPFv2 and OSPFv3 are defined in

[ RFC4970] .

A router MJST originate a new OSPF router information LSA whenever
the content of any of the advertised TLV changes or whenever required
by the regul ar OSPF procedure (LSA update (every LSRefreshTine)). |If
an LSR desires to join or |eave a particular TE nesh group, it MJST
originate a new OSPF Router Infornation LSA conprising the updated
TE-MESH GROUP TLV. In the case of a join, a newentry will be added
to the TE-MESH GROUP TLV; conversely, if the LSR | eaves, a mesh-group
the corresponding entry will be renoved fromthe TE- MESH GROUP TLV.
Not e that both operations can be perforned in the context of a single
LSA update. An inplenentati on SHOULD be able to detect any change to
a previously received TE- MESH GROUP TLV from a specific LSR

As defined in [RFC2370] for OSPW2 and in [ RFC2740] for OSPFv3, the
fl oodi ng scope of the Router Information LSA is determ ned by the LSA
Opaque type for OSPFv2 and the values of the S1/S2 bits for OSPFv3.
For OSPFv2 Router |nfornmation opaque LSA:

- Link-1ocal scope: type 9;

- Area-local scope: type 10;
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- Routing-donmmin scope: type 11. |In this case, the flooding scope
is equivalent to the Type 5 LSA fl oodi ng scope.

For OSPFv3 Router |Information LSA:

- Link-1ocal scope: CSPFv3 Router Information LSA with the S1 and S2
bits cleared;

- Area-local scope: OSPFv3 Router Information LSA with the S1 bit
set and the S2 bit cl eared;

- Routing-dommi n scope: OSPFv3 Router Information LSA with S1 bit
cleared and the S2 bit set.

A router may generate multiple OSPF Router Information LSAs with
di fferent flooding scopes.

The TE- MESH GROUP TLV nay be advertised within an Area-local or
Rout i ng- domai n scope Router Information LSA, depending on the MPLS TE
mesh group profile:

- |If the MPLS TE nmesh-group is contained within a single area (all
the LSRs of the nesh-group are contained within a single area),
the TE- MESH GROUP TLV MJST be generated within an Area-| ocal
Rout er I nformation LSA.

- |If the MPLS TE nmesh-group spans nultiple OSPF areas, the TE nesh-
group TLV MJST be generated within a Routing-domain scope router
i nformation LSA.

5.2. IS1IS

The TE- MESH GROUP sub-TLV is advertised within the 1S-1S Router

CAPABI LI TY TLV defined in [RFC4971]. An IS-1S router MJST originate
a new | S-1S LSP whenever the content of any of the advertised sub-TLV
changes or whenever required by regular IS-1S procedure (LSP
updates). |If an LSR desires to join or |leave a particular TE nesh
group, it MJST originate a new LSP conprising the refreshed I1S-1S
Rout er capability TLV conprising the updated TE- MESH GROUP sub- TLV.
In the case of a join, a newentry will be added to the TE- MESH GROUP
sub-TLV; conversely, if the LSR | eaves a mesh-group, the
corresponding entry will be deleted fromthe TE- MESH GROUP sub- TLV.
Not e that both operations can be perforned in the context of a single
update. An inplenmentati on SHOULD be able to detect any change to a
previously received TE- MESH GROUP sub-TLV from a specific LSR

the floodi ng scope of a TE- MESH GROUP sub-TLV is limted to an

| f
IS-1S | evel/area, the sub-TLV MJUST not be | eaked across |evel/area
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and the S flag of the Router CAPABILITY TLV MJST be cl eared.
Conversely, if the flooding scope of a TE-MESH GROUP sub-TLV is the
entire routing domain, the TLV MUST be | eaked across IS-1S

| evel s/areas, and the S flag of the Router CAPABILITY TLV MJST be
set. In both cases, the flooding rules specified in [ RFC4971] apply.

As specified in [ RFC4971], a router may generate multiple 1S 1S
Rout er CAPABILITY TLVs within an IS-1S LSP with different flooding
scopes.

6. Backward Conpatibility

The TE- MESH GROUP TLVs defined in this docunent do not introduce any
interoperability issue. For OSPF, a router not supporting the TE-
MESH GROUP TLV SHOULD just silently ignore the TLV as specified in

[ RFC2370]. For an IS-1S, a router not supporting the TE- MESH GROUP
sub- TLV SHOULD just silently ignore the sub-TLV.

7. | ANA Consi derations
7.1. COSPF
The registry for the Router Information LSA is defined in [ RFC4970].

| ANA assigned a new OSPF TLV code-point for the TE- MESH GROUP TLVs
carried within the Router Information LSA

Val ue Sub- TLV Ref er ences
3 TE- MESH GROUP TLV (I Pv4) RFC 4972 (this doc)
4 TE- MESH GROUP TLV (| Pv6) RFC 4972 (this doc)
7.2. 1S1S

The registry for the Router Capability TLV is defined in [RFC4971].
| ANA assigned a new | S-1S sub-TLV code-point for the TE- MESH GROUP
sub-TLVs carried within the 1S-1S Router Capability TLV.

Val ue Sub- TLV Ref er ences
3 TE- MESH GROUP TLV (I Pv4) RFC 4972 (this doc)
4 TE- MESH GROUP TLV (I Pv6) RFC 4972 (this doc)
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8. Security Considerations

The function described in this docunent does not create any new
security issues for the OSPF and 1S-1S protocols. Security

consi derations are covered in [ RFC2328] and [ RFC2740] for the base
OSPF protocol and in [RFCL195] for IS-1S. It nust be noted that the
advertisenent of "fake" TE Mesh G oup nenbership(s) by a ms-
configured or malicious LSR Y woul d not have any mmjor inpact on the
network (other than overloading the I GP), such as triggering the set
up of new MPLS TE LSP: indeed, for a new TE LSP ori gi nated by anot her
LSR X destined to LSR Y to be set up, the sane TE Mesh group
menber shi p nmust be configured on both LSRs. Thus such fake
advertisenent could not anplify any Denial of Service (DoS) attack
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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