Net wor k Wor ki ng Group E. Chen

Request for Comments: 5004 S. Sangl

Cat egory: Standards Track Ci sco Systens
Sept enber 2007

Avoi d BGP Best Path Transitions from One External to Anot her
Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Abst ract

In this document, we propose an extension to the BGP route selection
rul es that woul d avoi d unnecessary best path transitions between
external paths under certain conditions. The proposed extension
woul d hel p the overall network stability, and nore inportantly, would
elimnate certain BGP route oscillations in which nore than one
external path from one BGP speaker contributes to the churn

1. | nt roducti on

The last two steps of the BGP route selection (Section 9.1.2.2,
[BGP]) involve conmparing the BGP identifiers and the peering
addresses. The BGP identifier (treated either as an | P address or
just an integer [BGP-1D]) for a BGP speaker is allocated by the

Aut ononpbus System (AS) to which the speaker belongs. As a result,
for a |l ocal BGP speaker, the BGP identifier of a route received from
an external peer is just a random nunber. \When routes under
consideration are fromexternal peers, the result fromthe last two
steps of the route selection is therefore "randoni as far as the

| ocal BGP speaker is concerned.

It is based on this observation that we propose an extension to the
BGP route selection rules that would avoid unnecessary best-path
transitions between external paths under certain conditions. The
proposed extension would help the overall network stability, and nore
i mportantly, would elimnate certain BGP route oscillations in which
nore than one external path from one BGP speaker contributes to the
churn.
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2. Specification of Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. The Al gorithm

Consi der the case in which the existing best path Ais froman
external peer, and another external path Bis then selected as the
new best path by the route selection algorithmdescribed in [BG].
When conparing all the paths in route selection, if neither Path A
nor Path Bis elimnated by the route selection algorithmprior to
Step f) -- BGP identifier conparison (Section 9.1.2.2, [BG]) -- we
propose that the existing best path (Path A) be kept as the best path
(thus avoiding switching the best path to Path B).

Thi s al gorithm SHOULD NOT be applied when either path is froma BGP
Conf eder ati on peer

In addition, the algorithm SHOULD NOT be applied when both paths are
frompeers with an identical BG identifier (i.e., there exist
paral | el BGP sessions between two BGP speakers). As the peering
addresses for the parallel sessions are typically allocated by one AS
(possibly with route selection considerations), the algorithm(if
applied) could inmpact the existing routing setup. Furthernore, by
not applying the algorithm the allocation of peering addresses woul d
remain as a sinple and effective tool in influencing route sel ection
when parall el BGP sessions exist.

4. The Benefits

The proposed extension to the BGP route selection rules avoids
unnecessary best-path transitions between external paths under
certain conditions. Cearly, the extension would help reduce routing
and forwardi ng changes in a network, thus hel ping the overall network
stability.

More inmportantly, as shown in the foll owi ng exanple, the proposed
extension can be used to elinnate certain BGP route oscillations in
whi ch nore than one external path from one BGP speaker contributes to
the churn. Note however, that there are permanent BGP route
oscillation scenarios [ RFC3345] that the nechani smdescribed in this
document does not elimnate.
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Consi der the exanple in Figure 1 where
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R1, R2, R3, and R4 belong to one AS.
Rl is aroute reflector with R3 as its client.
R2 is aroute reflector with R4 as its client.

External paths (a), (b), and (c) are as described in Figure 2.
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Due to the interaction of the route reflection [BGP-RR] and the

MULTI _EXI T_DI SC (MED) attribute,

the best path on Rl keeps churning

between (a) and (c), and the best path on R3 keeps churning between

(a) and (b).

Wth the proposed algorithm R3 would not switch the best path from
(a) to (b) even after RL withdraws (c) toward its clients, and that
is enough to stop the route oscillation

Al t hough this type of route oscillation can also be elimnated by
other route reflection enhancenents bei ng devel oped, the proposed
algorithmis extrenely sinple and can be inpl enented and depl oyed
i medi ately without introducing any backward conpatibility issues.
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5.

Remar ks

The proposed al gorithmis backward-conpati ble, and can be depl oyed on
a per-BGP-speaker basis. The deploynent of the algorithmis highly
recormmended on a BGP speaker with nultiple external BGP peers
(especially the ones connecting to an inter-exchange point).

Conpared to the existing behavior, the proposed al gorithm may

i ntroduce sone "non-determinisnm in the BGP route selection --

al t hough one can argue that the BGP ldentifier conparison in the

exi sting route selection has already introduced sonme "randommess" as
described in the introduction section. Such "non-determ nisnl has
not been shown to be detrinental in practice and can be conpletely
elimnated by using the existing nechani sns (such as setting
LOCAL_PREF or MED) if so desired.

Security Considerations
Thi s extension does not introduce any security issues.
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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