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Prot ocol |ndependent Multicast MB
Status of This Meno

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Abst ract

This menmo defines a portion of the Management |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet community.
In particular, it describes managed objects used for managi ng the
Prot ocol | ndependent Multicast (PIM protocols: PIMSM (Sparse Mde),
BIDIR-PIM (Bidirectional), and PI M DM (Dense Mdde). This docunment is
part of work in progress to obsolete RFC 2934, and is to be preferred
where the two docunents overlap. This document does not obsol ete RFC
2934.
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1. Introduction

This menmo defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet community.
In particular, it describes managed objects used for managi ng the
Prot ocol |ndependent Multicast (PIM protocols (PIMSM [ RFC4601],

Bl DI R-PI M [ RFC5015], and PI M DM [ RFC3973]).

Thi s docunent is part of work in progress to obsol ete RFC 2934

[ RFC2934]. RFC 2934 defined an experimental M B nodul e for nanagi ng
the PIMprotocols. The MB nodul e defined by this docunent is a re-
wor ki ng of the M B nodule from RFC 2934, with maj or changes that

i nclude the follow ng.

o This MB nodule is independent of |P version, whereas RFC 2934
only supported | Pv4.

o This M B nodul e includes support for managi ng Bl DI R-PI M

0o This MB nodule retains linmted support for managi ng Pl M DM
[ RFC3973], but that is no longer its primary purpose.

o This MB nodul e does not include support for managi ng PIM SM v1.

o This M B npbdul e does not depend on the |IPv4 Miulticast Routing MB
defined in RFC 2932 [ RFC2932].

o This MB nodul e includes support for configuring static Rendezvous
Points (RPs).

o This MB nodul e includes support for configuring anycast RPs
[ RFC4610] .

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
" SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].
3. The Internet-Standard Management Franmework
For a detailed overview of the documents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].
Managed objects are accessed via a virtual information store, terned

the Managerent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWVP).
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ohjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

4. Overview
This M B npdul e contains the follow ng tables.

1. The PIM Interface Table, which contains one row per |IP version
for each interface of the router which is running PIM

2. The PI M Nei ghbor Tabl e, which contains one row for each of the
router’s Pl M nei ghbors.

3. The PI M Nei ghbor Secondary Address Tabl e, which contains one row
for each secondary address advertised by each of the router’s
Pl M nei ghbors.

4. The PIM (*, G State Table, which contains one row for each group
for which PIMhas (*, G state.

5. The PIM (*, G 1) State Table, which contains one row for each
group and interface for which PIMhas interface-specific (*,Q
state.

6. The PIM (S, G State Table, which contains one row for each
source and group for which PIMhas (S, G state.

7. The PIM (S, G 1) State Table, which contains one row for each
source, group, and interface for which PIMhas interface-
specific (S, G state.

8. The PIM (S, Grpt) State Table, which contains one row for each
source and group for which PIMhas (S, Grpt) state.

9. The PIM (S, Grpt,l) State Table, which contains one row for each
source, group, and interface for which PIMhas interface-
specific (S, Grpt) state.

10. The PIMBidir DF-Election Table, which contains one row per
interface for each Rendezvous Point (RP) for which
Bi di recti onal - Pl M Desi ghat ed Forwarder (DF) election state is
mai nt ai ned.
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5.

11. The PIM Static RP Table, which contains one row per range of
mul ticast group addresses for which a particular configured RP
shoul d be used.

12. The PIM G oup Mapping Table, which contains one row for each
mappi ng froma nulticast group address prefix to the PIM node
and RP address to use for groups within that group prefix,
regardl ess of the source of the group mapping i nfornmation.

13. The PIM Anycast-RP Set Table, which contains one row for each RP
wi thin each Anycast-RP set of which the local router is a
menber .

This M B npdul e uses textual conventions defined in the |F-MB

[ RFC2863], the | NET- ADDRESS-M B [ RFC4001], and the | ANA- RTPROTO-M B
[RTPROTQ . This M B npdul e REFERENCEs [ RFC3376], [ RFC3569],

[ RFC3618], [RFC3810], [RFC3956], [RFC3973], [RFC4601], [RFC4610],

[ RFC5015], [RFC5059], and [| PMCAST-M B].

Definitions

PIMSTD-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, ni b-2,

NOTI FI CATI ON- TYPE, Unsi gned32,

Count er 32, Counter64, Gauge32,

Ti meTi cks FROM SNWVPv2- SM -- [ RFC2578]
TEXTUAL- CONVENTI ON,

RowsSt at us, Trut hVval ue,

St or ageType FROM SNWVPv2- TC -- [ RFC2579]
MODULE- COVPLI ANCE, OBJECT- GROUP,

NOTI FI CATI ON- GROUP FROM SNMPv2- CONF -- [ RFC2580]
I nt erfacel ndexOr Zer o,

I nterfacel ndex FROM | F-M B -- [ RFC2863]
| net Addr essType,

| net Addr essPrefi xLengt h,

| net Addr ess, | net Version FROM | NET- ADDRESS-M B -- [ RFC4001]
| ANAI pRout ePr ot ocol FROM | ANA- RTPROTO-M B; -- [ RTPROTQ

pi nSt dM B MODULE- | DENTI TY

LAST- UPDATED "200711020000Z" -- 2 Novenber 2007
ORGANI ZATI ON

"I ETF Protocol Independent Miulticast (PIM Wrking G oup"
CONTACT- | NFO

"Email: pim@etf.org

WG charter:
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http://ww.ietf.org/htm.charters/pimcharter.htn™
DESCRI PTI ON
"The M B nodul e for nanagenent of PIMrouters.

Copyright (C The IETF Trust (2007). This version of this
M B nmodule is part of RFC 5060; see the RFC itself for ful
| egal notices."

REVI SI ON "200711020000Z" -- 2 Novenber 2007

DESCRI PTION "lInitial version, published as RFC 5060."

:={ mb-2 157 }

-- Textual Conventions

Pi mivbde :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The PIM node in which a group is operating.

none( 1) The group is not using PIM which may be the
case if, for exanple, it is a link-local or
unr out abl e group address.

ssm( 2) Source-Specific Miulticast (SSM with PIM Sparse
Mode.
asn( 3) Any Source Multicast (ASM wth PI M Sparse
Mode.
bi dir(4) Bi di rectional PIM
dm( 5) Pl M Dense Mbde.
ot her ( 6) Any ot her PI M node. "
SYNTAX | NTEGER {
none(1),
ssm(2),
asm 3),
bidir(4),
dn(5),
ot her ( 6)
}
Pi nzr oupMappi ngOri gi nType :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
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"The mechani sm by which a PIM group nmappi ng was | earned.
fixed(1) Li nk-1 ocal or unroutable group nappings.
configRp(2) Local static RP configuration

configSsm(3) Local SSM Group configuration.

bsr (4) The PI M Bootstrap Router (BSR) mechani sm
aut oRP( 5) Ci sco’ s Auto-RP mechani sm

enbedded(6) The Enbedded- RP nechani sm where the RP address
is embedded in the nmulticast group address.

ot her (7) Any ot her mechanism"

REFERENCE " RFC 3569, RFC 3956, and RFC 5059"
SYNTAX | NTEGER {

fixed(1l),

confi gRp(2),

configSsm(3),

bsr (4),

aut oRP(5),

enmbedded( 6),

ot her (7)

-- Top-level structure

pi mNotifications OBJECT IDENTIFIER ::= { pinStdMB 0 }
pi m OBJECT IDENTIFIER ::= { pinBtdMB 1 }
pi nKeepal i vePeri od OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The duration of the Keepalive Tiner. This is the period
during which the PIMrouter will maintain (S, G state in the
absence of explicit (S, G l|ocal menbership or (S,Q join
nessages received to maintain it. This timer period is

call ed the Keepalive_ Period in the PIMSM specification. It
is called the SourceLifetine in the PIM DM specification
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The storage type of this object is determ ned by
pi nDevi ceConfi gSt orageType. "

REFERENCE " RFC 4601 section 4.11"

DEFVAL { 210 }

= { pim14 }

pi nRegi st er Suppr essi onTi me OBJECT- TYPE
SYNTAX Unsi gned32 (0..65535)
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The duration of the Register Suppression Tiner. This is
the period during which a PIM Designated Router (DR) stops
sendi ng Regi ster-encapsul ated data to the Rendezvous Poi nt
(RP) after receiving a Register-Stop nmessage. This object
is used to run timers both at the DR and at the RP. This
timer period is called the Register_ Suppression_Tine in the
Pl M SM speci fication.

The storage type of this object is determ ned by
pi nDevi ceConfi gSt or ageType. "

REFERENCE " RFC 4601 section 4.11"

DEFVAL { 60 }

o= { pim15 }

pi nSt ar GEnt ri es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of entries in the pinttarGrable."
o= { pim16 }

pi nStard Entri es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of entries in the pinttard Table."
i={ pim17 }

pi nSCEntri es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of entries in the pinBSGrable. "
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o= { pim18 }

pi n5G Entries OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The nunber of entries in the pintd Tabl e."
o= { pim19 }

pi n5CRpt Ent ri es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of entries in the pinSGRpt Tabl e. "
:={ pim20 }

pi nSCRpt | Entri es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The nunber of entries in the pi nBGRptl| Table."
o= { pim21 }

pi nmOut Asserts OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of Asserts sent by this router.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system for exanple,
when the device is rebooted.”

REFERENCE " RFC 4601 section 4.6"

o= { pim22}

pi M nAsserts OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of Asserts received by this router. Asserts
are multicast to all routers on a network. This counter is
increnented by all routers that receive an assert, not only
those routers that are contesting the assert.
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Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system for exanple,
when the device is rebooted.”

REFERENCE " RFC 4601 section 4.6"

= { pim23}

pi mLast Assert | nterface OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The interface on which this router nobst recently sent or
recei ved an assert, or zero if this router has not sent or
recei ved an assert."

REFERENCE " RFC 4601 section 4.6"

= { pim24 }
pi mLast Assert G- oupAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The address type of the nulticast group address in the nost
recently sent or received assert. |If this router has not
sent or received an assert, then this object is set to
unknown(0)."
o= { pim25}
pi mLast Assert G- oupAddr ess OBJECT- TYPE
SYNTAX | net Address (Sl ZE (0| 4] 8] 16| 20))
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The mul ticast group address in the npst recently sent or
recei ved assert. The |Inet AddressType is given by the
pi mLast Assert Gr oupAddr essType obj ect."

o= { pim26 }

pi mLast Assert Sour ceAddr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The address type of the source address in the nost recently
sent or received assert. |If the npbst recent assert was
(*,Q, or if this router has not sent or received an assert,
then this object is set to unknown(O0)."

o= { pim27 }
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pi mLast Assert Sour ceAddr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (0| 4] 8] 16| 20))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The source address in the nost recently sent or received
assert. The | netAddressType is given by the
pi mLast Assert Sour ceAddr essType object."

o= { pim28}
pi mNei ghbor LossNot i fi cati onPeri od OBJECT- TYPE
SYNTAX Unsi gned32 (0..65535)
UNI'TS "seconds"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The mnimumtinme that nmust el apse between pi m\ei ghborLoss
notifications originated by this router. The maxi num val ue
65535 represents an 'infinite’ tine, in which case, no

pi mNei ghbor Loss notifications are ever sent.

The storage type of this object is determ ned by
pi nDevi ceConfi gSt or ageType. "

DEFVAL { 0 }
o= { pim29 }

pi mNei ghbor LossCount OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The nunber of neighbor |o0ss events that have occurred.

This counter is incremented when the nei ghbor tiner expires,
and the router has no other neighbors on the same interface
with the sane | P version and a |lower | P address than itself.

This counter is incremented whenever a pi mNei ghbor Loss
notification would be generated.

Discontinuities in the value of this counter can occur at
re-initialization of the managenent system for exanple,
when the device is rebooted.”

REFERENCE " RFC 4601 section 4.3.2"

:={ pim30}

pi M nval i dRegi ster Notificati onPeri od OBJECT- TYPE

SYNTAX Unsi gned32 (10. . 65535)

Si varamu, et al. St andards Track [ Page 10]



RFC 5060 PIM M B January 2008

UNI'TS "seconds"

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The mnimumtine that nust el apse between
pi M nval i dRegi ster notifications originated by this router.
The default value of 65535 represents an 'infinite tinme, in
whi ch case, no pimnvalidRegister notifications are ever
sent.

The non-zero mninum al | owed val ue provides resilience
agai nst propagati on of denial-of-service attacks fromthe
data and control planes to the network managenent pl ane.

The storage type of this object is determ ned by
pi nDevi ceConfi gSt or ageType. "

DEFVAL { 65535 }

o= { pim3l}

pi M nval i dRegi st er MsgsRcvd OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The nunber of invalid Pl M Register nmessages that have been
recei ved by this device.

A PIM Regi ster message is invalid if either

o the destination address of the Register nmessage does not
match the Group to RP mapping on this device, or

o this device believes the group address to be within an
SSM address range, but this Register inplies ASM usage.

These conditions can occur transiently while RP napping
changes propagate through the network. |If this counter is

i ncrenented repeatedly over several mnutes, then there is a
persisting configuration error that requires correction.

The active G oup to RP mapping on this device is specified
by the object pinmaoupMappi ngPi nivode. |If there is no such
mappi ng, then the object pimMa oupMappi ngPi nivbde i s absent.
The RP address contained in the invalid Register is

pi m nval i dRegi st er Rp.

Mul ticast data carried by invalid Register nessages is
di scarded. The discarded data is froma source directly
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connected to pinnvalidRegisterOigin, and is addressed to
pi M nval i dRegi st er G oup.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system for exanple,
when the device is rebooted.”
REFERENCE " RFC 4601 section 4.4.2, RFC 3569, and
"IP Multicast M B (August 2007) ipMast SsnmRangeTabl e"
o= { pim32}

nval i dRegi st er Addr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The address type stored in pimnvalidRegisterOrigin,
pi M nval i dRegi st er G oup, and pi m nval i dRegi st er Rp.

If no invalid Register nessages have been received, then
this object is set to unknown(0)."
o= { pim33}

nval i dRegi sterOri gi n OBJECT- TYPE

SYNTAX | net Address (Sl ZE (0| 4| 8| 16| 20))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The source address of the last invalid Register nessage
received by this device."

o= { pim34 }

nval i dRegi st er G- oup OBJECT- TYPE

SYNTAX | net Address (Sl ZE (0] 4] 8] 16| 20))

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The I P nulticast group address to which the last invalid
Regi st er nmessage received by this device was addressed. "

i={ pim35}

nval i dRegi st er Rp OBJECT- TYPE

SYNTAX | net Address (Sl ZE (0| 4] 8] 16| 20))
MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The RP address to which the last invalid Register nessage
received by this device was delivered."
o= { pim36 }
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pi M nval i dJoi nPruneNot i fi cati onPeri od OBJECT- TYPE

SYNTAX Unsi gned32 (10..65535)

UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The mninmumtine that nust el apse between
pi m nval i dJoi nPrune notifications originated by this router.
The default value of 65535 represents an 'infinite tinme, in
whi ch case, no pimnvalidJoinPrune notifications are ever
sent.

The non-zero mninum al |l owed val ue provides resilience
agai nst propagati on of denial -of-service attacks fromthe
control plane to the network managenent plane.

The storage type of this object is determ ned by
pi nDevi ceConfi gSt orageType. "

DEFVAL { 65535 }

o= { pim37 }

pi m nval i dJoi nPruneMsgsRcvd OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of invalid PIMJoin/Prune nessages that have
been received by this device.

A PIM Join/Prune nessage is invalid if either

o the Group to RP mapping specified by this nmessage does not
match the Group to RP mapping on this device, or

o this device believes the group address to be within an
SSM addr ess range, but this Join/Prune (*,G or (S, Grpt)
i mpl i es ASM usage.

These conditions can occur transiently while RP mapping
changes propagate through the network. If this counter is

i ncrenented repeatedly over several mnutes, then there is a
persisting configuration error that requires correction.

The active G oup to RP mapping on this device is specified
by the object pimaoupMappi ngPi nivode. |If there is no such
mappi ng, then the object pima oupMappi ngPi nivbde i s absent.
The RP address contained in the invalid Join/Prune is

pi M nval i dJoi nPruneRp.
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Invalid Joi n/ Prune nessages are discarded. This may result
in loss of multicast data affecting |isteners downstream of
pi m nval i dJoi nPruneOrigin, for multicast data addressed to
pi m nval i dJoi nPruneG oup.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system for exanpl e,
when the device is rebooted."
REFERENCE " RFC 4601 section 4.5.2, RFC 3569, and
"IP Multicast M B (August 2007) ipMast SsnmRangeTabl e"
= { pim38 }

pi M nval i dJoi nPruneAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The address type stored in pimnvalidJoi nPruneOigin
pi M nval i dJoi nPruneG oup, and pi m nval i dJoi nPruneRp.

If no invalid Join/Prune nmessages have been received, this
object is set to unknown(O0)."

:={ pim39 }
pi M nval i dJoi nPruneOri gi n OBJECT- TYPE
SYNTAX | net Address (Sl ZE (0| 4] 8] 16| 20))
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON

"The source address of the last invalid Join/Prune nessage
received by this device."

o= { pim40 }
pi M nval i dJoi nPruneG oup OBJECT- TYPE
SYNTAX | net Address (Sl ZE (0| 4] 8| 16| 20))
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

“"The I P multicast group address carried in the | ast
i nvalid Join/Prune message received by this device."

i={ pim4l }
pi m nval i dJoi nPruneRp OBJECT- TYPE
SYNTAX | net Address (Sl ZE (0| 4] 8] 16| 20))
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The RP address carried in the last invalid Join/Prune
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nessage received by this device."

o= { pim42 }
pi mMRPMappi ngNoti fi cati onPeri od OBJECT- TYPE
SYNTAX Unsi gned32 (0..65535)
UNI TS "seconds"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The mninmumtine that nust el apse between

pi mMRPMappi ngChange notifications originated by this router.
The default value of 65535 represents an 'infinite tinme, in
whi ch case, no pi mMRPMappi ngChange notifications are ever
sent.

The storage type of this object is determ ned by
pi nDevi ceConfi gSt or ageType. "

DEFVAL { 65535 }

o= { pim43 }

pi MRPMappi ngChangeCount OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The nunber of changes to active RP mappings on this device.

I nformati on about active RP mappings is available in

pi N oupMappi ngTabl e. Only changes to active mappi ngs cause
this counter to be increnented. That is, changes that

nodi fy the pi naroupMappi ngEntry with the hi ghest precedence
for a group (lowest val ue of pi m& oupMappi ngPrecedence).

Such changes may result from manual configuration of this
device, or fromautomatic RP mapping di scovery met hods
i ncluding the PIM Bootstrap Router (BSR) nechani sm

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system for exanple,
when the device is rebooted."

REFERENCE " RFC 5059"

o= { pim44 }
pi M nterfaceEl ectionNotificationPeriod OBJECT- TYPE
SYNTAX Unsi gned32 (0..65535)
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS current
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DESCRI PTI ON
"The minimumtine that nust el apse between
pi M nterfaceEl ection notifications originated by

January 2008

this

router. The default value of 65535 represents an 'infinite’

time, in which case, no pimnterfaceEl ection not
are ever sent.

The storage type of this object is determ ned by
pi nDevi ceConfi gSt or ageType. "

DEFVAL { 65535 }

:={ pim45 }

pi M nt er faceEl ecti onW nCount OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of tines this device has been el ecte
on any interface.

ifications

d DR or DF

El ecti ons occur frequently on new y-active interfaces, as

triggered Hell os establish adjacencies. This co
increnented for elections on an interface unti
periodic Hello has been sent. |If this router is
DF at the tinme of sending the first periodic He
interface activation, then this counter is incre
(once) at that tine.

Discontinuities in the value of this counter can
re-initialization of the managenent system for
when the device is rebooted.”
REFERENCE " RFC 4601 section 4.3.2 and RFC 5015 section 3
o= { pimi46 }

pi nRef reshl nt erval OBJECT- TYPE
SYNTAX Unsi gned32 (0..65535)
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

unter is not

the first

the DR or
lo after
nent ed

occur at
exanpl e,

.5.2"

"The interval between successive State Refresh messages sent

by an Originator. This tiner period is called t
Refreshinterval in the PIM DM specification. Th
used only by PI M DM

The storage type of this object is determ ned by

pi nDevi ceConfi gSt or ageType. "
REFERENCE " RFC 3973 section 4.8"
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DEFVAL { 60 }

o= { pim4a7 }
pi nDevi ceConfi gSt or ageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The storage type used for the global PIMconfiguration of
this device, conprised of the objects listed below. If this

storage type takes the value ’permanent’, wite-access to
the listed objects need not be all owed.

The obj ects described by this storage type are:
pi nKeepal i vePeri od, pi nmRegi st er Suppressi onTi ne,
pi mNei ghbor LossNot i fi cati onPeri od,
pi M nval i dRegi ster Notifi cati onPeri od,
pi M nval i dJoi nPruneNot i ficati onPeri od,
pi mRPMappi ngNoti fi cati onPeri od,
pi m nterfaceEl ecti onNotificationPeriod, and
pi nRefreshl nterval ."
DEFVAL { nonVol atile }
:={ pim48 }

-- The PIMInterface Tabl e

pi M nterfaceTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Pim nterfaceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The (conceptual) table listing the router’s PIMinterfaces.
PIMis enabled on all interfaces listed in this table.”

o= { pim1}

pi M nterfaceEntry OBJECT- TYPE
SYNTAX Pim nterfaceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the pimnterfaceTable. This
entry is preserved on agent restart."
| NDEX { pimnterfacel flndex,
pi M nterfacel PVersion }
.= { pimnterfaceTable 1}
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Pim nterfaceEntry ::= SEQUENCE {
pi m nterfacel fl ndex I nt er f acel ndex,
pi m nt er f acel PVer si on | net Ver si on,
pi M nt er f aceAddr essType | net Addr essType,
pi m nt er f aceAddr ess | net Addr ess,
pi M nt er faceGener ati onl DVal ue Unsi gned32,
pi M nterfaceDR | net Addr ess,
pimnterfaceDRPriority Unsi gned32,
pi m nterfaceDRPriorityEnabl ed Tr ut hVal ue,
pi m nt er faceHel | ol nt erval Unsi gned32,
pi m nterfaceTrigHell ol nterval Unsi gned32,
pi M nterfaceHel | oHol dti ne Unsi gned32,
pi M nt er faceJoi nPrunel nt erval Unsi gned32,

pi m nt er f aceJoi nPruneHol dti ne Unsi gned32,
pi m nt er f aceDFEl ecti onRobust ness Unsi gned32,

pi M nt er f aceLanDel ayEnabl ed Trut hVal ue,
pi M nt er f acePr opagati onDel ay Unsi gned32,
pi M nterfaceCQverridel nterval Unsi gned32,
pi M nt er f aceEf f ect PropagDel ay Unsi gned32,
pi m nterfaceEffectOverridel vl Unsi gned32,
pi m nt er f aceSuppr essi onEnabl ed Tr ut hVal ue,
pi M nt er f aceBi di r Capabl e Trut hVal ue,
pi M nt er f aceDomai nBor der Trut hVal ue,
pi M nterfaceStubl nterface Tr ut hval ue,
pi M nterfacePruneLintlnterval Unsi gned32,

pi M nterfaceG aftRetryl nterval Unsi gned32,
pi m nterfaceSRPriorityEnabl ed Tr ut hVal ue,
pi M nterfaceSt at us RowSt at us,

pi M nt er f aceSt or ageType St or ageType

pi m nterfacel fl ndex OBJECT- TYPE
SYNTAX | nt erfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The iflndex value of this PIMinterface."
o= { pimnterfaceEntry 1 }

pi m nt er facel PVer si on OBJECT- TYPE

SYNTAX I net Ver si on

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The I P version of this PIMinterface. A physical interface
may be configured in nultiple nodes concurrently, e.g., |IPv4d
and | Pv6; however, the traffic is considered to be logically
separate.”
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.= { pimnterfaceEntry 2 }

pi M nt er f aceAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The address type of this PIMinterface."
o= { pimnterfaceEntry 3}

pi M nt er f aceAddr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (0| 4| 8| 16| 20))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The primary | P address of this router on this PIM
interface. The |Inet AddressType is given by the
pi M nt er f aceAddr essType object."

REFERENCE " RFC 4601 sections 4.1.6, 4.3.1-4.3.4, and 4.5.1"

.= { pimnterfaceEntry 4 }

pi m nt er faceGener ati onl Dval ue OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The value of the CGeneration ID this router inserted in the
last PIMHell o nessage it sent on this interface.”

REFERENCE " RFC 4601 section 4.3.1"

;= { pimnterfaceEntry 5 }

pi M nt erfaceDR OBJECT- TYPE

SYNTAX | net Address (Sl ZE (0] 4] 8] 16| 20))

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The primary | P address of the Designated Router on this PIM
interface. The |netAddressType is given by the
pi M nt er f aceAddr essType object."

REFERENCE " RFC 4601 section 4.3"

::={ pimnterfaceEntry 6 }

pi M nterfaceDRPriority OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The Designated Router Priority value inserted into the DR
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Priority option in PIMHello nmessages transmitted on this
interface. Nunerically higher values for this object
i ndi cate higher priorities.”

REFERENCE " RFC 4601 section 4.3.2"

DEFVAL { 1}

.= { pimnterfaceEntry 7 }

nt erfaceDRPri orityEnabl ed OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"Evaluates to TRUE if all routers on this interface are
using the DR Priority option."

REFERENCE " RFC 4601 section 4.3.2"

::={ pimnterfaceEntry 8 }

nterfaceHel | ol nterval OBJECT- TYPE

SYNTAX Unsi gned32 (0..18000)

UNI TS "seconds"

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The frequency at which PIMHell o nessages are transnmitted
on this interface. This object corresponds to the
"Hell o_Period' timer value defined in the PIM SM
specification. A value of zero represents an 'infinite’
interval, and indicates that periodic PIMHell o nmessages
shoul d not be sent on this interface.”

REFERENCE " RFC 4601 section 9"

DEFVAL { 30 }

.= { pimnterfaceEntry 9 }

nt erfaceTri gHel | ol nt erval OBJECT- TYPE

SYNTAX Unsi gned32 (0..60)

UNI'TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The maxi mumtine before this router sends a triggered PIM
Hel |l o message on this interface. This object corresponds to
the "Trigered Hello Delay’ tiner value defined in the PI M SM
specification. A value of zero has no special meaning and
i ndicates that triggered PIM Hell o nmessages shoul d al ways be
sent inmediately."

REFERENCE " RFC 4601 section 4.11"

DEFVAL { 5 }

.= { pimnterfaceEntry 10 }
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pi M nt erfaceHel | oHol dti ne OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

UNI TS "seconds"

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The value set in the Holdtine field of PIM Hell o nmessages
transmtted on this interface. A value of 65535 represents
an 'infinite holdtine. |Inplenentations are reconmended
to use a holdtime that is 3.5 tines the val ue of
pi M nterfaceHel |l ol nterval, or 65535 if
pimnterfaceHellolnterval is set to zero."

REFERENCE " RFC 4601 sections 4.3.2 and 4.9.2"

DEFVAL { 105 }

c:={ pimnterfaceEntry 11 }

pi M nt er faceJoi nPrunel nterval OBJECT- TYPE

SYNTAX Unsi gned32 (0..18000)

UNI'TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The frequency at which this router sends PIM Joi n/ Prune
nessages on this PIMinterface. This object corresponds to
the "t _periodic’ tinmer value defined in the PIMSM
specification. A value of zero represents an 'infinite’
interval, and indicates that periodic PIMJoin/Prune
nmessages should not be sent on this interface.”

REFERENCE " RFC 4601 section 4.11"

DEFVAL { 60 }

.= { pimnterfaceEntry 12 }

pi M nt er faceJoi nPruneHol dti me OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

UNI TS "seconds”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The value inserted into the Holdtine field of a PIM
Joi n/ Prune nessage sent on this interface. A value of 65535
represents an 'infinite holdtine. |Inplenentations are
recommended to use a holdtine that is 3.5 tines the value of
pi M nterfaceJoi nPrunel nterval, or 65535 if
pi M nterfacedoi nPrunelnterval is set to zero. Pl M DM
i mpl ement ati ons are reconended to use the val ue of
pi M nterfacePruneLimtlnterval."

REFERENCE " RFC 4601 sections 4.5.3 and 4.9.5"

DEFVAL { 210 }
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.= { pimnterfaceEntry 13 }

nt er f aceDFEl ecti onRobust ness OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
“"The m ni mum nunber of PI M DF-El ecti on nessages that nust be
lost in order for DF election on this interface to fail."

DEFVAL { 3}

;= { pimnterfaceEntry 14 }

nt er f aceLanDel ayEnabl ed OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Evaluates to TRUE if all routers on this interface are
using the LAN Prune Del ay option."

REFERENCE " RFC 4601 sections 4.3.3 and 4.9.2"

c:={ pimnterfaceEntry 15 }

nt er f acePr opagati onDel ay OBJECT- TYPE

SYNTAX Unsi gned32 (0..32767)

UNI'TS "mlliseconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The expected propagati on delay between PIMrouters on this
network or |ink.

This router inserts this value into the Propagation_Del ay
field of the LAN Prune Delay option in the PIMHello
nmessages sent on this interface. |nplenentati ons SHOULD
enforce a | ower bound on the permtted values for this
object to allow for scheduling and processing delays within
the local router."

DEFVAL { 500 }

c:={ pimnterfaceEntry 16 }

nterfaceCOverridel nterval OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

UNI TS "mlliseconds"

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The value this router inserts into the Override_Interva
field of the LAN Prune Delay option in the PIMHello
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pi m

pi m

pi m

nessages it sends on this interface.

When overriding a prune, PIMrouters pick a randomtiner
duration up to the value of this object. The nore PIM
routers that are active on a network, the nore likely it is
that the prune will be overridden after a small proportion
of this tinme has el apsed.

The nore PIMrouters are active on this network, the |arger
this object should be to obtain an optimal spread of prune
override | atencies."

REFERENCE " RFC 4601 section 4.3.3"

DEFVAL { 2500 }

c:={ pimnterfaceEntry 17 }

nt er f aceEf f ect PropagDel ay OBJECT- TYPE
SYNTAX Unsi gned32 (0..32767)
UNI'TS "mlliseconds"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The Effective Propagation Delay on this interface. This
object is always 500 if pimnterfaceLanDel ayEnabled is
FALSE. "

REFERENCE " RFC 4601 section 4.3.3"

c:={ pimnterfaceEntry 18 }

nt erf aceEf f ect Overri del vl OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

UNI TS "mlliseconds"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The Effective Override Interval on this interface. This
object is always 2500 if pimnterfaceLanDel ayEnabled is
FALSE. "

REFERENCE " RFC 4601 section 4.3.3"

c:={ pimnterfaceEntry 19 }

nt er f aceSuppr essi onEnabl ed OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Whet her join suppression is enabled on this interface.
This object is always TRUE if pimnterfaceLanDel ayEnabled is
FALSE. "

REFERENCE " RFC 4601 section 4.3.3"
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.= { pimnterfaceEntry 20 }

nt er f aceBi di r Capabl e OBJECT- TYPE

SYNTAX Tr ut hval ue

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"BEvaluates to TRUE if all routers on this interface are
using the Bidirectional-Pl M Capabl e option."

REFERENCE " RFC 5015 section 3.2 and 3.7.4"

;= { pimnterfaceEntry 21 }

nt er f aceDonmai nBor der OBJECT- TYPE

SYNTAX Tr ut hval ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Whet her or not this interface is a PIMdomain border. This
i ncludes acting as a border for PIM Bootstrap Router (BSR)
nessages, if the BSR nechanismis in use."

DEFVAL { fal se }

::={ pimnterfaceEntry 22 }

nt erfaceSt ubl nterface OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"Whether this interface is a "stub interface’. |If this
object is set to TRUE, then no PI M packets are sent out this
i nterface, and any received Pl M packets are ignored.

Setting this object to TRUE is a security measure for
interfaces towards untrusted hosts. This allows an
interface to be configured for use with 1GW (Internet G oup
Managenent Protocol) or MLD (Multicast Listener Discovery)
only, which protects the PIMrouter from forged Pl M nessages
on the interface.

To comunicate with other PIMrouters using this interface,
this object nmust remain set to FALSE

Changi ng the value of this object while the interface is
operational causes PIMto be disabled and then re-enabled on
this interface."

REFERENCE " RFC 3376, RFC 3810"

DEFVAL { false }

.= { pimnterfaceEntry 23 }
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pi M nterfacePruneLinmtlnterval OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

UNI TS "seconds"

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The m nimuminterval that rmust transpire between two
successive Prunes sent by a router. This object corresponds
tothe "t _limt’ timer value defined in the PIMDM
specification. This object is used only by PIMDM "

REFERENCE " RFC 3973 section 4.8"

DEFVAL { 60 }

.= { pimnterfaceEntry 24 }

pi M nterfaceGaftRetrylnterval OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

UNI TS "seconds”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The m nimuminterval that rmust transpire between two
successive Grafts sent by a router. This object corresponds
to the "Gaft_Retry Period timer value defined in the
Pl M DM specification. This object is used only by PIMDM "

REFERENCE " RFC 3973 section 4.8"

DEFVAL { 3}

c:={ pimnterfaceEntry 25 }

pi M nterfaceSRPriorityEnabl ed OBJECT- TYPE

SYNTAX Trut hVval ue

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Evaluates to TRUE if all routers on this interface are
using the State Refresh option. This object is used only by
PIM DM "

.= { pimnterfaceEntry 26 }

pi M nterfaceStatus OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The status of this entry. Creating the entry enables PIM
on the interface; destroying the entry disables PIMon the
i nterface.

This status object can be set to active(l) w thout setting
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any other columar objects in this entry.

All witeable objects in this entry can be nodified when the
status of this entry is active(l)."
;= { pimnterfaceEntry 27 }

pi M nterfaceSt orageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The storage type for this row Rows having the val ue
"permanent’ need not allow wite-access to any col umar
objects in the row"

DEFVAL { nonVol atile }

::={ pimnterfaceEntry 28 }

-- The PI M Nei ghbor Tabl e

pi mNei ghbor Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Pi mNei ghborEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The (conceptual) table listing the router’s PIM nei ghbors."

= { pim2}

pi mNei ghbor Ent ry OBJECT- TYPE
SYNTAX Pi nNei ghbor Ent ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the pinNeighborTable."

| NDEX { pi mNei ghbor | f | ndex,

pi mNei ghbor Addr essType,

pi mNei ghbor Addr ess }
::= { pinNeighborTable 1 }

Pi mNei ghbor Entry ::= SEQUENCE {
pi mNei ghbor | f I ndex I nt erfacel ndex,
pi mNei ghbor Addr essType | net Addr essType,
pi mNei ghbor Addr ess | net Addr ess,

pi mMNei ghbor Gener ati onl DPresent  Trut hVal ue,
pi mNei ghbor Gener at i onl Dval ue Unsi gned32,
pi mNei ghbor UpTi e Ti meTi cks,
pi mNei ghbor Expi ryTi ne Ti meTi cks,
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pi mNei ghbor DRPri orityPresent Trut hVval ue,

pi mMNei ghbor DRPriority Unsi gned32,
pi mNei ghbor LanPr uneDel ayPr esent Trut hVal ue,
pi m\ei ghbor TBi t Trut hVal ue,
pi mNei ghbor Propagat i onDel ay Unsi gned32,
pi mNei ghbor Overri del nt er val Unsi gned32,
pi mNei ghbor Bi di r Capabl e Trut hVal ue
pi mNei ghbor SRCapabl e Trut hVal ue
}
pi mNei ghbor | f1 ndex OBJECT- TYPE
SYNTAX I nt erf acel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The value of iflndex for the interface used to reach this
Pl M nei ghbor . "

::= { pinNeighborEntry 1 }

pi mNei ghbor Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The address type of this PIM neighbor."
;= { pinNeighborEntry 2 }

pi mNei ghbor Addr ess OBJECT- TYPE

SYNTAX | net Address (SI ZE (4| 8] 16| 20))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The primary | P address of this PIM neighbor. The
| net Addr essType is given by the pinNei ghbor AddressType
object.™

.= { pinNeighborEntry 3 }

pi mNei ghbor Gener at i onl DPresent OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"Evaluates to TRUE if this neighbor is using the Generation
I D option."

REFERENCE "RFC 4601 section 4.3.1"

::= { pinNeighborEntry 4 }

pi mNei ghbor Gener at i onl DVal ue OBJECT- TYPE
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SYNTAX Unsi gned32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The value of the Generation ID fromthe last PIMHello
nessage received fromthis neighbor. This object is always
zero if pinmNei ghbor Generationl DPresent is FALSE. "

REFERENCE " RFC 4601 section 4.3.1"

::= { pinNeighborEntry 5}

pi mNei ghbor UpTi ne OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The tinme since this PIM neighbor (last) became a nei ghbor
of the local router.™

::= { pinNeighborEntry 6 }

pi mNei ghbor Expi ryTi me OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The minimumtinme renaining before this PIM neighbor will
time out. The value zero indicates that this PIM neighbor
will never tine out."

::= { pinNeighborEntry 7 }

pi mNei ghbor DRPri orityPresent OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Evaluates to TRUE if this neighbor is using the DR Priority
option."

REFERENCE " RFC 4601 section 4.3.2"

;= { pinNeighborEntry 8 }

pi mNei ghbor DRPriority OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of the Designated Router Priority fromthe | ast
PI M Hel | o nessage received fromthis neighbor. This object
is always zero if pim\ei ghborDRPriorityPresent is FALSE."

REFERENCE " RFC 4601 section 4.3.2"
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.= { pinNeighborEntry 9 }

pi mNei ghbor LanPr uneDel ayPr esent OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"Evaluates to TRUE if this neighbor is using the LAN Prune
Del ay option."

REFERENCE " RFC 4601 section 4.3.3"

::= { pinNeighborEntry 10 }

pi mNei ghbor TBi t OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Whether the T bit was set in the LAN Prune Del ay option
received fromthis neighbor. The T bit specifies the
ability of the neighbor to disable join suppression. This
object is always TRUE i f pi m\ei ghborLanPruneDel ayPresent is
FALSE. "

REFERENCE " RFC 4601 section 4.3.3"
.= { pinmNeighborEntry 11 }

pi mNei ghbor Propagat i onDel ay OBJECT- TYPE

SYNTAX Unsi gned32 (0..32767)

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The val ue of the Propagation Delay field of the LAN Prune
Del ay option received fromthis neighbor. This object is
al ways zero if pinNei ghborLanPruneDel ayPresent is FALSE. "

REFERENCE " RFC 4601 section 4.3.3"

::= { pinNeighborEntry 12 }

pi mNei ghbor Overri del nt erval OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The value of the Override_ Interval field of the LAN Prune
Del ay option received fromthis neighbor. This object is
al ways zero if pinNei ghborLanPruneDel ayPresent is FALSE. "

REFERENCE "RFC 4601 section 4.3.3"

::= { pinNeighborEntry 13 }

pi mNei ghbor Bi di r Capabl e OBJECT- TYPE
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SYNTAX Trut hVal ue

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Evaluates to TRUE if this neighbor is using the
Bi di recti onal - PI M Capabl e option."

REFERENCE " RFC 5015 section 3.2 and 3.7.4"

::= { pinm\eighborEntry 14 }

pi mNei ghbor SRCapabl e OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Evaluates to TRUE if this neighbor is using the State
Ref resh Capabl e option. This object is used only by
PIMDM'

REFERENCE " RFC 3973 section 4.3.4"

.= { pinmNeighborEntry 15 }

-- The PI M Nei ghbor Secondary Address Tabl e

pi mM\br SecAddr essTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pi m\br SecAddr essEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table listing the secondary addresses
advertised by each PIM neighbor (on a subset of the rows of
t he pi nNei ghbor Tabl e defined above)."

REFERENCE " RFC 4601 section 4.3.4"

= { pim3}

pi mM\br SecAddr essEnt ry OBJECT- TYPE

SYNTAX Pi m\br SecAddr essEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (conceptual row) in the pin\brSecAddressTable."

| NDEX { pi mN\br SecAddr essl f | ndex,
pi mM\br SecAddr essType,
pi mM\br SecAddr essPri mary,
pi m\br SecAddr ess }

::= { pinN\brSecAddressTable 1 }

Pi m\br SecAddr essEntry ::= SEQUENCE {
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pi mM\br SecAddr essl f 1 ndex | nterfacel ndex,

pi mM\br SecAddr essType | net Addr essType,
pi mM\br SecAddr essPri mary | net Addr ess,
pi mM\br SecAddr ess | net Addr ess
}
pi mM\br SecAddr essl f I ndex OBJECT- TYPE
SYNTAX | nt erfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The value of iflndex for the interface used to reach this
Pl M nei ghbor . "

.= { pinN\brSecAddressEntry 1 }

pi mM\br SecAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The address type of this PIM neighbor."
::= { pin\brSecAddressEntry 2 }

pi mM\br SecAddr essPri mary OBJECT- TYPE

SYNTAX | net Address (Sl ZE (4| 8] 16| 20))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The primary | P address of this PIM neighbor. The
| net AddressType is given by the pinNorSecAddressType
obj ect. "

.= { pinN\brSecAddressEntry 3 }

pi mM\br SecAddr ess OBJECT- TYPE

SYNTAX | net Address (S| ZE (4] 8| 16| 20))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The secondary | P address of this PIM neighbor. The
| net AddressType is given by the pinNorSecAddressType
object.™

;.= { pinN\brSecAddressEntry 4 }

-- The PIM (*, G State Table

pi nt ar GTabl e OBJECT- TYPE
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SYNTAX
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

PIM M B

SEQUENCE OF Pi nfstar GeEntry

January 2008

"The (conceptual) table listing the non-interface specific
(*, G state that PIMhas."
REFERENCE " RFC 4601 section 4.1.3"

o={ pim4}

pi nSt ar GEntry OBJECT- TYPE

PintStarCGentry :

}

SYNTAX Pi nSt ar GEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry (concept ual
| NDEX {

row) in the pinttarGrable."

pi nt ar GAddr essType,

pi nt ar GG pAddr ess }

.= { pinttarGrable 1 }

: = SEQUENCE ({
pi nSt ar GAddr essType

pi nSt ar GG pAddr ess

pi nt ar GUpTi e

pi nt ar GPi mvbde

pi nt ar GRPAddr essType

pi nt ar GRPAddr ess

pi nt ar GPi mvbdeOri gi n

pi nt ar GRPI sLocal

pi nt ar GUpst r eamJoi nSt at e
pi nt ar GUpst r eamloi nTi ner
pi nt ar GUpst r eanNei ghbor Type
pi nt ar GUpst r eanNei ghbor
pi St ar GRPFI f | ndex

pi nSt ar GRPFNext HopType

pi nSt ar GRPFNext Hop

pi nSt ar GRPFRout ePr ot ocol

pi nSt ar GRPFRout eAddr ess

pi St ar GRPFRout ePr ef i xLengt h
pi nt ar GRPFRout eMet ri cPr ef
pi nt ar GRPFRout eMet ri ¢

pi nSt ar GAddr essType OBJECT- TYPE

Si var amu,

SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

| net Addr essType,

| net Addr ess,

Ti meTi cks,

Pi mvbde,

| net Addr essType,

| net Addr ess,

Pi mGr oupMappi ngOri gi nType,
Tr ut hVal ue,

| NTECER,

Ti meTi cks,

| net Addr essType,

| net Addr ess,

I nt erfacel ndexOr Zer o,

| net Addr essType,

| net Addr ess,

| ANAI pRout ePr ot ocol ,

| net Addr ess,

| net Addr essPrefi xLengt h,
Unsi gned32,

Unsi gned32

"The address type of this nmulticast group."

et al.
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o= { pintStarCGentry 1 }

pi nt ar GG pAddr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (4] 8] 16| 20))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The nulticast group address. The |InetAddressType is given
by the pinttar GAddr essType obj ect. "
c:={ pinStarCGentry 2 }

pi nSt ar GUpTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The tine since this entry was created by the |local router.”
.= { pinsStarGentry 3 }

pi nt ar GPi nvode OBJECT- TYPE

SYNTAX Pi mvbde { asm(3), bidir(4) }

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"Whether this entry represents an ASM (Any Source Milti cast,
used with PIMSM or BID R PIMgroup."

c:={ pinBtarGentry 4 }

pi nSt ar GRPAddr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The address type of the Rendezvous Point (RP), or
unknown(0) if the RP address is unknown."

.= { pintStarGentry 5 }

pi nt ar GRPAddr ess OBJECT- TYPE

SYNTAX | net Addr ess (Sl ZE (0] 4] 8] 16| 20))

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The address of the Rendezvous Point (RP) for the group.
The | net AddressType is given by the pinStar GRPAddr essType. "

o= { pinStarCGentry 6 }

pi nSt ar GPi mvbdeOri gi n OBJECT- TYPE
SYNTAX Pi nGr oupMappi ngOri gi nType
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MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The mechani sm by which the PI M node and RP for the group
were | earned.”

o= { pinStarGentry 7 }

pi nt ar GRPI sLocal OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"Whet her the | ocal router is the RP for the group."”
.= { pinStarCGentry 8 }

pi nt ar GUpst r eamloi nSt at e OBJECT- TYPE
SYNTAX | NTEGER {
not Joi ned (1),
joined (2)

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"Whet her the | ocal router should join the RP tree for the
group. This corresponds to the state of the upstream (*, G
state nmachine in the PIM SM specification."”

REFERENCE "RFC 4601 section 4.5.6"

c:={ pinStarCGentry 9 }

pi nSt ar GUpst reamloi nTi ner OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The tine remaining before the [ ocal router next sends a
periodic (*,Q Join nessage on pinttar GRPFIflndex. This
timer is called the (*,G UpstreamJoin Tiner in the Pl M SM
specification. This object is zero if the tiner is not
runni ng. "

REFERENCE " RFC 4601 section 4.10"

o= { pinStarCGentry 10 }

pi nt ar GUpst r eanNei ghbor Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The prinmary address type of the upstream nei ghbor, or
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unknown(0) if the upstream nei ghbor address is unknown or is
not a Pl M nei ghbor."
c:={ pinBtarGentry 11 }

pi nSt ar GUpst r eanNei ghbor OBJECT- TYPE

SYNTAX | net Address (Sl ZE (0| 4| 8| 16| 20))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The primary address of the nei ghbor on pinttar GRPFI f | ndex
that the local router is sending periodic (*,G Join
nessages to. The Inet AddressType is given by the
pi nt ar GUpst r eanNei ghbor Type object. This address is called
RPF (*,Q in the PIMSM specification."

REFERENCE "RFC 4601 section 4.1.6"

c:={ pinStarCGentry 12 }

pi St ar GRPFI f | ndex OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The value of iflndex for the Reverse Path Forwarding
(RPF) interface towards the RP, or zero if the RPF
interface i s unknown."

o= { pintStarCGentry 13 }

pi nSt ar GRPFNext HopType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The address type of the RPF next hop towards the RP, or
unknown(0) if the RPF next hop is unknown."

o= { pinStarCGentry 14 }

pi nt ar GRPFNext Hop OBJECT- TYPE

SYNTAX | net Address (Sl ZE (0| 4] 8] 16| 20))

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The address of the RPF next hop towards the RP. The
| net AddressType is given by the pinttar GRPFNext HopType
object. This address is called MIB. next_hop(RP(G)
in the PI M SM specification."

REFERENCE " RFC 4601 section 4.5.5"

c:={ pinStarCGentry 15 }
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pi nt ar GRPFRout ePr ot ocol OBJECT- TYPE

SYNTAX | ANAI pRout ePr ot ocol

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The routing nmechani smvia which the route used to find the
RPF interface towards the RP was | earned."

o= { pinStarCGentry 16 }

pi nBt ar GRPFRout eAddr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (0| 4] 8| 16| 20))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The | P address that, when conbined with the corresponding
val ue of pinttar GRPFRout ePrefi xLength, identifies the route
used to find the RPF interface towards the RP. The

| net AddressType is given by the pinttar GRPFNext HopType
obj ect.

This address object is only significant up to
pi nt ar GRPFRout ePrefi xLength bits. The remai nder of the
address bits are zero."

o= { pintStarCGentry 17 }

pi nt ar GRPFRout ePr ef i xLengt h OBJECT- TYPE

SYNTAX | net Addr essPr efi xLengt h

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The prefix length that, when conbined with the
correspondi ng val ue of pinttar GRPFRout eAddress, identifies
the route used to find the RPF interface towards the RP.

The | net AddressType is given by the pinttar GRPFNext HopType
object.™

o= { pinStarCGentry 18 }

pi nt ar GRPFRout eMet ri cPref OBJECT- TYPE

SYNTAX Unsi gned32 (0..2147483647)

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The metric preference of the route used to find the RPF
interface towards the RP."

o= { pinStarCGentry 19 }

pi nt ar GRPFRout eMet ri ¢ OBJECT- TYPE
SYNTAX Unsi gned32
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MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

PIM M B

January 2008

"The routing metric of the route used to find the RPF
interface towards the RP."

o= { pinStarCGentry 20 }

-- The PIM(*, G 1) State Table

pi nSt ar d Tabl e OBJECT- TYPE
SYNTAX
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

SEQUENCE OF PinfStard Entry

"The (conceptual) table listing the interface-specific (*,Q

state that PIM has."

REFERENCE " RFC 4601 section 4.1.3"

..:{

pi n5t ar d Entry OBJECT- TYPE
SYNTAX PinStard Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (concept ual

pim5 }

| NDEX
pi nt ar GG pAddr ess,
pinsStard | flndex }
o= { pinStard Table 1 }

PinStard Entry ::= SEQUENCE {
pi n5t ar A | f I ndex
pi nt ar d UpTi ne
pi nt ar d Local Menber shi p
pi nSt ar @ Joi nPruneSt at e
pi St ar @ PrunePendi ngTi mer
pi St ar A Joi nExpi ryTi mer
pi n5t ar d Assert St at e
pi nt ar A Assert Ti mer
pi nSt ar d Assert W nner Addr essType
pi nSt ar A Assert W nner Addr ess
pi nSt ar d Assert W nner Metri cPr ef
pi nSt ar d Assert W nner Metric

}
pinStard | fl ndex OBJECT- TYPE

Si varamu, et al.

r ow)
{ pi Bt ar GAddr essType,

St andards Track

in the pinttard Tabl e."

| nt er f acel ndex,
Ti meTi cks,

Tr ut hval ue,

| NTEGER,

Ti meTi cks,

Ti meTi cks,

| NTEGER,

Ti meTi cks,

| net Addr essType,
| net Addr ess,
Unsi gned32,

Unsi gned32
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SYNTAX I nt erfacel ndex

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The iflndex of the interface that this entry corresponds
to."

o= { pinstardEntry 1 }

pi nt ar @ UpTi ne OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The tine since this entry was created by the |local router.”
c:={ pinStarGEntry 2 }

pi nt ar A Local Menber shi p OBJECT- TYPE

SYNTAX Trut hVval ue

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Whet her the | ocal router has (*,G local menbership on this
interface (resulting froma nechani smsuch as | GW or M.D).
This corresponds to | ocal _receiver_include(*,Gl) in the
Pl M SM speci fication."

REFERENCE " RFC 3376, RFC 3810, and RFC 4601 section 4.1.6"

c:={ pinStarGEntry 3 }

pi nt ar @ Joi nPruneSt at e OBJECT- TYPE
SYNTAX | NTEGER {
nolnfo (1),
join (2),
prunePendi ng (3)

}

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The state resulting from (*, G Join/Prune nessages
received on this interface. This corresponds to the state
of the downstream per-interface (*, G state machine in the
Pl M SM speci fication."

REFERENCE " RFC 4601 section 4.5.2"

o= { pinstardEntry 4 }

pi nSt ar A PrunePendi ngTi ner OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS r ead- only
STATUS current
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DESCRI PTI ON
"The tine renmaining before the |l ocal router acts on a (*,Q
Prune nmessage received on this interface, during which the
router is waiting to see whether another downstream router
will override the Prune nessage. This timer is called the
(*, QG Prune-Pending Tiner in the PIM SM specification. This
object is zero if the timer is not running."

REFERENCE " RFC 4601 section 4.5.1"

c:={ pinStarGEntry 5 }

pi nSt ar A Joi nExpi ryTi mer OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The tine remaining before (*,G Join state for this
interface expires. This timer is called the (*, @ Join
Expiry Timer in the PIMSM specification. This object is
zero if the tiner is not running. A value of 'FFFFFFFF h
indicates an infinite expiry tinme."

REFERENCE " RFC 4601 section 4.10"

c:={ pinStardEntry 6 }

pi nt ar d Assert St at e OBJECT- TYPE
SYNTAX | NTEGER {
nol nfo (1),
i AMAssert W nner (2),
i AmAssert Loser (3)

}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The (*, G Assert state for this interface. This
corresponds to the state of the per-interface (*, G Assert
state machine in the PIM SM specification. If
pi nStar GPi mvbde is "bidir’, this object nmust be "nolnfo."
REFERENCE " RFC 4601 section 4.6.2"
c:={ pinStarGEntry 7 }

pi nt ar A Assert Ti mer OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"If pinStarG AssertState is 'i AmAssertWnner’', this is the
time remai ning before the local router next sends a (*,Q
Assert message on this interface. |If pinbtard AssertState
is i AmAssertLoser’, this is the tinme remmining before the
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(*, G Assert state expires. |f pinBtarG AssertState is
"nolnfo’, this is zero. This timer is called the (*,Q
Assert Tiner in the PIM SM specification."”

REFERENCE " RFC 4601 section 4.6.2"

c:={ pinStardEntry 8 }

pi nSt ar d Assert W nner Addr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"I'f pinbBtard AssertState is 'i AmAssertLoser’, this is the
address type of the assert winner; otherwise, this object is
unknown(0)."

c:={ pinStarG Entry 9 }

pi nt ar d Assert W nner Addr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (0| 4| 8| 16| 20))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"If pinttard AssertState is 'i AmAssertLoser’, this is the
address of the assert winner. The InetAddressType is given
by the pinttard Assert W nner Addr essType obj ect. ™

o= { pinStar@Entry 10 }

pi nSt ar d Assert W nner Metri cPref OBJECT- TYPE

SYNTAX Unsi gned32 (0..2147483647)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"If pinBtard AssertState is 'i AmAssertLoser’, this is the
nmetric preference of the route to the RP advertised by the
assert winner; otherw se, this object is zero."

o= { pinStar@Entry 11 }

pi nt ar d Assert W nner Metri ¢ OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"If pinbBtard AssertState is 'i AmAssertLoser’, this is the
routing netric of the route to the RP advertised by the
assert wi nner; otherwise, this object is zero."

c:={ pinStarGEntry 12 }

-- The PIM (S, G State Table

Si varamu, et al. St andards Track [ Page 40]



RFC 5060 PIM M B January 2008

pi n5GTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pi mSGENntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table listing the non-interface specific
(S, state that PIMhas."

REFERENCE " RFC 4601 section 4.1.4"

:={ pim6 }
pi nS5CGEntry OBJECT- TYPE
SYNTAX Pi nSCGEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the pinSGrable."
| NDEX { pi nBGAddr essType,

pi n5GG pAddr ess,
pi n5GSr cAddr ess }
::={ pinBSGrable 1 }

Pi nSCGEntry ::= SEQUENCE ({
pi nSGAddr essType | net Addr essType,
pi n5GG pAddr ess | net Addr ess,
pi mSGSr cAddr ess | net Addr ess,
pi nS5GUpTi me Ti meTi cks,
pi 5GP mvbde Pi mvbde,
pi n5CGUpst reamJoi nSt at e | NTEGER,
pi n5CGUpst r eamJoi nTi ner Ti meTi cks,
pi mSGJpst r eanNei ghbor | net Addr ess,
pi MSGRPFI f | ndex I nt erfacel ndexOr Zer o,
pi nS5GRPFNext HopType | net Addr essType,
pi n5GRPFNext Hop | net Addr ess,
pi "SGRPFRout ePr ot ocol | ANAI pRout ePr ot ocol ,
pi "SCGRPFRout eAddr ess | net Addr ess,
pi "SCRPFRout ePr ef i xLengt h | net Addr essPrefi xLengt h,
pi n5CGRPFRout eMet ri cPr ef Unsi gned32,
pi n5CGRPFRout eMetri c Unsi gned32,
pi n5GSPTBI t Tr ut hVal ue,
pi n5CKeepal i veTi ner Ti meTi cks,
pi nSCDRRegi st er St at e | NTEGER,
pi "SCDRRegi st er St opTi ner Ti meTi cks,
pi n5CRPRegi st er PMBRAddr essType | net Addr essType,
pi n5CRPRegi st er PMBRAddr ess | net Addr ess,
pi n5GJpst r eanPr uneSt at e | NTEGER,

pi n5GUpst r eanPr uneLi m t Ti mer Ti meTi cks,
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pi n5GOri gi nat or St at e | NTEGER,
pi n5GSour ceAct i veTi nmer Ti meTi cks,
pi nBSGSt at eRef r eshTi mer Ti meTi cks
}
pi n5GAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The address type of the source and nulticast group for this
entry."

o= { pinBSCGentry 1}

pi n5G& pAddr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (4] 8] 16| 20))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The mul ticast group address for this entry. The
| net AddressType is given by the pi nSGAddressType object."
c:={ pinBSCGentry 2 }

pi nS5GSr cAddr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (4| 8] 16| 20))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The source address for this entry. The |InetAddressType is
gi ven by the pi nSGAddr essType object."
o= { pinBSCGentry 3}

pi nSGUpTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The tine since this entry was created by the |local router.”
c:={ pinBGEntry 4 }

pi "S5GPi mvbde OBJECT- TYPE

SYNTAX Pi mvbde { ssnm(2), asnm(3) }

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Whet her pi m5GG pAddress is an SSM ( Source Specific
Mul ticast, used with PIMSM or ASM (Any Source Milticast,
used with PIMSM group."
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REFERENCE " RFC 4601 section 4.5.2, RFC 3569, and

"IP Multicast M B (August 2007) ipMast SsnmRangeTabl e"
c:={ pinBGEntry 5 }

pi n5GJpst r eamJoi nSt at e OBJECT- TYPE
SYNTAX | NTEGER {
not Joi ned (1),
joined (2)

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
“"Whet her the | ocal router should join the shortest-path tree
for the source and group represented by this entry. This
corresponds to the state of the upstream (S, G state machine
in the PIM SM specification.”

REFERENCE " RFC 4601 section 4.5.7"

.= { pinSCGentry 6 }

pi n5CGUpst reamJoi nTi mer OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The tine remaining before the | ocal router next sends a
periodic (S, G Join nessage on pi nBGRPFI flIndex. This tinmer
is called the (S,G UpstreamJoin Tiner in the Pl M SM
specification. This object is zero if the tiner is not
runni ng. "

REFERENCE " RFC 4601 sections 4.10 and 4. 11"

o= { pinBSCGentry 7 }

pi n5GUpst r eamNei ghbor OBJECT- TYPE

SYNTAX | net Address (SI ZE (4| 8] 16| 20))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The primary address of the neighbor on pi nSGRPFIfI ndex that
the local router is sending periodic (S, G Join nmessages to.
This is zero if the RPF next hop is unknown or is not a
Pl M nei ghbor. The | net AddressType is given by the
pi n5GAddr essType object. This address is called RPF (S, G
in the PIMSM specification."

REFERENCE " RFC 4601 section 4.1.6"

c:={ pinBSCGentry 8 }

pi "SGRPFI f | ndex OBJECT- TYPE
SYNTAX I nterfacel ndexOr Zer o
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MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The value of iflndex for the RPF interface towards the

source, or zero if the RPF interface is unknown."
o= { pinSCGentry 9 }

pi "SCRPFNext HopType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON

"The address type of the RPF next hop towards the source, or
unknown(0) if the RPF next hop is unknown."
c:={ pinBGEntry 10 }

pi TSGRPFNext Hop OBJECT- TYPE
SYNTAX | net Address (Sl ZE (0| 4] 8] 16| 20))
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The address of the RPF next hop towards the source. The

I net Addr essType is given by the pi nSCRPFNext HopType. This
address is called MR B.next_hop(S) in the PIM SM
speci fication."

REFERENCE " RFC 4601 section 4.5.5"

ci={ pinBGEntry 11 }

pi n5GRPFRout ePr ot ocol OBJECT- TYPE
SYNTAX | ANAI pRout ePr ot oco
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The routing mechani smvia which the route used to find the

RPF interface towards the source was | earned."
o= { pinBSCGentry 12 }

pi "SCRPFRout eAddr ess OBJECT- TYPE

SYNTAX | net Addr ess (Sl ZE (0] 4] 8] 16| 20))

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The I P address that, when conbined with the correspondi ng
val ue of pi nSGRPFRout ePrefixLength, identifies the route
used to find the RPF interface towards the source. The
| net AddressType is given by the pi nSCGRPFNext HopType obj ect.

This address object is only significant up to
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pi nSCRPFRout ePrefi xLength bits. The renainder of the
address bits are zero."
c:={ pinBGEntry 13 }

pi n5CRPFRout ePr ef i xLengt h OBJECT- TYPE

SYNTAX | net Addr essPrefi xLength

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The prefix length that, when combined with the
correspondi ng val ue of pi nSCRPFRout eAddress, identifies the
route used to find the RPF interface towards the source.
The | net AddressType is given by the pi nSGRPFNext HopType
obj ect."

c:={ pinBGEntry 14 }

pi n5CGRPFRout eMet ri cPref OBJECT- TYPE

SYNTAX Unsi gned32 (0..2147483647)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The metric preference of the route used to find the RPF
interface towards the source.™

o= { pinBSCGentry 15 }

pi "SCRPFRout eMet ri ¢ OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The routing nmetric of the route used to find the RPF
interface towards the source."

c:={ pinBGEntry 16 }

pi TSGSPTBi t OBJECT- TYPE

SYNTAX Trut hVval ue

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Whet her the SPT bit is set; and therefore whether
forwarding is taking place on the shortest-path tree."

o= { pinSCGentry 17 }

pi n5CKeepal i veTi mer OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
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"The tine remaining before this (S,G state expires, in
the absence of explicit (S, G |ocal nenbership or (S, G
Join nmessages received to maintain it. This timer is
called the (S,G Keepalive Timer in the PIMSM
specification.”

REFERENCE " RFC 4601 section 4.1.4"

o= { pinBSCentry 18 }

pi n5CDRRegi st er St at e OBJECT- TYPE

SYNTAX | NTEGER {
nolnfo (1),
join (2),
j oi nPendi ng (3),
prune (4)
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON

"Whet her the | ocal router should encapsulate (S, G data
packets in Register nessages and send themto the RP. This
corresponds to the state of the per-(S, G Register state
machine in the PIM SM specification. This object is always
"nolnfo’ unl ess pinSGPi mvbde is "asm ."

REFERENCE " RFC 4601 section 4.4.1"

o= { pinBSCentry 19 }

pi "5CDRRegi st er St opTi ner OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"I f piMSGDRRegi sterState is "prune’, this is the tine
remai ni ng before the I ocal router sends a Null - Regi ster
nmessage to the RP. |If pinSGDRRegi sterState is
"joinPending’, this is the time remaining before the | ocal
router resunmes encapsul ati ng data packets and sendi ng them
to the RP. Oherwise, this is zero. This tiner is called
the Register-Stop Timer in the PIM SM specification.”

REFERENCE " RFC 4601 section 4.4"

c:={ pinBSCGentry 20 }

pi "SCRPRegi st er PMBRAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The address type of the first PIM Milticast Border Router
to send a Register nessage with the Border bit set. This
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object is unknown(0) if the local router is not the RP for
the group.”
ci={ pinBGEntry 21 }

pi n5CRPRegi st er PMBRAddr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (0| 4] 8] 16| 20))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The I P address of the first PIM Milticast Border Router to
send a Register nmessage with the Border bit set. The
| net AddressType is given by the
pi "SCRPRegi st er PMBRAddr essType object."

c:={ pinBGEntry 22}

pi n5GUJpst r eanPr uneSt at e OBJECT- TYPE
SYNTAX | NTEGER {
forwarding (1),
ackpending (2),
pruned (3)

}

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"Whet her the | ocal router has pruned itself fromthe tree.
This corresponds to the state of the upstream prune (S, G
state machine in the PIM DM specification. This object is
used only by PIMDM"

REFERENCE " RFC 3973 section 4.4.1"

o= { pinBSCGentry 23 }

pi n5CGUpst reanPruneLi m t Ti mer OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The tine renmaining before the | ocal router may send a (S, G
Prune nmessage on pi nBGRPFIflndex. This timer is called the
(S,Q Prune Limt Tiner in the PIM DM specification. This
object is zero if the timer is not running. This object is
used only by PIM DM "

REFERENCE " RFC 2973 section 4.8"

o= { pinBSCentry 24 }

pi n5GOri gi nat or St at e OBJECT- TYPE
SYNTAX | NTEGER {
not Ori gi nator (1),
originator (2)
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}

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Whether the router is an originator for an (S, G nessage
flow This corresponds to the state of the per-(S, G
Originator state nmachine in the PIM DM specification. This
object is used only by PIMDM "

REFERENCE "RFC 3973 section 4.5.2"

c:={ pinBSCGentry 25 }

pi n5GSour ceAct i veTi ner OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"I'f pinBGOriginatorState is 'originator’, this is the tine
remai ni ng before the local router reverts to a notOiginator
state. Oherwise, this is zero. This tiner is called the
Source Active Timer in the PIMDM specification. This
object is used only by PIMDM "

REFERENCE " RFC 3973 section 4.8"

c:={ pinBSCGentry 26 }

pi nBSGSt at eRef reshTi ner OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"I'f pinBGriginatorState is 'originator’, this is the tine
remai ni ng before the local router sends a State Refresh
nessage. Oherwise, this is zero. This timer is called the
State Refresh Timer in the PIMDM specification. This
object is used only by PIMDM "

REFERENCE " RFC 3973 section 4. 8"

o= { pinSCGentry 27 }

-- The PIM (S, G 1) State Table

pi n5G Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Pi nSG Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The (conceptual) table listing the interface-specific (S, Qg
state that PIM has."
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REFERENCE " RFC 4601 section 4.
o={ pim7}

pi 53 Ent ry OBJECT- TYPE
SYNTAX Pi n8A Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (concept ual
{ pi n5GAddr essType,
pi n5GG pAddr ess,
pi nS5GSr cAddr ess,
pi n5A | f I ndex }
c:={ pinBG Table 1}

I NDEX

PinSA Entry ::= SEQUENCE {
pi n5A | f I ndex
pi n5A UpTi ne

pi n5A Local Menber shi p

pi nSG Joi nPruneSt at e

pi n5G Pr unePendi ngTi ner

pi 543 Joi nExpi ryTi ner

pi 53 Assert St ate

pi 53 Assert Ti ner

pi 53 Assert W nner Addr essType
pi 53 Assert W nner Addr ess

pi 53 Assert W nner Metri cPr ef
pi 53 Assert W nner Metric

}
pi n5A | f I ndex OBJECT- TYPE

MM B

1.4"

row) in the pinBG Table."

| nt er f acel ndex,
Ti meTi cks,

Tr ut hval ue,

| NTEGER,

Ti meTi cks,

Ti meTi cks,

| NTEGER,

Ti meTi cks,

| net Addr essType,
| net Addr ess,
Unsi gned32,

Unsi gned32

January 2008

"The iflndex of the interface that this entry corresponds

SYNTAX | nt er f acel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

to."

o= { pinSG@Entry 1}

pi n5G UpTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The tine since this entry was created by the | ocal

:={ pinSA Entry 2 }

pi 53 Local Menber shi p OBJECT- TYPE
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SYNTAX Trut hVal ue

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Whet her the | ocal router has (S, G |ocal menbership on this
interface (resulting froma nechani smsuch as |GW or M.D).
This corresponds to | ocal _receiver_include(S,Gl) in the
Pl M SM speci fication."

REFERENCE " RFC 3376, RFC 3810, RFC 4601 sections 4.1.6, 4.6.1, and

4.6.2"
:={ pinSA Entry 3 }

pi n5A Joi nPruneSt at e OBJECT- TYPE
SYNTAX | NTEGER {
nol nfo (1),
join (2),
prunePendi ng (3)

}

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The state resulting from (S, G Join/Prune nessages
received on this interface. This corresponds to the state
of the downstream per-interface (S,G state nmachine in the
Pl M SM and PI M DM specification."

REFERENCE " RFC 4601 section 4.5.3 and RFC 3973 section 4.4.2"

c:={ pinSGEntry 4}

pi 53 Pr unePendi ngTi mer OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The tine remaining before the I ocal router acts on an (S, G
Prune message received on this interface, during which the
router is waiting to see whether another downstream router
will override the Prune nessage. This timer is called the
(S, G Prune-Pending Tiner in the PIM SM specification. This
object is zero if the timer is not running."

REFERENCE "RFC 4601 sections 4.5.3 and 4.5.4"

:={ pinSA Entry 5 }

pi n5A Joi nExpi ryTi ner OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The tine remaining before (S,G Join state for this
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interface expires. This tiner is called the (S, G Join
Expiry Timer in the PIMSM specification. This object is
zero if the tinmer is not running. A value of 'FFFFFFFF h
indicates an infinite expiry tine. This timer is called the
(S,Q Prune Timer in the PIM DM specification.”

REFERENCE " RFC 4601 section 4.10 and RFC 3973 section 4.8"

:={ pinSA@Entry 6 }

pi 53 Assert St at e OBJECT- TYPE
SYNTAX | NTEGER {
nolnfo (1),
i AmAssert W nner (2),
i AmAssert Loser (3)

}

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The (S, G Assert state for this interface. This
corresponds to the state of the per-interface (S, G Assert
state nmachine in the PIM SM specification."

REFERENCE "RFC 4601 section 4.6.1"

:={ pinSA Entry 7 }

pi 53 Assert Ti ner OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"I'f pinBSE AssertState is i AmAssertWnner', this is the time
remai ni ng before the local router next sends a (S, G Assert
nessage on this interface. |If pinBd AssertState is
"i AmAssertLoser’, this is the tinme remaining before the
(S, G Assert state expires. |f pinBG AssertState is
"nolnfo’, this is zero. This timer is called the (S, Q
Assert Timer in the PIM SM specification.”

REFERENCE " RFC 4601 section 4.6.1"

;= { pinS@Entry 8 }

pi 53 Assert W nner Addr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"If pinBG AssertState is i AmAssertLoser’, this is the
address type of the assert wi nner; otherwi se, this object is
unknown(0) . "

:={ pinSA Entry 9 }
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pi 53 Assert W nner Addr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (0| 4] 8] 16| 20))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"I'f pinBGA AssertState is 'i AmAssertLoser’, this is the
address of the assert winner. The InetAddressType is given
by the pinsd Assert W nner Addr essType obj ect. "

c:={ pinBGEEntry 10 }

pi 53 Assert W nner Metri cPref OBJECT- TYPE

SYNTAX Unsi gned32 (0..2147483647)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"I'f pinBSA AssertState is 'i AmAssertLoser’, this is the
metric preference of the route to the source advertised by
the assert winner; otherwise, this object is zero."

o= { pinS@Entry 11 }

pi 53 Assert W nner Metri c OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"If pinBG AssertState is i AmAssertLoser’, this is the
routing netric of the route to the source advertised by the
assert wi nner; otherw se, this object is zero."

c:={ pinSA Entry 12 }

-- The PIM (S, Grpt) State Table

pi "SGRpt Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pi nSGRpt Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table listing the non-interface specific
(S,Grpt) state that PIM has."

REFERENCE " RFC 4601 section 4.1.5"

:={ pim8}

pi nSGRpt Entry OBJECT- TYPE
SYNTAX Pi nSCRpt Ent ry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"An entry (conceptual row) in the pinSCRptTable."
| NDEX { pi nBt ar GAddr essType,
pi n5t ar GG pAddr ess,
pi n5CRpt Sr cAddr ess }
.= { pinSCRpt Table 1 }

Pi nSGRpt Entry :: = SEQUENCE {
pi n5CRpt Sr cAddr ess | net Addr ess,
pi nS5CRpt UpTi e Ti meTi cks,
pi nS5CRpt Upst r eanPr uneSt at e | NTEGER,
pi nSCRpt UpstreanOverri deTi ner Ti meTi cks
}
pi nS5CRpt Sr cAddr ess OBJECT- TYPE
SYNTAX | net Address (SI ZE (4| 8] 16| 20))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The source address for this entry. The |netAddressType is
gi ven by the pinttar GAddr essType object."

c:={ pinSCRptEntry 1 }

pi "SGRpt UpTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The tine since this entry was created by the |local router.”

o= { pinSCRptEntry 2 }

pi nSCRpt Upst reanPr uneSt at e OBJECT- TYPE
SYNTAX | NTEGER {
r pt Not Joi ned (1),
pruned (2),
not Pruned (3)

}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Whet her the | ocal router should prune the source off the RP
tree. This corresponds to the state of the upstream
(S, Grpt) state machine for triggered nessages in the Pl M SM
speci fication."
REFERENCE " RFC 4601 section 4.5.9"
c:={ pinSCRptEntry 3 }

pi nSCGRpt Upst reanOverri deTi ner OBJECT- TYPE
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SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The tinme remaining before the | ocal router sends a
triggered (S, G rpt) Join nessage on pi nBtar GRPFI f | ndex.

This timer is called the (S, Grpt) Upstream Override Ti nmer

in the PIM SM specification. This object is zero if the
timer is not running."
REFERENCE " RFC 4601 section 4.5.9"

c:={ pinSCRptEntry 4 }

-- The PIM (S, Grpt,l) State Table

pi "SGRpt | Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pi nBGRpt | Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table listing the interface-specific
(S,Grpt) state that PIM has."

REFERENCE " RFC 4601 section 4.1.5"

o= { pim9 }

pi "SGRpt | Ent ry OBJECT- TYPE

SYNTAX Pi nSGRpt | Ent ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (conceptual row) in the pinSCRptl Table."

| NDEX { pinBt ar GAddr essType,
pi n5t ar GG pAddr ess,
pi n5CRpt Sr cAddr ess,
pi nSCRpt I | f I ndex }

o= { pinBCRptl Table 1 }

Pi nSGRpt | Entry :: = SEQUENCE ({
pi nS5CRpt | | f 1 ndex I nt erfacel ndex,
pi nS5CRpt | UpTi ne Ti meTi cks,
pi nSCRpt | Local Menber shi p Tr ut hval ue,
pi nSCRpt | Joi nPruneSt at e | NTEGER,

pi mSGRpt | PrunePendi ngTi ner  Ti meTi cks,
pi MSGRpt | PruneExpi ryTi mer Ti meTi cks
}

pi "SGRpt | 1 f 1 ndex OBJECT- TYPE
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SYNTAX I nt erfacel ndex

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The iflndex of the interface that this entry corresponds
to."

o= { pinSCRptl Entry 1 }

pi nSGRpt | UpTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The tine since this entry was created by the |local router.”

ci={ pinBGRptlEntry 2 }

pi nS5CRpt | Local Menber shi p OBJECT- TYPE

SYNTAX Trut hVval ue

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Whet her the | ocal router has both (*, G include Iocal
menbership and (S, G exclude | ocal nmenbership on this
interface (resulting froma nechani smsuch as |GW or M.D).
This corresponds to | ocal receiver_exclude(S,G1l) in the
Pl M SM speci fication."

REFERENCE " RFC 3376, RFC 3810, RFC 4601 section 4.1.6"

c:={ pinSCRptl Entry 3 }

pi nSCGRpt | Joi nPruneSt at e OBJECT- TYPE
SYNTAX | NTEGER {
nol nfo (1),
prune (2),
prunePendi ng (3)

}

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The state resulting from (S, Grpt) Join/Prune nmessages
received on this interface. This corresponds to the state
of the downstream per-interface (S, Grpt) state machine in
the PIM SM specification."

REFERENCE " RFC 4601 section 4.5.4"

c:={ pinBGRptlEntry 4 }
pi nS5CGRpt | PrunePendi ngTi ner OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
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STATUS current
DESCRI PTI ON
"The tine remai ning before the local router starts pruning
this source off the RP tree. This timer is called the
(S, Grpt) Prune-Pending Timer in the PIM SM specification.
This object is zero if the timer is not running."
REFERENCE " RFC 4601 section 4.5.4"

o= { pinSCRptl Entry 5 }

pi nS5CRpt | PruneExpi ryTi mer OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The tine remai ning before (S,Grpt) Prune state for this
interface expires. This timer is called the (S Grpt)
Prune Expiry Tiner in the PIM SM specification. This object
is zero if the timer is not running. A value of 'FFFFFFFF h
indicates an infinite expiry tine."

REFERENCE " RFC 4601 section 4.5.4"

c:={ pinBGRptlEntry 6 }

-- The PIMBidir DF-Election Table

pi nBi di r DFEl ecti onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pi nBi di r DFEl ecti onEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table listing the per-RP Designated
Forwarder (DF) Election state for each interface for all the
RPs in BIDI R node."

REFERENCE " RFC 5015 section 3.5"

o= { pim10 }
pi nBi di r DFEl ecti onEntry OBJECT- TYPE
SYNTAX Pi nBi di r DFEl ecti onEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the pinBidirDFEl ectionTable."
| NDEX { pinBidirDFEl ecti onAddr essType,

pi nBi di r DFEl ecti onRPAddr ess,
pi nBi di r DFEl ecti onl f I ndex }
::={ pinBidirDFEl ectionTable 1 }
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Pi nBi di r DFElI ecti onEntry ::= SEQUENCE ({
pi nBi di r DFElI ecti onAddr essType | net Addr essType,
pi nBi di r DFEl ecti onRPAddr ess | net Addr ess,
pi nBi di r DFEl ecti onl f | ndex I nt erfacel ndex,
pi nBi di r DFElI ecti onW nner Addr essType | net Addr essType,
pi nBi di r DFElI ecti onW nner Addr ess | net Addr ess,
pi nBi di r DFElI ecti onW nner UpTi ne Ti meTi cks,
pi nBi di r DFEl ecti onW nner Metri cPref Unsi gned32,
pi nBi di r DFEl ecti onW nner Metric Unsi gned32
pi nBi di r DFEl ecti onSt at e | NTEGER
pi nBi di r DFEl ecti onSt at eTi mer Ti meTi cks
}
pi nBi di r DFElI ecti onAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The address type of the RP for which the DF state is being
mai nt ai ned. "
::={ pinBidirDFEl ectionEntry 1}

pi nBi di r DFEl ecti onRPAddr ess OBJECT- TYPE

SYNTAX I net Addr ess (SI ZE (4| 8] 16| 20))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The I P address of the RP for which the DF state is being
mai nt ai ned. The | net AddressType is given by the
pi nBi di r DFEl ecti onAddr essType object.™

::={ pinBidirDFEl ectionEntry 2 }

pi nBi di r DFEl ecti onl f I ndex OBJECT- TYPE

SYNTAX | nt er f acel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The value of iflndex for the interface for which the DF
state is being maintained."
::={ pinBidirDFE ectionEntry 3 }

pi nBi di r DFElI ecti onW nner Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The primary address type of the wi nner of the DF El ection
process. A value of unknown(0) indicates there is currently
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no DF."
.. = { pinBidirDFE ectionEntry 4}

pi nBi di r DFElI ecti onW nner Addr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (0| 4] 8| 16| 20))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The primary | P address of the w nner of the DF El ection
process. The | net AddressType is given by the
pi nBi di r DFElI ecti onW nner Addr essType object."

;.= { pinBidirDFEl ectionEntry 5 }

pi nBi di r DFEl ecti onW nner UpTi ne OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The tine since the current winner (last) becane el ected as
the DF for this RP."

::={ pinBidirDFEl ectionEntry 6 }

pi nBi di r DFElI ecti onW nner Metri cPref OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The metric preference advertised by the DF Wnner, or zero
if there is currently no DF."

;.= { pinBidirDFEl ectionEntry 7 }

pi nBi di r DFEl ecti onW nner Metri c OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nmetric advertised by the DF Wnner, or zero if there is
currently no DF."

::={ pinBidirDFEl ectionEntry 8 }

pi nBi di r DFEl ecti onSt at e OBJECT- TYPE
SYNTAX | NTEGER {
df O fer(1),
df Lose(2),
df W nner (3),
df Backof f (4)

}
MAX- ACCESS r ead-only
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STATUS current

DESCRI PTI ON
"The state of this interface with respect to DF-El ection for
this RP. The states correspond to the ones defined in the
Bl DI R- Pl M speci fication."

REFERENCE " RFC 5015 section 3.5.3.1"

::={ pinBidirDFEl ectionEntry 9 }

pi nBi di r DFEl ecti onSt at eTi mer OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The minimumtinme renmaining after which the | ocal router
will expire the current DF state represented by
pi nBi di r DFEl ecti onState. "

::={ pinBidirDFEl ectionEntry 10 }

-- The PIM Static RP Tabl e

pi nSt ati cRPTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Pinfstati cRPEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table is used to nmanage static configuration of RPs.

If the group prefixes configured for two or nore rows in
this table overlap, the row with the greatest val ue of
pi nt ati cRPG pPrefixLength is used for the overl appi ng

range. "
REFERENCE " RFC 4601 section 3.7"
r={ pim1l }
pi nSt ati cRPEnt ry OBJECT- TYPE
SYNTAX Pintati cRPEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry (conceptual row) in the pinStati cRPTable. This
entry is preserved on agent restart."
| NDEX { pinttati cRPAddressType,
pi Bt at i cRPG pAddr ess,
pi nt ati cRPG pPrefi xLength }
.= { pinttati cRPTable 1 }
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Pinttati cRPEntry ::= SEQUENCE {
pi nt at i cRPAddr essType | net Addr essType,
pi Bt ati cRPG pAddr ess | net Addr ess,
pi nSt ati cRPG pPrefi xLength | net AddressPrefi xLengt h,
pi nt at i cRPRPAddr ess | net Addr ess,
pi ntt at i cRPPi nvbde Pi mvbde,
pi nt ati cRPOverri deDynam ¢ Trut hval ue,
pi Gt ati cRPPrecedence Unsi gned32,
pi nt at i cRPRowSt at us RowSt at us,
pi nt ati cRPSt or ageType St or ageType
}
pi nt at i cRPAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The address type of this entry."
.= { pintStaticRPEntry 1 }

pi nt at i cRPGr pAddr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (4] 8] 16| 20))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The mul ticast group address that, when conbined with

pi nSt ati cRPG pPrefi xLength, gives the group prefix for this

entry. The Inet AddressType is given by the
pi nt at i cRPAddr essType obj ect .

This address object is only significant up to
pi nSt ati cRPG pPrefixLength bits. The renmainder of the
address bits are zero. This is especially inmportant for

this index field, which is part of the index of this entry.

Any non-zero bits would signify an entirely different
entry."
.= { pintStati cRPEntry 2 }

pi nBt ati cRPG pPrefi xLengt h OBJECT- TYPE
SYNTAX | net Addr essPrefixLength (4..128)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The mul ticast group prefix length that, when conbi ned

wi th pinttati cRPG pAddress, gives the group prefix for this

entry. The Inet AddressType is given by the

pi nSt at i cRPAddr essType object. |f pinttati cRPAddressType is
"ipvd’ or 'ipvdz', this object nust be in the range 4..32.
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| f pinttati cRPG pAddressType is 'ipve or 'ipv6z', this
obj ect nust be in the range 8..128."
c:={ pinfStati cRPEntry 3 }

pi nt at i cRPRPAddr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (4] 8| 16| 20))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The I P address of the RP to be used for groups within this
group prefix. The InetAddressType is given by the
pi nSt at i cRPAddr essType object.”

.= { pintStati cRPEntry 4 }

pi nSt ati cRPPi mvbde OBJECT- TYPE
SYNTAX Pi mvbde { ssm(2), asm(3), bidir(4) }
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The PIM node to be used for groups in this group prefix.

If this object is set to ssn(2), then pinStati cRPRPAddr ess
must be set to zero. No RP operations are ever possible for
Pl M Mode SSM "

REFERENCE " RFC 4601 section 3.7, RFC 3569, and

"IP Multicast M B (August 2007) ipMast SsnmRangeTabl e"
DEFVAL { asm}

.= { pintStati cRPEntry 5 }

pi nSt ati cRPOverri deDynam ¢ OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Whether this static RP configuration will override other
group mappings in this group prefix. If this object is

TRUE, then it will override:

- RP information | earned dynamically for groups in this
group prefix.

- RP information configured in pinBStati cRPTable with
pi nt ati cRPOverri deDynam ¢ set to FALSE.

See pi m& oupMappi ngTabl e for details."

DEFVAL { false }
.= { pintStati cRPEntry 6 }
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pi nSt ati cRPPrecedence OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The val ue for pinGoupMappi ngPrecedence to be used for this
static RP configuration. This allows fine control over
whi ch configuration is overridden by this static
configurati on.

If pinBtati cRPOverrideDynamic is set to TRUE, all dynamc RP
configuration is overridden by this static configuration,
what ever the val ue of this object.

The absol ute val ues of this object have a significance only
on the local router and do not need to be coordinated with
other routers. A setting of this object may have different
ef fects when applied to other routers.

Do not use this object unless fine control of static RP
behavi or on the local router is required.”
.= { pintStati cRPEntry 7 }

pi nt at i cRPRowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this row, by which rows in this table can
be created and destroyed.

Thi s status object cannot be set to active(l) before a valid
val ue has been witten to pinttati cRPRPAddr ess.

Al witeable objects in this entry can be nodified when the
status of this entry is active(l1)."
.= { pintStati cRPEntry 8 }

pi nt ati cRPSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this row Rows having the val ue
"permanent’ need not allow wite-access to any col umar
objects in the row "

DEFVAL { nonVol atile }

.= { pinStati cRPEntry 9 }
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-- The PI'M Anycast-RP Set Table

pi Mnycast RPSet Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pi mAnycast RPSet Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table is used to manage Anycast-RP via Pl M Regi ster
nmessages, as opposed to via other protocols such as MSDP
(Mul ticast Source Discovery Protocol).

Entries nust be configured in this table if and only if the
| ocal router is a nenber of one or nore Anycast-RP sets,
that is, one or nore Anycast-RP addresses are assigned to
the local router. Note that if using static RP
configuration, this is in addition to, not instead of, the
pi nt ati cRPTabl e entries that nmust be configured for the
Anycast - RPs.

The set of rows with the sane val ues of both

pi Mnycast RPSet Addr essType and pi mAnycast RPSet Anycast Addr ess
corresponds to the Anycast-RP set for that Anycast-RP
address.

When an Anycast-RP set configuration is active, one entry
per pi mAnycast RPSet Anycast Address corresponds to the | oca
router. The local router is identified by the
pi mMnycast RpSet Local Rout er object. That entry deternines
the source address used by the local router when forwarding
Pl M Regi ster nessages within the Anycast-RP set."

REFERENCE " RFC 4610, RFC 3618"

= { pim12 }

pi mMnycast RPSet Entry OBJECT- TYPE
SYNTAX Pi mAnycast RPSet Ent ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry corresponds to a single router within a particul ar
Anycast-RP set. This entry is preserved on agent restart."
| NDEX { pi mAnycast RPSet Addr essType,
pi mnycast RPSet Anycast Addr ess,
pi Mnycast RPSet Rout er Addr ess }
::= { pimAnycast RPSet Table 1 }

Pi mAnycast RPSet Entry :: = SEQUENCE ({
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pi Mnycast RPSet Addr essType | net Addr essType,
pi mMnycast RPSet Anycast Addr ess | net Addr ess,
pi mMnycast RPSet Rout er Addr ess | net Addr ess,

pi mMnycast RPSet Local Rout er Trut hVal ue,
pi Mnycast RPSet RowSt at us RowSt at us,
pi mnycast RPSet St or ageType St or ageType
}
pi mMnycast RPSet Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The address type of the Anycast-RP address and router
address. "

::= { pimAnycastRPSetEntry 1 }

pi Mnycast RPSet Anycast Addr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (4| 8] 16| 20))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The Anycast-RP address. The |InetAddressType is given by
t he pi mMAnycast RPSet Addr essType object."”
.= { pinminycastRPSetEntry 2 }

pi mMnycast RPSet Rout er Addr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (4] 8] 16| 20))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The address of a router that is a nmenber of the Anycast-RP

set. The InetAddressType is given by the
pi Mnycast RPSet Addr essType obj ect.

This address differs from pi mnycast RPSet Anycast Addr ess.

Equal values for these two addresses in a single entry are

not permtted. That would cause a Register |oop."
::= { pimAnycast RPSet Entry 3 }

pi mMnycast RPSet Local Rout er OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Whether this entry corresponds to the local router."
::= { pimAnycast RPSetEntry 4 }
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pi Mnycast RPSet Rowst at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The status of this row, by which rows in this table can
be created and destroyed.

This status object can be set to active(l) w thout setting
any other columar objects in this entry.

Al witeable objects in this entry can be nodified when the
status of this entry is active(l)."
::= { piminycast RPSet Entry 5 }

pi mMnycast RPSet St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this row Rows having the val ue
"permanent’ need not allow wite-access to any col umar
objects in the row"

DEFVAL { nonVol atile }

.= { pinminycast RPSetEntry 6 }

-- The PIM G oup Mappi ng Tabl e

pi nGr oupMappi ngTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pi nGr oupMappi ngEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table listing mappings fromnulticast
group prefixes to the PIM node and RP address to use for
groups within that group prefix.

Rows in this table are created for a variety of reasons,
i ndi cated by the value of the pimG oupMappi ngOri gi n obj ect.

- Rows with a pinGoupMappi ngOrigin value of 'fixed are
created automatically by the router at startup, to
correspond to the well-defined prefixes of |ink-local and
unrout abl e group addresses. These rows are never
destroyed.
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- Rows with a pinGoupMappi ngOrigin value of 'enbedded are
created by the router to correspond to group prefixes
that are to be treated as being in Enrbedded-RP fornat.

- Rows with a pinGoupMappi ngOrigin value of ’configRp are
created and destroyed as a result of rows in the
pi nSt ati cRPTabl e bei ng created and destroyed.

- Rows with a pingoupMappi ngOrigin value of 'configSsm
are created and destroyed as a result of configuration of
SSM address ranges to the | ocal router.

- Rows with a pinGoupMappi ngOrigin value of 'bsr’ are
created as a result of running the PI M Bootstrap Router
(BSR) nmechanism If the local router is not the elected
BSR, these rows are created to correspond to group
prefixes in the PI M Bootstrap nessages received fromthe
elected BSR. If the local router is the el ected BSR
these rows are created to correspond to group prefixes in
the PI M Bootstrap nessages that the |local router sends.
In either case, these rows are destroyed when the group
prefixes are tined out by the BSR nechani sm

- Rows with a pinGoupMappi ngOrigin value of "other’ are
created and destroyed according to sonme ot her nechani sm
not specified here.

G ven the collection of rows in this table at any point in
time, the PIM npbde and RP address to use for a particular
group is determ ned using the followi ng al gorithm

1. Fromthe set of all rows, the subset whose group prefix
contains the group in question are sel ected.

2. If there are no such rows, then the group mapping is
undef i ned.

3. If there are multiple selected rows, and a subset is
defined by pinttati cRPTabl e (pi m& oupMappi ngOri gi n val ue
of "configRp’) with pintati cRPOverri deDynamc set to
TRUE, then this subset is selected.

4. Fromthe sel ected subset of rows, the subset that have
the greatest val ue of pinGroupMappi ngG pPrefixLength are
sel ect ed.

5. If there are still multiple selected rows, the subset
that has the highest precedence (the | owest nunerica
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oupMappi ngPrecedence) is sel ected.

ill multiple selected rows, the row

the inplementation

m ght or mght not apply the PI M hash function to sel ect

the row.

7. The group node to use is given by the val ue of
pi mGr oupMappi ngPi mvbde fromthe single selected row, the
RP to use is given by the val ue of
RPAddr ess, unl ess pi m& oupMappi ngOrigin is

pi NG oupMappi ng

"enrbedded’, in which case,

group address i

n question."

REFERENCE " RFC 4601 section 3.7, RFC 3956, and RFC 4610"

o= { pim13}
pi N oupMappi ngEnt ry OBJECT- TYPE
SYNTAX Pi nGr oupMappi ngEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the pin&oupMappingTable."
| NDEX { pi m& oupMappi ngOri gi n,
pi nGr oupMappi ngAddr essType,
pi nGr oupMappi ngG pAddr ess,
pi nar oupMappi ngG pPr ef i xLengt h,
pi nar oupMappi ngRPAddr essType,
pi nzr oupMappi ngRPAddr ess }
::= { pinGoupMappi ngTable 1 }
Pi nar oupMappi ngEntry :: = SEQUENCE ({

pi nGr oupMappi ngOri gi n

pi ner oupMappi ngAddr essType
pi Nz oupMappi ngG pAddr ess
pi N oupMappi ngG pPrefi xLe
pi nGr oupMappi ngRPAddr essTy
pi nGr oupMappi ngRPAddr ess

pi nr oupMappi ngPi mvbde

pi Nz oupMappi ngPr ecedence

Pi mGr oupMappi ngOri gi nType,

| net Addr essType,

| net Addr ess,
ngth | net AddressPrefixLength,
pe | net Addr essType,

| net Addr ess,

Pi mvbde,

Unsi gned32

}

pi nGr oupMappi ngOri gi n OBJECT- TYPE
SYNTAX Pi nGr oupMappi ngOri gi nType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The mechani sm by which this group mappi ng was | earned."”

.= { pinGoupMappi ngEntry
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pi nGr oupMappi ngAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The address type of the IP nulticast group prefix."
.= { pinGoupMappi ngEntry 2 }

pi nar oupMappi ngG pAddr ess OBJECT- TYPE

SYNTAX | net Address (Sl ZE (4] 8] 16| 20))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The I P nmulticast group address that, when conbined with
pi nzr oupMappi ngG pPrefi xLength, gives the group prefix for
this mapping. The |net AddressType is given by the

pi Nz oupMappi ngAddr essType obj ect.

This address object is only significant up to
pi nGr oupMappi ngG pPrefi xLength bits. The renai nder of the
address bits are zero. This is especially inmportant for
this index field, which is part of the index of this entry.
Any non-zero bits would signify an entirely different
entry."

.= { pinGroupMappi ngEntry 3 }

pi mGr oupMappi ngG pPrefi xLengt h OBJECT- TYPE

SYNTAX | net Addr essPrefixLength (4..128)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The mul ticast group prefix length that, when conbi ned
wi t h pi mGroupMappi ngG pAddress, gives the group prefix for
this mapping. The |net AddressType is given by the
pi N oupMappi ngAddr essType object. |[f
pi nGr oupMappi ngAddr essType is "ipv4d or 'ipvdz', this
obj ect nust be in the range 4..32. |If
pi nGr oupMappi ngAddr essType is "ipv6 or 'ipv6z', this object
must be in the range 8..128."

::= { pinGoupMappi ngEntry 4 }

pi nGr oupMappi ngRPAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The address type of the RP to be used for groups wthin
this group prefix, or unknown(0) if no RPis to be used or
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if the RP address is unknown. This object nust be
unknown(0) if pinG oupMappi ngPi mvbde is ssnm(2), or if
pi nar oupMappi ngOrigin i s enbedded(6)."

::= { pinGoupMappi ngEntry 5 }

pi nGr oupMappi ngRPAddr ess OBJECT- TYPE

SYNTAX | net Address (SIZE (0] 4| 8] 16| 20))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The I P address of the RP to be used for groups within this
group prefix. The InetAddressType is given by the
pi nGr oupMappi ngRPAddr essType obj ect. "

;= { pinGoupMappi ngEntry 6 }

pi nzr oupMappi ngPi mvbde OBJECT- TYPE
SYNTAX Pi mvbde
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The PIM node to be used for groups in this group prefix."
::= { pinGoupMappi ngEntry 7 }

pi nGr oupMappi ngPr ecedence OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The precedence of this row, used in the al gorithmthat
det erm nes which row applies to a given group address
(descri bed above). Nunerically higher values for this
obj ect indicate | ower precedences, with the value zero
denoti ng the hi ghest precedence.

The absol ute val ues of this object have a significance only
on the local router and do not need to be coordinated with
ot her routers."

;= { pinGoupMappi ngEntry 8 }

-- PIM Notifications

pi mMNei ghbor Loss NOTI FI CATI ON- TYPE
OBJECTS { pi mNei ghbor UpTi e }
STATUS current
DESCRI PTI ON
"A pi mNei ghborLoss notification signifies the |oss of an
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adj acency with a neighbor. This notification should be
gener at ed when the nei ghbor tiner expires, and the router
has no ot her neighbors on the same interface with the same
I P version and a |lower | P address than itself.

This notification is generated whenever the counter
pi mNei ghbor LossCount i s increnmented, subject
tothe rate limt specified by
pi mNei ghbor LossNot i fi cati onPeri od. "
REFERENCE " RFC 4601 section 4.3.2"
c:={ pinmNotifications 1 }

pi M nval i dRegi st er NOTI FI CATI ON- TYPE
OBJECTS { pi nzr oupMappi ngPi mvbde,
pi m nval i dRegi st er Addr essType,
pi m nval i dRegi sterOri gi n,
pi M nval i dRegi st er G oup,
pi M nval i dRegi st er Rp

}

STATUS current

DESCRI PTI ON
"A pimnvalidRegister notification signifies that an invalid
Pl M Regi ster nessage was received by this device.

This notification is generated whenever the counter
pi m nval i dRegi st er MsgsRcvd i s increnented, subject to the
rate limt specified by
pi m nval i dRegi ster Notificati onPeri od."
REFERENCE " RFC 4601 section 4.4.2"
.= { pinmNotifications 2 }

pi m nval i dJoi nPrune NOTI FI CATI ON- TYPE
OBJECTS { pi nr oupMappi ngPi mvbde,
pi M nval i dJoi nPruneAddr essType,
pi M nval i dJoi nPruneCri gin
pi m nval i dJoi nPruneG oup,
pi M nval i dJoi nPruneRp,
pi mNei ghbor UpTi ne

}
STATUS current
DESCRI PTI ON
"A pinmnvalidJoinPrune notification signifies that an
i nvalid PI M Join/Prune nessage was received by this device.

This notification is generated whenever the counter

pi M nval i dJoi nPruneMsgsRcvd is increnented, subject to the
rate limt specified by

pi m nval i dJoi nPruneNot i ficationPeriod."
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REFERENCE " RFC 4601 section 4.5.2"
c:={ pinmNotifications 3}

pi mMRPMappi ngChange NOTI FI CATI ON- TYPE
OBJECTS { pi nz oupMappi ngPi mvbde,
pi nGr oupMappi ngPr ecedence

}

STATUS current

DESCRI PTI ON
"A pi mRPMappi ngChange notification signifies a change to the
active RP mapping on this device.

This notification is generated whenever the counter
pi MRPMappi ngChangeCount is increnented, subject to the
rate limt specified by
pi mMRPMappi ngChangeNot i fi cati onPeri od. "
c:={ pinmNotifications 4 }

pi M nterfaceEl ecti on NOTI FI CATI ON- TYPE
OBJECTS { pim nterfaceAddressType,
pi m nt er f aceAddr ess }
STATUS current
DESCRI PTI ON
"A pinmnterfaceEl ection notification signifies that a new DR
or DF has been el ected on a network.

This notification is generated whenever the counter
pi M nterfaceEl ecti onWnCount is incremented, subject to the
rate limt specified by
pi M nterfaceEl ectionNotificationPeriod."
REFERENCE " RFC 4601 section 4.3.2 and RFC 5015 section 3.5.2"
::={ pinmNotifications 5}

-- Confornmance |Infornmation

pi mM BConf or mrance OBJECT | DENTI FI ER : :
pi mM BConpl i ances OBJECT | DENTI FI ER : :
pi MM BGr oups OBJECT | DENTI FI ER : :

{ pinstdMB 2 }
{ pi MV BConf or mance 1 }
{ pi mM BConf or mance 2 }

-- Conpliance Statenents

pi MM BConpl i anceAsm MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
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"The conpliance statenent for routers which are running
Pl M SM ( Spar se Mdde)."

MODULE -- this nodul e

MANDATORY- GROUPS { pi nifopol ogyG oup,
pi nSsnix oup,
pi mMRPConfi gG oup,
pi nSmGr oup }

GROUP  pimNotificationG oup
DESCRI PTI ON
"This group is optional."

GROUP  pi nruni ngPar anet er sG oup
DESCRI PTI ON
"This group is optional."

GROUP  pinRouterStatisticsGoup
DESCRI PTI ON
"This group is optional."

GROUP  pi mAnycast RpG oup
DESCRI PTI ON
"This group is optional."

GROUP  pinBtati cRPPrecedenceG oup
DESCRI PTI ON
"This group is optional."

GROUP  pimNet Mgt Not i fi cati onObj ects
DESCRI PTI ON
"This group is optional."

GROUP  pi mNet Mgt Not i fi cati onG oup
DESCRI PTI ON
"This group is optional."

GROUP  pi nDi agnosti csG oup
DESCRI PTI ON
"This group is optional."
GROUP  pi nDevi ceSt or ageG oup
DESCRI PTI ON
"This group is optional."
::={ pimM BConpliances 1}

pi MM BConpl i anceBi di r MODULE- COVPLI ANCE
STATUS current
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DESCRI PTI ON
"The conpliance statenment for routers which are running
Bidir-PIM"

MODULE -- this nodul e

MANDATORY- GROUPS { pi nifopol ogyG oup,
pi mMRPConfi gG oup,
pi nSmGr oup,
pi nBi di r G oup }

GROUP  pimNotificationG oup
DESCRI PTI ON
"This group is optional."

GROUP pi MTuni ngPar anet er sG oup
DESCRI PTI ON
"This group is optional."

GROUP  pinRouterStatisticsGoup
DESCRI PTI ON
"This group is optional."

GROUP  pi mAnycast RpGr oup
DESCRI PTI ON
"This group is optional."

GROUP  pinBtati cRPPrecedenceG oup
DESCRI PTI ON
"This group is optional."

GROUP  pimNet Mgt Not i fi cati onObj ects
DESCRI PTI ON
"This group is optional."

GROUP  pi mNet Mgt Not i fi cati onG oup
DESCRI PTI ON
"This group is optional."
GROUP  pi nDi agnosti csG oup
DESCRI PTI ON
"This group is optional."

GROUP  pi nDevi ceSt or ageG oup
DESCRI PTI ON
"This group is optional."
::={ pinMBConpliances 2 }

pi MM BConpl i anceSsm MODULE- COVPLI ANCE
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STATUS current
DESCRI PTI ON
"The conpliance statenent for routers which are running
Pl M SSM (Source Specific Milticast)."
MODULE -- this nodul e
MANDATORY- GROUPS { pi nifopol ogyG oup,
pi nSsnix oup }

GROUP  pimNotificationG oup
DESCRI PTI ON
"This group is optional."

GROUP  pi nruni ngPar anet er sG oup
DESCRI PTI ON
"This group is optional."

GROUP  pinRouterStatisticsGoup
DESCRI PTI ON
"This group is optional."

GROUP  pimNet Mgt Not i fi cati onObj ects
DESCRI PTI ON
"This group is optional."

GROUP  pi mNet Mgt Not i fi cati onG oup
DESCRI PTI ON
"This group is optional."

GROUP  pi nDi agnosti csG oup
DESCRI PTI ON
"This group is optional."

GROUP  pi nDevi ceSt or ageG oup
DESCRI PTI ON
"This group is optional."

::={ pinMBConpliances 3}

pi mM BConpl i anceDm MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for routers which are running
Pl M DM ( Dense Mode)."

MODULE -- this nodul e

MANDATORY- GROUPS { pi nifopol ogyG oup,
pi nSsnix oup,
pi nRPConf i gG oup,
pi NG oup,
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pi DG oup }

GROUP  pimNotificationG oup
DESCRI PTI ON
"This group is optional."

GROUP  pi nruni ngPar anet er sG oup
DESCRI PTI ON
"This group is optional."

GROUP  pinRouterStatisticsGoup
DESCRI PTI ON
"This group is optional."

GROUP  pi mAnycast RpGr oup
DESCRI PTI ON
"This group is optional."

GROUP  pinBtati cRPPrecedenceG oup
DESCRI PTI ON
"This group is optional."

GROUP  pimNet Mgt Not i fi cati onObj ects
DESCRI PTI ON
"This group is optional."

GROUP  pi mNet Mgt Not i fi cati onG oup
DESCRI PTI ON
"This group is optional."

GROUP  pi nDi agnosti csG oup
DESCRI PTI ON
"This group is optional."

GROUP  pi nDevi ceSt or ageG oup
DESCRI PTI ON
"This group is optional."

::={ pimM BConpliances 4 }

-- Units of Conformance

pi mropol ogyG oup OBJECT- GROUP
OBJECTS { pim nterfaceAddressType,
pi M nt er f aceAddr ess,
pi M nt er faceGener ati onl DVal ue,
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pi M nt er faceDR,

pi M nterfaceDRPriorityEnabl ed,
pi m nt erfaceHel | oHol dti ne,

pi M nt er faceJoi nPruneHol dti e,
pi M nt er f aceLanDel ayEnabl ed,

pi M nt er f aceEf f ect PropagDel ay,
pi M nterfaceEffectOverridelvl,
pi m nt er f aceSuppr essi onEnabl ed,
pi m nt er f aceBi di r Capabl e,

pi mNei ghbor Gener at i onl DPr esent,
pi mNei ghbor Gener at i onl Dval ue,

pi mNei ghbor UpTi ne,

pi mNei ghbor Expi ryTi ne,

pi mNei ghbor DRPri orityPresent,

pi mNei ghbor DRPriority,

pi mNei ghbor LanPr uneDel ayPr esent ,
pi mNei ghbor TBi t ,

pi mNei ghbor Propagat i onDel ay,

pi mNei ghbor Overri del nt erval ,

pi mNei ghbor Bi di r Capabl e,

pi mM\br SecAddr ess

}
STATUS current

DESCRI PTI ON
"A collection of read-only objects used to report local PIM
t opol ogy. "

c:={ pinMBGoups 1}

pi mMNot i fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { pi nNei ghbor Loss }
STATUS current
DESCRI PTI ON
"A collection of notifications for signaling inportant PIM
events."
:={ pinMBGoups 2 }

pi Mfuni ngPar anet er sGroup OBJECT- GROUP
OBJECTS { pi nKeepal i vePeri od,

pi nRegi st er Suppr essi onTi e,
pi m nterfaceDRPriority,
pi M nterfaceHel | ol nterval,
pi M nterfaceTrigHel |l ol nterval,
pi M nt er faceJoi nPrunel nterval,
pi M nt er f acePr opagati onDel ay,
pi M nterfaceOverridel nterval,
pi m nt er f aceDomai nBor der
pi M nterfaceSt ubl nterface,
pi M nt erfaceSt at us,
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pi M nterfaceSt orageType

}

STATUS current

DESCRI PTI ON
"A collection of witeable objects used to configure PIM
behavi or and to tune performance."

o= { pinMBGoups 3}

pi nRout er St ati sti csG oup OBJECT- GROUP
OBJECTS { pinfStarGentries,
pi nStard Entri es,
pi nSCGEntri es,
pi n5A Entri es,
pi TSGRpt Entri es,
pi nSGRpt | Entri es

}
STATUS current
DESCRI PTI ON

"A collection of statistics global to the PIMrouter."
o= { pinMBGoups 4}

pi nSsniz oup OBJECT- GROUP
OBJECTS { pi nSGUpTi e,

pi nSGPi mvbde,
pi n5CGUpst r eamJoi nSt at e,
pi n5CGUpst r eamJoi nTi ner,
pi n5CGUpst r eamNei ghbor,
pi nSCRPFI f | ndex,
pi n5GRPFNext HopType,
pi mMSGRPFNext Hop,
pi "SGRPFRout ePr ot ocol ,
pi "SCRPFRout eAddr ess,
pi nS5CGRPFRout ePr ef i xLengt h,
pi n5CGRPFRout eMet ri cPref,
pi n5CGRPFRout eMet ri c,
pi TSGSPTBI t,
pi n5CKeepal i veTi ner,
pi "5CDRRegi st er St at e,
pi n5CDRRegi st er St opTi ner,
pi "5CRPRegi st er PMBRAddr essType,
pi n5CRPRegi st er PMBRAddr ess,
pi n5A UpTi ne,
pi n5d Local Menber shi p,
pi nSG Joi nPruneSt at e,
pi n5G PrunePendi ngTi mer,
pi 543 Joi nExpi ryTi ner,
pi 53 Assert St at e,
pi n5d Assert Ti nmer,
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pi 53 Assert W nner Addr essType,
pi 53 Assert W nner Addr ess,

pi 53 Assert W nner Metri cPref,
pi 53 Assert W nner Metric

}

STATUS current

DESCRI PTI ON
"A collection of objects to support nanagenent of PIM
routers running the PIM SSM (Source Specific Milticast)
protocol, in PIMnmode SM (Sparse Mde)."

:={ pinMBGoups 5 }

pi "MRPConfi gGr oup OBJECT- GROUP

OBJECTS { pintst ati cRPRPAddr ess,
pi nBt at i cRPPi mvbde,
pi nt ati cRPOverri deDynam c,
pi nt at i cRPRowSt at us,
pi nt ati cRPSt or ageType,
pi nGr oupMappi ngPi mvbde,
pi nGr oupMappi ngPr ecedence

}

STATUS current

DESCRI PTI ON
"A collection of objects to support configuration of RPs
(Rendezvous Points) and Group Mappings."

.= { pinMBGoups 6 }

pi nSmGr oup OBJECT- GROUP
OBJECTS { pi ntSt ar GUpTi e,

pi nt ar GPi mvbde,
pi nSt ar GRPAddr essType,
pi nt ar GRPAddr ess,
pi nt ar GPi mvbdeOri gi n,
pi nt ar GRPI sLocal ,
pi nt ar GUpst r eandoi nSt at e,
pi nSt ar GUpst r eamdoi nTi ner,
pi nt ar GUpst r eanNei ghbor Type,
pi nt ar GUpst r eanNei ghbor,
pi nt ar GRPFI f | ndex,
pi nSt ar GRPFNext HopType,
pi n5t ar GRPFNext Hop,
pi nSt ar GRPFRout ePr ot ocol
pi nSt ar GRPFRout eAddr ess,
pi nt ar GRPFRout ePr ef i xLengt h,
pi nt ar GRPFRout eMet ri cPr ef |
pi nSt ar GRPFRout eMet ri c,
pi nSt ar d UpTi ne,
pi nSt ar d Local Menber shi p,
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pi nSt ar A Joi nPruneSt at e,

pi nt ar A PrunePendi ngTi ner,

pi St ar A Joi nExpi ryTi mer,

pi nt ar d Assert St at e,

pi nt ar d Assert Ti mer,

pi nSt ar A Assert W nner Addr essType,
pi nSt ar A Assert W nner Addr ess,

pi nt ar d Assert W nner Met ri cPr ef,
pi nt ar d Assert W nner Metri c,

pi nS5CRpt UpTi e,

pi n5CRpt Upst r eanPr uneSt at e,

pi nSCGRpt Upst reanOverri deTi ner,

pi nSCRpt | UpTi ne,

pi nSCRpt | Local Menber shi p,

pi nSGRpt | Joi nPrunesSt at e,

pi nS5CRpt | Pr unePendi ngTi ner,

pi nS5CRpt | PruneExpi ryTi mer

}
STATUS current
DESCRI PTI ON
"A collection of objects to support nmanagenment of PIM
routers running Pl M SM (Sparse Mdde). The groups
pi nSsnizr oup and pi nRPConfi gGoup are also required.”
o= { pinMBGoups 7 }

pi nBi di r G oup OBJECT- GROUP
OBJECTS { pi m nterfaceDFEl ecti onRobust ness,

pi nBi di r DFElI ecti onW nner Addr essType,
pi nBi di r DFElI ecti onW nner Addr ess,
pi nBi di r DFElI ecti onW nner UpTi ne,
pi nBi di r DFElI ecti onW nner Met ri cPr ef,
pi nBi di r DFEl ecti onW nner Metri c,
pi nBi di r DFEl ecti onSt at e,
pi nBi di r DFEl ecti onSt at eTi mer

}
STATUS current
DESCRI PTI ON
"A collection of objects to support nanagenent of PIM
routers running BID R node. The groups pinSsnmG oup,
pi nSmGr oup and pi MRPConfi gG oup are al so required.”
o= { pinMBGoups 8 }
pi Mnycast RoG oup OBJECT- GROUP
OBJECTS { pi mAnycast RPSet Local Rout er,
pi mMnycast RPSet RowSt at us,
pi Mnycast RPSet St or ageType

STATUS current
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DESCRI PTI ON
"A collection of objects to support managenent of the PIM
Anycast - RP nechani sm "

::={ pinMBGoups 9 }

pi nSt ati cRPPrecedenceG oup OBJECT- GROUP

OBJECTS { pinttati cRPPrecedence }

STATUS current

DESCRI PTI ON
"A collection of objects to allow fine control of
i nteractions between static RP configuration and
dynam cal |y acquired group to RP nappings."

.= { pinMBGoups 10 }

pi mMNet Mgnt Not i fi cati onChj ects OBJECT- GROUP
OBJECTS { pimnvali dRegi sterNotificationPeriod,

pi M nval i dRegi st er MsgsRcvd,
pi M nval i dRegi st er Addr essType,
pi m nval i dRegi sterOri gi n,
pi M nval i dRegi st er G oup,
pi M nval i dRegi st er Rp,
pi m nval i dJoi nPruneNot i fi cati onPeri od,
pi M nval i dJoi nPruneMsgsRcvd,
pi M nval i dJoi nPruneAddr essType,
pi M nval i dJoi nPruneCri gi n,
pi m nval i dJoi nPruneG oup,
pi m nval i dJoi nPruneRp,
pi mMRPMappi ngNoti fi cati onPeri od,
pi mMRPMappi ngChangeCount ,
pi M nterfaceEl ectionNotificationPeriod,
pi m nt er faceEl ecti onW nCount

}

STATUS current

DESCRI PTI ON
"A collection of objects to support notification of PIM
net wor k managenent events."

.= { pinMBGoups 11 }

pi mNet Mgnt Not i fi cati onGroup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { pi m nval i dRegi ster,
pi M nval i dJoi nPr une,
pi mMRPMappi ngChange,
pi M nterfaceEl ection
}
STATUS current
DESCRI PTI ON
"A collection of notifications for signaling PIM network
managenent events."
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.= { pinMBGoups 12 }

pi nDi agnosti csG oup OBJECT- GROUP
OBJECTS { pimnAsserts,

pi nOut Asserts,
pi mLast Assert I nterface,
pi mLast Assert Gr oupAddr essType,
pi mLast Assert G- oupAddr ess,
pi mLast Assert Sour ceAddr essType,
pi mLast Assert Sour ceAddr ess,
pi mNei ghbor LossNot i fi cati onPeri od,
pi mNei ghbor LossCount

}

STATUS current

DESCRI PTI ON
"Cbj ects providing additional diagnostics related to a PIM
router.”

;.= { pinMBGoups 13 }

pi nDMGr oup OBJECT- GROUP
OBJECTS {

pi nRef reshl nterval ,
pi M nterfacePruneLimtlnterval,
pimnterfaceGaft Retryl nterval,
pi M nterfaceSRPriorityEnabl ed,
pi mNei ghbor SRCapabl e,
pi n5CGUpst r eanPr uneSt at e,
pi n5GUpst r eanPr uneLi m t Ti mer,
pi n5G0Ori gi nat or St at e,
pi n5GSour ceAct i veTi ner,
pi nB5GSt at eRef r eshTi ner

}

STATUS current

DESCRI PTI ON
"A collection of objects required for managenent of PIM
Dense Mode (PIM DM function. The groups pinSsniaoup and
pi nSmGroup are al so required. "

REFERENCE " RFC 3973"

2= { pimMBGoups 14 }
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pi nDevi ceSt or ageGr oup OBJECT- GROUP
OBJECTS { pinDevi ceConfi gSt orageType

}

STATUS current

DESCRI PTI ON
"An object that specifies the volatility of global PIM
configuration settings on this device."

.= { pinMBGoups 15 }

END
6. Security Considerations

There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent wi thout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

The foll owi ng tables and objects could be enployed to nodify

mul ticast routing behavior in a way that prevents, disrupts, or
subverts services provided by the network, including (but not limted
to) nmulticast data traffic delivery. For exanple, attacks can be
envi saged that woul d pass noninated nulticast data streans through a
nom nated | ocation, without the sources or listeners becom ng aware
of this subversion.

pi nKeepal i vePeri od pi nRegi st er Suppr essi onTi ne

pi mNei ghbor LossNot i fi cati onPeri od

pi m nval i dRegi sterNotificati onPeri od

pi m nval i dJoi nPruneNot i fi cati onPeri od pi mRPMappi ngNoti ficati onPeri od
pi m nterfaceEl ecti onNotificationPeriod pinRefreshlnterval

pi M nterfaceTabl e pimnterfaceEntry pimnterfacel flndex

pi M nterfacel PVersion pinnterfaceHell ol nterval

pi M nterfaceTrigHel |l ol nterval pinnterfacedoi nPrunel nterval

pi m nt er f aceDFEl ecti onRobust ness pim nterfaceHel | oHol dti ne

pi M nt er faceJoi nPruneHol dti me pi m nterfacePropagati onDel ay

pi M nterfaceCOverridelnterval pimnterfaceDRPriority

pi m nt er f aceDomai nBorder pimnterfaceStatus pimnterfaceStublnterface
pi M nterfacePruneLimtlinterval pinttati cRPTable pinBtati cRPEntry

pi nt at i cRPAddr essType pi nt at i cRPG pAddr ess

pi nSt ati cRPGr pPrefi xLength pi nBt ati cRPRPAddr ess pi nt at i cRPPi mvbde

pi nBSt ati cRPOverri deDynani ¢ pi nBt ati cRPRowSt at us pi St at i cRPPrecedence
pi mMnycast RPSet Tabl e pi mAnycast RPSet Entry pi mAnycast RPSet Addr essType
pi Mnycast RPSet Anycast Addr ess pi mAnycast RPSet Rout er Addr ess
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Sone of the readable objects in this MB nbdule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

The foll owi ng tables and objects could be enployed to deternine the
t opol ogy, disposition, and conposition of the network. This

i nformati on may be commercially sensitive, and may al so be used in
preparation for attacks, including any of the attacks descri bed
above.

The foll owing tables and objects may al so be used to determ ne

whet her nulticast data is flowing in the network, or has flowed
recently. They may al so be used to determ ne the network | ocation of
senders and recipients. An attacker can apply '"traffic analysis’ to
this data. |n sone cases, the information revealed by traffic

anal yses can be as dammging as full know edge of the data being
transport ed.

pi nKeepal i vePeri od pi nRegi st er Suppressi onTi me pi nStarGEntries
pinStard Entries pinBGEntries pinBA Entries pi nBGRpt Entries

pi nSCRpt | Entri es pi mOut Asserts pim nAsserts pinlLastAssertlnterface
pi mLast Assert Gr oupAddr essType pi nmLast Assert Gr oupAddr ess

pi mLast Assert Sour ceAddr essType pi nlLast Assert Sour ceAddr ess

pi mNei ghbor LossNot i fi cati onPeri od pi nNei ghbor LossCount

pi M nval i dRegi ster Notifi cati onPeri od pim nval i dRegi st er MsgsRcvd
pi M nval i dRegi st er Addr essType pi m nval i dRegi sterOrigin

pi M nval i dRegi st er G oup pi m nval i dRegi st er Rp

pi m nval i dJoi nPruneNot i fi cati onPeri od pi m nval i dJoi nPruneMsgsRcvd
pi m nval i dJoi nPruneAddr essType pi m nval i dJoi nPruneQri gi n

pi M nval i dJoi nPruneG oup pi m nval i dJoi nPruneRp

pi mRPMappi ngNoti ficati onPeri od pi mMRPMappi ngChangeCount

pi M nterfaceEl ectionNotificationPeriod pimnterfaceEl ecti onW nCount
pi nRef reshinterval pinlnterfaceTable pinmnterfaceEntry

pi M nterfacel fl ndex pimnterfacel PVersion pimnterfaceAddressType
pi m nt er f aceAddr ess pi m nterfaceDR pim nterfaceHell ol nterva

pi M nterfaceTrigHel |l ol nterval pimnterfaceJdoinPrunel nterva

pi M nt er f aceDFEl ecti onRobust ness pi m nterfaceHel | oHol dti me

pi M nt erfaceJoi nPruneHol dti ne pi m nterfacePropagati onDel ay

pi M nterfaceOverridelnterval pimnterfaceCGenerationl DVal ue

pi mnterfaceDRPriority pimnterfaceLanDel ayEnabl ed

pi M nt er f aceEf f ect PropagDel ay pi m nterfaceEffectOverridel vl

pi m nt er f aceSuppr essi onEnabl ed pi m nterfaceBi di r Capabl e

pi m nterfaceDRPriorityEnabl ed pim nterfaceDomai nBor der

pi M nterfaceStatus pinlnterfaceStublnterface
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pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi

i mnterfacePruneLimtlnterval pimnterfaceSRPriorityEnabled

nmNei ghbor Tabl e pi mNei ghbor Entry pi mNei ghbor | f 1 ndex

nmNei ghbor Addr essType pi nlNei ghbor Addr ess pi niNei ghbor UpTi ne

nmNei ghbor Expi ryTi me pi mNei ghbor LanPr uneDel ayPr esent

nmNei ghbor Pr opagat i onDel ay pi mNei ghbor Overri del nt er val

nmNei ghbor TBi t pi mNei ghbor Gener at i onl DPr esent

nmNei ghbor Gener at i onl DVal ue pi niNei ghbor Bi di r Capabl e

nNei ghbor DRPri ori tyPresent pi nmNei ghborDRPriority

nmNei ghbor SRCapabl e pi mN\br SecAddr essTabl e pi nNor SecAddr essEntry
nm\br Sec Addr essl f I ndex pi mNbr SecAddr essType pi mN\br SecAddr essPri mary
nm\br SecAddr ess pi nt ar GTabl e pi nSt ar GEnt ry pi St ar GAddr essType
nSt ar G& pAddr ess pi nSt ar GUpTi me pi nSt ar GPi mvbde

nSt ar GRPAddr essType pi nit ar GRPAddr ess pi nt ar GPi mvbdeOri gi n

nSt ar GRPI sLocal pi nSt ar GUpstreandoi nSt at e pi nSt ar GUpst r eandoi nTi mer
nSt ar GUpst r eanNei ghbor Type pi nSt ar GUpst r eanNei ghbor

nSt ar GRPFI f | ndex pi nSt ar GRPFNext HopType pi nSt ar GRPFNext Hop

nSt ar GRPFRout ePr ot ocol pi St ar GRPFRout eAddr ess

nSt ar GRPFRout ePr ef i xLengt h pi nSt ar GRPFRout eMet ri cPr ef

nSt ar GRPFRout eMetric pinStard Tabl e pinStard Entry pinStard | fl ndex
nSt ar G UpTi me pi nSt ar G Local Menber shi p pi nSt ar @ Joi nPruneSt at e
nSt ar G PrunePendi ngTi mer pi nSt ar G Joi nExpi ryTi mer

nSt ar G Assert St at e pi nSt ar G Assert Ti mer

nSt ar G Assert W nner Addr essType pi n5t ar G Assert W nner Addr ess

nSt ar G Assert W nner Metri cPref pinttarG Assert WnnerMetric
nSGTabl e pi nBGENtry pi nBGAddr essType pi nSGG pAddr ess

nSGSr cAddr ess pi nBGJUpTi ne pi nBSGPI mvbde pi nS5CGUpst r eamJoi nSt at e
nSGUpst reandoi nTi mer pi nS5GUJpst r eanNei ghbor pi mSGRPFI f | ndex
nSGRPFNext HopType pi mSGRPFNext Hop pi mSGRPFRout ePr ot ocol
nSGRPFRout eAddr ess pi nSGRPFRout ePr ef i xLengt h

nSGRPFRout eMet ri cPref pi nBGRPFRout eMetri ¢ pi nSGSPTBI t

nSCGKeepal i veTi ner pi nSCGDRRegi st er St at e pi nSGDRRegi st er St opTi ner
nSGRPRegi st er PMBRAddr essType pi nSCRPRegi st er PMBRAddr ess

nSGUpst reanPr uneSt at e pi n5GJpst r eanPr uneli ni t Ti ner

nSGOr i gi nat or St at e pi Nn5GSour ceActi veTi mer pi nS5GSt at eRef r eshTi mer
nSA Tabl e pi nS5A Entry pi n5G | fl ndex pi nS5A UpTi e

nSA Local Menber shi p pi nB8G Joi nPruneSt at e pi n5G PrunePendi ngTi ner
nSA Joi nExpi ryTi mer pi nBGE Assert State pi n5G Assert Ti ner

nSA Assert W nner Addr essType pi n5G Assert W nner Addr ess

nSG Assert W nner Metri cPref pi nBA Assert W nner Metric pi nSGRpt Tabl e
nSGRpt Ent ry pi mSGRpt Sr cAddr ess  pi mSGRpt UpTi e

nSGRpt Upst r eanPr uneSt at e pi nSGRpt Upst reanOver ri deTi mer

nSGRpt | Tabl e pi nBCRpt I Entry pi nBGRpt | | f 1 ndex pi nSGRpt | UpTi ne
nSGRpt | Local Menber shi p pi nSGRpt | Joi nPruneSt at e

nBSGRpt | PrunePendi ngTi ner pi nBGRpt | PruneExpi ryTi ner

nBi di r DFEl ecti onTabl e pi nBi di r DFEl ecti onEntry

nBi di r DFEl ecti onAddr essType pi nBi di r DFEl ect i onRPAddr ess

nBi di r DFEl ecti onl f1 ndex pi nBi di r DFEl ecti onW nner Addr essType

nBi di r DFEIl ecti onW nner Addr ess pi nBi di r DFEl ect i onW nner UpTi ne
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pi nBi di r DFElI ecti onW nner Met ri cPref pi nBi di r DFEl ecti onW nner Metric

pi nBi di r DFEl ecti onSt ate pi nBi di r DFEl ecti onSt at eTi mer pi nf5t ati cRPTabl e
pi nSt ati cRPEnt ry pi nt ati cRPAddr essType pi nSt ati cRPG pAddr ess

pi nt ati cRPG pPr efi xLengt h pi nSt ati cRPRPAddr ess pi nt at i cRPPi mvbde

pi nSt ati cRPOverri deDynam ¢ pi nSt at i cRPRowSt at us pi nSt at i cRPPr ecedence
pi mMnycast RPSet Tabl e pi mAnycast RPSet Entry pi mAnycast RPSet Addr essType
pi Mnycast RPSet Anycast Addr ess pi mAnycast RPSet Rout er Addr ess

pi mMnycast RPSet RowSt at us pi mAnycast RPSet Local Rout er

pi nar oupMappi ngTabl e pi nar oupMappi ngEntry pi nar oupMappi ngOri gi n

pi Nz oupMappi ngAddr essType pi nx oupMappi ngG pAddr ess

pi NG oupMappi ngG pPref i xLengt h pi m& oupMappi ngRPAddr ess

pi nGr oupMappi ngPi mvbde pi m& oupMappi ngPr ecedence

There is also a specific danger arising fromthe notification

pi m nval i dRegi ster. This is originated by devices that receive an

i ncorrect unicast-encapsul ated nulticast data packet, which poses a
cl ear danger of propagating a DoS (Denial of Service) attack fromthe
data or control plane to the network managenent plane. The follow ng
steps are taken to guard agai nst this.

1. The notification is disabled by default. The witeable field
pi m nval i dRegi sterNotificationPeriod must be set in order to
enable it.

2. The syntax of pinmnvalidRegisterNotificationPeriod prevents any
given device fromoriginating the notification nore frequently
than once every 10 seconds.

3. The counter pimnvalidRegi sterMsgsRcvd provi des equi val ent
function to the notification. Mnagenent applications are
encouraged to nonitor this counter in preference to enabling the
notification.

The sane neasures are taken in respect of pimnvalidJoinPrune, though
as this notification can only arise as a result of unroutable contro
packets, the risk is not so acute.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/delete) the objects
in this MB nodul e.

It is RECOWENDED that inplenmenters consider the security features as
provi ded by the SNWMPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNMPv3 cryptographic nechani sns (for
aut hentication and privacy).
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9.

Further, deploynent of SNWP versions prior to SNVPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them

| ANA Consi der ati ons

PIMSTD-MB is rooted under the m b-2 subtree. |ANA has assi gned
{ mb-2 157 } to the PIMSTD-MB nodul e specified in this docunent.
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this document or the extent to which any |icense under such rights
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on the procedures with respect to rights in RFC docunents can be
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Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
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specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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