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Deprecation of Type O Routing Headers in |Pv6
Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Abstract

The functionality provided by I1Pv6’s Type 0 Routing Header can be
exploited in order to achieve traffic anplification over a renpte
path for the purposes of generating denial-of-service traffic. This
docunent updates the I Pv6 specification to deprecate the use of |Pv6
Type 0 Routing Headers, in light of this security concern.
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1

| ntroducti on

[ RFC2460] defines an |IPv6 extensi on header called "Routing Header",
identified by a Next Header value of 43 in the i mediately preceding
header. A particular Routing Header subtype denoted as "Type 0" is
al so defined. Type O Routing Headers are referred to as "RHO" in
thi s docunent.

A single RHO may contain nultiple internedi ate node addresses, and
the sane address may be included nore than once in the sane RHO.

This all ows a packet to be constructed such that it will oscillate
bet ween two RHO- processing hosts or routers many tinmes. This allows
a stream of packets froman attacker to be anplified along the path
between two renote routers, which could be used to cause congestion
along arbitrary renote paths and hence act as a denial -of -service
mechanism An 88-fold amplification has been denonstrated using this
techni que [ CanSecWest 07] .

This attack is particularly serious in that it affects the entire
pat h between the two expl oited nodes, not only the nodes thensel ves
or their local networks. Analogous functionality may be found in the
| Pv4 source route option, but the opportunities for abuse are greater
with RHO due to the ability to specify many nore internedi ate node
addresses in each packet.

The severity of this threat is considered to be sufficient to warrant
deprecation of RHO entirely. A side effect is that this also

el i mi nates beni gn RHO use-cases; however, such applications may be
facilitated by future Routing Header specifications.

Potential problenms with RHO were identified in 2001 [Security]. In
2002 a proposal was nade to restrict Routing Header processing in
hosts [Hosts]. These efforts resulted in the nodification of the
Mobile | Pv6 specification to use the type 2 Routing Header instead of
RHO [ RFC3775]. Vishwas Manral identified various risks associated
with RHO in 2006 including the anplification attack; several of these
vul nerabilities (together with other issues) were |ater docunented in
[ RFC4942] .

A treatnment of the operational security inplications of RHO was
presented by Philippe Biondi and Arnaud Ebal ard at the CanSecWest
conference in Vancouver, 2007 [CanSecWestO07]. This presentation
resulted in widespread publicity for the risks associated with RHO.

Thi s docunent updates [ RFC2460] and [ RFC4294].
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2.

4.

4.

4.

Definitions

RHO in this docunment denotes the |Pv6 Extension Header type 43
("Routing Header") variant 0 ("Type O Routing Header"), as defined in
[ RFC2460] .

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

Deprecation of RHO

An | Pv6 node that receives a packet with a destination address
assigned to it and that contains an RHO extension header MJST NOT
execute the algorithmspecified in the latter part of Section 4.4 of

[ RFC2460] for RHO. Instead, such packets MJST be processed according
to the behavi our specified in Section 4.4 of [RFC2460] for a datagram
that includes an unrecogni sed Routing Type val ue, nanely:

If Segnents Left is zero, the node nmust ignore the Routing header
and proceed to process the next header in the packet, whose type
is identified by the Next Header field in the Routing header

If Segnents Left is non-zero, the node nust discard the packet and
send an | CMP Paraneter Problem Code 0, nessage to the packet’'s
Source Address, pointing to the unrecogni zed Routing Type.

| Pv6 i npl ementations are no longer required to inplement RHO in any
way .

Qper ations
1. Ingress Filtering

It is to be expected that it will take sonme time before all |Pv6
nodes are updated to renove support for RHO. Sone of the uses of RHO
described in [CanSecWst07] can be mitigated using ingress filtering,
as recommended in [ RFC2827] and [ RFC3704].

A site security policy intended to protect against attacks using RHO
SHOULD i nclude the inplenmentation of ingress filtering at the site
bor der.

2. Firewall Policy
Bl ocking all 1Pv6 packets that carry Routing Headers (rather than

specifically blocking Type O and permtting other types) has very
serious inplications for the future devel opnent of IPv6. |If even a
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smal | percentage of deployed firewalls block other types of Routing
Headers by default, it will beconme inpossible in practice to extend

| Pv6 Routing Headers. For exanple, Mbile I Pv6 [RFC3775] relies upon
a Type 2 Routing Header; wi de-scale, indiscrimnate blocking of
Routing Headers will nake Mbile | Pv6 undepl oyabl e.

Firewal | policy intended to protect against packets containing RHO
MUST NOT sinply filter all traffic with a Routing Header; it nust be
possi bl e to disable forwarding of Type O traffic w thout bl ocking

ot her types of Routing Headers. |In addition, the default
configuration MJST permt forwarding of traffic using a Routing
Header other than O.

5. Security Considerations

The purpose of this docunent is to deprecate a feature of |Pv6 that
has been shown to have undesirable security inplications. Specific
exanpl es of vulnerabilities that are facilitated by the availability
of RHO can be found in [CanSecWest07]. |In particular, RHO provides a
mechanismfor traffic anplification, which mght be used as a denial -
of -service attack. A description of this functionality can be found
in Section 1.

6. | ANA Consi derations

The 1 ANA registry "Internet Protocol Version 6 (lIPv6) Paraneters"
shoul d be updated to reflect that variant 0 of |IPv6 header-type 43
("Routing Header") is deprecated.
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2007).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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