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Abst r act
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defined within the Reliable Server Pooling (RSerPool) architecture.

Stewart, et al. Experi nment al [ Page 1]



RFC 5354 ASAP & ENRP Common Par aneters Sept ember 2008

Tabl e of Contents

1

2.
3.

[Nt roducCti ON ... 3
1. 1. ConVeNti ONS .. i 3
Parameters in General . ..... .. ... . 3
ENRP- ASAP Commbn Parameters . ...... ... ... 3
3.1. IPvd Address Paranmeter . ...........i i 6
3.2. IPv6 Address Paranmet er ......... ... 6
3.3. DCCP Transport Parameter ............ ... ... 7
3.4. SCTP Transport Parameter ....... ... ... ... 8
3.5. TCP Transport Parameter . ......... ... 9
3.6. UDP Transport Parameter ......... ... 9
3.7. UDP-Lite Transport Paraneter .............c.c.uiiiieinennon. 10
3.8. Pool Menber Selection Policy Paranmeter .................... 11
3.9. Pool Handle Parameter ........... .. .. . ... 12
3.10. Pool Elenent Parameter ............ .. ... 12
3.11. Server Information Parameter ........... .. .. ... ... .. .. .... 13
3.12. Qperation Error Parameter ............. ... 14

3.12.1. Unspecified Error ........ .. . . . . . . 15

3.12.2. Unrecogni zed Paraneter Error ...................... 15

3.12.3. Unrecogni zed Message Error .................... ... 15

3.12. 4. Invalid Values Error .......... ... ... 16

3.12.5. Non-Unique PE Identifier Error .................... 16

3.12.6. Inconsistent Pool Policy Error .................... 16

3.12. 7. Lack of Resources Error .......... ... . ... .. 16

3.12.8. Inconsistent Transport Type Error ................. 16

3.12.9. Inconsistent Data/Control Configuration Error ..... 16

3.12.10. Rejected Due to Security Considerations .......... 16

3.12.11. Unknown Pool Handle Error ........... .. ... ... ..... 17
3.13. Cookie Paramet er . ..... ... .. 17
3.14. PE ldentifier Parameter ........... . .. i, 17
3.15. PE Checksum Paranmet er .. ...... ..t 18
3.16. Opaque Transport Parameter ............ ... ... 18
Common Message Formats ... ... ... . 18
FANA Considerati ONS . ... ... e e 20
5.1. A New Table for RSerPool Paranmeter Types .................. 20
5.2. A New Table for RSerPool Error Causes ..................... 21
Security Considerati oOns . ....... ... 21
Normative References ....... .. . .. . e 21

Stewart, et al. Experi ment al [ Page 2]



RFC 5354 ASAP & ENRP Common Par aneters Sept ember 2008

1. Introduction

The Aggregate Server Access Protocol (ASAP) [RFC5352], in conjunction
wi th the Endpoi nt Handl espace Redundancy Protocol (ENRP) [RFC5353],
provi des a high-availability, data-transfer nechanismover IP

net wor ks.

Both protocols work together and so share nany comon paraneters used
in message formats. This docunent details the comon nessage

par armet ers shared between the two protocols. This docunent provides
paranmeter formats only; for procedures and nessage composition

pl ease refer to the respective [ RFC5352] and [ RFC5353] docunents.

1.1. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Paraneters in Genera

Al'l paraneters described bel ow MIST be in network byte order (aka Big
Endian, i.e., the nost significant byte first) during transm ssion

Pl ease note that messages in both ENRP and ASAP are often conposed of
mul tiple parameters. These paraneters may al so be nested. In such a
case, a nested paraneter will include the length of the padding

bet ween t he nested paraneters but not the |ast padding.

3. ENRP- ASAP Conmpbn Par anet ers

Paraneters are defined in the foll owi ng Type-Length-Val ue (TLV)
format:

+ ON
+ O W

1234567829 1
R A R

0
0123456 1234567809
+- - - - - -+ S o I e ik i
| ype |

+-

+
Par armet er Length |
R o i e S S et T T S S e e il st st SR R T R R
Par anmet er Val ue

: | Paddi ng :
s S S i I S R R e h T Tk e S S S o T S
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Paranmeter Type: 16 bits (unsigned integer)
The Type field is a 16-bit identifier of the type of paraneter.
It takes a value of 0 to 65534.
The val ue of 65535 is reserved for | ETF-defined extensions.
Val ues, other than those defined in the specific ENRP paraneter
description, are reserved by IETF. (Additional types, when
needed, will be defined in the future through appropriate |ETF/
| ANA procedures.)
The Paraneter Types are encoded such that the two bits of the
hi ghest - order specify the action that nmust be taken if the
processi ng endpoi nt does not recogni ze the Paraneter Type.

00 Stop processing this ENRP or ASAP nessage and discard it; do
not process any further paraneters within it.

01 Stop processing this ENRP or ASAP nessage and discard it; do
not process any further paraneters within it, and report the
unrecogni zed paraneter in an 'Unrecogni zed Paraneter’ error
(see Section 3.12).

10 Skip this parameter and continue processing.
11 Skip this paranmeter and continue processing, but report the

unrecogni zed paraneter in an 'Unrecogni zed Paraneter’ error
(see Section 3.12).
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The val ues of paraneter types are defined as foll ows:

e e +
| Val ue | Paraneter Type
o e oo o e m e e e e e e e e +
| 0x0 | (Reserved by | ETF)

| 0x1 | I'Pv4 Address

| 0x2 | I Pv6 Address

| 0x3 | DCCP Transport |
| 0ox4 | SCTP Transport

| 0x5 | TCP Transport

| 0x6 | UDP Transport |
| 0ox7 | UDP-Lite

| 0x8 | Pool Menmber Sel ection Policy

| 0x9 | Pool Handl e

| Oxa | Pool El ement

| Oxb | Server Information

| Oxc | Operation Error

| Oxd | Cookie

| Oxe | PE Identifier

| Oxf | PE Checksum |
| 0x10 | Opaque Transport

| Oxl1l1-oxfffffffe | (Available for assignment) |
| Oxffffffff | | ETF-defined extensions
TR S +

Table 1

Par amet er Length: 16 bits (unsigned integer)
The Paraneter Length field contains the size of the paraneter in
bytes, including the Paraneter Type, Paraneter Length, and
Paraneter Value fields. Thus, a parameter with a zero-length
Paraneter Value field woul d have a Length field of 4.
The total length of a paranmeter (including Type, Paraneter Length
and Value fields) MJUST be a nultiple of 4 bytes. |If the Iength of
the paraneter is not a nmultiple of 4 bytes, the sender MJUST pad
the paraneter at the end (i.e., after the Paraneter Value field)
with all zero bytes. The length of this padding is not included
in the Parameter Length field. A sender MJST NOT pad with nore
than 3 bytes. The receiver MJST ignore the paddi ng bytes.

Par amet er Val ue: variabl e | ength.
The Paraneter Value field contains the actual information to be
transferred in the paraneter.

Par amet er Paddi ng: variabl e | ength.
The Paraneter Paddi ng, as descri bed above.
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3.1. |1Pv4 Address Paraneter
This paraneter defines a TLV that carries an | Pv4 address.

0 1 2 3

01234567890123456789012345678901
T S s S e St SR S R S S S
| Type = 0x1 | Length = 0x8 |
N S i S i i
| | Pv4 Address |
i i S T S S S s S S S i ai i i ST

| Pv4 Address: 32 bits (unsigned integer)
Contains an | Pv4 address. It is binary encoded.

3.2. | Pv6 Address Paraneter
This paraneter defines a TLV that carries an | Pv6 address.

0 1 2 3
01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Type = 0x2 | Length = 0x14
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

| |

| | Pv6 Address

| |

| |

+- +

I T S T I S S S i S s e i

| Pv6 Address: 128 bits (unsigned integer)
Contains an | Pv6 address. It is binary encoded.
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3.3. DCCP Transport Parameter

This paraneter defines a TLV that describes a user transport using
Dat agr am Congesti on Control Protocol (DCCP).

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S

| Type = 0x3 | Length = variable

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| DCCP Port | (reserved) |
B T s i I S e i S i i S S e S
| DCCP Servi ce Code

s S S i I S R R e h T Tk e S S S o T S
: | Pv4 or | Pv6 Address :
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Length: 16 bits (unsigned integer)
Indicates the entire length of the paraneter in nunber of octets,
i ncluding the Type, Length, DCCP port, reserved fields, and IP
Addr ess Paranet er.

DCCP Port: 16 bits (unsigned integer)
The DCCP port nunber signed to this DCCP user transport.

DCCP Service Code: 32 bits (unsigned integer)
The DCCP service code signed to this DCCP user transport.

| Pv4 or | Pv6 Address
Indicates an I Pv4 or | Pv6 address paraneter (as defined above in
Section 3.1 and Section 3.2) assigned to this DCCP user transport.
Unlike in an SCTP Transport paraneter, only one | P address
parameter can be present in a DCCP Transport paraneter.

Not e: The DCCP Port MJST NOT be used for control information. For

this reason, no Transport Use field is provided. DCCP MJST al ways be
treated as a "Data Only" type transport use.
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3.4. SCTP Transport Parameter

This paraneter defines a TLV that describes a user transport using
Stream Control Transport Protocol (SCTP).

0 1 2 3
01234567890123456789012345678901
e SER S I S U S S S S R S S SR S ok T

| Type = 0x4 | Length = variable
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| SCTP Por t | Transport Use

T S e e s e S S R e o

| Pv4 or | Pv6 Address #1
+ e T S S e i it R R S e ot S e e S e e ok o ok +

s Sl i S S e h i i S W

| Pv4 or | Pv6 Address #n
+ R e T S e R s ol o I S R R S e e i it I R S e e e +

Length: 16 bits (unsigned integer)
Indicates the entire length of the paraneter in nunber of octets,
i ncluding the Type, Length, SCTP port, reserved fields, and all IP
Addr ess Paraneters present.

SCTP Port: 16 bits (unsigned integer)
The SCTP port nunber signed to this SCTP user transport.

Transport Use: 16 bits (unsigned integer)
This field represents how the pool elenent intends this transport
address to be used. The field MJST be populated with one of the
foll owi ng val ues:

e B R +
| Type | Val ue
i E - +
| DATA ONLY | 0x0000
| DATA plus CONTROL | 0x0001
. E R +

| Pv4 or I Pv6 Address #1 - #n
Each indicates an I Pv4 or | Pv6 address paraneter (as defined above
in Section 3.1 and Section 3.2) assigned to this SCTP user
transport. An SCTP Transport paraneter may have a mixed |ist of
| Pv4 and | Pv6 addresses and at |east one | P address parameter MJST
be present in an SCTP Transport paraneter.
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3.5. TCP Transport Paraneter

This paraneter defines a TLV that describes a user transport using
TCP protocol .

0 1 2 3
01234567890123456789012345678901
e SER S I S U S S S S R S S SR S ok T

| Type = 0x5 | Length = variable
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| TCP Port | (reserved) |

T S e e s e S S R e ok

| Pv4 or | Pv6 Address
+++++++++++++++++++++++++++++++++

Length: 16 bits (unsigned integer)
Indicates the entire length of the paraneter in nunber of octets,
i ncluding the Type, Length, TCP port, reserved fields, and IP
Address Paraneter.

TCP Port: 16 bits (unsigned integer)
The TCP port number signed to this TCP user transport.

| Pv4 or | Pv6 Address
I ndicates an I Pv4 or | Pv6 address paraneter (as defined above in
Section 3.1 and Section 3.2) assigned to this TCP user transport.
Unli ke in an SCTP Transport parameter, only one | P Address
parameter can be present in a TCP Transport paraneter.

Note: The TCP Port MJST NOT be used for control information. For
this reason, no Transport Use field is provided. TCP MJST al ways be
treated as a "Data Only" type transport use.

3.6. UDP Transport Paraneter

This paraneter defines a TLV that describes a user transport using
UDP pr ot ocol

0 1 2 3
01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

| Type = 0x6 | Length = variable
s S S o T i i S S i (i
| UDP Port | (reserved) |

I I S i i S T i i S ik i N N

| Pv4 or | Pv6 Address
B o S T e e e i i TE I TR T S S S S A e i i el it S B R
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Length: 16 bits (unsigned integer)
Indicates the entire length of the paraneter in nunber of octets,
i ncluding the Type, Length, UDP port, reserved fields, and IP
Addr ess Par anet er.

UDP Port: 16 bits (unsigned integer)
The UDP port nunber signed to this UDP user transport.

| Pv4 or | Pv6 Address
Indicates an | Pv4 or | Pv6 address paraneter (as defined above in
Section 3.1 and Section 3.2) assigned to this UDP user transport.
Unlike in an SCTP Transport paraneter, only one | P Address
paranmeter can be present in a UDP Transport paraneter.

Note: The UDP Port MJUST NOT be used for control information. For
this reason, no Transport Use field is provided. UDP MJST al ways be
treated as a "Data Only" type transport use.

3.7. UDP-Lite Transport Paraneter

This paraneter defines a TLV that describes a user transport using
UDP- Lite protocol

0 1 2 3
01234567890123456789012345678901
e SER S I S U S S S S R S S SR S ok T

| Type = Ox7 | Length = variable
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| UDP-Lite Port | (reserved) |

B T s i I S e i S i i S S e S
: | Pv4 or | Pv6 Address :
s S S i I S R R e h T Tk e S S S o T S

Length: 16 bits (unsigned integer)
Indicates the entire length of the paraneter in nunber of octets,
i ncluding the Type, Length, UDP-Lite port, reserved fields, and IP
Addr ess Paraneter.

UDP Port: 16 bits (unsigned integer)
The UDP-Lite port number signed to this UDP-Lite user transport.

| Pv4 or | Pv6 Address
Indicates an I Pv4 or | Pv6 address paraneter (as defined above in
Section 3.1 and Section 3.2) assigned to this UDP-Lite user
transport. Unlike in an SCTP Transport paraneter, only one IP
address paraneter can be present in a UDP-Lite transport
par anet er .
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Note: The UDP-Lite Port MJST NOT be used for control information.
For this reason, no Transport Use field is provided. UDP-Lite MJST
al ways be treated as a "Data Only" type transport use.

3.8. Pool Menmber Sel ection Policy Parameter

Thi s paraneter defines a pool nenber selection policy. RSerPoo
supports nultiple pool nmenber selection policies and also allows the
definition of new selection policies in the future.

The enforcenent rules and handling procedures of all the policies are
defined in [ RFC5352] .

Al'l pool menber selection policies, both present and future, MJST use
the follow ng general paraneter format:

0 1 2 3
01234567890123456789012345678901
T S s S e St SR S R S S S

| Type = 0x8 | Length = variable
N S i S i i
| Policy Type

B s i S i I i S S S i i
| Pol i cy-specific Data

i L S i I R i i SR

Length: 16 bits (unsigned integer)
Indicates the entire length of the paraneter in nunber of octets,
i ncluding the Type, Length, Policy Type, and the Policy-specific
Data fi el ds.
Note, the Length field value will NOT include any padding at the
end of the paraneter.

Policy Type: 32 bits (unsigned integer)
Specifies the type of selection policy. The values are defined in
[ RFC5356] .

Pol i cy-specific Data:

The structure and fields for each presently defined policy type
are described in detail in [ RFC5356].
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3.9. Pool Handl e Paraneter
Thi s paraneter holds a pool handl e.

0 1 2 3
01234567890123456789012345678901
s S S o T i i S S i (i

| Type = 0x9 | Lengt h=vari abl e
R Rt i i i i e T I I S S S R i e S R e e i s o

Pool Handl e
B e i s T i et s T ol T S S S N SR S S S

Length: 16 bits (unsigned integer)
Indicates the entire length of the paraneter in nunber of octets,
i ncluding the Type, Length, and Pool Handle string.
Note, the value in the Length field will NOT cover any paddi ng at
the end of the paraneter.

Pool Handl e
Defi ned as a sequence of (Length - 4) bytes.

3.10. Pool El enment Parameter

This paraneter is used in multiple ENRP nessages to represent an ASAP
endpoint (i.e., a Pool Element (PE) in a pool) and the associ ated

i nformation, such as its transport address, selection policy, and

ot her operational or status information of the PE

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Type = Oxa | Lengt h=vari abl e

B s i S i I i S S S i i

| PE I dentifier

e s S i e S e e  t ik ok S R SR S S

| Home ENRP Server ldentifier

T Lk R e T e i ik i Sl TR R o

| Regi stration Life |

B o S T e e e i i TE I TR T S S S S A e i i el it S B R

User Transport param

e e e e e e e e e e e e e e e e e e e e b e e e e e e e e e e e 4
Menber Sel ection Policy param

e ok R i S T e s o S i SIS

ASAP Transport param
B i ol i e S e  alh it S SRR R R SR TR R S it Tt S
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Length: 16 bits (unsigned integer)
Indicates the entire length of the paraneter in nunber of octets,
i ncluding the Type, Length, PE Identifier, Registration Life, User
Transport, and Menber Sel ection Policy paraneters.
Note, the value in the Length field will NOT cover any paddi ng at
the end of this Pool Elenent paraneter.

PE lIdentifier: 32 bits (unsigned integer)
Uniquely identifies the PE in the pool. The PE picks its
identifier when it starts up

Honme ENRP Server ldentifier: 32 bits (unsigned integer)
I ndi cates the current Hone ENRP server of this PE. Set to all Os
if the PE's Home ENRP server is undeterni ned.

Regi stration Life: 32 bits (signed integer)
Indicates the lifetime of the registration in nunber of seconds.
A value of -1 indicates infinite lifetine.

User Transport
This can be either an DCCP, SCTP, TCP, UDP, UDP-Lite, or Opaque
Transport paraneter (see Section 3.3, Section 3.4, Section 3.5,
Section 3.6, Section 3.7, and Section 3.16). A PE MJST have one
and only one User Transport.

Menber Sel ection Policy
Cont ai ns one of the defined nenber selection policy paraneters
(see Section 3.8).

ASAP Transport
This indicates the ASAP transport address of the PE and MUST be an
SCTP type transport paraneter (see Section 3.4).

3.11. Server Information Paraneter

This paraneter is used in ENRP to pass basic information of an ENRP
server.

0 1 2 3
01234567890123456789012345678901
B T I T R e e e it coT T S T e e e T R i st sT S T O I SR g

| Type = Oxb | Lengt h=vari abl e

i i S S S T i i S e e T

| Server |ID

T Lk R e T e i ik i Sl TR R o
Server Transport

B i ol i e S e  alh it S SRR R R SR TR R S it Tt S
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Length: 16 bits (unsigned integer)
Indicates the entire length of the paraneter in nunber of bytes.
Note, the value in the Length field will NOT cover any paddi ng at
the end of the paraneter.

Server ID: 32 bits (unsigned integer)
This is the ID of the ENRP server, as defined in [ RFC5353].

Server Transport:
This is an SCTP Transport Paraneter, as defined in Section 3.4,
that contains the network access address(es), SCTP port nunber,
etc. of the ENRP server.

3.12. Qperation Error Paraneter

This paraneter is used in both ENRP and ASAP for a nessage sender to
report an error(s) to a message receiver.

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Type = Oxc | Lengt h=vari abl e
B s i S i I i S S S i i

one or nore Error Causes
:0-- +-+- - - - - - - - - - - - - - - - e - e - - - - - - - - +-:0-
Length: 16 bits (unsigned integer)
Indicates the entire length of the paraneter in nunber of bytes.
Note, the value in the Length field will NOT cover any paddi ng at
the end of the paraneter.

Error causes are defined as variable-length parameters using the
foll owi ng fornmat

0 1 2 3
01234567890123456789012345678901
T S i i S i I S Sk i S SR S
| Cause Code | Cause Length |
B s i S i I i S S S i i

Cause- Specific Information

A S S S e i S R T S S i SR S

Cause Code: 16 bits (unsigned integer)
Defines the type of error condition being reported.
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Fom oo o o oo +
| Cause Code Val ue | Cause Code
oo o m o e +
0x0 Unspeci fied Error
0x1 Unr ecogni zed Par anet er
0x2 Unr ecogni zed Message
0x3 I nvalid Val ues
Ox4 Non- uni que PE ldentifier
0x5 I nconsi stent Pooling Policy

I I I
I I I
I I I
I I I
I I I
I I I
| 0x6 | Lack of Resources |
I I I
I I I
I I I
I I I
I I I

Ox7 I nconsi stent Transport Type
0x8 I nconsi stent Datal/ Control Configuration
0x9 Unknown Pool Handl e
Oxa Rej ected due to security considerations
Oxb -Oxffff (Avai |l abl e for assignment)
Fom e oo - o e e e e e e e e e e e e mmm e mamao o +

Tabl e 2
Cause Length: 16 bits (unsigned integer)
Set to the size of the paraneter in bytes, including the Cause
Code, Cause Length, and Cause-Specific Information fields, but not
i ncludi ng any padding at the end of this error cause TLV.

Cause-specific Information: variable |length
This field carries the details of the error condition

The foll owi ng subsections (Section 3.12.1 - Section 3.12.9) define
specific error causes.

3.12.1. Unspecified Error

This error cause is used to report an unspecified error by the
sender. There is no cause specific information.

3.12.2. Unrecogni zed Paraneter Error
This error cause is used to report an unrecogni zed paraneter. The
conpl ete, unrecogni zed paranmeter TLV is included as cause-specific
information. |f a message contains nultiple unrecogni zed paraneters,
multiple error causes are used.

3.12.3. Unrecogni zed Message Error

This error cause is used to report an unrecogni zed nessage. The
unr ecogni zed nessage TLV is included as cause-specific information
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3.12.4. Invalid Values Error

This error cause is used to report one or nore invalid values found
in a received paraneter. The offending TLV that contains the invalid
val ue(s) is included as cause-specific informtion

3.12.5. Non-Unique PE ldentifier Error

This error cause is used by an ENRP server to indicate to a

regi stering PE that the PE Identifier it chooses has al ready been
used by another PE in the pool. There is no cause-specific

i nformation.

3.12.6. Inconsistent Pool Policy Error

This error cause is used by an ENRP server to indicate to a

regi stering PE that the pool policy it chooses does not match the
overall policy of the pool. A Pool Menber Selection Policy TLV (see
Section 3.8) that indicates the overall pool policy is included as
cause-specific information

3.12.7. Lack of Resources Error

This error cause is used to indicate that the sender does not have
certain resources to performa requested function. There is no cause
specific information

3.12.8. Inconsistent Transport Type Error

This error cause is used by an ENRP server to indicate to a

regi stering PE that the User Transport it chooses does not match the
overall user transport of the pool. A Transport TLV that indicates
the overall pool user transport type is included as cause-specific

i nformati on.

3.12.9. Inconsistent Data/Control Configuration Error
This error cause is used by an ENRP server to indicate to a
regi stering PE that the Transport Use field in the User Transport it
sent inits registration is inconsistent to the pool’s overall data/
control channel configuration. There is no cause-specific
i nformation.

3.12.10. Rejected Due to Security Considerations

This error cause is used by any endpoint to indicate a rejection of a
request due to a failure in security credentials or authorizations.

Stewart, et al. Experi ment al [ Page 16]



RFC 5354 ASAP & ENRP Common Par aneters Sept ember 2008

3.12.11. Unknown Pool Handl e Error

This error cause is used by an ENRP server to indicate to a PE or PU
that the requested pool is unknown by the server. There is no cause-
specific information

3.13. Cooki e Paraneter
This paraneter defines a TLV that carries a Cookie.

0 1 2 3
01234567890123456789012345678901
s S S o T i i S S i (i

| Type = Oxd | Lengt h=vari abl e
R Rt i i i i e T I I S S S R i e S R e e i s o

Cooki e
B e i s T i et s T ol T S S S N SR S S S

Length: 16 bits (unsigned integer)
Indicates the entire length of the paraneter in nunber of bytes,
i ncluding the Type, Length, and Cooki e.

Cooki e: variable |l ength
The Cookie is an arbitrary byte string of (Length - 4) bytes.

3.14. PE ldentifier Parameter
This paraneter defines a TLV that carries a PE Identifier

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Type = Oxe | Lengt h=0x8 |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

| PE I dentifier
s S S i I S R R e h T Tk e S S S o T S

PE ldentifier: 32 bits (unsigned integer)
Uniquely identifies the PE in the pool. The PE picks its
identifier when it starts up. See [RFC5352] for recommendati ons
on PE identifier generation.
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3.15. PE Checksum Par anet er

This paranmeter defines a TLV that carries a PE Checksum

123456
R R e e

+om
—+ P

789
- - -+

1
-II-O(A)

6 789 1
O

I+ &

2345
Tk
engt h=0x6
R EE ok o e T e e R ok e N e
PE Checksum Paddi ng |
i o i T S i I S S s ol ST SN S

0
0 78
+- +- +- -+
| Type |
+ +- +-

|

+

PE Checksum 16 bits (unsigned integer)
An overall checksumof all PEs in the current handl espace owned by
an ENRP server (which is normally the sender of this TLV). The
definition and cal cul ation of this checksumis defined in
[ RFC5353] .

3.16. Opaque Transport Paraneter

This paraneter defines a TLV that carries opaque transport
i nformati on.

Opaque Transport Data
i i T S S s s S S S e S e T e s b st T (I SR g

Length: 16 bits (unsigned integer)
Indicates the entire length of the paraneter in nunber of bytes,
i ncludi ng the Type, Length, and Qpaque Transport Dat a.

Opaque Transport Data: variable length
The Opaque Transport Data is an arbitrary byte string of (Length -
4) bytes.

4. Common Message Formats
The figure belowillustrates the comon format for all ASAP and ENRP
nmessages. FEach nmessage is formatted with a Message Type field, a

nmessage-specific Flag field, a Message Length field, and a Val ue
field.
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0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| Message Type | Msg Fl ags | Message Length
B s i S i I i S S S i i

Message Val ue
R Rt i i i i e T I I S S S R i e S R e e i s o

Message Type: 8 bits (unsigned integer)
This field identifies the type of information contained in the
Message Value field. It takes a value fromO to 254. The val ue
of 255 is reserved for future use as an extension field.
Message Types are encoded such that the two bits of the highest
order specify the action that nust be taken if the nessage
recei ver does not recogni ze the Message Type.

00 Stop processing this nessage and discard it.

01 Stop processing this nessage and discard it, and report the
unrecogni zed nmessage in an 'Unrecogni zed Message' error (see
Section 3.12.3).

10 Reserved
11 Reserved

Message Flags: 8 bits
The usage of these bits depends on the nessage type, as given by
the Message Type. Unless otherw se specified, they are set to
zero on transnit and ignored on receipt.

Message Length: 16 bits (unsigned integer)
This val ue represents the size of the nessage in bytes, including
the Message Type, Message Fl ags, Message Length, and Message Val ue
fields. Therefore, if the Message Value field is zero | ength, the
Length field will be set to 4.
Note, the value in the Message Length field will NOT cover any
paddi ng at the end of this message.

Message Val ue: variable length
The Message Val ue field contains the actual information to be
transferred in the nessage. The usage and format of this field is
dependent on the Message Type.
The total length of a nessage (including Type, Length, and Val ue
fields) MUST be a multiple of 4 bytes. If the length of the
nessage is not a multiple of 4 bytes, the sender MUST pad the
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nessage with all zero bytes and this padding is not included in
the Message Length field. The sender should never pad with nore
than 3 bytes. The receiver MJST ignore the padding bytes.

5. | ANA Consi derations
Thi s docunent (RFC 5354) is the reference for all registrations
described in this section. Al registrations have been |listed on the
RSer Pool Paraneters page.

5.1. A New Tabl e for RSerPool Paraneter Types
RSer Pool Paraneter Types are maintained by ANA.  Thirteen initia

val ues have been assigned by | ANA, as described in Table 1. |ANA
created a new table, "RSerPool Paraneter Types":

S o e m e e e e e e e e +
| Val ue | Parameter Type |
Fom ek o m e e e e e e ie e aaa +
| 0x0 | (Reserved by | ETF) |
| 0x1 | | Pv4 Address |
| 0x2 | I'Pv6 Address |
| 0x3 | DCCP Transport |
| 0x4 | SCTP Transport |
| 0x5 | TCP Transport |
| 0x6 | UDP Transport |
| 0x7 | UDP-Lite |
| 0x8 | Pool Member Sel ection Policy |
| 0x9 | Pool Handl e |
| Oxa | Pool El ement

| Oxb | Server Information |
| Oxc | Operation Error |
| Oxd | Cookie |
| Oxe | PE Identifier |
| Oxf | PE Checksum

| 0x10 | Opaque Transport |
| oxffffffff | | ETF-defined extensions

| ot hers | (Reserved by | ETF)
T o m e e e e e e e e e e +

Requests to regi ster an RSerPool Parameter Type in this table should
be sent to I ANA. The nunber nust be unique. The "Specification
Requi red" policy of [RFC5226] MJST be appli ed.
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5.2. A New Table for RSerPool Error Causes

RSer Pool Error Causes are nmintained by |ANA. Eleven initial values
have been assigned by | ANA, as described in Table 2. [|ANA created a
new tabl e, "RSerPool Error Causes”:

Fom oo o o oo +
| Cause Code Val ue | Cause Code
oo o m o e +
0x0 Unspeci fied Error
0x1 Unr ecogni zed Par anet er
0x2 Unr ecogni zed Message
0x3 I nvalid Val ues
Ox4 Non- Uni que PE ldentifier
0x5 I nconsi stent Pooling Policy

I I
I I
I I
I I
I I
I I
| 0x6 | Lack of Resources
I I
I I
I I
I I
I I

Ox7 I nconsi stent Transport Type
0x8 I nconsi stent Datal/ Control Configuration
0x9 Unknown Pool Handl e
Oxa Rej ected Due to Security Considerations
ot hers (Reserved by | ETF)
Fom e oo - o e e e e e e e e e e e e mmm e mamao o +

Requests to register an RSerPool Error Cause in this table should be
sent to | ANA. The nunber must be unique. The "Specification
Requi red" policy of [RFC5226] MJUST be appli ed.

6. Security Considerations

Thi s docunent contains conmon paraneter formats only. As such, it
specifies no new security constraints on either ENRP or ASAP
Details on ENRP and ASAP security constraints are addressed in

[ RFC5353] and [ RFC5352].
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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