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Status of This Meno

This meno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract

Rel i abl e Server Pooling (RSerPool) is an architecture and set of
protocol s for the nanagenment and access to server pools supporting
hi ghly reliable applications and for client access nechanisns to a
server pool. This document describes security threats to the

RSer Pool architecture and presents requirenents for security to
thwart these threats
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1. Introduction

The RSer Pool architecture [RFC5351] supports high-availability and

| oad bal anci ng by enabling a pool user to identify the npst
appropriate server fromthe server pool at a given tinme. The
architecture is defined to support a set of basic goals. These

i ncl ude application-independent protocol nechanisns, separation of
server naming from|P addressing, the use of the end-to-end principle
to avoi d dependenci es on intermnedi ate equi prent, separation of
session availability/failover functionality fromthe application
itself, the ability to facilitate different server selection
policies, the ability to facilitate a set of application-independent
failover capabilities, and a peer-to-peer structure.

RSer Pool provides a session |ayer for robustness. The session |ayer
function may redirect conmunication transparently to upper |ayers.
This alters the direct one-to-one associati on between conmmuni cati ng
endpoints that typically exists between clients and servers. In
particul ar, secure operation of protocols often relies on assunptions
at different |ayers regarding the identity of the comrunicating party
and the continuity of the communi cati on between endpoints. Further
the operation of RSerPool itself has security inplications and risks.
The session | ayer operates dynam cally, which inposes additiona
concerns for the overall security of the end-to-end application

Thi s docunent explores the security inplications of RSerPool, both
due to its own functions and due to its being interposed between
applications and transport interfaces.

This docunent is related to the RSerPool Aggregate Server Access

Prot ocol (ASAP) [RFC5352] and Endpoi nt Nane Resol ution Protoco

(ENRP) [ RFC5353] docunents, which describe, in their Security

Consi deration sections, the nechanisns for neeting the security
requirements in this document. TLS [RFC5246] is the security
mechani sm for RSerPool that was selected to neet all the requirenents
described in this docunent. The Security Considerations sections of
ASAP and ENRP describe how TLS is actually used to provide the
security that is discussed in this docunent.

1.1. Definitions
Thi s docunent uses the follow ng terns:

Endpoi nt Nane Resol ution Protocol (ENRP):
Wthin the operational scope of RSerPool, ENRP[RFC5353] defines
the procedures and nessage formats of a distributed fault-tolerant
registry service for storing, bookkeeping, retrieving, and
di stributing pool operation and nmenbership informtion.
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Aggregate Server Access Protocol (ASAP)
ASAP [ RFC5352] is a session |ayer protocol that uses ENRP to
provide a high-availability handl espace. ASAP is responsible for
the abstraction of the underlying transport technol ogies, |oad
di stribution managenent, fault managenent, as well as the
presentation to the upper layer (i.e., the ASAP User) of a unified
primtive interface.

Oper ati onal scope:
The part of the network visible to pool users by a specific
i nstance of the Reliable Server Pooling protocols.

Pool (or server pool):
A collection of servers providing the sane application
functionality.

Pool handl e:
A logical pointer to a pool. Each server pool will be
identifiable in the operational scope of the system by a unique
pool handl e.

ENRP handl espace (or handl espace):
A cohesive structure of pool names and relations that may be
queried by a client. Aclient in this context is an application
that accesses another renote application running on a server using
a network.
Pool element (PE): A server entity having registered to a pool
Pool user (PU): A server pool user
1.2. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
2. Threats
2.1. PE Registration/De-Registration Flooding -- Non-Existent PE
2.1.1. Threat
A malicious node could send a stream of false registrations/de-

regi strations on behalf of non-existent PEs to ENRP servers at a very
rapid rate and thereby create unnecessary state in an ENRP server.
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2.1.2. FEffect

The malicious node will corrupt the pool registrar database and/ or
di sabl e the RSerPool discovery and database function. This
represents a denial -of-service attack, as the PU would potentially
get an I P address of a non-existent PE in response to an ENRP query.

2.1.3. Requirenent

An ENRP server that receives a registration/de-registrati on MIST NOT
create or update state information until it has authenticated the PE
TLS with a pre-shared-key (PSK) is nandatory to inplenent as the

aut henti cation nechanism For PSK, having a pre-shared-key
constitutes authorization. The network administrators of a pool need

to deci de which nodes are authorized to participate in the pool. The
justification for PSK is that we assume that one admnistrative
domain will control and nmanage the server pool. This allows for PSK

to be inplenented and managed by a central security admnistrator.
2.2. PE Registration/De-Registration Flooding -- Unauthorized PE
2.2.1. Threat

A malicious node or PE could send a stream of registrations/de-
registrations that are unauthorized to register/de-register to ENRP
servers at a very rapid rate and thereby create unnecessary state in
an ENRP server.

2.2.2. FEffect

This attack will corrupt the pool registrar database and/or disable

t he RSer Pool discovery and database function. There is the potentia
for two types of attacks: denial of service and data interception

In the denial -of-service attack, the PU gets an I P address of a rogue
PE in response to an ENRP query, which m ght not provide the actua
service. |In addition, a flood of nmessage could prevent legitimte
PEs fromregistering. In the data interception attack, the rogue PE
does provide the service as a man in the nmddle (MTM, which allows
the attacker to collect data.

2.2.3. Requirenent
An ENRP server that receives a registration/de-registrati on MJST NOT

create or update state information until the authentication
information of the registering/de-registering entity is verified.
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TLS is used as the authentication nechani sm between the ENRP server
and PE. TLS with PSK is nandatory to inplenent as the authentication
mechani sm For PSK, having a pre-shared-key constitutes

aut hori zation. The network adm nistrators of a pool need to decide
whi ch nodes are authorized to participate in the pool

2.3. PE Registration/De-Registration Spoofing
2.3.1. Threat

A malicious node could send fal se registrations/de-registrations to
ENRP servers concerning a legitimate PE, thereby creating false state
information in the ENRP servers.

2.3.2. FEffect

This woul d generate msinformation in the ENRP server concerning a PE
and woul d be propagated to other ENRP servers, thereby corrupting the
ENRP dat abase. Distributed Denial of Service (DDoS) could result: if
a PE that is a target for a DDoS attack for sone popul ar hi gh-vol une
service, then the attacker can register a PE to which a ot of PUs
will try to connect. This allows nman-in-the-niddl e or nasquerade
attacks on the service provided by the legitimate PEs. |[If an
attacker registers its server address as a PE and handl es the
requests, he can eavesdrop on service data.

2.3.3. Requirenent

An ENRP server that receives a registration/de-registration MIST NOT
create or update state information until it has authenticated the PE
TLS is used as the authentication nechani smbetween the ENRP server
and the PE. TLS with PSK is mandatory to i nplenment as the

aut henti cati on nechanism For PSK, having a pre-shared-key
constitutes authorization. The network administrators of a pool need
to decide which nodes are authorized to participate in the pool. A
PE can register only for itself and cannot register on behal f of

ot her PEs.

2.4. PE Registration/De-Registrati on Unauthorized
2.4.1. Threat
A PE that is not authorized to join a pool could send registrations/

de-registrations to ENRP servers, thereby creating fal se state
information in the ENRP servers.
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2.4.2. FEffect

This attack woul d generate misinformation in the ENRP server
concerning a PE and woul d be propagated to other ENRP servers thereby
corrupting the ENRP database. This allows nan-in-the-niddle or
masquer ade attacks on the service provided by the legitimte PEs. |If
an attacker registers its server address as a PE and handl es the
requests, he can eavesdrop on service data.

2.4.3. Requirenent

An ENRP server that receives a registration/de-registration MJST NOT
create or update state information until it has authorized the
requesting entity. TLS is used as the authentication nechanism TLS
with PSK is mandatory to inplenment as the authenticati on nmechani sm
For PSK, having a pre-shared-key constitutes authorization. The
network adm nistrators of a pool need to decide which nodes are

aut horized to participate in the pool

2.5. Mlicious ENRP Server Joins the Goup of Legitimte ENRP Servers

2.5.1. Threat
A malicious ENRP server joins the group of legitimte ENRP servers
with the intent of propagating inaccurate updates to corrupt the ENRP
dat abase. The attacker sets up an ENRP server and attenpts to
conmuni cate wi th other ENRP servers.

2.5.2. Effect
The result would be | nconsistent ENRP dat abase state.

2.5.3. Requirenent
ENRP servers MJST perform nutual authentication. This would prevent
the attacker fromjoining its ENRP server to the pool. TLS is used
as the nutual authentication nmechanism TLS with PSK is nmandatory to
i mpl ement as the authentication nechanism For PSK, having a
pre-shared-key constitutes authorization. The network adninistrators
of a pool need to deci de which nodes are authorized to participate in
the pool

2.6. Registration/De-Registration with Mlicious ENRP Server

2.6.1. Threat

A PE unknowi ngly registers/de-registers with a malicious ENRP server.
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2.6.2. FEffect

The registration night not be properly processed or it mght be

i gnored. A rogue ENRP server has the ability to return any address
to a user requesting service; this ability could result in denial of
service or connection to a rogue PE that is the attacker’s choice for
servi ce.

2.6.3. Requirenent

The PE MJST aut henticate the ENRP server. TLS is the mechani sm used
for the authentication. TLS with PSK is nmandatory to inplenent as
the aut hentication nmechanism For PSK, having a pre-shared-key
constitutes authorization. The network administrators of a pool need
to deci de which nodes are authorized to participate in the pool

This requirenment prevents malicious outsiders and insiders from
addi ng their own ENRP server to the pool

2.7. Malicious ENRP Handl espace Resol ution
2.7.1. Threat

The ASAP protocol receives a handl espace resolution response from an
ENRP server, but the ENRP server is nalicious and returns random | P
addresses or an inaccurate list in response to the pool handl e.

2.7.2. FEffect

The PU application comunicates with the wong PE or is unable to

| ocate the PE since the response is incorrect in saying that a PE
with that handle did not exist. A rogue ENRP server has the ability
to return any address to ASAP requesting an address list that could
result in denial of service or connection to a rogue PE of the
attacker’s choice for service. Fromthe PE, the attacker could
eavesdrop or tanper with the application

2.7.3. Requirenent

ASAP SHOULD aut henticate the ENRP server. TLS with certificates is
the mandat ory-to-i npl ement nmechani smused for authentication. The
adm ni strator uses a centralized Certificate Authority (CA) to
generate and sign certificates. The certificate is stored on the
ENRP server. A CA trusted root certification authority certificate
is sent to the client out of band, and the certificate signature on
the ENRP server certificate is checked for validity during the TLS
handshake. This authentication prevents nalicious outsiders and

i nsiders from adding an ENRP server to the pool that may be accessed
by ASAP.
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2.8. Malicious Node Performs a Replay Attack
2.8.1. Threat

A malicious node could replay the entire nmessage previously sent by a
legitimate entity. This could create fal se/unnecessary state in the
ENRP servers when the replay is for registration/de-registration or
updat e.

2.8.2. FEffect

The result is that false/extra state is maintained by ENRP servers.
This would nost likely be used as a denial -of-service attack if the
replay is used to de-register all PEs.

2.8.3. Requirenent

The protocol MJST prevent replay attacks. The replay attack
prevention nmechanismin TLS neets this requirenent.

2.9. Re-Establishing PU-PE Security during Fail over
2.9.1. Threat

The PU fails over fromPE Ato PEB. 1In the case that the PU had a
trusted relationship with PE A, the PUw Il likely not have the sane
rel ati onship established with PE B

2.9.2. FEffect

If there was a trust relationship involving security context between

PU and PE A, the equivalent trust relationship will not exist between
PU and PE B. This will violate security policy. For exanple, if the
security context with A involves encryption and the security context

with B does not, then an attacker could take advantage of the change

in security.

2.9.3. Requirenent
The applicati on SHOULD be notified when fail over occurs so the
application can take appropriate action to establish a trusted

relationship with PE B. ENRP has a nechanismto performthis
function.
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2.10. Integrity
2.10.1. Threat

The following are all instances of the same class of threats, and al
have similar effects.

a. ENRP response to pool handle resolution is corrupted during
transm ssion.

b. ENRP peer messages are corrupted during transm ssion

c. PE sends an update for values, and that information is corrupted
during transm ssion

2.10.2. Effect

The result is that ASAP receives corrupt information for pool handle
resol ution, which the PU believes to be accurate. This corrupt

i nformati on could be an I P address that does not resolve to a PE so
the PU woul d not be able to contact the server.

2.10.3. Requirenent

An integrity nechani sm MIUST be present. Corruption of data that is
passed to the PU neans that the PUcan't rely on it. The consequence
of corrupted information is that the | P addresses passed to the PU

m ght be wong, in which case, it will not be able to reach the PE
The interfaces that MJST inplenent integrity are PE to ENRP server
and ENRP to ENRP server. The integrity nmechanismin TLS is used for
this.

2.11. Data Confidentiality

2.11.1. Threat
An eavesdr opper capabl e of snooping on fields within nmessages in
transit nmay be able to gather information, such as
topol ogy/| ocati on/ | P addresses, etc., which may not be desirable to
di vul ge.

2.11.2. Effect
Informati on that an administrator does not wish to divulge is

di vul ged. The attacker gains val uable information that can be used
for financial gain or attacks on hosts.
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2.11.3. Requirenent

A provision for data confidentiality service SHOULD be avail abl e.
TLS provides data confidentiality in support of this nmechanism

2.12. ENRP Server Discovery
2.12.1. Threats

a. Thwarting successful discovery: Wien a PE wishes to register with
an ENRP server, it needs to discover an ENRP server. An attacker
could thwart the successful discovery of ENRP server(s), thereby
i nducing the PE to believe that no ENRP server is available. For
i nstance, the attacker could reduce the returned set of ENRP
servers to null or a snmall set of inactive ENRP servers. The
attacker perforns a MTM attack to do this.

b. Asimlar thwarting scenario also applies when an ENRP server or
ASAP on behal f of a PU needs to di scover ENRP servers.

c. Spoofing successful discovery: An attacker could spoof the
di scovery by claimng to be a legitimte ENRP server. Wen a PE
wi shes to register, it finds the spoofed ENRP server. An
attacker can only make such a claimif no security nechanisns are
used.

d. A simlar spoofing scenario also applies when an ENRP server or
ASAP on behal f of a PU needs to di scover ENRP servers.

2.12.2. Effects (Letters Correlate with Threats above)

a. A PE that could have been in an application server pool does not
become part of a pool. The PE does not conpl ete di scovery
operation. This is a DoS attack

b. An ENRP server that could have been in an ENRP server pool does
not becone part of a pool. A PUis unable to utilize services of
ENRP servers.

c. This malicious ENRP woul d either m srepresent, ignore, or
ot herwi se hide or distort information about the PE to subvert
RSer Pool operati on.

d. Same as above.
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2.12.3. Requirenent

A provision for authenticati on MIST be present and a provision for
data confidentiality service SHOULD be present. TLS has a nechani sm
for confidentiality.

2.13. Flood of Endpoint-Unreachabl e Messages fromthe PU to the ENRP
Server

2.13.1. Threat

Endpoi nt - unr eachabl e nessages are sent by ASAP to the ENRP server
when it is unable to contact a PEE There is the potential that a PU
could flood the ENRP server intentionally or unintentionally with
these messages. The non-nalicious case would require an incorrect

i mpl enentation. The malicious case woul d be caused by witing code
to flood the ENRP server with endpoint unreachabl e messages.

2.13.2. Effect

The result is a DoS attack on the ENRP server. The ENRP server would
not be able to service other PUs effectively and would not be able to
take registrations fromPEs in a timely manner. Further, it would
not be able to comunicate with other ENRP servers in the pool to
update the database in a tinely fashion

2.13.3. Requirenent
The nunber of endpoint unreachabl e nessages sent to the ENRP server
fromthe PU SHOULD be Ilinmted. This nechanismis described in the
ASAP [ RFC5352] protocol docunent.

2.14. Flood of Endpoint Keep-Alive Messages fromthe ENRP Server to a
PE

2.14.1. Threat
Endpoi nt Keep-Alive nessages would be sent fromthe ENRP server to
the PEs during the process of changing the Honme ENRP server for this
PE.

2.14.2. Effect
If the ENRP server naliciously sent a flood of endpoint Keep-Alive

nessages to the PE, the PE would not be able to service clients. The
result is a DoS attack on the PE
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2.14.3. Requirenent

ENRP MUST |imt the frequency of Keep-Alive nessages to a given PE to

prevent overwhelmng the PE. This mechanismis described in the ENRP
[ RFC5353] protocol docunent.

2.15. Security of the ENRP Dat abase

2.15.1. Threat

Anot her consideration involves the security characteristics of the
ENRP dat abase. Suppose that sone of the PEs register with an ENRP
server using security and sonme do not. In this case, when a client
requests handl espace resolution information fromENRP, it would have
to be inforned which entries are "secure" and which are not.

2.15.2. FEffect

This would not only conplicate the protocol, but actually bring into
guestion the security and integrity of such a database. Wat can be

asserted about the security of such a database is a very thorny
guesti on.

2.15.3. Requirenent

The requirement is that either the entire ENRP server database MJST
be secure; that is, it has registrations exclusively fromPEs that
have used security mechani snms, or the entire database MJST be
insecure; that is, registrations are from PEs that have used no
security nechani sns. ENRP servers that support security MJST reject
any PE server registration that does not use the security mechani smns.
Li kewi se, ENRP servers that support security MJST NOT accept updates
fromother ENRP servers that do not use security mechanisns. TLS is

used as the security nechani smso any information not sent using TLS
to a secure ENRP server MJST be rejected

2.16. Cooki e Mechanism Security

The application layer is out of scope for RSerPool. However, sone
guesti ons have been rai sed about the security of the cookie
mechani sm which will be addressed.

Cooki es are passed via the ASAP control channel. |If TCP is selected

as the transport, then the data and control channel MJST be
mul ti pl exed. Therefore, the cases:

a. control channel is secured; data channel is not
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b. data channel is secured; control channel is not

are not possible, as the nultiplexing onto one TCP port results in
security for both data and control channels or neither

The nultiplexing requirenent results in the follow ng cases:
1. the nmultiplexed control channel-data channel is secure; *or*
2. the multiplexed control channel -data channel is not secured.

This applies to cookies in the sense that, if you choose to secure
your control -data channel, then the cookies are secured.

A second issue is that the PE could choose to sign and/or encrypt the
cookie. In this case, it must share keys and other information with
other PEs. This application-level state sharing is out of scope of
RSer Pool .

2.17. Potential Insider Attacks from Legiti mate ENRP Servers

The previous text does not address all byzantine attacks that could
arise fromlegitimte ENRP servers. True protection against

m sbehavi or by authentic (but rogue) servers is beyond the capability
of TLS security nechani snms. Authentication using TLS does not
protect agai nst byzantine attacks, as authenticated ENRP servers

m ght have been maliciously hacked. Protections against insider
attacks are generally specific to the attack, so nore experimentation
is needed. For example, the follow ng di scusses two insider attacks
and potential mtigations.

One issue is that legitimte users may choose not to follow the
proposed policies regarding the choice of servers (namely, menbers in
the pool). |If the "choose a nenber at random' policy is enployed,
then a pool user can always set its "random choices"” so that it picks
a particular pool menber. This bypasses the "load sharing" idea
behind the policy. Another issue is that a pool nenmber (or server)
may report a wrong policy to a user

To mitigate the first attack, the protocol nmay require the pool user
to "prove" to the pool nenber that the pool menmber was chosen
"random y", say by denonstrating that the random choice was the
result of applying sone hash function to a public nonce. Different
net hods nmay be appropriate for other nmenber scheduling policies.
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To mitigate the second attack, the protocol might require the PE to
sign the policy sent to the ENRP server. During pool handle

resol ution, the signed policy needs to be sent froman ENRP server to
an ASAP endpoint in a way that will allow the user to later hold the
server accountable to the policy.

3. Security Considerations

This informational document characterizes potential security threats
targeting the RSerPool architecture. The security mechani sms
required to mtigate these threats are sunmmarized for each
architectural conponent. It will be noted which nechanisns are
requi red and which are optional

Fromthe threats described in this docunent, the security services
required for the RSerPool protocol suite are given in the follow ng
tabl e.
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oo i +
| Thr eat | Security mechanismin response
oo o m o e e e e e e e e e e eemee—eaoao- +
Section 2.1 ENRP server authenticates the PE
Section 2.2 ENRP server authenticates the PE
Section 2.3 ENRP server authenticates the PE
Section 2.4 ENRP server authenticates the PE
Section 2.5 ENRP servers mutual |y authenticate.
Section 2.6 PE aut henti cates the ENRP server.
Section 2.7 The PU aut henticates the ENRP server. |f the
authentication fails, it | ooks for another ENRP
server.
Section 2.8 Security protocol that has protection fromreplay
at t acks.
Section 2.9 Ei ther notify the application when fail over

| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| occurs so the application can take appropriate

| action to establish a trusted relationship with PE
| B *or* re-establish the security context |
| transparently.

| Security protocol that supports integrity |
| prot ecti on.

| Security protocol that supports data

| confidentiality.

| The PU authenticates the ENRP server. |If the

| authentication fails, it |ooks for another ENRP
| server.

| ASAP nmust control the nunber of endpoint |
| unreachabl e messages transnmitted fromthe PU to
| the ENRP server.

| ENRP server nust control the nunber of

| Endpoi nt _KeepAli ve nessages to the PE.

Section 2.10
Section 2.12

Section 2.11

Section 2.13

Section 2.14

The first four threats, conmbined with the sixth threat, result in a
requi renment for mutual authentication of the ENRP server and the PE

To sumari ze, the first twelve threats require security nmechani sns
that support authentication, integrity, data confidentiality, and
protection fromreplay attacks. For RSerPool, we need to

aut henticate the foll ow ng:

o PU----- > ENRP Server (PU authenticates the ENRP server)
0 PE <----> ENRP Server (mutual authentication)
o0 ENRP server <----- > ENRP Server (nutual authentication)
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Sumary by conponent:

RSer Pool client -- mandatory-to-inplement authentication of the ENRP
server is required for accurate pool handle resolution. This is
to protect against threats fromrogue ENRP servers. 1In addition

confidentiality, integrity, and preventing replay attack are al so
nmandatory to inplenent to protect from eavesdroppi ng and data
corruption or false data transmi ssion. Confidentiality is
mandatory to inplenment and is used when privacy is required.

PE to ENRP conmuni cations -- rmandatory-to-inpl ement mnutua
authentication, integrity, and protection fromreplay attack is
required for PE to ENRP conmunications. This is to protect the
integrity of the ENRP handl espace database. Confidentiality is
mandatory to inplenment and is used when privacy is required.

ENRP t o ENRP conmmuni cations -- mandatory-to-inplenent nutua
authentication, integrity, and protection fromreplay attack is
required for ENRP to ENRP comuni cations. This is to protect the
integrity of the ENRP handl espace database. Confidentiality is
mandatory to inplenment and is used when privacy is required.
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