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Abst r act

Thi s docunent di scusses our experiences fromnoving a small nunber of
users to an I Pv6-only network, with access to the |Pv4-only parts of
the Internet via a NAT64 device. The docunent covers practica

experi ences as well as roadbl ocks and opportunities for this type of
a network setup. The document al so makes sonme reconmendati ons about
where such networks are applicable and what shoul d be taken into
account in the network design. The docunment al so di scusses further
work that is needed to nmake | Pv6-only networking applicable in al

envi ronnent s.
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1. Introduction

Thi s docunent di scusses our experiences fromnoving a small nunber of
users to an I Pv6-only network, with access to the IPv4-only parts of
the Internet via a NAT64 device. This arrangenent has been done with
a permanent change in mind rather than as a tenporary experinment,

i nvol ves both office and hone users, heterogeneous conputing

equi prent, and varied applications. W have |earned both practica
details, roadbl ocks and opportunities, as well as a nore genera
under st andi ng of when such a configuration can be recomrended and
what shoul d be taken into account in the network design. Note that
this nmeno docunments our experiences primarily from 2010. As tine
goes by, the situation changes with updated software versions, newer
products, and so on

The networks involved in this setup have been in dual -stack node for
a considerabl e amount of tinme, in one case, for over ten years. Qur

| Pv6 connectivity is stable and in constant use with no significant
problens. Gven that the IETF is working on technol ogy such as NAT64
[ RFC6144] and several network providers are discussing the
possibility of enploying |Pv6-only networking, we decided to take our
net wor k beyond the "confort zone" and make sure that we understand

the inplications of having no I Pv4 connectivity at all. This also
allowed us to test a NAT64 device that is being devel oped by
Eri csson.

The main conclusion is that it is possible to employ IPv6-only
net wor ki ng, though there are a nunber of issues such as |ack of |Pv6
support in some applications and bugs in untested parts of code. As
a result, dual-stack [RFC4213] renmains as our recommended nodel for
general purpose networking at this tinme, but |Pv6-only networking can
be enpl oyed by early adopters or highly controlled networks. The
document al so suggests actions to make | Pv6-only networking
applicable in all environnents. In particular, resolving probl ens
with a few key applications woul d have a significant inmpact for
enabling I Pv6-only networking for |large classes of users and
networks. It is inportant that the Internet conmunity understands
these depl oynent barriers and works to renove them

The rest of this document is organized as follows. Section 2

i ntroduces sone rel evant technol ogy and terns, Section 3 describes
the network setup, Section 4 discusses our general experiences,
Section 5 discusses experiences related to having only |Pv6
net wor ki ng avail abl e, and Section 6 di scusses experiences related to
NAT64 use. Finally, Section 7 presents sone of our ideas for future
wor k, Section 8 draws concl usions and makes reconmendati ons on when
and how one should enpl oy |IPv6-only networks, and Section 9 di scusses
rel evant security considerations.
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2. Technol ogy and Ter m nol ogy

In this docunment, the following ternms are used. "NAT44" refers to
any | Pv4-to-1Pv4d network address translation algorithm both "Basic
NAT" and "Network Address/Port Translator (NAPT)", as defined by

[ RFC2663] .

"Dual -stack" refers to a technique for providing conplete support for
both Internet protocols -- IPv4 and IPv6 -- in hosts and routers
[ RFC4213] .

"NAT64" refers to a Network Address Transl ator - Protocol Transl ator
defined in [ RFC6144], [RFC6145], [RFC6146], [RFC6052], [RFC6147], and
[ RFC6384] .

3. Network Setup

We have tested | Pv6-only networking in two different network
environnents: office and hone. |In both environnents, all hosts had
normal dual -stack native IPv4 and | Pv6 Internet access already in
pl ace. The networks were also already enploying IPv6 in their
servers and DNS records. Simlarly, the network was a part of
whitelisting arrangenment to ensure that |Pv6-capabl e content
providers woul d be able to serve their content to the network over

| Pv6.

The office environment has heterogeneous hardware with PCs, |aptops,
and routers running Linux, BSD, Mac OS X, and M crosoft W ndows
operating systens. Common uses of the network include email, Secure
Shell (SSH), web browsing, and various instant nmessagi ng and Voice
over |IP (VolP) applications. The hardware in the home environnent
consi sts of PCs, |aptops, and a nunber of server, canmera, and sensor
appl i ances. The prinmary operating systenms in this environment are
Li nux and M crosoft Wndows operating systenms. Conmmon applications
i ncl ude web browsing, stream ng, instant nessaging and Vol P
applications, gamng, file storage, and various hone contro
applications. Both environnments enpl oy extensive firewalling
practices, and filtering is applied for both IPv4d and I Pv6 traffic.
However, firewall capabilities, especially with ol der versions of
firewall software, dictate sone differences between the filtering
applied for IPv4 and | Pv6 since sonme features comonly supported for
| Pv4 were not yet inplenmented for IPv6. |In addition, in the hone
envi ronnent, the individual devices are directly accessible fromthe
Internet on | Pv6 (on select protocols such as SSH) but not on |Pv4
due to lack of available public |IPv4 addresses.
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In both environments, volunteers had the possibility to opt-in for
the I Pv6-only network. The nunber of users was snmall: there were
roughly five permanent users and a dozen users who had been in the
network at |east for sone amount of time. Each user had to connect
to the IPv6-only wired or wirel ess network and, depending on their
software, possibly configure their conputer by indicating that there
is no | Pvd and/or setting DNS server addresses. The users were also
asked to report their experiences back to the organizers.

3.1. The IPv6-Only Network

The 1 Pv6-only network was provided as a parallel network on the side
of the already existing dual-stack network. It was inmportant to
retain the dual -stack network for the benefit of those users who did
not decide to opt-in and because we knew that there were sone | Pv4-
only devices in the network. A separate wired access network was
created using Virtual Local Area Networks (VLANs). This network had
its own IPv6 prefix. A separate wireless network, bridged to the

wi red network, was al so created. |n our case, the new wrel ess
networ k required additional access point hardware in order to
accommodat e advertising rmultiple wireless networks. The sinple
access point nmodel that we enployed in these networks did not allow
this on a single device, although nmany ot her access points support
this. Al the secondary infrastructure resulted in sone additiona
managenent burden and cost, however. An added conplexity was that
the honme network already enployed two types of infrastructure, one
for famly nmenbers and another one for visitors. |In order to
duplicate this nodel for the IPv6-only network, there are now four
separate networks, with several access points on each

A stateful NAT64 [RFC6146] with integrated DNS64 was installed on the
edge of the IPv6-only networks. No |IPv4 routing or Dynam ¢ Host
Configuration Protocol (DHCP) was offered on these networks. The
NAT64 devi ce sends Router Advertisenments (RAs) [ RFC4861] from which
the hosts learn the I Pv6 prefix and can automatically configure |IPv6
addresses for them Each new | Pv6-only network needed one new /64
prefix to be used in these advertisenents. In addition, each NAT64
devi ce needed another /64 prefix to be used for the representation of
| Pv4 destinations in the IPv6-only network. As a result, one |Pv6-
only network requires /63 of address space. This space was easily
avail abl e in our networks, as IPv6 allocations are purposefully nade
in sufficiently large blocks. Additional address space needs can be
accommodat ed fromthe existing block without registry involvenent.
Anot her option woul d have been to use the Wl | -Known Prefix [ RFC6052]
for the representation of 1 Pv4 destinations in the |Pv6-only network.
In any case, the prefixes have to be listed in the intra-domain
routi ng systemso that they can be reached. 1In one case, the
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i ncrease fromone block to nultiple also nade it necessary to enpl oy
an inproved routing configuration. 1In addition to routing, the new
prefixes have to be listed in the appropriate firewall rules.

Setting up NAT64 and DNS64 by thenselves is easy and can be done
qui ckly by an experienced network nmanager. However, when duplicate
infrastructure is needed for dual -stack and | Pv6-only networks, the
addi ti onal switches, cables, access points, etc., will take sone
amount of installation effort. |In addition, if whitelisting
agreements or I Pv6 | SP connectivity is needed, setting these up
requires negotiations with external partners.

3.2. DNS Qperation

Rout er Advertisenents are used to carry DNS Configuration options

[ RFC6106], listing the DNS64 as the DNS server the hosts should use.
In addition, aliases were added to the DNS64 device to allowit to
recei ve packets on the well-known DNS server addresses that W ndows
operating systens use (fec0:0:0:ffff::1, fec0:0:0:ffff::2, and fecO:
0:0:ffff::3). At a later stage, support for stateless DHCPv6

[ RFC3736] was added. W do recommend enabling RFC 6106, well-known
addresses, and stateless DHCPv6 in order to maxim ze the |ikelihood
of different types of IPv6-only hosts being able to use DNS w t hout
manual configuration. DNS server discovery was never a problemin
dual - stack networks, because DNS servers on the |Pv4 side can easily

provide I Pv6 informati on (AAAA records) as well. Wth IPv6-only
networ ki ng, it becones crucial that the [ocal DNS server can al so be
reached via IPv6. In principle, this is exactly the sane as needing

| Pv4- based DNS and DNS di scovery in | Pv4-only networks. However, in
| Pv6, the discovery nechani snms are sonewhat nore conplicated because
there are several alternative techniques.

When a host served by the DNS64 asks for a domain nane that does not
have a AAAA (1 Pv6 address) record, but has an A (IPv4 address)

record, a AAAA record is synthesized fromthe A record (as defined
for DNS64 in [ RFC6147]) and sent in the DNS response to the host. |IP
packets sent to this synthesized address are routed via the NAT64,
translated to I Pv4 by the NAT64, and forwarded to the queried host’s
| Pv4 address; return traffic is translated back fromIPv4 to | Pv6 and
forwarded to the host behind the NAT64 (as described in [RFC6144]).
This allows the hosts in the IPv6-only network to contact any host in
the IPvd Internet as long as the hosts in the | Pv4 Internet have DNS
address records.

The NAT64 devi ces have standard dual -stack connectivity and their
DNS64 function can use both IPv4 and |1 Pv6 when requesting information
fromDNS. A destination that has both an A and AAAA records is not
treated in any special manner, because the hosts in the I Pv6-only
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network can contact the destination over |Pv6. Destinations with
only an A record will be given a synthesized AAAA record as expl ai ned
above. However, in one of our open visitor networks that is sharing
the infrastructure with the home network, we needed a specia
arrangenent. Currently, the home network obtains its |IPv6
connectivity through a tunnel via the office network, and it is
undesirable to allow outsiders using the visitor network to generate
traffic through the office network, even if the traffic is just
passing by and forwarded to the IPv6 Internet. As a result, in the
visitor network, there is a special IPv6-only to | Pv4-only
configurati on where the DNS64 never asks for AAAA records and al ways
generates synthesi zed records. Therefore, no traffic fromthe
visitor network, even if it is destined to the IPv6 Internet, is
routed via the office network, but traffic fromthe home network can
still use the I Pv6 connectivity provided by the office network.

Note: This configuration may al so be useful for other purposes.
For instance, one drawback of the standard behavior is that if a
destinati on publishes AAAA records but has bad | Pv6 connectivity,

the hosts in the I Pv6-only network have no fallback. |In the dual-
stack nodel, a host can always try IPv4 if the |Pv6 connection
fails. In the special configuration, IPv6 is only used internally

at the site but never across the Internet, elimnating this
problem This is not a recomended node of operation, but it is
interesting to note that it may sol ve sone issues.

Note that in NAT64 (unlike in its older variant [RFC4966]) it is
possi bl e to decoupl e the packet translation, |1Pv6 routing, and DNS64
functions. Since clients are configured to use a DNS64 as their DNS
server, there is no need for having an Application Layer Gateway
(ALG on the path sniffing and spoofing DNS packets. This decoupling
possibility was inplenented by one of our users, as he is outside of
our physical network and wants to communicate directly on | Pv6 where
it is possible without having to go through our central network

equi pment. His DNS queries go to our DNS64 and to establish

comuni cations to an | Pv4 destination our central NAT64 is used. |If
there is a need to translate sone packets, these packets find the
transl ator device through nornmal |Pv6 routing means since the

synt hesi zed addresses have our NAT64's prefix. However, for non-
synt hesi zed |1 Pv6 addresses the packets are routed directly to the
desti nati on.

4. General Experiences
Based on our experiences, it is possible to live (and work) with an
| Pv6-only network. For instance, at the time of this witing, one of

the authors has been in an IPv6-only network for about a year and a
hal f and has had no major problens. Most things work well in the new
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environnent; for exanple, we have been unable to spot any practica
difference in the web browsing (HTTP and HTTPS) experience. Also
emai |, software upgrades, operating system services, many chat
systens, and nmedia streaming work well. On certain Symbian nobile
handsets that we tried, all applications work even on an | Pv6-only
network. In another case, with the Android operating system all the
basi ¢ applicati ons worked wi thout problens. |In order to nake the

| atter handset architecture support |Pv6-only networks, however, a
smal | change was needed in the operating systemso that it could

di scover | Pv6-only DNS servers.

However, in general, there is sone pain involved and thus | Pv6-only
networking is not suitable for everyone just yet. Switching |IPv4 off

does break many things as well. Sonme of the users in our environnent
left due to these issues, as they nissed sonme key feature that they
needed fromtheir conmputing environment. These issues fall in

several categories:
Bugs

We saw many issues that can be classified as bugs, likely related
to so few people having tried the software in question in an |Pv6-
only network. For instance, sonme operating systemfacilities
support | Pv6 but have annoying problens that are only uncovered in
| Pv6- only networ ki ng.

Lack of 1Pv6 Support

We al so saw many applications that do not support |IPv6 at all
These range fromnmnor, old tools (such as the Unix dict(1)
conmand) to nmjor applications that are inportant to our users
(such as Skype) and even to entire classes of applications (many
ganes have issues). As our experinment continued, we have seen

i mprovenents in sone areas, such as gam ng

Prot ocol, Format, and Content Probl ens

There are many protocols that carry |IP addresses in them and
using these protocols through a translator can |ead to problens.
In our current network setup, we did not enploy any ALGs except
for FTP [ RFC6384]. However, we have observed a nunber of protoco
issues with I Pv4 addresses. For instance, sone instant nmessaging
services do not work due to this. Finally, content on sone web
pages may refer to | Pv4 address literals (i.e., plain | P addresses
i nstead of host and domain nanes). This renders some |inks

i naccessible in an I Pv6-only network. VWile this problemis
easily quantifiable in nmeasurenents, the authors have run into it
only a couple of times during real-life web browsing.
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Firewal | |ssues

W al so saw a nunber of issues related to |lack of features in |Pv6
support in firewalls. |In particular, while we did not experience
any Maxi mum Transm ssion Unit (MIU) and fragnentati on problens in
our networks, there is potential for generating problens, as the
support for IPv6 fragment headers is not conplete in all firewalls
and the NAT64 specifications call for use of the fragment header
(even in situations where fragnentati on has not yet occurred,

e.g., if an I Pv4 packet that is not a fragment does not have the
Don’t Fragnent (DF) bit set).

In general, nost of the issues relate to poor testing and | ack of

| Pv6 support in some applications. [Pv6 itself and NAT64 di d not
cause any mmjor issues for us, once our setup and NAT64 software was
stable. 1In general, the authors feel that with the exception of some
applications, our experience with translation to reach the |Pv4

I nternet has been equal to our past experiences w th NAT44-based
Internet access. Wiile translation inplies |oss of end-to-end
connectivity, in practice, direct connectivity has al so not been
available to the authors in the IPv4 Internet for a nunber of years.

It should be noted that the experience with a properly configured set
of ALGs and wor karounds such as proxies may be different. Sone of
the problenms we encountered can be solved through these neans. For

i nstance, a problenmatic application can be configured to use a proxy
that in turn has both I Pv4 and | Pv6 access.

5. Experiences with | Pv6e-Only Networking

The overall experience was as expl ai ned above. The remainder of this
section discusses specific issues with different operating systens,
progranmm ng | anguages, applications, and appliances.

5.1. Operating Systens

Even operating systens have some mnor problens with | Pv6. For
exanpl e, in Linux, Router Advertisenent (RA) information is not
automatical ly updated when the network changes while the conputer is
on, and this requires an unnecessary suspend/resune cycle to restore
its proper state. W have also had issues with the rdnssd daenon,
whi ch first does not conme as a default feature in Ubuntu and does not
al ways appear to work reliably. To resolve these issues, we had to
configure the network manager to use a specific server address.
Later, a new version of the Linux distribution that we used sol ved
these problens, even if sone problens still remained. For instance,
in the |latest Ubuntu Long- Term Support rel ease (10.04), we have
experienced that the network manager by default returns to an
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avail able 1Pv4 wirel ess network even if there is a previously used
| Pv6-only network avail able and the | Pv4 network has no gl oba
connectivity before a web-based login is conpleted.

In Mac OS X (Snow Leopard), the network manager needed to be
explicitly told not to expect IPv4. A nore annoying issue was that
in order to switch between an | Pv6-only and | Pv4-only network, these
settings had to be nmanual ly changed, making it undesirable for Mac OS
X users to enploy | Pv6-only networKks.

Al so, on Mcrosoft Wndows 7, we experienced problens when relying on
default, well-known DNS server addresses: without manua
configuration, the host was unable to use the DNS addresses, even

t hough the system di spl ays them as current DNS server addresses.

Lat est versions of the Android operating system support IPv6 on its
wirel ess LAN interface, but due to | ack of DNS di scovery mechani sms,
this does not work in IPv6-only networks. W corrected this,
however, and prototype phones in our networks work well now, even in
an | Pv6-only environment. This change, DNS Di scovery Daenon (DDD)
now exi sts as open source software. Interestingly, all applications
that we have tried so far seemto work without problens with |IPv6-
only connectivity, though no exhaustive testing was done, nor did we
try known troubl esone applications.

Wil e all these operating systems (or their predecessors) have

al ready supported I Pv6 for a number of years, these kinds of snal
glitches seemto inply that they have not been thoroughly tested in
networ ks | acking | Pv4 connectivity. At the very least, their
usability | eaves sonething to be desired.

5.2. Progranm ng Languages and APIs

For applications to be able to support 1Pv6, they need access to the
necessary APls. Luckily, 1Pv6 seens to be well supported by a
majority of the conmmonly used APIs. The Perl progranm ng | anguage
used to be an exception with only partial |Pv6 support up to the
version 5.14 (rel eased May 14, 2011). This version finally includes
full 1 Pv6 support, with that in the core libraries and ol der nodul es
bei ng updated as well. Wth previous versions of Perl, while |IPv6
socket support is available as an extension nodule, it may not be
possible to install this nmodule without admnistrative rights. This
has also resulted in other networking core libraries (such as FTP and
SMIP) not being able to fully support |Pv6; thus, many existing Per
progranms using network functionality may not work properly in an

| Pv6-only environment.
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5.3. Instant Messaging and Vol P

By far, the biggest conplaint fromour group of users was that Skype
stopped working. |n some environments, even Skype can be nmade to
wor k through a proxy configuration, and this was verified in our
setting but not used as a permanent solution. More generally, we
tested a nunber of instant nmessaging applications in an |Pv6-only
network with NAT64; the test results can be found in Table 1. The
versions used in the tests were the |latest versions available in the
sumrer of 2010.

SYSTEM STATUS

Facebook on the web (http)
Facebook via a client (xnpp)
Jabber.org chat service (xmpp)
Gmai|l chat on the web (http)
Gmai|l chat via a client (xnmpp)
CGoogl e Tal k client

AlM (AQL)

1 CQ (AQL)

Skype

VBN

Webex (0 ¢
Saneti nme K (Now

§85588
caagg 28888

Table 1. Instant Messaging Applications in an |IPv6-Only Network

Packet tracing revealed that the issues in AIM |1CQ and MSN appear
to be related to passing literal |IPv4 addresses in the protocol. It
remains to be deterni ned whether this can be solved through
configuration, proxies, or ALGs. The problemwith the Google Tal k
client is that the software does not support |Pv6 connections at this
time. W are continuing our tests with additional applications, and
we have al so seen changes over time. For instance, a new version of
Sanetime suddenly started working with I Pv6-only networks, presunmably
due to the new version being nore careful with the use of DNS nanes
as opposed to | Pv4 addresses. One problemin running these tests is
to ensure that we can distinguish | Pv6 and NAT64 issues from ot her

i ssues, such as a generic issue on a given operating system platform

Sone of these problens are solvable, however. For instance, we used
| ocal host as a proxy for Skype, and then used SSH to tunnel to an
external web proxy, bypassing Skype's limtations with regard to
connecting to I Pv6 destinations or even | Pv6 proxies.
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5.4. @Gmng

Anot her class of applications that we tried was ganes. W tried both
web- based gami ng and st andal one gam ng applications that have

"network", "Internet", or "LAN' gam ng nodes. The results are shown

in Table 2.
SYSTEM STATUS
Web- based (e.g., arnorganes) (0 ¢
Runescape (on the web) NOT K
Fl at out 2 NOT OK
Battlefield NOT K
Secondlife NOT K
GQuild Wwars NOT K
Age of Enpires NOT OK
Star Wars: Enpire at \War NOT K
Crysis NOT K
Lord of the Rings: Conquest NOT K
Ronme Total War NOT OK
Lord of the Rings: Battle for Mddle Earth 2 NOT K

Table 2. Gaming Applications in an | Pv6-Only Network

Most web-based games worked wel |, as expected fromour earlier good
general web experience. However, we were also able to find one web-
based gane that failed to work (Runescape). This particular gane is
a Java application that fails on an attenpt to performa HITP GET
request. The reason renmains unclear, but a likely theory is the use
of an IPv4-literal in the application itself.

The experience w th standal one ganes was far nore di scouraging.

W thout exception, all ganes failed to enable either connections to
ongoi ng ganes in the Internet or even LAN based connections to other
conputers in the same | Pv6-only LAN segment. This is sonewhat
surprising, and the results require further verification
Unfortunately, the ganes provide no diagnostics about their
operation, so it is hard to guess what is going on. It is possible
that their networking code enpl oys ol der APIs that cannot use |Pv6
addresses [RFC4038]. The inability to provide any LAN based
connectivity is even nore surprising, as this nust nean that they are
unable to use IPv4 link | ocal connectivity, which should have been
avai l abl e to the devices (IPv4d was not bl ocked; just that no DHCP
answers were provided on | Pv4).

VWi | e none of the standal one ganes we tested in the sumer of 2010

were | Pv6-capable, the situation inproved during the experiment. For
i nstance, a popular online gane, Wrld of Warcraft, now has |Pv6
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support in its |latest version and sonme of the older games that have
been re-rel eased as open source (e.g., Quake) have been patched | Pv6-
capabl e by the open source comunity.

5.5. Misic Services
Most of the web-based nusic services appear to work fine, presumably
because they enploy TCP and HTTP as a transport. One notable
exception is Spotify, which requires comrunication to specific |Pv4
addresses. A proxy configuration sinmlar to the one we used for
Skype makes it possible to use Spotify as well.

5.6. Appliances

There are al so problenms with different appliances such as webcans.

Many of them do not support |Pv6; hence, they will not work in an
| Pv6-only network. Also, not all firewalls support IPv6. O even if
they do, they may still experience issues with some aspects of |Pv6

such as fragnments.

Sone of these issues are easily solved when the appliance works as a
server, such as what nost webcanms and our sensor gateway devices do.
We pl aced the appliance in the IPv4 part of the network (in this
case, in private address space), added its name to the | ocal DNS, and
sinmply all owed devices fromthe | Pv6-only network reach it through
NAT64.

5.7. Oher Differences

One thing that becones sinplified in an IPv6-only network is source
address selection [RFC3484]. As there is no |IPv4 connectivity, the
host only needs to consider its |IPv6 source address. For gl oba

conmuni cations, there is typically just one possible source address.

Sone networ ks that advertise |Pv6 addresses in their DNS records in
reality have sone problens. For instance, a popular short URL
forwardi ng service has advertised a deprecated | Pv4-conpatible |Pv6
address [RFC4291] in its AAAA record, making it inpossible for this
site to be reached unless either |1 Pv4d or NAT64 translation to an | Pv4
destination is used.

6. Experiences with NAT64
After correcting sone initial bugs and stability issues, the NAT64
operation itself has been relatively problemfree. There have been

no unexpl ai ned DNS probl ems or |ost sessions. Wth the exception of
the specific applications nentioned above and IPv4 literals, the user
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experience has been in line with using IPv4 Internet through a NAT44
device. These failures with the specific applications are clearly
very different fromthe | Pv4 experience, however.

The rest of this section discusses our neasurenments on specific

i ssues. These tests and neasurenents were perforned during the year
2011 and present a snapshot of the situation on that tinme. More up-
to-date neasurenent information can be found from vari ous online
tool s such as [HE-IPv6].

6. 1. | Pv4 Address Literals

Wil e browsing in general works, IPv4d literals enbedded in the HTM.
code may break sone parts of the web pages when using | Pv6-only
access. This happens because the DNS64 cannot synthesize AAAA
records for the literals since the addresses are not queried fromthe
DNS. Luckily, the IPv4d literals seemto be fairly rarely
encountered, at least so that they would be noticed, with regular web
surfing. The authors have run into this issue only few tines during
the entire experinent. Only two of those cases had a practica

i mpact (in YouTube, some of the third-party applications for

downl oadi ng content did not work and one hotel’s web page had a
literal link to its reservation system.

We have attenpted to neasure the likelihood of running into an |Pv4
l[iteral in the web. To do this, we took the top 1,000 and 10, 000 web
sites fromthe Al exa popular web site list. Wth 1,000 top sites,
0.2% needed an IPv4 literal to render all conponents in their top
page (e.g., images, videos, JavaScript, and Cascadi ng Styl e Sheet
(CsS) files). Wth 10,000 top sites, this number increases to 2%

However, it is not clear what conclusions can be made about this. It
is often the case that there are unresol vable or inaccessible
conponents on a web page anyway for various reasons, and to
understand the true inpact we woul d have to know how "inportant” a

gi ven page conponent was. Also, we did not neasure the nunber of
links with IPv4d literals on these pages, nor did we attenpt to search
the site in any thorough manner for these literals.

As noted, personal anecdotal evidence says that IPv4 literals are not
a big problem But clearly, cleaning the nost inportant parts of the
web fromlIPv4 literals woul d be useful. Wth tools such as the
popul ar web site list, some user pressure, and co-operation fromthe
content providers the nost urgent part of the problemcould hopefully
be solved as a one-time effort. While IPv4 literals still exist in
the web, using a suitable HTTP proxy (e.g., [ADD LITERALS]) can help
to cope with them
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6.2. Conparison of Wb Access via NAT64 to O her Methods

W al so conmpared how well the web works behind a NAT64 conpared to

| Pv4-only and native | Pv6 access. For this purpose, we used wget to
go through the sane top web site lists as described in Section 6.1,
agai n downl oadi ng everything needed to render their front page. The
tests were repeated and average failure rate was cal cul ated over al
of the runs. Separate tests were conducted with an | Pv4-only
network, an |IPv6-only network, and an | Pv6-only network with NAT64.

VWhen accessed with the I Pv4-only network, our tests show that 1.9% of
the sites experienced sone sort of error or failure. The failure
could be that the whole site was not accessible, or just that a
single imge (e.g., an adverti senent banner) was not | oaded properly.
It should also be noted that access through wget is somewhat
different froma regular browser: sone web sites refuse to serve
content to wget, browsers typically have DNS heuristics to fill in
"ww. " in front of a domain nane where needed, and so on. In
addition to m ssing advertisenent banners, tenporary routing glitches
and ot her m stakes, these differences also help to explain the reason
for the high baseline error rate in this test. It should also be
noted that variations in wget configuration options produced highly
different results, but we believe that the options we settled on bear
cl osest resenbl ance to real -world browsing.

Wien we tried to access the sanme sites with native | Pv6 (without
NAT64), 96% of the sites failed to |oad correctly. This was as
expected, given that nost of the Internet content is not avail able on
| Pv6. The few exceptions included, for instance, sites managed by
Googl e.

When the sites were accessed fromthe | Pv6-only network via a NAT64
device, the failure rate increased to 2.1% Mst of these failures
appear to be due to IPv4 address literals, and the increased failure
rate matches that of IPv4 literal occurrence in the sane set of top
web sites. Wth the top 10,000 sites, the failure rate with NAT64
increases simlarly to our test on | Pv4 address literals.

7. Future Wrk

One inmportant set of measurenents remains for future work. It would
be useful to understand the effect of DNS64 and NAT64 on response
time and end-to-end conmmunicati on del ays. Sonme users have anecdota
reports of slow web browsing response tines, but we have been unabl e
to determine if this was due to the I Pv6-only network mechani snms or
for sone other reason. Measurenments on pure DNS response tinmes and
packet round-trip del ays does not show a significant difference from
a NAT44 environnent. It would be particularly interesting to neasure
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del ays in the context of dual-stack versus NAT64-based | Pv6-only
net wor ki ng. When using dual -stack, broken IPv6 connectivity can be
repaired by falling back to I Pv4 use. Wth NAT64, this is not always
possi bl e as discussed in Section 3.2.

Al so, nore prograns, especially VolP and Peer-to-Peer (P2P)
applications should be tested with NAT64. In addition, tunneling and
nmobi ity protocols should be tested and especially Virtual Private
Net wor k (VPN) protocols and applications woul d deserve nore thorough
i nvestigation.

8. Concl usi ons and Recomendati ons

The main conclusion is that it is possible to employ IPv6-only
networ ki ng. For large classes of applications, there are no

downsi des or the downsides are negligible. W have been unable to
spot any practical difference in the web browsi ng experience, for
instance. Additionally, IPv6 usage -- be it in dual-stack or |Pv6-
only form-- cones with inherent advantages, such as enabling direct
end-to-end connectivity. In our case, we enployed this by enabling
direct connectivity to devices in a home network from anywhere in the
(IPv6) Internet. There are, however, a number of issues as well,
such as lack of IPv6 support in some applications or bugs in untested
parts of the code.

Qur experience with I Pv6-only networking confirms that dual stack
shoul d still be our recommended nodel for general purpose networKking
at this point in time. However, |Pv6-only networking can be enpl oyed
by early adopters or highly controlled networks. One exanple of such
a controlled network is a nobile network with operator-driven

sel ection of handsets. For instance, on some handsets that we
tested, we were unable to see any functional difference between |Pv4
and | Pv6.

Qur recommendations apply at the present tine. Wth effort and tine,
depl oyment barriers can be renoved and | Pv6-only networking becones
applicable in all networking situations.

Sone of the inprovenments are already in process in the formof new
products and additional 1Pv6 support. For instance, we expect that
the handset market will have a nmuch hi gher nunber of |Pv6-capable
devices in the near future. However, sone of the changes do not cone
wi t hout the community spending additional effort. W have identified
a nunber of actions that should be taken to inprove the state of

| Pv6-only networking. These include the follow ng:
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DNS Di scovery

The state of DNS di scovery continues to be one of the main
barriers for easy adoption of |Pv6-only networking. Since DNS

di scovery is not a problemin dual -stack networking, there has
been too little effort in testing and depl oying the necessary
conponents. For instance, it would be useful if RA-based DNS

di scovery came as a standard feature and not as an option in Linux
di stributions. Qur hope is that recent standardization of the RA-
based DNS di scovery at the IETF will help this happen. O her
operating systens face simlar issues. The authors believe that
at this time, prudent operational practices call for maxim zing
the nunber of offered automatic configuration nmechani sns on the
network side. It mght be useful for an | ETF docunent to provide
gui dance on operating DNS in | Pv6-only networKks.

Net wor k Manager s

O her key software conponents are the various network nanagenent
and attachnent tools in operating systens. These tools generally
have the required functionality, but do not always appear to have
been tested very extensively on IPv6, or let alone |Pv6-only
networks. Further work is required here.

Firewal |l s

More work is needed to ensure that 1 Pv6 is supported in equa
manner in various firewall products.

Application Support

By far, the nost inportant action, at |least for our group of
users, would be to bring some key applications (e.g., instant
nmessagi ng and Vol P applications and ganes) to a state where they
can be easily run on I Pv6-only networks and behind a NAT64. To
facilitate this, application programers should use | P-version-
agnostic APls so that applications automatically use |Pv4d or |Pv6
dependi ng on what is available. 1In sone cases, it nmay al so be
necessary to add support for new types of ALGs.

IPv4 Literal s

The web shoul d be cleaned of IPv4 literals. Also, IPv4 literals
shoul d be avoided in application protocol signaling nmessages.
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Measur enents and Anal ysis

It is also inportant to continue with testing, measurenment, and
anal ysis of which Internet technol ogies work in | Pv6-only

networ ks, to what extent, at what speed, and where the remaining
probl ens are.

Cui del i nes

It is also useful to provide guidance for network adm nistrators
and users on how to turn on |IPv6-only networking.

As can be seen fromthe above list, there are only mnor things that
can be done through standardi zati on. Mst of the effort is practica
and centers around inproving various inplenmentations.

9. Security Considerations

By itself, the use of IPv6 instead of |Pv4 does not nake a big
security difference. The main security requirenent is that,

natural ly, network security devices need to be able to deal with | Pv6
in these networks. This is already required in all dual-stack
networks. As noted, it is inportant, e.g., to ensure firewal
capabilities. Security considerations for NAT64 and DNS64 are

di scussed in [RFC6146] and [ RFC6147].

In our experience, many of the critical security functions in a
network end up being on the dual -stack part of the network anyway.
For instance, our mail servers obviously still have to be able to
comuni cate with both the IPv4 and I Pv6 Internet, and as a result,
they and the associated spamand filtering conponents are not in the
| Pv6-only part of the network.
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