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Overvi ew of Pre-Congestion Notification Encodi ng
Abst r act

The obj ective of Pre-Congestion Notification (PCN) is to protect the
quality of service (QS) of inelastic flows within a Diffserv donain.
On every link in the PCN-domain, the overall rate of PCN-traffic is
net ered, and PCN-packets are appropriately marked when certain
configured rates are exceeded. Egress nodes provide deci sion points
with informati on about the PCN marks of PCN packets that allows them
to take decisions about whether to admit or block a new flow request,
and to term nate sonme already admitted flows during serious

pr e- congesti on.

The PCN wor ki ng group explored a nunber of approaches for encodi ng
this pre-congestion information into the I P header. This document
provi des details of those approaches along with an expl anation of the
constraints that apply to any solution.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6627
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1

| ntroducti on

The obj ective of Pre-Congestion Notification (PCN) [ RFC5559] is to
protect the quality of service (QS) of inelastic flows within a
Diffserv domain in a sinple, scal able, and robust fashion. Two
nmechani sns are used: adm ssion control (AC), to decide whether to
admt or block a new flow request, and flow term nation (FT), to
term nate sone existing flows during serious pre-congestion. To
achieve this, the overall rate of PCN-traffic is netered on every
link in the domain, and PCN packets are appropriately marked when
certain configured rates are exceeded. These configured rates are
bel ow the rate of the link. Thus, boundary nodes are notified of a
potential overload before any real congestion occurs (hence "pre-
congestion notification").

[ RFC5670] provides for two nmetering and marking functions that are
configured with reference rates. Threshol d-marking marks all PCN-
packets once their traffic rate on a |link exceeds the configured
reference rate (PCN-threshold-rate). Excess-traffic-nmarking marks
only those PCN packets that exceed the configured reference rate
(PCN-excess-rate).

Egress nodes nonitor the PCN-marks of received PCN packets and

provi de infornation about the PCN-narks to the decision points that

t ake deci si ons about the fl ow admi ssion and ternination on this basis
[ RFC6661] [ RFC6662] .

This PCN information has to be encoded into the |IP header. This
requires at least three different codepoints: one for PCN-traffic
that has not been marked, one for traffic that has been marked by the
threshold neter, and one for traffic that has been marked by the
excess-traffic-neter.

Si nce unused codepoints are not available for that purpose in the IP
header (versions 4 and 6), already used codepoi nts nmust be reused,
whi ch i nposes additional constraints on the design and applicability
of PCN-based AC and FT. This docunment sunmarizes these issues as a
record of the PCN working group discussions and for the benefit of
the wider | ETF conmunity.

In Section 2, we briefly point out the PCN encodi ng requirenent

i nposed by netering and marking al gorithns, and by special packet
drop strategies. The Differentiated Services field (6 bits -- see
[ RFC3260] updating [RFC2474] in this respect) and the Explicit
Congestion Notification (ECN) field (2 bits) [RFC3168] have been

sel ected to be reused for encoding of PCN-marks (PCN encoding). In
Section 3, we briefly explain the constraints inposed by this
decision. In Section 4, we review different PCN encodi ngs consi dered
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by the PCN working group that allow different inplenmentations of PCN\
based AC and FT, which have different pros and cons.

2. Ceneral PCN Encodi ng Requirenents

The choice of netering and marking al gorithns and the way they are
applied to PCN-based AC and FT inmpose certain requirenments on PCN
encodi ng.

2.1. Metering and Marking Al gorithns

Two different netering and marking algorithns are defined in

[ RFC5670]: excess-traffic-marking and threshol d-marking. They are
both configured with reference rates that are terned PCN- excess-rate
and PCN-threshol d-rate, respectively. Wen traffic for PCN-fl ows
enters a PCN-domain, the PCN-ingress-node sets a codepoint in the IP
header indicating that the packet is subject to PCN-netering and PCN-
marking and that it is not-marked (NM. The two netering and marking
al gorithnms possibly re-mark PCN- packets as excess-traffic-narked
(ETM or threshol d-marked (ThM.

Excess-traffic-marking ETM marks all not-ETM marked PCN-traffic that
is in excess of the PCN-excess-rate. To that end, the algorithm
needs to know whet her a PCN- packet has al ready been marked with ETM
or not. Threshold-marking re-marks all not-nmarked PCN-traffic to ThM
when the rate of PCN-traffic exceeds the PCN-threshol d-rate.
Therefore, it does not need know edge of the prior nmarking state of
the packet for metering, but such know edge is needed for packet

re- mar ki ng.

2.2. Approaches for PCN- Based Adm ssion Control and Flow Term nation

We briefly review three different approaches to inplenent PCN based
AC and FT and derive their requirenents for PCN encodi ng.

2.2.1. Dual Marking (DW

The intuitive approach for PCN-based AC and FT requires that

threshol d and excess-traffic-marking are simultaneously activated on
all links of a PCN-domain, and their reference rates are configured
with the PCN- adm ssible-rate (AR) and the PCN-supportable-rate (SR,
respectively. Threshold-marking neters all PCN-traffic, but re-marks
only NMtraffic to ThM Excess-traffic-marking neters only NM and
ThMtraffic and re-marks it to ETM  Thus, both nmeters and markers
need to identify PCN packets and their exact PCN codepoint. W call
this marki ng behavi or dual marking (DM and Figure 1 illustrates all
possi bl e re-marki ng acti ons.
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> ETM <
Figure 1. PCN Codepoi nt Re-Marking Diagram for Dual Marking (DM

Dual marking is used to support the Controlled-Load PCN (CL-PCN) edge
behavi or [ RFC6661]. We briefly sunmarize the concept. Al actions

are performed on per-ingress-egress-aggregate basis. The egress node
neasures the rate of NM, ThM, and ETMtraffic in regular intervals
and sends them as PCN egress reports to the AC and FT deci sion point.

If the proportion of re-marked (ThM and ETM) PCN-traffic is |arger
than a defined threshold, called CLE-limt, the decision point blocks
new fl ow requests until new PCN egress reports are received;
otherwise, it admits them Wth CL-PCN, ACis rather robust with
regard to the value chosen for the CLE-limt. FT works as foll ows.
If the ETMtraffic rate is positive, the decision point triggers the
i ngress node to send a newWy nmeasured rate of the sent PCN-traffic.
The deci sion point calculates the rate of PCN-traffic that needs to
be term nated by

termnation-rate = PCN-sent-rate -
(rate-of -NMtraffic + rate-of -ThMtraffic)

and term nates an appropriate set of flows. CL-PCN is accurate
enough for nost application scenarios and its inplenentation
conplexity is acceptable, therefore, it is a preferred i nplenentation
option for PCN based AC and FT.

2.2.2. Single Marking (SM

Singl e marki ng uses only excess-traffic-marki ng whose reference rate

is set to the PCN-admi ssible-rate (AR) on all links of the PCN
domain. Figure 2 illustrates all possible re-nmarking actions.
NM -------- > ETM

Figure 2: PCN Codepoi nt Re-Marking Diagramfor Single Mrking (SM

Single narking is used to support the Single-Mrking PCN (SM PCN)
edge behavi or [ RFC6662]. W briefly sumrmari ze the concept.
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AC works essentially in the sane way as with CL-PCN, but ACis
sensitive to the value of the CLE-limt. Also FT works simlarly to
CL-PCN. The PCN supportable-rate (SR) is not configured on any link,
but is implicitly

SR=u* AR

in the PCN-domai n using a network-w de constant u. The deci sion
point triggers FT only if the rate-of-NMtraffic * u < rate-of-Nw
traffic + rate-of-ETMtraffic. Then it requests the PCN-sent-rate
fromthe correspondi ng PCN-i ngress-node and cal cul ates the ampunt of
PCN-traffic to be term nated by

termnation-rate = PCN-sent-rate - rate-of-NMtraffic * u,
and term nates an appropriate set of flows.

SM PCN requires only two PCN codepoints and only excess-traffic-
marki ng i s needed, which nmeans that it mght be earlier to the narket
than CL-PCN since sonme chipsets do not yet support threshol d- narking.

However, it only works well when ingress-egress-aggregates have a
hi gh PCN- packet rate, which is not always the case. Oherw se, over-
adm ssion and over-term nation may occur [Menth12] [ Menthl1O0].

2.2.3. Packet-Specific Dual Marking (PSDVM

Packet - speci fic dual marking (PSDVM uses threshol d-marking and
excess-traffic-marki ng, whose reference rates are configured with the
PCN- admi ssi ble-rate (AR) and the PCN-supportable-rate (SR,
respectively. There are two different types of not-narked packets:
those that are subject to threshol d-marking (not-ThM, and those that
are subject to excess-traffic-marking (not-ETM. Both not-ThM and
not-ETM are used for PCN-traffic that is not yet re-marked (like NM
with single and dual marking), and their specific use is determ ned
by hi gher-layer information (see below). Threshol d-nmarking neters

all PCN-traffic and re-marks only not-ThM packets to PCN-marked (PM.
In contrast, excess-traffic-marking nmeters only not-ETM packets and
possibly re-marks themto PM too. Again, both nmeters and markers
need to identify PCN packets and their exact PCN codepoint. Figure 3
illustrates all possible re-marking actions.
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not - ThM not - ETM
\ /
\ /
\ /
> PM <

Figure 3: PCN Codepoi nt Re- Marking D agram for
Packet - Speci fic Dual Marking (PSDV)

An edge behavi or for PSDM has been presented in [Menth09] and [ PCN\-
Ms-AC]. We call it PSDMPCN. In contrast to CL-PCN and SM PCN, AC
is realized by reusing initial signaling nessages for probing
purposes. The assunption is that adm ssion requests are triggered
by an external end-to-end signaling protocol, e.g., RSVP [ RFC2205].
Signaling traffic for a flowis also |labeled as PCN-traffic, and if
an initial signaling message traverses the PCN-domain and is
re-marked, then the correspondi ng adm ssi on request is bl ocked.
This is a |ightweight probing mechani smthat does not generate
extra traffic and does not introduce probing delay. |In PSDWV PCN
PCN-i ngress-nodes | abel initial signaling nessages as not-ThM and
t hreshol d- mar ki ng configured with adni ssible rates possibly
re-marks themto PM Data packets are |abeled with not-ETM and
excess-traffic-marking configured with supportable rates possibly
re-marks themto PM too, so that the sane algorithms for FT may be
used as for CL-PCN and SM PCN

PSDM has three major di sadvantages. First, signalling traffic
needs to be marked with a PCN-enabled DSCP so that it either shares
the sanme queue as data traffic, which may not be desired by sone
operators, or multiple PCN enabl ed DSCPs are needed, which is not a
pragmati c sol ution. Second, reservations for PCN-fl ows need to be
triggered by a path-coupled end-to-end signalling protocol, which
restricts the choice of the signalling protocol. And third, the
sel ected signalling protocols nust be adapted to take advantage of
PCN- mar ked signal ling nmessages for adm ssion decisions, which
incurs some extra effort before PSDM can be used

The advantages are that the AC algorithmis nore accurate than the
one of CL-PCN and SM PCN [ Menth12], that often only a single DSCP
i s needed, and that the new tunneling rules in [ RFC6040] are not
needed for depl oynent (Section 3.3.3).

2.2.4. Preferential Packet Dropping
The term nation algorithns described in [ RFC6661] and [ RFC6662]
require the preferential dropping of ETM narked packets to avoid

over-termnation in the case of packet loss. An analysis
expl ai ning this phenonenon can be found in Section 4 of [Menthl0].
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Thus, [RFC5670] recomrends that ETM marked packets "SHOULD be
preferentially dropped". As a consequence, droppers nust have
access to the exact marking information of PCN packets.

3. Encoding Constraints

The PCN wor ki ng group decided to use a conbination of the 6-bit
Differentiated Services (DS) field and the ECN field for the
encodi ng of the PCN-nmarks (see [RFC6660]). This section describes
the criteria that are used to conpare the resulting encodi ng
options described in Section 4.

3.1. Structure of the DS Field

Figure 4 shows the structure of the DS and ECN fields. [RFC0793]
defined the 8-bit TOS octet and [ RFC2474] redefined it as the DS
field, including the two | east significant bits as currently unused
(CU). [RFC3168] assigned the two CU bits to ECN and [ RFC3260]
redefined the DS field as only the nost significant 6-bits of the
(fornmer) IPv4 TOS octet, thus separating the two-bit ECN field from
the DS field.

0 1 2 3 4 5 6 7
S
| DS | ECN |
S &

DS: Differentiated Services field [ RFC2474], [RFC3260]
ECN: ECN field [ RFC3168]

Figure 4. The Structure of the DS and ECN Fi el ds
3.2. Constraints fromthe DS Field

The Differentiated Services Codepoint (DSCP) set in the DS field

i ndi cates the per-hop behavior (PHB), i.e., the treatnment |IP packets
receive fromnodes in a DS domain. Miltiple DSCPs may indicate the
same PHB. PCN-traffic is high-priority traffic, which uses a DSCP
(or DSCPs) that indicates a PHB with preferred treatnent.

3.2.1. Ceneral Scarcity of DSCPs

As the nunber of unused DSCPs is snmall, PCN encodi ng should use only
one additional DSCP for each DSCP originally used to indicate the PHB
and in any case should not use nore than two. Therefore, the DSCP
shoul d be used to indicate that traffic is subject to PCN-netering
and PCN-mar ki ng, but not to differentiate various PCN markings.
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3.2.2. Handling of the DSCP in Tunneling Rul es

PCN encodi ng nust be chosen in such a way that PCN-traffic can be
tunnel ed within a PCN-domain wi thout any inpact on PCN netering and
re-marking. 1In the follow ng, the "inner header"” refers to the
header of the encapsul ated packet and the "outer header" refers to
the encapsul ati ng header

[ RFC2983] provides two tunneling nodes for Differentiated Services
networks. The uni form nodel copies the DSCP fromthe inner header to
the outer header upon encapsul ation, and it copies the DSCP fromthe
outer header to the inner header upon decapsul ation. This assures
that changes applied to the DSCP field survive encapsul ati on and
decapsul ation. |In contrast, the pipe nodel ignhores the content of
the DSCP field in the outer header upon decapsul ation. Therefore,
decapsul ati on erases changes applied to the DSCP al ong the tunnel

As a consequence, only the uniformnodel may be used for tunneling
PCN-traffic within a PCN-donmain, if PCN encodi ng uses nore than a
singl e DSCP

3.2.3. Restoration of Original DSCPs at the Egress Node

I f PCN-marking does not alter the original DSCP, the traffic | eaves
the PCN-domain with its original DSCP. However, if the PCN marking
alters the DSCP, then sone additional technique is needed to restore
the original DSCP. A few possibilities are discussed:

1. Each Diffserv class using PCN uses a different set of DSCPs.
Therefore, if there are M DSCPs usi ng PCN and PCN encodi ng uses N
di fferent DSCPs, N*M DSCPs are needed. This solution nay work
well in IP networks. However, when PCN is applied to MPLS
networks or other |ayers restricted to 8 QoS cl asses and
codepoints, this solution fails due to the extreme shortage of
avai | abl e DSCPs.

2. The original DSCP for the packets of a flowis signaled to the
egress node. No suitable signaling protocol has been devel oped
and, therefore, it is not clear whether this approach could work.

3. PCN-traffic is tunneled across the PCN-domain. The pipe-
tunneling nodel is applied, so the original DSCP is restored
after decapsul ation. However, tunneling across a PCN donmai n adds
an additional |IP header and reduces the maxi mumtransfer unit
(MIU) fromthe perspective of the user. GRE, MPLS, or Ethernet
usi ng pseudowi res are potential solutions that scale well in
backbone net wor ks.
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3.

3.

The nost appropriate option depends on the specific circunstances an
operator faces.

0o Option 1 is nost suitable unless there is a shortage of available
DSCPs.

0o Option 3 is suitable where the reduction of MIUis not liable to
cause issues.

3. Constraints fromthe ECN Field

This section briefly reviews the structure and use of the ECN field.
The ECN field nay be redefined, but certain constraints apply
[RFC4A774]. The inpact on PCN depl oynent is discussed, as well as the
constraints inmposed by various tunneling rules on the persistence of
PCN-mar ks after decapsul ation and its inpact on possible re-marking
actions.

3.1. Structure and Use of the ECN Field

Sone transport protocols, like TCP, can typically use packet drops as
an indication of congestion in the Internet. The idea of Explicit
Congestion Notification (ECN) [ RFC3168] is that routers provide a
congestion indication for incipient congestion, where the
notification can sonetines be through ECN marki ng (and re-nmarki ng)
packets rather than dropping them Figure 5 sunmarizes the ECN
codepoi nts defined [ RFC3168].

Fommm- Fommm- +
| ECN FIELD |

S oo - +

0 0 Not - ECT
0 1 ECT(1)
1 0 ECT( 0)
1 1 CE

Figure 5: ECN Codepoints within the ECN Field

ECT stands for "ECN capable transport” and indicates that the senders
and receivers of a flow understand ECN senmantics. Packets of other
flows are labeled with Not-ECT. To indicate congestion to a
receiver, routers nmay re-mark ECT(1) or ECT(0) | abel ed packets to CE
whi ch stands for "congestion experienced". Two different ECT
codepoints were introduced "to protect agai nst accidental or
mal i ci ous conceal ment of marked packets fromthe TCP sender”, which
may be the case with cheating receivers [ RFC3540].
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3.3.2. Redefinition of the ECN Field

The ECN field nay be redefined for other purposes and [ RFC4774] gives
guidelines for that. Essentially, Not-ECT-nmarked packets must never
be re-marked to ECT or CE because Not-ECT-capabl e end systens do not
reduce their transm ssion rate when receiving CE-nmarked packets.

This is a threat to the stability of the Internet.

Mor eover, CE-nmarked packets nust not be re-marked to Not-ECT or ECT,
because then ECN- capabl e end systens cannot reduce their transm ssion
rate. The reuse of the ECN field for PCN encodi ng has sone inmpact on
the depl oyment of PCN. First, routers within a PCN-donmai n nust not
apply ECN re-nmarking when the ECN field has PCN semantics. Second,
bef ore a PCN packet | eaves the PCN-dommin, the egress nodes nust
either: (A) reset the ECN field of the packet to the content it had
when entering the PCN-domain or (B) reset its ECN field to Not-ECT.
According to Section 3.3.3, tunneling ECN traffic through a PCN-
domain nay help to inplenment (A). Wen (B) applies, CE-narked
packets nust never becone PCN packets within a PCN-domain, as the
egress node resets their ECN field to Not-ECT. The ingress node may
drop such traffic instead

3.3.3. Handling of the ECN Field in Tunneling Rul es

When packets are encapsul ated, the ECN field of the inner header may
or may not be copied to the ECN field of the outer header; upon
decapsul ation, the ECN field of the outer header nay or may not be
copied fromthe ECN field of the outer header to the ECN field of the
i nner header. Various tunneling rules with different treatnent of
the ECN field exist. Two different nodes are defined in [ RFC3168]
for IP-in-IP tunnels and a third one in [RFC4301] for |IP-in-IPsec
tunnel s. [RFC6040] updates both of these RFCs to rationalize them

i nto one consi stent approach

3.3.3.1. Limted-Functionality Option

The Iimted-functionality option has been defined in [ RFC3168]. Upon
encapsul ation, the ECN field of the outer header is generally set to
Not - ECT. Upon decapsul ation, the ECN field of the inner header
remai ns unchanged.

Since this tunneling node | oses information upon encapsul ati on and
decapsul ation, it cannot be used for tunneling PCN-traffic within a
PCN- domai n.  However, the PCN ingress may use this node to tunne
traffic with ECN semantics to the PCN egress to preserve the ECN
field in the inner header while the ECN field of the outer header is
used with PCN semantics within the PCN donain.
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3.3.3.2. Full-Functionality Option

The full-functionality option has been defined in [RFC3168]. Upon
encapsul ation, the ECN field of the inner header is copied to the
outer header unless the ECN field of the inner header carries CE. In
that case, the ECN field of the outer header is set to ECT(0). This
choi ce has been nade for security reasons, to disable the ECN fields
of the outer header as a covert channel. Upon decapsul ation, the ECN
field of the inner header remai ns unchanged unl ess the ECN field of
the outer header carries CE. In that case, the ECN field of the

i nner header is also set to CE

Thi s node i nposes the followi ng constraints on PCN-netering and PCN
marking. First, PCN must re-mark the ECN field only to CE, because
any other information is not copied to the inner header upon

decapsul ation and will be lost. Second, CE information in
encapsul at ed packet headers is invisible for routers along a tunnel
Thr eshol d- mar ki ng does not require information about whet her PCN-
packets have al ready been narked and woul d work when CE denotes that
packets are marked. In contrast, excess-traffic-marking requires

i nformati on about already excess-traffic-marked packets and cannot be
supported with this tunneling node. Furthernore, this tunneling node
cannot be used when narked or not-marked packets should be
preferentially dropped, because the PCN-marking information is

possi bly not visible in the outer header of a packet.

3.3.3.3. Tunneling with I PSec

Tunnel i ng has been defined in Section 5.1.2.1 of [RFC4301]. Upon
encapsul ation, the ECN field of the inner header is copied to the ECN
field of the outer header. Decapsul ation works as for the full-
functionality option described in Section 3.3.3.2. Tunneling with

| Psec also requires that PCN re-mark the ECN field only to CE because
any other information is not copied to the inner header upon

decapsul ation and is lost. 1In contrast to Section 3.3.3.2, with

| Psec tunnels, CE marks of tunneled PCN-traffic remain visible for
routers along the tunnel and to their nmeters, markers, and droppers.

3.3.3.4. ECN Tunneling
New tunneling rules for ECN are specified in [ RFC6040], which updates
[ RFC3168] and [RFC4301]. These rules provide a consistent and
rati onal approach to encapsul ati on and decapsul ati on
Wth the normal node, the ECN field of the inner header is copied to

the ECN field of the outer header on encapsulation. |In conpatibility
node, the ECN field of the outer header is reset to Not-ECT
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Upon decapsul ation, the schene specified in [ RFC6040] and shown in
Figure 6 is applied. Thus, re-nmarking encapsul ated Not-ECT packets
to any other codepoint would not survive decapsul ati on. Therefore,
Not - ECT cannot be used for PCN encoding. Furthernore, re-marking
encapsul ated ECT(0) packets to ECT(1) or CE survives decapsul ation
but not vice-versa, and re-narking encapsul ated ECT(1) packets to CE
al so survives decapsul ation, but not vice-versa. Certain

conbi nati ons of inner and outer ECN fields cannot result from any
transition in any current or previous ECN tunneling specification.
These currently unused (CU) conbinations are indicated in Figure 6 by
()Y or " (')’; where '(!!'!')’ means the conbination is CU and

al ways potentially dangerous, while "(!)’ neans it is CU and possibly

danger ous.

S S +
| Arriving | Arriving Quter Header |
| | nner +--------- e e e +
| Header | Not-ECT | ECT(O0) | ECT(1) | CE |
STy STy S TR S TR S TRy +
| Not-ECT | Not-ECT |Not-ECT(!!!)|Not-ECT(!!!)]| <drop>(!!!)]
| ECT(0) | ECT(0) | ECT(0) | ECT(1) | CE |
| ECT(1) | ECT(1) | ECT(1) (!) | ECT(1) | CE |
| CE | CE | CE | CE(!!1)| CE |
R R S S S +

The ECN field in the outgoing header is set to the codepoint at the

i ntersection of the appropriate arriving i nner header (row) and
arriving outer header (colum), or the packet is dropped where

i ndicated. Currently unused conbinations are indicated by *(!!I!)’

or "(!)'. ([RFC6040]; '(!'!)’ means the conbination is CU and al ways
potentially dangerous, while '(!)’ neans it is CU and possibly

danger ous.)

Figure 6: New IP in | P Decapsul ati on Behavior (from [ RFC6040])
3.3.4. Restoration of the Original ECN Field at the PCN Egress- Node

As ECN is an end-to-end service, it is desirable that the egress node
of a PCN-dormain restore the ECN field that a PCN packet had at the

i ngress node. There are basically two options. PCN-traffic may be
tunnel ed between ingress and egress node using limted functionality
tunnels (see Section 3.3.3.1). Then, PCN-marking is applied only to
the outer header, and the original ECN field is restored after
decapsul ation. However, this reduces the MIU fromthe perspective of
the user. Another option is to use some intelligent encoding that
preserves the ECN codepoints. However, a viable solution is not
known.
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4

The PCN wor ki ng group has studied four different PCN encodings,

Pre- Congestion Notification Encodi ng

redefine the ECN field.

One, or
traffic,

When a PCN-ingress-node classifies a packet as a PCN packet,
its PCN- codepoint to not-marked (NM.

and,

Conpari son of Encodi ng Options

July 2012

whi ch

Figure 7 summari zes these PCN encodi ngs.

only for these DSCPs,
are redefined within the PCN donmi n.

the PCN-specific DSCP by setting the Not-PCN codepoint.

hop behavi or,

defined in [ RFC5670],

Sp

applies to PCN-traffic.

at nost two, different DSCPs are used to indicate PCN\
the semantics of the ECN field

it sets

Non- PCN-traffic can al so use

eci al per-

10 | 01 | 11 |
o4 o4 ===+ 4
ECT(0) | ECT(1) | CE N
o4 oo+ o=+
NM | EXP | PM | ]
e e pe e pe g e pe gt S oY
NM | ThM | ETM ]
o4 o4 ===+ 4
NM | cu | Th™M ||
---------- I S il o
cuU | cuU | ETM | ]
e e pe e pe g e pe gt S oY
Not- ETM | Not-ThM | PM ||

Not es:
DSCPs,

PCN- n,
whi ch may be chosen by the network operator.
that packets are not PCN- enabl ed.

PCN- m under the DSCP col utm denotes PCN-conpati bl e

currently unused.

NM nmeans not - mar ked.

Not - PCN neans

CU neans

Figure 7: Semantics of the ECN Field for Various Encodi ng Types

4. 1.

Wth baseline encodi ng [ RFC5696],

Basel i ne Encodi ng

only to PCN-nmarked (PM.

schenmes can be used.
The 01-codepoi nt

basel i ne encodi ng by appropriate redefinition of EXP
encodi ng [ RFC5696] wor ks wel |

3.3.3.3).

Kar agi anni s,

et al.

So,

the NM codepoi nt can be re-nmarked

Excess-traffic-marki ng uses PM as ETM
t hreshol d- mar ki ng uses PMas ThM and only one of the two marking
basel i ne encodi ng supports SM PCN

| nformati

is reserved for experinmenta

onal

pur poses (EXP) and the
ot her defined PCN encodi ng schenmes can be seen as extensions of

Basel i ne
with I Psec tunnels (see Section
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4.2. Encoding with 1 DSCP Providing 3 States

PCN 3-state encodi ng uses a single DSCP (3-in-1 encodi ng, [RFC6660]),
ext ends the baseline encodi ng, and supports the simultaneous use of
both excess-traffic-marking and threshol d-marking. 3-in-1 encoding
wel | supports the preferred CL-PCN and al so SM PCN

The problemwith 3-in-1 encoding is that the 10-codepoi nt does not
survive decapsul ation with the tunneling options in Sections 3.3.3.1
- 3.3.3.3.

Therefore, the full 3-in-1 encoding may only be used for PCN- domains

i mpl enenting the new rules for ECN tunnelling [ RFC6040] or for PCN
donmai ns without tunnels. Currently, it is not clear how fast the new
tunnelling rules will be deployed and this affects the applicability
of the full 3-in-1 encoding. Where PCN-dommins do contain | egacy
tunnel endpoints, a restricted subset of the full 3-in-1 encoding can
be used that onmits the '01' codepoint.

4.3. Encoding with 2 DSCPs Providing 3 or Mire States

PCN encoding using 2 DSCPs to provide 3 or nore states (3-in-2
encodi ng, [PCN-3-in-2]) uses two different DSCPs to acconmpdate the
three required codepoints NM ThM and ETM It | eaves sone
codepoints currently unused (CU), and al so proposes a way to reuse
themto store sonme information about the content of the ECN field
bef ore the packet enters the PCN-donmain. 3-in-2 encoding works well
with I Psec tunnels (see Section 3.3.3.3). This type of encoding can
support both CL-PCN and SM PCN schenes.

The di sadvantage of 3-in-2 encoding is that it consunes two DSCPs.
Further, if PCNis applied to nore than one Diffserv traffic class,
then two DSCPs are needed for each. Myreover, the direct application
of this encoding scheme to other technol ogies |ike MPLS, where even
fewer bits are available for the encoding of DSCPs, is nore
difficult.

4. 4. Encoding for Packet-Specific Dual Marking (PSDV)

PCN encodi ng for packet-specific dual marking (PSDM is designed to
support PSDM PCN outlined in Section 2.2.3. It is the only proposa
that supports PCN-based AC and FT with only a single DSCP [ PCN- PSDM
in the presence of |Psec tunnels (see Section 3.3.3.3). PSDM
encodi ng al so supports SM PCN
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4.5. Standardi zed Encodi ngs

The basel i ne encodi ng described in Section 4.1 is defined in

[ RFC5696]. The intention was to allow for experinental encodings to
buil d upon this baseline. However, follow ng the publication of

[ RFC6040], the working group decided to change its approach and

i nstead standardi ze only one encoding (the 3-in-1 encodi ng [ RFC6660]
described in Section 4.2). Rather than defining the 3-in-1 encodi ng
as a Standards Track extension to the existing baseline encoding

[ RFC5696], it was agreed that it is best to define a new Standards
Track document that obsol etes [ RFC5696].

5. Concl usi on

Thi s docunent summari zes the PCN working group’s exploration of a
nunber of approaches for encodi ng pre-congestion information into the
| P header. It is presented as an informational archive. 1t provides
details of those approaches along with an explanation of the
constraints that apply. The working group has concl uded that the
"3-in-1" encodi ng should be published as a Standards Track RFC t hat
obsol etes the encoding specified in [ RFC5696] .

The reasoning is as follows. During the early life of the working
group, the working group decided on an approach of a standardi zed
"basel i ne" encodi ng [ RFC5696], plus a series of experinenta

encodi ngs that would all build on the baseline encodi ng, each of

whi ch woul d be useful in specific circunstances. However, after the
tunneling of ECN was standardi zed i n [ RFC6040], the PCN working group
deci ded on a different approach -- to recomend just one encoding,
the "3-in-1 encoding".

Al though in theory "3-in-1" could be specified as a Standards Track
extension to the "baseline" encoding, the working group decided that
it would be cleaner to obsol ete [ RFC5696] and specify "3-in-1"
encoding in a new, stand-al one RFC

6. Security Inplications
[ RFC5559] provides a general description of the security
consi derations for PCN. This nmeno does not introduce additiona
security considerations.
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