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1

| ntroducti on

VWere resources for switching or transferring nessages are
constrained (e.g., bandwidth, round trip tine, transition storage, or
processing capability), it is desirable to give preferential handling
to sone nessages over others, according to their labeled priority.
This is particularly inportant during energencies for first
responders (Appendix C) and for environnents such as nmilitary
(Appendi x A) and avi ation (Appendi x B) messagi ng, where nessages have
hi gh operational significance, and the consequences of extraneous
del ay can be significant.

In order for an SMIP receiver to be able to relay higher-priority
nmessages first, there needs to be a nechanismto comunicate (during
bot h Message Submi ssion [ RFC6409] and Message Transfer [RFC5321]) the
priority of each message. This specification defines this mechanism
by specification of an SMIP [ RFC5321] extension

In order to permt end-to-end use of this extension across an enail
infrastructure that does not support it, a conpanion tunneling
mechani smis defined in [PRIORI TY- TUNNELI NG that uses a new nessage
header field [ RFC5322].

Thi s extension provides services to sone classes of users in networks
with limted avail able bandwidth or long round trip tinmes, when the
actual nessage transfer over the network can create a significant
portion of the overall nessage delivery time froma sender to a

reci pient, for exanple, over a satellite or high-frequency radio
link. It is also useful in case of a Mail Transfer Agent (MIA) queue
bui | dup due to the rate of incom ng nessages being higher than the
rate of outgoing nmessages. When neither of the two conditions
mentioned above is true, the use of the MI-PRI ORI TY SMIP ext ension
will not result in better SMIP service to any user. Also note that
while this SMIP extension can help in inproving delivery speed for

hi gher-priority messages, it does not provide any guarantees that for
two given nessages with priorities Mand N (M > N) submtted

si mul taneously, the nmessage with priority Mwill arrive earlier than
the message with priority N. That is, this extension calls for best
effort to provide preferential processing.

Besi des the actions taken at the application level, it can thus be

i mportant to deploy priority or precedence nmechani snms offered by the
network itself to ensure tinely delivery of the emails. Exanples
woul d be the use of DiffServ [ RFC2474], RSVP [ RFC2205], and [ RFC6401]
(an extension to RSVP that prioritizes reservations).
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2.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] when they
appear in ALL CAPS. These words al so appear in this docunent in

| ower case as plain English words, absent their normative neanings.

The formal syntax uses the Augnented Backus-Naur Form ( ABNF)
[ RFC5234] notation including the core rules defined in Appendi x B of
RFC 5234 [ RFC5234].

In exanples, "C.:" and "S:" indicate lines sent by the client and
server, respectively. Line breaks that do not start with a new"C "
or "S:" exist for editorial reasons and are not a part of the

pr ot ocol

Thi s docunent uses the term"priority" specifically inrelation to
the internal treatnent of a nessage by the server. Messages with
hi gher priorities may be given expedited handling, and those with
| ower priorities may be handl ed only as resources becone avail abl e.

Definition of the Priority SMIP Extension
The Priority SMIP service extension is defined as foll ows:

1. The textual nane of this extension is "Priority Message
Handl i ng".

2. The EHLO keyword val ue associated with this extension is
"MI- PRI ORI TY".

3. The EHLO keyword has an OPTI ONAL paraneter that conveys the nane
of the Priority Assignnent Policy (see Section 9.2) used by the
server. (See the <nt-priority-ehlo> ABNF non-termnal in
Section 7 for details of its syntax.) Absence of the paraneter
neans that the server is unwilling to disclose its Priority
Assignnent Policy. dients can choose to use the MI-PRIORITY
SMIP extension even if they don't recognize a particular Priority
Assi gnnent Policy name advertised by a server.

4. No additional SMIP verbs are defined by this extension

5. One optional paranmeter ("MI-PRIOCRITY") is added to the MAIL FROM
conmand. The val ue associated with this paraneter is a decinma
i nteger nunber from-9 to 9 (inclusive) indicating the priority
of the email message (see Appendix E for nore details on why this
range was selected). The syntax of the MI-PRIORITY paraneter is
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descri bed by the <priority-value> ABNF non-term nal defined in
Section 7. Hi gher nunbers nean higher priority.

6. The maximumlength of a MAIL FROM command |ine is increased by 15
octets by the possible addition of a space, the MI-PRIORITY
keyword, and a priority val ue.

7. The MI-PRICRITY extension is valid for the submi ssion service
[ RFC6409] and the Local Mil Transfer Protocol (LMIP) [RFC2033].

4. Handling of Messages Received via SMIP

Thi s section describes how a confornming SMIP server should handl e any
nessages received via SMIP

4.1. Handling of the MI-PRI ORI TY Paraneter by the Receiving SMIP Server

The following rules apply to SMIP transactions in a server that
supports the MI-PRIORITY paraneter:

1. If any of the associated <esntp-value>s (as defined in Section
4.1.2 of [RFC5321]) are not syntactically valid, or if there is
nore than one MI-PRICRITY paraneter in a particular MAIL FROM
conmand, the server MUST return an error, for exanple "501 syntax
error in paranmeter” (with the 5.5.2 Enhanced Status Code
[ RFC2034] [RFC5248]).

2. Wen inserting a Received header field as specified in Section
4.4 of [RFC5321], the conpliant MIA/ MSA (Mail Subm ssion Agent)
SHOULD i nclude the "PRIORI TY" clause whose syntax is specified in
Section 7.

3. The received MI-PRIORITY paraneter value SHOULD be | ogged as part
of any | oggi ng of nmessage transacti ons.

4. |f the sending SMIP client specified the MI-PRIORITY paraneter to
the MAIL FROM command, then the value of this paraneter is the
nessage priority.

5. If no priority has been determ ned by the above, the server nay
use its normal policies to set the nmessage’s priority. By
default, each nessage has priority O.

The SMIP server MJST NOT al |l ow "upgraded" (positive) priorities from
untrusted (e.g., unauthenticated) or unauthorized sources. (One
exanpl e of an "unaut horized source" night be an SMIP sender that
successful ly authenticated using SMIP AUTH, but that is not
explicitly authorized to use the SMIP MI-PRI ORI TY service. |n case
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of MIA-to- MTA transfer, such authorization will usually be done as a
bil ateral agreenent between two donains to honor priorities fromeach
other.) The server MAY, however, allow an untrusted source to | ower

its own nessage’s priorities -- consider, for exanple, an enai

mar keter that voluntarily sends its marketing nmessages at a negative

priority.

The SMIP server MAY al so alter the nessage priority (to lower or to
raise it) in order to enforce sonme other site policy. (Note that
this also includes the case in which the priority is not explicitly
specified.) For example, an MSA m ght have a mapping table that
assigns priorities to nessages based on authentication credentials.

If the SMIP server changes (lowers or raises) the priority of a
nessage, it SHOULD use the X 3.6 Enhanced Status Code [ RFC2034] in
its response to the MAIL FROM or in the final response to the DATA
(or simlar) conmand. The human readabl e text part after the status
code contains the new priority, followed by SP (ASCI| space) and
expl anatory human readabl e text.

Al ternatively, an SMIP server that is an MSA MAY reject a nessage
based on the determined priority. |In such cases, the MSA SHOULD use
the 450 or 550 reply code. The correspondi ng Enhanced Status Code
MUST be X. 7.15 [ RFC2034] if the determ ned priority level is bel ow
the |l owest priority currently acceptable for the receiving SMIP
server. Note that this condition mght be tenporary. In sone

envi ronnents, operational policies mght pernmit periods of operation
that relay only higher-priority nessages and reject |lower priority
ones. Such handling choices need to be specified for that
operational environment.

4.2. Relay of Messages to Other Conform ng SMIP/ LMIP Servers

The foll owi ng rul es govern the behavior of a conforming MIA (in the
role of an SMIP/LMIP client) when rel aying a nmessage that was
received via the SMIP protocol to an SMIP/LMIP server that supports
the MI-PRI ORI TY extension:

1. An MI-PRIORITY paraneter with the val ue determni ned by the
procedure from Section 4.1 MJST appear in the MAIL FROM comrand
i ssued when the nmessage is relayed to an MIA/ MDA (Mail Delivery
Agent) that al so supports the MI-PRICRITY extension. (Note that
due to site policy, this value mght be different fromthe val ue
received fromthe SMIP client. See Section 4.1 for details.
Al so note that this value mght be different than the priority
| evel at which the MIA actually handl es the request, due to the
roundi ng described in Section 5.)
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4.

4.

4.

4.

2. Further processing of the MI-PRIORI TY paraneter is described in
Section 5.

3. Relay of Messages to Non-Conformng SMIP/ LMIP Servers

The foll owi ng rul es govern the behavior of a confornming MIA (in the
role of an SMIP/LMIP client) when relaying a nessage that was
received via the SMIP protocol to an SMIP/LMIP server that does not
support the MI-PRI ORI TY extension:

1. The MIA relays the nessage w thout including the M-PRI ORI TY
paraneter in the MAIL FROM comrand

4. Miling Lists and Aliases

Several types of nechanisns exist to redirect or forward messages to
alternative or nmultiple addresses [RFC5598]. Exanmples for this are
aliases and mailing lists [RFC5321].

If a nmessage is subject to such processing, the Mediator node
(Section 2.1 of [RFC5598]) SHOULD retain the MI-PRI ORI TY paraneter
value for all expanded and/or transl ated addresses.

5. Gatewaying a Message into a Foreign Environnment

6.

The foll owi ng rul es govern the behavi or of a conforni ng MIA when
gat ewayi ng a nmessage that was received via the SMIP protocol into a
forei gn (non- SMIP) environnent:

1. |If the destination environnment is unable to provide an equival ent
of the MI-PRIORITY paraneter, the conform ng MITA SHOULD behave as
if it is relaying to a non-conformant SMIP server (Section 4.3).

2. If the destination environnent is capable of providing an
equi val ent of the MI-PRI ORI TY paraneter, the conform ng MIA
SHOULD behave as if it is relaying to a confornant SMIP server
(Section 4.2), converting the MI-PRIORITY val ue to the equival ent
in the destination environment.

Interaction with the DSN SMIP Ext ensi on

An MTA that needs to generate a delivery report (whether for
successful delivery or delayed/failed delivery) for a nessage it is
processi ng SHOULD use the priority value of the nessage as the
priority of the generated delivery report. In particular, this
requi rement applies to MIAs that also inplement [RFC3461].

Mel ni kov & Carl berg St andards Track [ Page 7]



RFC 6710 Message Transfer Priority SMIP Extension August 2012

For delivery reports (DSNs) received by an MIA for relay, processing
rul es specified in Section 4.1 apply -- there is no specia

processing for relayed DSNs. It might seemtenpting to try to detect
DSNs and process them at an el evated priority under the assunption
that failure notices need to get through quickly, even or perhaps
especially if the DSN came froman untrusted source. But such a
policy can create an exposure to fake DSN attacks by giving untrusted
systens a way to inject high-priority nessages. |nplenentation of
such a policy also assunmes that DSNs can be detected reliably, which
may not be the case since sone systens use nonstandard DSN fornats.

5. The Priority Service Extension

The priorities of nessages affect the order in which nessages are
transferred fromthe client to the server. This is largely

i ndependent fromthe order in which they were originally received by
the server.

A nmessage priority is a decimal integer in the range from-9 to 9
(inclusive). SMIP servers conpliant with this specification are not
required to support all 19 distinct priority levels (i.e., to treat
each priority value as a separate priority), but they MJIST inpl enent
all distinct priority levels specified in the Priority Assignnent
Policy (see Section 9.2) inplenmented by the server. That is, an

i npl enentation that only supports N priority |levels (where N < 19)
will internally round up a syntactically valid priority val ue that
isn't supported to the next higher supported nunber (or to the

hi ghest supported priority, if the value is higher than any supported
priority). For exanmple, an inplenmentation can treat priority val ues
bel ow and including -4 as priority -4, priority -3 as priority -2,
and all priorities starting from5 can be treated as priority 6.

(See Section 9.2 for inplenmentation/depl oynent considerations rel ated
to Priority Assignment Policy.)

Irrespective of the nunmber of distinct priority |evels supported by
the SMIP server, when relaying the nmessage to the next hop or
delivering it over LMIP, the SMIP server MJST comruni cate the
priority value as determned in Section 4. 1.

Note: 19 possible priority levels are defined by this specification
for extensibility. For exanple, a particular inplementation or

depl oyment environment might need to provide finer-grained contro
over message transfer priorities. See Appendix E for nore details on
why the range from-9 to 9 was sel ect ed.

As per the Priority Assignnent Policy, some SMIP servers MAY inmpose

addi ti onal maxi num nmessage size constraints for different nessage
transfer priorities; for exanple, nessages with priority 6 mght not
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be larger than 4 Kb. |f an SMIP server chooses to reject a nessage
because it is too big for the determined priority, it SHOULD use 552
reply codes together with the X 7.16 Enhanced Status Code [ RFC2034].

I mpl ementation Note: If the SMIP server also supports the SMIP S| ZE
ext ensi on [ RFC1870], then an SMIP client can use both SIZE= and

MI- PRI ORI TY= paraneters on the MAIL FROM command. This allows the
server to performearly rejection of a nessage in case the nessage
size is too big for the specified priority, thus avoiding wasting
bandwi dth by transferring the message first and then rejecting it due
to its size.

The Priority Service Extension can be conbined with the DELI VERBY
[ RFC2852] SMIP service extension; however, there is no requirenent
that both extensions always be inplenented together

5.1. Expedited Transfer

The main service provided by the Priority Message Handl i ng SMIP
Service Extension is expedited transfer of emails with a higher
priority. Therefore, an SMIP client that has nore than one email to
send at a given time sends those with a higher priority before those
with a lower one. Additionally, the retry interval and/or default

ti meout before a non-delivery report is generated MAY be | ower (nore
aggressive) for nessages of higher priority. Lower retry intervals/
default tinmeouts are controlled by the [ocal MIA policy.

Note that as this SMIP extension requires sone sort of trust

rel ati onshi p between a sender and a receiver and thus sonme form of
aut hentication (whether using SMIP AUTH, TLS, |IP address whitelist,
etc.), so senders using this SMIP extension will not be subject to
greylisting [ RFC6647], unless they are unauthorized to use this SMIP
extension due to an explicit policy decision or a msconfiguration
error. However, note that in case of connection-level or SMIP EHLO
HELO greylisting, SMIP AUTH or TLS authenticati on options are not
avail able to the server.

In order to nmake inplementations of this extension easier, this SMIP
extension only allows a single priority for all recipients of the
sanme nmessage

Wthin a priority level, the MIA uses its nornal algorithm (the

al gorithmused in absence of this SMIP extension) for determ ning
nmessage processing order
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Several possible ways of inplenenting expedited transfer are
described in nore details in Appendix D. Note that these sections
don’t describe all details and pitfalls for each inplenentation
strat egy.

5.2. Tinely Delivery

An inportant constraint (usually associated with higher-priority

| evel s) in sone environnents is that nmessages with high-priority
val ues have some delivery time constraints. |In sone cases, higher
priorities mean a shorter maximumtine all owed for delivery.

Unext ended SMIP does not offer a service for tinely delivery, i.e.
"deliver this nmessage within X seconds from subni ssion" service. The
"Deliver By SMIP Service Extension" (DELIVERBY Extension) defined in
[ RFC2852] is an example of an SMIP extension providing a service that
can be used to inplenent tinely delivery. Note that SMIP DELI VERBY
and SMIP MI- PRI ORI TY extensions are conplinmentary and can be used
together (assum ng the SMIP server they are talking to advertises
support for both). However, note that use of the DELI VERBY extension
al one does not guarantee any priority processing. |If the client is
usi ng both SMIP DELI VERBY and SMIP MI-PRIORITY at the sanme tinme, the
client can consider using smaller DELIVERBY tineouts for higher-
priority nessages.

6. Use of MI-PRICRITY with LMIP

An LMIP server can advertise support for the MI-PRIORITY extension if
it supports any conbination of the follow ng features:

1. The LMIP server is architected in such a way that it can deliver
hi gher-priority nessages quicker than lower-priority messages.

2. The LMIP server logs that the MI-PRI ORI TY extensi on was used by
the previous SMIP hop

3. The LMIP server is exposing information about the MI-PRI ORI TY

extension to a delivery-time filtering engi ne such as Sieve
[ RFC5228] .
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7. Syntax

priority-value = (["-"] NzDIGT) / "O"
; Allowed values are from-9 to 9 inclusive

NZDI G T = 9%31- 39
SRETPCE-T

CFW5 = <defined in RFC 5322>

; New "clause" that can be used in the Received header field
Pri = CFW5 "PRIORITY" FWS priority-val ue
; Conplies with the <Additional - Regi stered-C auses>
; non-term nal syntax from RFC 5321.

nt-priority-ehlo = "MI-PRIORI TY" [SP priority-profile]
; Complies with the <ehlo-1ine> ABNF production
; from RFC 5321.

priority-profile = 1*20(ALPHA / DIGT / "-" [ " " [ ".")
; name of the Priority Assignnent Profile advertized in
; the MI-PRIORITY EHLO response.

ALPHA = <Defined in RFC 5234>

DA T = <Defined in RFC 5234>
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8.

Exanpl e

The original submission (from MJA (Mail User Agent) to MSA) nmight
appear as shown below. Note that the exanple is al so nmaki ng use of
the STARTTLS [ RFC3207], DELI VERBY [ RFC2852], and DSN [ RFC3461] SMIP
ext ensi ons, even though there is no requirenent that these other
ext ensi ons be supported when the MI-PRI ORI TY SMIP extension is

i mpl ement ed.

220 exanpl e. com SMIP server here

EHLO nua. exanpl e. com

250- exanpl e. com

250- STARTTLS

250- AUTH SCRAM: SHA- 1 DI GEST- MD5

250- DSN

250- DELI VERBY

250- ENHANCEDSTATUSCCDES

250 MI-PRIORITY M XER

AUTH SCRAM SHA- 1

..authentication exchange...]

235 2.7.0 Authentication successfu

MAI L FROM <el j ef e@xanpl e. conr BY=125; R ENVI D=QQB14159
MT- PRI ORI TY=3

250 2.1.0 <eljefe@xanpl e.con> sender ok

RCPT TO <t opbanana@xanpl e. net >

250 2. 1.5 <topbanana@xanpl e. net> reci pi ent ok
RCPT TO <Dana@ vory. exanpl e. net > NOTI FY=SUCCESS, FAI LURE
ORCPT=r f c822; Dana@ vory. exanpl e. net

250 2.1.5 <Dana@vory. exanpl e. net> reci pi ent ok
DATA

354 okay, send nessage
(message goes here)

é50 2.1.0 message accepted

QT
221 2.0.0 goodbye

POROOLOW OUWOW OVTOVLLLLLLOW

In the above exanple, the MJA has specified the priority 3 and the
server has accepted it. The server is advertising the MXER Priority
Assignnent Policy (the default). Another variant of the initia

subm ssion m ght | ook |ike:
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220 exanpl e. com SMIP server here

EHLO nua. exanpl e. com

250- exanpl e. com

250- STARTTLS

250- AUTH SCRAM SHA- 1 DI GEST- MD5

250- DSN

250- DELI VERBY

250- ENHANCEDSTATUSCODES

250 MI-PRIORITY

AUTH SCRAM SHA- 1

..authentication exchange.. .]

235 2.7.0 Authentication successfu

MAI L FROM <el j ef e@xanpl e. conr BY=125; R ENVI D=QQB14159
250 2.1.0 <eljefe@xanpl e. com> sender ok

RCPT TO <t opbanana@xanpl e. net >

250 2. 1.5 <topbanana@xanpl e. net> reci pi ent ok
RCPT TO <Dana@ vory. exanpl e. net > NOTI FY=SUCCESS, FAI LURE
ORCPT=r f c822; Dana@ vory. exanpl e. net

250 2.1.5 <Dana@vory. exanpl e. net> recipi ent ok
DATA

354 okay, send nessage
(message goes here)

é50 X.3.6 3 is the newpriority assigned to the nessage

QT
221 2.0.0 goodbye

VOVOOWOW QUOVOVTONLNLLNNLNOW

In the above exanple, the MJA has not specified any priority, but the
MBA has assigned priority 3 to the nmessage. Also note that the
server is unwilling to adverte the Priority Assignment Policy it
supports in the EHLO response.

The MSA relays the nessage to the next MIA.
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9.

9.

220 exanpl e. net SMIP server here
EHLO exanpl e. com
250- exanpl e. net
250- DSN
250- DELI VERBY
250 MI- PRI ORI TY STANA(4406
MAI L FROM <el j ef e@xanpl e. conr BY=120; R ENVI D=QB14159
MI- PRI ORI TY=3
250 <el j ef e@xanpl e. conr sender ok
RCPT TO <t opbanana@xanpl e. net >
250 <t opbanana@xanpl e. net > reci pi ent ok
RCPT TO <Dana@ vory. exanpl e. net > NOTI FY=SUCCESS, FAI LURE
ORCPT=r f c822; Dana@ vory. exanpl e. net
250 <Dana@vory. exanpl e. net> reci pi ent ok
DATA
354 okay, send nessage
(message goes here)

250 nessage accepted

QT
221 goodbye

VOLWOOWOW OWOL OVLLLwOw

The receiving SMIP server advertises support for the "STANAG406"
Priority Assignnent Policy, which supports 6 priority levels as
described in Appendix A. This nmeans that the server will use the
priority value 4 internally (the next supported priority higher or
equal to 3) and will conmunicate the priority value 3 when relaying
it to the next hop (if necessary).

Depl oynent Consi derati ons
1. Miltiple MX Records

If nultiple DNS MX records are used to specify nultiple servers for a
domain in Section 5 of [RFC5321], it is strongly advised that all of
them support the MI-PRICORITY extension and handle priorities in
exactly the same way. |If one or nore servers behave differently in
this respect, then it is strongly suggested that none of the servers
support the MI-PRIORITY extension. Oherw se, unexpected differences
i n message delivery speed or even rejections can happen during
tenmporary or permanent failures, which users mght perceive as
serious reliability issues.
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9.

10.

Me

2. Priority Assignment Policies

Thi s docunent allows up to 19 distinct priority values. 1In a
particul ar operating environment, independent originators need to
assign priority values according to, roughly, the same criteria, so
that the sane "high priority nessage" doesn't get associated with the
val ue 3 for one sender and with the value 5 for another, as such
nessages mght unintentionally receive different preferentia

treat ment.

In order to achieve consistent behavior in an operating environnent,
the Priority Assignnent Policy (together with possible associated
restrictions on maxi mum nmessage sizes for each priority (if any),
default tinmeouts, etc.) should be docunented for the environment.
Each SMIP/ LMIP server supports a Priority Assignment Policy, whether
explicit (advertised in the MI-PRIORI TY EHLO response) or inplicit
(not advertised). The default Priority Assignnent Policy (assumed by
the client when no Priority Assignnent Policy name is advertised in
the MI-PRIORITY EHLO response) is specified in Appendix B. Two ot her
policies are specified in Appendi x A and Appendix C. Additiona
policies SHOULD be registered with | ANA as specified in Section 10. 1.

Mor eover, all MSAs/ MIAs/ MDAs within any given Administrative
Managenent Donain has to be configured to use the sane Priority
Assignnent Policy. Oherwise, a differently configured MSA/ MTA/ MDA
can expose the whole donmain to possible attacks, like injection of a
hi gh-priority fake DSN

VWhen this SMIP extension is depl oyed across multiple cooperating

Adm ni strative Donmai ns, such Admi nistrative Domai ns need to use the
sanme or at |east conpatible policies. Again, differences in policies
(for example, differences in how users are authenticated or
differences in how priorities are handl ed) can expose an

Admi ni strative Domain to weaknesses in a partner domain.

| ANA Consi der ati ons

| ANA has added the MI-PRIORITY SMIP extension to the "SMIP Service
Ext ensi ons" registry

(http://ww.iana. org/assignments/ mail -parameters). This extension is
suitable for the Submt port.

| ANA has added the foll owi ng new Received header field clause to the
"Addi tional -registered-cl auses" sub-registry

(http://ww.iana. org/assignments/nail -parameters) to help with
tracing email messages delivered using the MI-PRICRITY SMIP

ext ensi on:
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Cl ause nanme: PRIORITY

Description: Records the value of the MI-PRIORITY paraneter specified
in the MAIL FROM comand

Syntax of the value: See Section 7 of RFC 6710

Ref erence: RFC 6710

| ANA has added the foll owi ng Enunerated Status Codes to the "Sinple
Mai | Transfer Protocol (SMIP) Enhanced Status Codes" registry
(http://wwmv. i ana. or g/ assi gnnent s/ snt p- enhanced- st at us- codes)
est abl i shed by [ RFC5248]:
1) Code: X 7.15

Sanple Text: Priority Level is too | ow

Associ at ed basic status code: 450, 550 (other 4XX or 5XX codes
are all owed)

Description: The specified priority level is below the | owest
priority acceptable for the receiving SMIP server. This
condition might be tenmporary, for exanple the server is
operating in a node where only higher-priority messages are
accepted for transfer and delivery, while lower-priority
nessages are rejected.

Ref erence: RFC 6710

Submitter: A Mel ni kov

Change controller: |ESG

2) Code: X 7.16
Sanpl e Text: Message is too big for the specified priority

Associ at ed basic status code: 552 (other 4XX or 5XX codes are
al | owed)

Description: The nessage is too big for the specified priority.
This condition mght be tenporary, for exanple the server is
operating in a node where only higher-priority nmessages bel ow a
certain size are accepted for transfer and delivery.

Ref erence: RFC 6710

Submitter: A Mel ni kov

Change controller: |ESG
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10.

3) Code: X 3.6
Sanpl e Text: Requested priority was changed
Associ at ed basic status code: 250 or 251

Description: The nessage was accepted for relay/delivery, but
the requested priority (possibly the inplied default) was not
honored. The hunan readable text after the status code
contains the new priority, foll owed by SP (space) and
expl anatory human readabl e text.

Reference: RFC 6710
Submitter: A Ml nikov
Change controller: |ESG

| ANA has created a new | ANA registry called "SMIP PRI ORI TY Extension
Priority Assignnent Policy". Future registrations in this registry
are governed by the "Specification Required" [RFC5226] | ANA
registration policy. Requirenments on registrations (to be verified
by the Designated Expert) are specified in Section 10.1. Changes to
regi strations undergo the sane process as initial registrations. 1In
cases of significant changes to registrations (other than editoria
clarifications), the Designated Expert MAY require registration of a
Priority Assignment Policy with a new nane instead of updating the
exi sting one.

1. Requirenments on Priority Assignnment Policy Registrations

Priority Assignnment Policy registrations with | ANA are acconpani ed by
a policy specification docurment that MJST specify the follow ng
i nf ormati on:

1. The Priority Assignnent Policy name, which is a case-insensitive
string of 1 to 20 US-ASCI| characters to be advertised as the
MI- PRIORI TY EHLO paraneter. Allowed characters are: ALPHA
pgT, "-", " ", and "."

2. Number of distinct priority levels supported by all servers
i npl enenting the policy and their respective val ues.

3. For each supported priority level: default retry tinmeouts (how
often to retry sending a nessage if there is a tenporary error to
transfer/deliver it). The policy specification can also
explicitly define such information as inplenentation and/or
depl oynment specific.
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10.

11.

4. For each supported priority level: default expiration tinmeouts
(how long to attenpt transfer/delivery before the nmessage expires
and causes a non-delivery report to be generated). The policy
specification can also explicitly define such information as
i mpl enent ati on and/ or depl oynent specific. Note that a client
can override such default when it uses additional SMIP extensions
(such as the one nentioned in Section 5.2).

5.  Maxi mum nessage size associated with each priority level. The
policy specification can also explicitly define such information
as inplementation and/or depl oynent specific.

6. Any requirenents/restrictions on the kind of SMIP client
aut hentication required in order for an SMIP server inplenmenting
this policy to accept priority values specified by an SMIP
client. For exanple, this can Iimt which Sinple Authentication
and Security Layer (SASL) [RFC4422] authentication nechanisns are
to be used, require TLS, etc.

7. Any other information that mght affect processing of nmessages
with different priorities.

8. Note that the policy specification docunent is not allowed to
redefine the allowed range of priorities specified in Section 5
and ot her aspects of handling of different priorities, unless
explicitly specified by this document.

2. Initial Priority Assignment Policy Registrations

| ANA has registered the following initial values in the "SMIP
PRI ORI TY Extension Priority Assignnent Policy" registry:

Initial Priority Assignment Policy Registrations

S o e e e e e e a oo - o m e e o +
| Policy Name | Reference | Comrent

U Fom e e e aaa oo o +
| M XER | Appendix B of RFC 6710 | Default policy |
| STANAGA406 | Appendi x A of RFC 6710 | |
| NSEP | Appendix C of RFC 6710 | |
S o e e e e e e a oo - o m e e o +

Security Considerations

Message Submi ssion Agents ought to only accept nessage transfer
priorities fromusers (or only certain groups of such users) who are
aut henticated and authorized in some way that’s acceptable to the
MBA. As part of this policy, they can also restrict maximumpriority
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12.

12.

val ues that different groups of users can request, and can override
the priority values specified by MJAs.

Simlarly, MIAs ought to only accept nmessage transfer priorities from
senders (or only certain groups of such senders) who are

aut henticated and authorized in sonme way that’'s acceptable to the

MIA. As part of this policy, they can also restrict maxi mumpriority
val ues that different groups of senders can request, and can override
the priority values specified by them

In the absence of the policy enforcement nentioned above, an SMIP
server (whether an MSA or an MIA) inplenenting this SMIP extension
m ght be susceptible to a denial-of-service attack. For exanpl e,
mal i cious clients (MJAs/ MSAs/ MIAs) can try to abuse this feature by
al ways requesting priority 9.
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Appendi x A, Priority Assignment Policy for Mlitary Messagi ng

Mlitary Messaging as specified in ACP 123 [ ACP123] (al so specified
i n STANAG 4406 [ STANAG 4406]) defines 6 priority ("precedence")

val ues. Wile ACP 123/ STANAG 4406 allow for 32 different priority
levels (16 levels are reserved for NATO and an additional 16 are
reserved for national use), only 6 are in use in practice. This
section specifies the Priority Assignnent Policy for Mlitary
Messagi ng and how the MI-PRI ORI TY paraneter can be mapped when

gat ewayi ng between SMIP and ACP 123/ STANAG 4406 environments.

VWhere SMIP is used to support military nessaging, the follow ng
mappi ngs SHOULD be used.

Reconmended Mapping of MI-PRIORITY Val ues for MVHS

| Deferred |
| Routine |
| Priority |
| I'nredi ate |
| Flash |
| Override |

Table 1

The Priority Assignnent Policy registration for Mlitary Messaging is
as follows:

1. The Priority Assignnment Policy name is "STANAG4406".

2. Number of distinct priority levels: 6, as specified in the table
above.

3. Default retry timeouts for each priority level are inplenmentation
and/ or depl oynment specific.

4. Default expiration tinmeouts for each priority level are
i npl enent ati on and/ or depl oynent specific.

5.  Maxi mum nessage size associated with each priority level is
i mpl enent ati on and/ or depl oynent specific.

6. No restrictions on what kind of SMIP client authentication is
required.
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Appendi x B. Priority Assignment Policy for M XER
M XER [ RFC2156] defines the Priority header field with 3 val ues.
This section specifies the Priority Assignnent Policy for M XER and
how t he MI-PRI ORI TY paramneter can be mapped when used with M XER

Where SMIP is used to support M XER nessagi ng, the follow ng mappi ngs
SHOULD be used.

Recommended Mappi ng of MI-PRIORITY Val ues for M XER

o e e e oo o e e e e e oo +
| MI-PRIORITY value | MXER Priority val ue

o e e o s o a o +
| -4 | non-urgent |
| O | normal |
| 4 | urgent |
o e e e oo o e e e e e oo +

Table 2

The Priority Assignnent Policy registration for MXER is as foll ows:
1. The Priority Assignnent Policy name is "M XER'.

2. Number of distinct priority levels: 3, as specified in the table
above.

3. Default retry tineouts for each priority level are inplementation
and/ or depl oynent specific.

4. Default expiration tinmeouts for each priority level are
i mpl enent ati on and/ or depl oynent specific.

5. Maxi mum nessage size associated with each priority level is
i npl enent ati on and/ or depl oynent specific.

6. No restrictions on what kind of SMIP client authentication is
required.

Appendix C. Priority Assignment Policy for National Security /
Ener gency Preparedness ( NS/ EP)

There are several forns of comunication systens used during an
enmergency or disaster. The nost well known forminvol ves the many-
to-one nodel of the general public contacting a public safety access
point via 911/999/112 calls through the public tel ephone network.
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Typically, these calls do not require authorization, nor do they
i nvoke any prioritization.

Anot her form of emergency comuni cations involves a set of authorized
users or nodes that use prioritized services to help establish and
continue comunication given limted avail abl e resources. [RFC4190]

i ncl udes descriptions of several systems that have been devel oped to
support National Security / Emergency Preparedness (NS/EP). These
depl oyed systens require a formof authentication and have focused on
prioritization of tel ephony-based services. They have al so been
designed as a binary form (on/off) of signaled priority
comuni cati ons.

[ RFC4412] includes exanples of a nore expansive view of NS/ EP
comuni cations in which priority migrates froma single on/off bit
value to one that conprises 5 priority values. This is shown in the
cases of the Emergency Tel ecommunications Service (ETS) and Wrel ess
Priority Service (WPS) Nanespaces. G ven a |lack of pre-existing

NS/ EP val ues assigned for enmail, we follow the paradi gmof the ETS
and WPS Nanmespaces and recomend the 5 ascendi ng val ues shown in the
tabl e bel ow.

o e a o o e e e e e oo - +
| MI-PRIORITY value | Relational O der

S T IRy R +
| -2 | Lowest Priority

| 0 IEEEEEEEREE |
| 2 IEEEEEEEEEE |
| 1 | oo |
| 6 | Hi ghest Priority |

The Priority Assignnent Policy registration for NS/EP is as foll ows:
1. The Priority Assignnent Policy name is "NSEP".

2. Number of distinct priority levels: 5, as specified in the table
above.

3. Default retry tineouts for each priority level are inplementation
and/ or depl oynment specific.

4. Default expiration tinmeouts for each priority level are
i mpl enent ati on and/ or depl oynent specific.

5.  Maxi mum nessage size associated with each priority level is
i mpl enent ati on and/ or depl oynent specific.
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6. No restrictions on what kind of SMIP client authentication is
required.

Appendi x D. Possible Inplementation Strategies

Thi s appendi x suggests sone strategies to inplenent the SMIP
extension defined in this document. The list is not exhaustive.

Thi s appendi x and its subsections are Informative.
D.1. Probability

As the name suggests, probability involves increasing the chances of
obt ai ni ng resources w thout adversely affecting previously
establ i shed connections. One exanple would involve requesting
resources set aside for specific priority levels. [If these
addi ti onal resources are exhausted, then the desired connection is
deni ed. Queues, new tinmers, or conbinations thereof can be used to
facilitate the higher-priority requests, but the key is that

mechani sns focus on increasing the probability of nmessage transfer.

D.2. Preenption of Sessions or Transactions

Preenmption is a type of action that focuses only on a comnparison of
priorities to deternmine if previously established transacti ons need
to be displaced in favor of higher-priority requests. |If no
addi ti onal connection is possible, the client aborts a running
session for emails with lower priority no later than directly after
the current transaction. The client can even interrupt an active
transaction, and ought to do so if other constraints, such as
delivery time (as specified in the DELI VERBY SMIP ext ensi on

[ RFC2852]), would be violated for the email with higher priority.

When interrupting an active transaction, the client ought to take the

total nmessage size and the size of the transferred portion of the
nessage being interrupted into consideration. This prelimnary
term nation of sessions or transactions is called preenption.

I f preenption of running transactions occurs, the client needs to
choose a transaction with the |owest priority currently processed.

If the client has an option (i.e., it is supported by the next-hop
MIA) to interrupt transactions in a way that allows themto be
restarted at the interruption point later, it ought to deploy it.

exanpl e for a mechani sm providing such a service is the "SMIP Service

Ext ensi on for Checkpoint/Restart" defined in [RFC1845].
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If aclient opts for the preenption of sessions instead of
transactions, it needs to preenpt the next session that reaches the
end of a transaction.

D.3. Resource Allocation Mdels

Adding prioritization to a design noves the subject away froma
strictly best effort (and a first-come-first-served) nodel to one
that includes admi ssion control and resource allocation nodels. Over
the years, a variety of work has been done within the | ETF to specify
resource all ocations nodels. Exanples include the Maxi num Al |l ocati on
Model [RFC4125], the Russian Dolls Mdel [RFC4127], and the Priority
Bypass Mddel (Appendi x A. 3 of [RFC6401]).

Wil e we recogni ze that these various nodel s have been designed for
ot her protocols (i.e., MPLS and RSVP), an understanding of their
design characteristics may be beneficial in considering future

i npl enentations of a priority SMIP service.

In cases where the processing of high-priority nessages by an MIA is
not consi dered negligi bl e and exceeds engi neered expectations, then
operators managi ng that MIA may be notified in sone form (e.g.
pushed alarm polled status).

Appendi x E. Background on Desi gn Choices

This section provides sone background on design choi ces nmade during
devel opnent of the MI-PRIORITY SMIP extension

The priority applies per nessage, rather than per recipient, in order
to keep the protocol sinpler and because of the expectation that it
will be uncommon to need different priorities for different

reci pients on the same nessage. |n cases where that is necessary, it
can al ways be achi eved by sendi ng separate nessages with the same
content, segregating the recipients by desired message priority.

The choice of the priority range -9 to 9 (as opposed to, say, 1 to 6,
or 0to 9) was nade after taking the follow ng into consideration

1. dearly, having multiple priority levels is the whol e point of
this extension. Existing inplenentations of simlar
functionality in MIAs are already using 3 levels. One of the use
cases motivating this extension requires 6 levels, so at |east 6
different val ues are required.
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2. During discussions of this extension, several different use cases
were suggested that required differing nunbers of priority
levels. Defining just the 6 priority levels needed in item 1,
above, would linmt the extensibility for possible future use
cases. Therefore, this docunent is defining a wider range, which
al l ows inpl enentations and depl oynents to add hi gher or | ower
priority levels and to insert additional priority |evels between
the recommended set of 6. This avoids the need to further extend
this extension just to have a few nore priority |evels.

3. It seenms natural to use zero for the "normal” or default
priority, rather than picking some non-zero nunber and having the
priorities go up or dowmn fromthere. This way, negative nunbers
al ways represent priorities that are lower than normal, with
positive nunbers as higher priorities.
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