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Abst ract

One of the goals of the authors of Milticast DNS (nDNS) and DNS- Based
Service Discovery (DNS-SD) was to retire AppleTal k and the Appl eTal k
Nanme Bi nding Protocol (NBP) and to replace themw th an | P-based
solution. This document presents a brief overview of the
capabilities of AppleTalk NBP and outlines the properties required of
an | P-based repl acenent.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6760.
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1

| ntroducti on

An inportant goal of the participants working on Zeroconf, Milticast
DNS, and DNS-Based Service Discovery was to provide a viable |IP-based
repl acenent for AppleTal k and the Appl eTal k Narme Bi ndi ng Protoco
(NBP) .

There are many who are experts in the Domain Name System (DNS) who
know not hi ng about the Appl eTal k Name Bi ndi ng Protocol (NBP)

Wt hout some background on how Appl eTal k and NBP worked, it may be
difficult to understand the reasoning and notivations that led to the
desi gn decisions in Milticast DNS and DNS-Based Service Di scovery.

Thi s docunent seeks to renedy this problemby clearly stating the
requi rements for an | P-based replacenent for AppleTal k and NBP

Repl aci ng NBP was not the sole goal of Milticast DNS; therefore,
these requirenents are not the sol e design considerations. However,
repl acing NBP was a major notivation behind the work in Milticast
DNS.

In nost cases, the requirenents presented in this docurment are sinply
a restatenent of what AppleTalk NBP currently does. However, this
docunent is not restricted to describing only what NBP currently
does. Achieving at |east equivalent functionality to NBP is a
necessary but not sufficient condition for a viable replacenment. 1In
sonme cases, the requirenments for a viable |P-based repl acenent go
beyond NBP. For exanple, AppleTal k NBP uses Apple Extended ASCI| for
its character set. It is clear that an | P-based repl acement being
desi gned today should use Unicode, in the formof UTF-8 [RFC3629].
Appl eTal k NBP has a reputation, partially deserved, for being too
"chatty’ on the network. An |IP-based replacenment should not have
this same failing. The intent is to learn from NBP and build a
superset of its functionality, not to replicate it precisely with al
the sane fl aws.

The protocols specified in "Miulticast DNS" [ RFC6762] and "DNS-Based
Service Discovery" [RFC6763], taken together, describe a solution
that neets these requirenments. This docunent is witten, in part, in
response to requests for nore background information explaining the
rati onal e behind the design of those protocols.
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2.

Zero Configurati on Networking

Hi storically, TCP/IP networking required configuration, either in the
form of manual configuration by a human operator or in the form of
aut omat ed configuration provided by a DHCP server [RFC2131].

One of the characteristics of AppleTalk was that it coul d operate

wi t hout any dependency on manual configuration or a network service
to provide automated configuration. An AppleTalk network could be as
small as just two | aptop conputers connected via an Ethernet cable
(or wirelessly).

| P now has sel f-assigned |ink-1ocal addresses [RFC3927] [RFC4862],

whi ch enabl e | P-based networking in the absence of externa
configuration. What remains is the need for Zero Configuration nane-
to-address translation and Zero Configuration service discovery, both
capabilities that AppleTal k NBP of f er ed.

It is not necessarily the case that Zero Configurati on Networking
protocols will always be used in all three areas (addressing, nam ng
and service discovery) sinultaneously on any given network. For
exanpl e, even on networks with a DHCP server to provi de address
configuration, users may still use Zero Configuration protocols for
nane-t o- address translati on and service discovery. Indeed, on a
singl e network, users nay use conventional Unicast DNS for | ooking up
the addresses of Internet web sites while at the same time using

Mul ticast DNS for |ooking up the addresses of peers on the |oca
link. Therefore, Zero Configuration Networking protocols nust
coexi st peacefully with conventional configured IP networking when
used together on the sane network.

Net wor ks change state over tinme. Hosts and services nmay come and go.
Connectivity, addresses, and names change. 1In a manually configured
network, a human operator can remedy errors when they arise. In a
Zero Configuration Network, no such human operator is available to

di agnose and troubl eshoot problens, so Zero Configuration protocols
need to be self-correcting, automatically accommdati ng changi ng
network conditions, continually converging to correctness in the
absence of human intervention to manually rectify errors.

Requi renent s

This section lists the 15 requirenents for an | P-based repl acenent
for AppleTal k NBP
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3.1. Nane-to-Address Mpping
NBP's primary function is translating nanes to addresses.

NBP stands for Nanme Binding Protocol, not Network Browsing Protocol
Many people know NBP only as "that thing that used to |l et you browse
the network in the old Maci ntosh Chooser". While browsing is an
important facility of NBP, it is secondary to NBP's prinmary function
of translating nanes to addresses.

Every time a user prints using AppleTalk, the printing software takes
the name of the currently selected printer, |ooks up the current

Appl eTal k address associated with that named service, and establishes
a connection to that service on the network. The user may invoke
NBP' s browsi ng capability once, when first selecting the desired
printer in the Chooser, but after that, every time sonmething is
printed, it is a sinple efficient nane-to-address | ookup that is
bei ng performed, not a full-fledged browsi ng operation

Any NBP repl acement needs to support, as its primary function, an
efficient name-to-address | ookup operation

3.2. Nanme Services, Not Hardware

The primary naned entities in NBP are services, not "hosts",

"machi nes", "devices", or pieces of hardware of any kind. This
concept is nore subtle than it may seemat first, so it bears sone
di scussi on.

The Appl eTal k NBP phil osophy is that naming a piece of hardware on
the network is of little use if you can’t comunicate with that piece
of hardware. To comunicate with a piece of hardware, there needs to
be a piece of software running on that hardware that sends and

recei ves network packets conform ng to some specific protocol. This
means that whenever you conmunicate with a machine, you are really
conmuni cating with sone piece of software on that machine. Even if
you just 'ping’ a machine to see if it is responding, it is not
really the machine that you are 'pinging , it is the software on that
machi ne that generates | CMP Echo Responses [ RFC792].

Consequently, this nmeans that the only things worth nam ng are the
software entities with which you can comunicate. A user who wants
to use a print server or a file server needn’t care about what
hardware inplenents those services. There may be a single nachine
hosting both services, or there may be two separate nmachi nes. The
end user doesn’t need to care.
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The one exception to this is network managers, who nay want to nane
physi cal hardware for the purpose of tracking physical inventory.
However, even this can be recast into a service-oriented view of the
worl d by saying that what you' re naming is not the hardware, but the
| CMP Echo Responder that runs (or is assumed to be running) on every
pi ece of |P hardware

3.3. Address Services, Not Hardware -- or -- Escape the Tyranny of
Wl | - Known Ports

The reader may argue that DNS al ready supports the phil osophy of

nam ng services instead of hosts. Wen we see nanes |ike

"www. exanpl e.com", "pop.exanple.com", "smtp.exanple.com",

"news. exanple.com"”, and "time.exanple.com", we do not assune that
those nanes necessarily refer to different hosts. They are clearly
i ntended to be |ogical service names and could, in fact, all resolve
to the sane | P address.

The shortcom ng here is that although the nanes are clearly |ogica
service nanmes, the result today of doing a conventional ("A" or
"AAAA") DNS | ookup for those names gives you only the |IP address of
the hardware where the service is located. To comunicate with the
desired service, you al so need to know the port nunmber at which the
service can be reached, not just the |IP address.

Thi s nmeans that the port nunber has to be communicat ed out - of - band,
in sone other way. One way is for the port nunmber to be a specific
wel | - known constant for any given protocol. This nakes it hard to
run nore than one instance of a service on a single piece of
hardware. Another way is for the user to explicitly type in the port
nunber, for exanple, "ww.exanple.com:8080" instead of

"“www. exanpl e.com", but needing to know and type in a port nunber is
as ugly and fragile as needing to know and type in an | P address.

Anot her aspect of the difficulty of running nore than one instance of
a service on a single piece of hardware is that it forces application
programmers to wite their own derultiplexing capability. AppleTalk

did not suffer this limtation. |If an AppleTalk print server offered
three print queues, each print queue ran as its own independent
service, listening on its own port nunber (called a socket nunber in

Appl eTal k term nol ogy), each advertised as a separate, independently
nanmed NBP entity. Wen a client |ooks up the address of that naned
NBP entity, the reply encodes not only on which net and subnet the
service resides, and on which host on that subnet (like an |IP address
does), but also on which socket number (port number) within that

host. In contrast, if an Ipr print server offers three print queues,
all three print queues are typically reached through the sane well -
known port nunber (515), and then the | pr protocol has to use its own
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denul tipl exing capability (the print queue nane) in order to

det erm ne which print queue is sought. This nmakes it especially
difficult to run two different pieces of print queue software from
di fferent vendors on the same machi ne, because they cannot both
listen on the same well-known port.

Asimlar trick is used in HTTP 1.1, where the "Host" header line is
used to allow multiple |ogical HITP services to run at the sanme |IP
address. Again, this works for a single-vendor solution, but if a
user wishes to run multiple web servers (for exanple, an image
server, a database program an HITP email access gateway, and a
conventional HTTP server) on a single machine, they can't all listen
on TCP port 80, the traditional HTTP port.

Yet another problem of well-known ports is that port nunbers are a
finite resource. Oiginally, port nunbers 0-255 were reserved for
wel | - known services, and the remai ni ng 99. 6% of the port space was
free for dynam c allocation [RFC1122]. Since then, the range of
"Regi stered Ports" has crept upwards until today, ports 0-49151 are
reserved, and only 25% of the space remains available for dynamc

al l ocation. Even though 65535 may seemlike a | ot of available port
nunbers, with the pace of software devel opnent today, if every new
protocol gets its own private port number, we will eventually run
out. To avoid having to do application-level denultiplexing,
protocols |ike the X Wndow System wi sely use a range of port
nunbers, and |let TCP do the denultiplexing for them The X W ndow
System uses 64 ports, in the range 6000-6063. |f every new protoco
were to get its own chunk of 64 ports, we would run out even faster.

Any NBP repl acement needs to provide, not just the network nunber,
subnet nunber, and host number within that subnet (i.e., the IP
address) but also the port nunmber within that host where the service
is located. Furthernore, since nany existing |P services such as |pr
*do* al ready use additional application-layer denultiplexing

i nformati on such as a print queue nane, an NBP repl acenent needs to
support this too by including this information as part of the
conpl et e package of addressing information provided to the client to
enable it to use the service. The NBP replacenent needs to nane

i ndi vi dual print queues as first-class entities in their own right.
It is not sufficient nerely to name a print server, within which
separate print queues can then be found by sone other mechani sm

One possi bl e answer here is that an | P-based NBP repl acenent coul d
use a solution derived fromDNS SRV records instead of "A" records,
since SRV records *do* provide a port nunber. However, this alone is
not a conplete solution, because SRV records cannot tell you an |pr
print queue narme.
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3.4. Typed Nane Space
Appl eTal k NBP nanes are structured nanes, generally witten as:
Nane : Type @ Zone
Name: The Name is the user-visible name of the service.

Type: The Type is an opaque identifier that identifies the service
protocol and semantics. The user may think of the Type as

i dentifying the end-user function that the device performs (e.g.
"printing"), and for the typical end-user, this may be an adequate
nental nodel, but strictly speaking, froma protocol -design
perspective, the Type identifies the semantic application protoco
the service speaks: no nore, no less. For conveni ence, the opaque
Type identifier is generally constructed using descriptive ASCl

text, but this text has no neaning to the protocol, and care should
be taken in inferring too nuch neaning fromit. For exanple, the NBP
Service Type "LaserWiter" means "any service that speaks

PS/ PAP/ ATP/ DDP (Post Scri pt over AppleTal k Printer Access Protoco
over Appl eTal k Transacti on Protocol over Appl eTal k Dat agram Del i very
Protocol)". 1t does not necessarily mean an Appl e-branded
"LaserWiter" printer; nor does the service even have to be a
printer. A device that archives docunents to digital nedia could
advertise itself as a "LaserWiter", nmeaning that it speaks

Post Scri pt over PAP, not necessarily that it prints that docunent on
paper when it gets it. The end-user never directly sees the Service

Type. It is inplicit in the user’s action; for exanple, when
printing, the printing software knows what protocol (s) it speaks and
consequently what Service Type(s) it should be | ooking for -- the
user doesn't have to tell it.

Zone: The Zone is an organi zational or geographi cal grouping of naned
services. AppleTal k Zones were typically given nanes |ike

"Engi neering", "Sales", or "Building 1, 3rd floor, North". The

equi val ent concept in DNS could be a subdonmai n such as

"Engi neeri ng. exanpl e.com", "Sal es.exanple.com", or "Building 1, 3rd
floor, North.exanple.com"

Each {Type, Zone} pair defines a nane space in which service nanmes can
be registered. It is not a name conflict to have a printer called
"Sales" and a file server called "Sal es", because one is

"Sal es: LaserWiter @one" and the other is "Sal es: AFPSer ver @one"

Any NBP repl acenent needs to provide a nmechanismthat allows nanmes to
be grouped into organi zati onal or geographical "zones", and within
each "zone", to provide an i ndependent nane space for each service

t ype.
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3.5. User-Friendly Nanes

When repeatedly typing in names on conmand-line systens, it is
hel pful to have nanes that are short, all |owercase, wthout spaces
or hard-to-type characters.

Since Service Names are intended to be selected froma list, not
repeatedly typed in on a keyboard, there is no reason for themto be
restricted so. Users should be able to give their printers nanes
like "Sal es", "Mrketing", and "3rd Fl oor Copy Rooni, not just
"printerl.example.com”. O course, a user is free to nane a
particul ar service using only |lowercase letters and no spaces if they
wi sh, but they should not be forced to do that.

Any NBP repl acement needs to support a full range of rich text
characters, including uppercase, |owercase, spaces, accented
characters, and so on. The correct solution is likely to be UTF-8
Uni code [ RFC3629].

Note that this requirenent for user-friendly rich-text nanes applies
equally to the zones (domains) in which services are registered and
di scover ed.

Not e that although the characters ':’ and '@ are used when writing
Appl eTal k NBP nanes, they are sinply a notational convenience in

witten text. |In the on-the-wire protocol and in the software data
structures, NBP Nanme, Type, and Zone strings are all allowed to
contai n al nost any character, including ':’ and '@. The nam ng

schene provided by an NBP repl acement nust allow the use of any
desired characters in service nanmes, including dots ('.’), spaces,
percent signs, etc.

3.6. Zeroconf Operation

Appl eTal k NBP is self-configuring. On a network of just two hosts,
they comuni cate peer-to-peer using multicast. On a |arge nanaged
networ k, AppleTal k routers autonmatically perform an aggregation
function, allow ng nane | ookups to be performed via unicast to a
service running on the router, instead of by flooding the entire
network with nmulticast packets to every host.

Any NBP repl acement needs to be able to operate in the absence of
external network infrastructure. However, this should not be the
only node of operation. |In |arger nanaged networks, it should also
be possible to take advantage of appropriate external network

i nfrastructure when present, to perform queries via unicast instead
of multicast.
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3.7. Nanme Space Managenent -- or -- Nanme Conflict Detection

Because an NBP repl acenent needs to operate in a Zeroconf

environnent, it cannot be assuned that a central network

adm ni strator is managi ng the network. Unlike managed networks where
normal administrative controls nmay apply, in the Zeroconf case an NBP
repl acenent nmust nmake it easy for users to name their devices as they
wi sh, without the inconveni ence or expense of having to seek

permni ssion or pay sone organization |ike a domain nane registry for
the privilege. However, this ease of nam ng, and freedomto choose
any desired nanme, may |lead to name conflicts. Two users may

i ndependent|ly decide to run a personal file server on their |aptop
conputers, and (unimaginatively) nane it "My Conputer”. Wen these
two users later attend the next |IETF neeting and find thensel ves part
of the sanme wirel ess network, there may be probl ens.

Simlarly, every Brother network printer may ship fromthe factory
with its Service Nane set to "Brother Printer". On a typical snal
honme network where there is only one printer, this is not a problem
however, it could becone a problemif two or nore such printers are
connected to the sane network.

Any NBP repl acement needs to detect such conflicts, and handl e t hem
appropriately. In the case of a |aptop conputer, which has a
keyboard, screen, and a hunan user, the software should display a
nessage telling the user that they need to sel ect a new nane.

In the case of printers, which typically have no keyboard or screen,
the software should automatically sel ect a new uni que name, perhaps
by appending an integer to the end of the existing nane, e.g.
"Brother Printer 2". Note that, although this programatically
derived nane should be recorded persistently for use next time the
device is powered on, the user is not forced to use that nane as the
| ong-term name for the service/device. In a network with nmore than
one printer, the typical user will assign human-neani ngful nanes to
those printers, such as "Upstairs Printer" and "Downstairs Printer",
but the ability to renane the printer using sone configuration too
(e.g., a web browser) depends on the ability to find the printer and
connect to it in the first place. Hence, the programmtically
derived uni que nane serves a vital bootstrapping role, even if its
use in that role is tenporary.

Because of the potentially transient nature of connectivity on snall
portabl e devices that are becomng nore and nore comon (especially
when used with wirel ess networks), this nane conflict detection needs

to be an ongoing process. It is not sufficient sinply to verify
uni queness of names for a few seconds during the boot process and
then assune that the names will remain unique indefinitely.
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I f the Zeroconf nam ng nmechanismis integrated with the existing

gl obal DNS nani ng mechanism then it woul d be beneficial for a sub-
tree of that gl obal namespace to be designated as having only | oca
significance, for use w thout charge by cooperating peers, much as
portions of the |IPv4 address space are already designated as |ocal -
significance-only, available for organizations to use |locally w thout
charge as they w sh [ RFC1918].

3.8. Late Binding

VWen the user selects their default printer, the software should
store only the nanme, not the |IP address and port nunber. Then, every
time the user prints, the software should | ook up the name to find
the current | P address and port nunber for that service. This allows
a named | ogical service to be noved fromone piece of hardware to
anot her w thout disrupting the user’s ability to print to that named
print service.

On a network using DHCP [ RFC2131] or self-assigned |ink-1loca
addresses [ RFC3927] [ RFC4862], a device's | P address may change from
day to day. Deferring binding of nane to address until actual use
allows the client to get the correct | P address at the tinme the
service is used

Simlarly, with a service using a dynam c port nunber instead of a
fixed well-known port, the service may not get the same port nunber
every time it is started or restarted. By deferring binding of nane
to port number until actual use, the client gets the correct port
nunber at the time the service is used.

3.9. Sinplicity

Any NBP repl acenent needs to be sinple enough that vendors of even a
| ow-cost network ink-jet printer can afford to inplenent it in the
device’'s limted firmare.

3.10. Network Browsing

Appl eTal k NBP offers certain limted wild-card functionality. For
exanpl e, the service nane "=" neans "any nane". This allows a client
to performan NBP | ookup such as "=:LaserWiter@#¥ Zone" and receive
back in response a list of all the PS/ PAP (AppleTal k Printer Access

Protocol) printers in the Zone called "My Zone"

Any NBP repl acenent needs to allow a piece of software, such as a
printing client or a file server client, to enunerate all the named
i nstances of services in a specified zone (dommin) that speak its
pr ot ocol (s).
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3.11. Browsing and Regi stration Gui dance
Appl eTal k NBP provides certain meta-information to the client.

On a network with multiple Appl eTal k Zones, the Appl eTal k network
infrastructure inforns the client of the |list of Zones that are

avail able for browsing. It also inforns the client of the default
Zone, which defines the client’'s |ogical "home" location. This is
the Zone that is selected by default when the Maci ntosh Chooser is
opened, and is usually the Zone where the user is nost likely to find
services like printers that are physically nearby, but the user is
still free to browse any Zone in the offered list that they w sh.

A Brother printer may be pre-configured at the factory with the
Service Nanme "Brother Printer", but they do not know on which network
the printer will eventually be installed, so the printer will have to
learn this fromthe network on arrival. On a network with multiple
Appl eTal k Zones, the AppleTal k network infrastructure inforns the
client of a single default Zone within which it may regi ster Service
Nanmes. In the case of a device with a human user, the AppleTal k
network infrastructure may also informthe client of a list of Zones
within which the client nay regi ster Service Nanes, and the user may
choose to register Service Nanmes in any one of those Zones instead of
in the suggested default Zone.

Any NBP repl acenent needs to provide the following information to the
client:

* The suggested zone (domain) in which to register Service Nanes.

* Alist of recormended avail abl e zones (donains) in which Service
Nanes nmay be optionally registered

* The suggested default zone (domain) for network browsing.

* Alist of available zones (donmins) that nay be browsed.
Note that, because the domains used in this context are intended for
service browsing in a graphical user interface, they should be
permtted to be full user-friendly rich text, just like the rest of a
servi ce narme.

3.12. Power Managenent Support

Many nodern network devices have the ability to go into a | ow power
node, where only a small part of the Ethernet hardware remains

powered, and the device can be woken up by sending a specially
formatted Ethernet frame that the device's power-managenent hardware
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recogni zes. A nodern service discovery protocol shoul d provide
facilities to enable this | ow power node to be used effectively

wi t hout sacrificing network functionality, such as the ability to

di scover services on sl eeping devices, and wake up a sl eepi ng device
when it is needed.

3.13. Protocol Agnostic

Fashi ons come and go in the conmputer industry, but a service

di scovery protocol, being one of the foundati on conmponents on which
everything el se rests, has to be able to outlive these sw ngs of
fashion. A useful service discovery protocol should be agnostic to
the protocols being used by the higher-layer software it serves. |If
a service discovery protocol requires all the higher-layer software
to be witten in a new conmputer |anguage, or requires all the higher-
| ayer protocols to enbrace sone trendy new data representation format
that is currently in vogue, then that service discovery protocol is
likely to have limted utility after the fashi on changes and conputer
i ndustry noves on to its next infatuation

3.14. Distributed Cache Coherency Protoco

Any nodern service di scovery protocol must use sonme kind of caching
for efficiency. Any tinme a distributed cache is maintained, a cache
coherency protocol is required to control the effects of stale data.
Thus, a useful service discovery protocol needs to include cache
coherency mechani sns.

3.15. Imediate and Ongoing Information Presentation

Many current discovery nechani sns di splay an hourgl ass or a "Pl ease
Wait" message for five or ten seconds, and then present a |ist of
results to the user. At this point, the list of results is static,
and does not update in response to changes in the environnent. To
see current information, the user is forced to click a "Refresh”
button repeatedly, waiting another five to ten seconds each tine.

Neither Iimtation is acceptable in a protocol that is to replace
NBP. Wen a user initiates a browsing operation, the user interface
shoul d take at mpst one second to present the list of results. In
addition, the list should update in response to changes in the
environnent as they happen. |f the user is waiting for a particular
service to becone avail able, they should be able sinply to watch
until it appears, with no "Refresh" button that they need to keep
clicking. A protocol to replace AppleTal k NBP nmust be able to neet
these requirenent for tineliness of information discovery, and
liveness of information updating, w thout placing undue burden on the
net wor k.
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4.

Exi sting Protocols

Ever since this work began with Stuart Cheshire’s email to the net-
t hi nker s@ hunper . vimeng.commailing list in July 1997, the question
has been asked, "Isn’t SLP the | ETF replacenment for Appl eTal k NBP?"

The Service Location Protocol (SLP) [RFC2608] provides extrenely rich
and flexible facilities in the area of Requirenent 10, "Network
Browsi ng". However, SLP provides none of the service nam ng
automatic nanme conflict detection, or efficient name-to-address

| ookup that formthe majority of what Appl eTal k NBP does.

SLP returns results in the formof URLs. In the absence of DNS, URLs
cannot usefully contain DNS names. Discovering a list of service
URLs of the form"ipp://169.254.17.202/" is not particularly
informative to the user. Discovering a list of service URLs of the
form"ipp://epson-stylus-900n.local./" is slightly | ess opaque
(though still not very user-friendly), but to do even this, SLP would
have to depend on Multicast DNS or sonething simlar to resolve nanes
to addresses in the absence of a conventional DNS server.

SLP provides fine-grained query capabilities, such as the ability to
prune a long list of printers to show only those that have bl ue paper
in the top tray, which could be useful on extrenely |arge networks
with very many printers, but are certainly unnecessary for a typica
horme or small office with only one or two printers.

In summary, SLP alone fails to neet nost of the requirenents, and
provi des vastly nmore nmechani smthan necessary in the area of
Requi renent 10.

| Pv6 Consi derati ons

An | P repl acenent for the AppleTal k Name Bi ndi ng Protocol needs to
support IPv6 as well as |Pv4.

Security Considerations

The Appl eTal k Nanme Bi ndi ng Protocol was devel oped in an era when
little consideration was given to security issues. |In today’'s world,
this would no | onger be appropriate. Any nodern replacenent for

Appl eTal k NBP shoul d have security measures appropriate to the
environnent in which it will be used. Gven that this docunent is a
broad hi storical overview of how Appl eTal k NBP wor ked, and does not
specify any new protocol (s), it is beyond the scope of this docunent
to provide detail ed discussion of possible network environnents, what
protocol s woul d be appropriate in each, and what security measures
woul d be expected of each such protocol
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