I nt ernet Engi neering Task Force (1 ETF) J. Levine

Request for Comments: 6783 Taughannock Net wor ks
osol et es: 5983 R Gellens
Cat egory: I nfornational Qual comm | ncor por at ed
| SSN: 2070-1721 Novenber 2012

Mai ling Lists and Non-ASClI| Addresses
Abst r act

Thi s docunent describes considerations for nailing lists with the

i ntroduction of non-ASCI| UTF-8 email addresses. |t outlines sone
possi bl e scenarios for handling lists with m xtures of non-ASCI| and
traditional addresses but does not specify protocol changes or offer
i npl enent ati on or depl oynment advi ce.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6783

Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Levine & Cellens | nf or mati onal [ Page 1]



RFC 6783 Mai |l ing Lists and Non-ASCI| Addresses Noverber 2012

Tabl e of Contents

1. Introduction . . . 2
1.1. Mailing List Feader Add|t|ons and Nbd|f|cat|ons . 3
1.2. Non-ASCI| Email Addresses . G e e 3

2. Scenarios Involving Mailing Lists . 4
2.1. Fully SMIPUTF8 Lists . . . . . 4
2.2. Mxed SMIPUTF8 and ASCI| Lists 5
2.3. SMIP Issues . 5

3. List Headers . . . 6
3.1. SMIPUTF8 Li st Fbaders . 6
3.2. Downgrading List Headers . 7
3.3. Subscribers’ Addresses in Domngraded Fbaders 8

4. Security Considerations . 8

5. References 8
5.1. Nornmative References 8
5.2. Informative References 9

1. Introduction

Thi s docunent describes considerations for nailing lists with the
i ntroduction of non-ASCI1 UTF-8 email addresses. The usage of such
addresses is described in [RFC6530].

Mailing lists are an inportant part of enmmil usage and col |l aborative
comuni cations. The introduction of internationalized emi

addresses affects mailing lists in three main areas: (1) transport
(receiving and sendi ng nessages); (2) nessage headers of received and
retransmtted nmessages; and (3) mailing list operational policies.

A miling list is a nmechanismthat distributes a nmessage to nultiple
reci pients when the originator sends it to a single address. An
agent, usually software rather than a person, at that single address
recei ves the nessage and then causes the nessage to be redistributed
to alist of recipients. This agent usually sets the envel ope return
address (henceforth called the "bounce address") of the redistributed
nessage to a different address fromthat of the original nessage.
Using a different bounce address directs error and other
automatically generated nmessages to an error-handling address
associated with the mailing list. This sends error and ot her
automatic nmessages to the list agent, which can often do sonething
useful with them rather than to the original sender, who typically
doesn’'t control the |ist and hence can’t do anything about them

In nost cases, the nmailing |ist agent redistributes a received
nmessage to its subscribers as a new nessage, that is, conceptually it
uses nessage subm ssion [ RFC6409] (as did the sender of the origina
nessage). The exception, where the mailing list is not nmanaged by a
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separate agent that receives and redistributes nessages in separate
transactions but is inplenented by an expansion step within an SMIP
transacti on where one | ocal address expands to nultiple |ocal or non-
| ocal addresses, is not addressed by this docunent.

1.1. Miling List Header Additions and Modifications

Sone |ist agents alter nessage header fields, while others do not. A
nunber of standardized list-related header fields have been defined,
and many |lists add one or nmore of these headers. Separate fromthese
standardi zed |ist-specific header fields, and despite a history of
interoperability problens fromdoing so, sone lists alter or add
header fields in an attenpt to control where replies are sent. Such
lists typically add or replace the "Reply-To" field, and sone add or
repl ace the "Sender" field. Some lists alter or replace other

fields, including "Fron.

Among these list-specific header fields are those specified in RFCs
2369 [ RFC2369] and 2919 [RFC2919]. For nore information, see
Section 3.

1.2. Non-ASCI| Emmil Addresses

While the mail transport protocol is the sane for regul ar enmi
recipients and mailing list recipients, |list agents have specia

consi derations with non-ASCI | enmmil addresses because they retransmt
nmessages conposed by other agents to potentially many recipients.

There are considerations for non-ASCI|I enmail addresses in the

envel ope as well as in header fields of redistributed nessages. In
particular, a nessage with non-ASCI| addresses in the headers or
envel ope cannot be sent to non- SMIPUTF8 reci pi ents.

Wth mailing lists, there are two different types of considerations:
first, the purely technical ones involving message handling, error
cases, and the like, and second, those that arise fromthe fact that
humans use mailing lists to comunicate. As an exanple of the first,
list agents mi ght choose to reject all nessages from non- ASCl

addresses if they are unprepared to handle SMIPUTF8 mail. As an
exanpl e of the second, a user who sends a message to a list often is
unaware of the list menbership. |In particular, the user often

doesn’t know if the menbers are SMIPUTF8 mail users or not, and often
neither the original sender nor the recipients personally know each
other. As a consequence of this, remedies that may be readily

avail abl e for one-to-one conmunication m ght not be appropriate when
dealing with mailing lists. For exanple, if a user sends a nessage
that is undeliverable, normally the tel ephone, instant nessaging, or
ot her forns of comrunication are available to obtain a working
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address. Wth nailing lists, the users may not have any recourse.
O course, with mailing lists, the original sender usually does not
know whi ch list nmenbers successfully received a nmessage or if it was
undel i verabl e to some.

Conceptually, a mailing list’s internationalization can be divided
into three capabilities. First, does the Iist have a non-ASCl

subm ssi on address? Second, does the |ist agent accept subscriptions
for addresses containing non-ASClI| characters? And third, does the
list agent accept nessages that require SMIPUTF8 capabilities?

If a list has subscribers with ASCI| addresses, those subscribers
m ght or might not be able to accept SMIPUTF8 nessages.

2. Scenarios Involving Miiling Lists

CGenerally (and exclusively within the scope of this docunment), an
original nessage is sent to a mailing list as a conpletely separate
and i ndependent transaction fromthe |ist agent sending the
retransmtted nessage to one or nore list recipients. 1In both cases,
the nmessage might be addressed only to the |ist address or might have
recipients in addition to the list. Furthernore, the |list agent

m ght choose to send the retransmtted nessage to each |ist recipient
in a separate nessage subm ssion transaction or might choose to
include multiple recipients per transaction. Oten, |list agents are
constructed to work in cooperation with, rather than include the
functionality of, a nmessage subnission server; hence, the |ist
transmts to a single subm ssion server one copy of the retransnmitted
nmessage. The subm ssion server then deci des which recipients to

i ncl ude in which transaction

2.1. Fully SMIPUTF8 Lists

Sone lists may wish to be fully SMIPUTF8. That is, all subscribers

are expected to be able to receive SMIPUTF8 mail. For list hygiene
reasons, such a list would probably want to prevent subscriptions
from addresses that are unable to receive SMIPUTF8 mail. If a

putative subscriber has a non-ASCI| address, it nust be able to
receive SMIPUTF8 mail, but there is no way to tell whether a
subscriber with an ASCI| address can receive SMIPUTF8 mail short of
sendi ng an SMIPUTF8 probe or confirmation nmessage and sonehow fi ndi ng
out whether it was delivered, e.g., if the user clicked a link in the
confirmati on nessage.
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2.2. Mxed SMIPUTF8 and ASCI| Lists

QO her lists nmay wish to handle a nmixture of SMIPUTF8 and ASCI
subscribers, either as a transitional neasure as subscribers upgrade
to SMIPUTF8-capabl e mail software or as an ongoing feature. Wile it
is not possible in general to downgrade SMIPUTF8 mail to ASCI| mail,
list software might divide the recipients into two sets, SMIPUTF8 and
ASCI | recipients, and create a downgraded version of SMIPUTF8 |i st
nmessages to send to ASCI| recipients. See Sections 3.2 and 3. 3.

To determ ne which set an address belongs in, list software m ght
nmake the conservative assunption that ASCI| addresses get ASC
nessages, it mght try to probe the address with an SMIPUTF8 t est
nessage, or it mght let the subscriber set the nessage format

manual ly, simlar to the way that sone lists now | et subscribers
choose between plain text and HTM. mail, or individual messages and a
dai |y digest.

To determ ne whether a nessage needs to be downgraded for ASCl

reci pients, list software m ght assune that any nessage received via
an SMIPUTF8 SMIP session is an SMIPUTF8 nessage or m ght exami ne the
headers and body of the message to see whether it needs SMIPUTF8
treatment. Depending on the interface between the |ist software and
the Mail Transfer Agent (MIA) and Mail Delivery Agent (MDA) that
handl e i ncom ng nessages, it nmay not be able to tell the type of
session for inconing nessages.

2. 3. SMIP | ssues

Mailing |ist software usually changes the envel ope addresses on each
nessage. The bounce address is set to an address that will return
bounces to the list agent, and the recipient addresses are set to the
subscribers of the list. For sone lists, all messages to a list get
the sane bounce address. For others, list software may create a
bounce address per recipient or a unique bounce address per nessage
per recipient, bounce managenent techni ques known as Vari abl e

Envel ope Return Paths or VERP [VERP].

The bounce address for a list typically includes the name of the
list, so alist with a non-ASCIl name will have a non-ASCI| bounce
address. G ven the unknown paths that bounce nessages m ght take,
list software might instead use an ASCI| bounce address to make it
nore |ikely that bounces can be delivered back to the list agent.
Simlarly, a VERP address for each subscriber typically enbeds a
versi on of the subscriber’s address so the VERP bounce address for a
non- ASClI | subscri ber address will be a non-ASCI| address. For the
same reason, the list software m ght use ASCI | bounce addresses that
encode the recipient’s identity in sone other way.
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3. List Headers

Li st agents typically add list-specific headers to each nessage
bef ore resendi ng the nessage to list recipients.

3.1. SMIPUTF8 List Headers

The list headers in RFCs 2369 [ RFC2369] and 2919 [ RFC2919] were al
speci fied before SMIPUTF8 mail existed, and their definitions do not
address where non-ASCI| characters m ght appear. These include, for
exanpl e:

Li

st-1d: List Header Mailing List
<l i st - header. exanpl e. con®
st-Help
<mai |l to:list@xanpl e. con?subj ect =hel p>
st - Unsubscri be:
<mai | to: i st @xanpl e. con?subj ect =unsubscri be>

Li

Li

Li st - Subscri be:
<mai | to:list@xanpl e. con?subj ect =subscri be>
Li st - Post :
<mailto:list@xanpl e.conr
Li st - Omer:
<mai | to:listnoma@xanpl e. con> (Contact Person for Help)
Li st-Archive

<mai | t o: ar chi ve@xanpl e. conPsubj ect =i ndex%20l i st >

As described in [RFC2369], "[t]he contents of the |ist header fields
nostly consist of angle-bracket ("<, ">") enclosed URLs, with

i nternal whitespace being ignored". [RFC2919] specifies that "[t]he
list identifier will, in nost cases, appear |ike a host nanme in a
domai n of the list owner". Since these headers were defined in the
context of ASCI| mail, these headers pernmit only ASCH| text,
including in the URLs.

The nost comonly used URI schenes in List-* headers tend to be http
and mailto [ RFC6068], although they sonetinmes include https and ftp
and, in principle, can contain any valid URI

Even if a scheme permits an internationalized form it should use a
pure ASCIlI formof the URI described in [RFC3986]. Future work may
extend these header fields or define replacenents to directly support
unencoded non-ASClI| outside the ASCII repertoire in these and other
header fields, but in the absence of such extension or replacenent,
non- ASCI | characters can only be included by encodi ng them as ASCI |
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The encodi ng techni que specified in [RFC3986] is to use a pair of hex
digits preceded by a percent sign, but percent signs have been used
informally in mail addresses to do source routing. Although few nai
systens still pernmit source routing, a lot of mail software stil
forbids or escapes characters formerly used for source routing, which
can lead to unfortunate interactions with percent-encoded URIs or any
URI that includes one of those characters. |If a programinterpreting
a miilto: URI knew that the Mail User Agent (MJA) in use were able to
handl e non-ASCI | data, the program could pass the URl in unencoded
non- ASCl I, avoiding problens with nmisinterpreted percent signs, but
at this point, there is no standard or even informal way for MJAs to
signal SMIPUTF8 capabilities. Also, note that whether

i nternationalized domai n nanes shoul d be percent-encoded or appear in
A-1abel form [RFC5890] depends on the context in which they occur.

The List-1D header field uniquely identifies a list. The intent is
that the value of this header remain constant, even if the machine or
system used to operate or host the list changes. This header field
is often used in various filters and tests, such as client-side
filters, Sieve filters [RFC5228], and so forth. |If the definition of
a List-1D header field were to be extended to all ow non-ASCI| text,
filters and tests m ght not properly conpare encoded and unencoded
versions of a non-ASCIl value. 1In addition to these conparison
considerations, it is generally desirable that this header field
contai n sonet hi ng neani ngful that users can type in. However, ASCl
encodi ngs of non-ASCI| characters are unlikely to be nmeaningful to
users or easy for themto accurately type.

3.2. Downgrading List Headers

If list software prepares a downgraded version of an SMIPUTF8
nessage, all the List-* headers must be downgraded. |In particular
if a List-* header contains a non-ASClIl mailto (even encoded in

ASCI 1), it may be advisable to edit the header to renove the non-
ASCI| address or replace it with an equivalent ASCI| address if one
is knowmn to the list software. Qherwise, a client mght run into
trouble if the decoded mailto results in a non-ASCI| address. |If a
header that contains a mailto URL is downgraded by percent encoding,
some mail software may misinterpret the percent signs as attenpted
source routing.

When downgrading |ist headers, it may not be possible to produce a
downgr aded version that is satisfactorily equivalent to the origina
header. In particular, if a non-ASClI| List-1D is downgraded to an
ASClI | version, software and humans at recipient systens will
typically not be able to tell that both refer to the sane |ist.
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If lists pernmit mail with nultiple MM parts, some M ME headers in

SMIPUTF8 nessages may i nclude non-ASCI| characters in file names and
ot her descriptive text strings. Downgrading these strings nmay |ose

the sense of the nanes, break references fromother MM parts (such
as HTML | MG references to enbedded i mages), and ot herw se damage the
mai | .

3.3. Subscribers’ Addresses in Downgraded Headers

4.

5.

5.

List software typically | eaves the original subnmitter’s address in
the From line, both so that recipients can tell who wote the
nessage and so that they have a choice of responding to the list or
directly to the submitter. |If a submtter has a non-ASCI| address,
there is no way to downgrade the From header and preserve the
address so that ASCI| recipients can respond to it, since non-
SMIPUTF8 mai|l systems can’'t send mail to non-ASCI| addresses.

Possi bl e wor k-arounds (none inplenmented that we know of) m ght

i nclude all owi ng subscribers with non-ASCI| addresses to register an
alternate ASCI| address with the |ist software, having the |ist
software itself create ASCI| forwardi ng addresses, or just putting
the list’s address in the From line and losing the ability to
respond directly to the submtter.

Security Considerations
None beyond what mailing list agents do now.
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