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Abst r act
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Results header field for S/MME-rel ated signature checks.
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1. Introduction

[ RFC7001] specifies the Authentication-Results header field for
conveying results of message authentication checks. As S/M M
signature verification (and alteration) is sonetinmes inplenented in
border nessage transfer agents, guards, and gateways (for exanple,
see [RFC3183]), there is a need to convey signature verification
status to Mail User Agents (MJAs) and downstreamfilters. This
document defines a new authentication nmethod to be used in the

Aut henti cation-Results header field for SIMME-rel ated signature
checks.

2. Conventions Used in This Documnent
The formal syntax uses the Augnented Backus-Naur Form ( ABNF)
[ RFC5234] notation, including the core rules defined in Appendi x B of
[ RFC5234] .

3. "smnme" Authentication Method

S/'M ME signature and countersignature verification is represented by
the "smne" method and is defined in [ RFC5751].
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3.1. S/IMME Results

The result values used by S/M M [ RFC5751] are as foll ows:

The nessage was not signed.

The nessage was signed, the signature or signatures
were acceptable to the verifier, and the signature(s)
passed verification tests.

fail The nessage was signed and the signature or
signatures were acceptable to the verifier, but they
failed the verification test(s).

The nessage was sighed and signature(s) passed
verification tests, but the signature or signatures
were not acceptable to the verifier

policy

| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
neutr al | The nessage was signed but the signature or |
| signatures contained syntax errors or were not
| otherwi se able to be processed. This result is also
| used for other failures not covered el sewhere in this
| Iist. |
| |
tenmperror | The nessage could not be verified due to sone error |
| that is likely transient in nature, such as a
| tenmporary inability to retrieve a certificate or |
| Certificate Revocation List (CRL). A later attenpt |
| may produce a final result. |
| |
permerror | The message could not be verified due to sone error |
| that is unrecoverable, such as a required header |
| field being absent or the signer’s certificate not |
| being available. A later attenpt is unlikely to |
| produce a final result. |

A signature is "acceptable to the verifier" if it passes |local policy
checks (or there are no specific local policy checks). For exanple,
a verifier mght require that the domain in the rfc822Name
subjectAltNane in the signing certificate matches the domain in the
address of the sender of the nmessage (val ue of the Sender header
field, if present; value of the From header field otherw se), thus
maki ng third-party signatures unacceptable. [RFC5751] advises that
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3.

3.

3.

if a nessage fails verification, it should be treated as an unsi gned

nessage. A report of "fail" here permts the receiver of the report
to decide howto handle the failure. A report of "neutral" or "none"
preenpts that choice, ensuring that the message will be treated as if

it had not been signed.
2. Email Authentication Paraneters for S/M ME

Thi s docunent defines several new authentication paraneters for
conveying S/MMe-rel ated informati on, such as the | ocation of an
S/M ME signature and the identity associated with the entity that
signed the nessage or one of its body parts.

2.1. body. sm ne-part

body. sm ne-part contains the M ME body part reference that contains
the S'M ME signature. The syntax of this property is described by
the sm nme-part ABNF production bel ow. application/pkcs7-signature or
application/ pkcs7-m ne (containing SignedData) nedia type body parts
are referenced using the <section> syntax (see Section 6.4.5 of

[ RFC3501]). If the signature being verified is encapsul ated by

anot her Cryptographi c Message Syntax (CMS) content type (e.g.

appl i cati on/ pkcs7-m ne cont ai ni ng Envel opedDat a, whi ch contai ns

Si gnedData), such an inner signature body part can be referenced
using "section[/section..." syntax.

smme-part = section ["/" sm me-subpart]
sm me-subpart = smi ne-part
section = <Defined in Section 6.4.5 of [RFC3501]>

2.2. body.smne-identifier

body. smi ne-identifier contains the emai|l address [ RFC5322] associ ated
with the S/M ME signature referenced in the correspondi ng
body. sm ne-part. The ennil address can be specified explicitly in
the signer’s X. 509 certificate or derived fromthe identity of the
signer. Note that this enmnil address can correspond to a
count er si gnat ure.
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3.2.3. body.smne-serial and body. snm ne-i ssuer

body. smi ne-serial contains the serial Nunber of the X 509 certificate
associated with the S/M M sighature (see Section 4.1.2.2 of
[ RFC5280]) referenced in the correspondi ng body. sm nme-part.

body. smi ne-i ssuer contains the issuer nanme DN (distingui shed nane)
(e.g., "CN=CAL, ST=BC, c=CA") of the X. 509 certificate associated with
the SIMME signature (see Section 4.1.2.4 of [RFC5280]) referenced in
the correspondi ng body. sm ne-part.

Ei ther both or neither of body.sm ne-serial and body. sm ne-i ssuer
shoul d be present in an Authentication-Results header field.

body. smi ne-serial and body.sm nme-i ssuer are used for cases when
body. smi ne-identifier (emnil address) can’t be derived by the entity
addi ng the correspondi ng Aut hentication-Results header field. For
exanpl e, this can be used when gatewayi ng from X 400.

3.3. Exanples

Ret ur n- Pat h: <al i ceDss@xanpl e. cone
Aut henti cation-Results: exanpl e. net;
smnme=fail (certificate is revoked by CRL)
body. sm ne-i dentifier=aliceDss@xanpl e. com
body. smi ne-part =2
Received: fromietfa.exanple.com (local host [IPv6:::1])
by ietfa.exanple.com (Postfix) with ESMIP id 2875111E81A0;
Fri, 06 Sep 2002 00: 35:14 -0700 (PDT)
M ME-Version: 1.0
To: User2@xanpl e. com
From aliceDss@xanpl e. com
Subj ect: Exanple 4.8
Message- 1 d: <020906002550300. 249@xanpl e. con
Date: Fri, 06 Sep 2002 00:25:21 -0700
Cont ent - Type: multi part/signed;
m cal g=SHAL;
boundar y="----=_Next Boundary Fri, 06 _Sep 2002 _00:25:21";
pr ot ocol ="appl i cati on/ pkcs7-si gnat ure"
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This is a multi-part nmessage in MM fornat.
------ = Next Boundary Fri, 06_Sep_2002_00: 25: 21

This is some sanple content.

------ = Next Boundary Fri, 06 _Sep_ 2002 00:25:21

Cont ent - Type: application/pkcs7-signature; nanme=sm ne. p7s
Cont ent - Transf er - Encodi ng: base64

Content-Di sposition: attachnent; filenane=sm nme. p7s

M | DdwYJKoZl hvcNAQe Col | DaDCCA2 QCAQEX CTAHBgUr DgMCG ALBgkghki GOwOBBwGgggL
gM | C3DCCApugAW BAgl CAMgWCQYHKoZI zj gEAz ASMRAWDG YDVQRDEWA DY XJ s RFENTMB4XDT
k5MDgx Nz Ax MTAOOVOXDTMbMT| zMT1 zNTk 1OVowEz ERVAS GALUEAXM QW pY2VEULMMggG2M
| | BKWYHK0ZI zj gEATCCARACg YEAQ Y3N7 YPqCp45PsJ| KKPkR5PADt eoDux TxauECE/ / | OFz
SHAMLY NESNH+Nn6+koYkv4dkwy DbeP5u/ t 0zc X2nK5HXQNwy RCIWh3gde+f zOny/ dQ6i LVPE
/ sAcl RO1di MPDt bPj VOh11Tl 2EMRAvVT +ds| SXN Lk URu15AMAKPN+Ws CFQDI R6 YaRWA4ES
baj 7931 Stii/eTzQKBgCY40BSIMyo5+2z5t 2Ut Zakx 21 zKEA] Vc8ssaMvWeUF3dmilni zaoFP
Vj Ae6l 2uAHr 32KQ Wh9HXPSgheSz6Q+G3gnhkhi j t 2FOnOLI 2] B80j hbgv MAF8bUMIEYk 2
RL34yJVKUlal4v| z7BphNnhn8Rf 8K97dFQ 5hOwt GBSmASUj YSA4GEAAKBgFz) uVplRJIYLgXr

d4z+p7Kxe3L23ExEOphaJKBEj 2TSGZ3V1ExI 9QLt v5VE +onyohs+JHO9B41bY8i 7RaWWgSu
OF1s4C&gDl ol 34a8i Sr Uxgq4Jwle7w / ZhSAXGKsZf oVi / GTNNTSI j f 2YUeyx DKESH5BQP1Gp
2NOM KI 4v Ty g+Wlo4 GBVHEWDAYDVROTAQH BAI wADAOBg NVH@BBAf 8 EBAMCBs AwHWYDVRO)]

BBgwFoAUCEQ+gi 5vh95K03Xj PSC8QyuT8R3WHQYDVROOBBYEFL5s0bPj wf ft @BCkzhVB4v3
j I/ 7TNVBB8GALUJEQQYMBaBFEFsaVWNI RFNTQGVA YWLwb GUu Y29t MAk GBy g GSIVE4 BAVDVAAWL Q
| UVQyKkGRIOCK4I x1 j ONg2g1PWir vOUCFQCE YVNSVAL cst 3a53Yd4hBSWNev TF) MGECAQEWG
DASMRAWDg YDVQQDEWADYXJ s RFNTAg! Ay DAHBgUr DgMCG AJBgcghkj OOAQDBCAWLAI UM nG
f 6gkgp9Z0Xt RAG mleB/ BXUCFGFFIqwYRt 1Wycl OQoG aowgG&z VI

------ = Next Boundary Fri, 06_Sep_2002_00: 25: 21- -
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4. | ANA Consi derations

| ANA has added the following entries to the "Emai
Met hods" sub-registry of the "Enai

registry:

| Met hod|
| |

Mel ni kov

Defined |
in |

[ RFC5751] |

[ RFC5751]

ptype

body

body

Property | Val ue

A reference to
the M ME body
part that
contains the
signature, as
defined in
Section 3.2.1
of [RFC7281].

|

|

|

|

|

|

|

|

|

| The enmi
| address

| [ RFC5322]
| associated
| with the
| SIM M
|
|
|
|
|
|
|
|
|
|
|
|
|
|

sm ne-
identifier

si gnat ure.

The emmai
address can be
speci fied
explicitly or
derived from
the identity
of the signer.
Note that this
emai | address
can correspond
to a counter-
si gnat ure.

| nf or mat i onal
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Aut henti cati on
Aut henti cati on Paraneters"

| Status | Ver-

active

active

B +
| sion |
. +
1
1
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[ RFC5751]| body seri al Nurmber active
of the

certificate

associ at ed

with the

S/I'M ME

signature (see

Section

4.1.2.2 of

[ RFC5280] .

sm nme-
seri al

i ssuer (e.g., "CN=CA1,
ST=BC, c=CA")
of the
certificate
associ at ed
with the
SI'M ME
signature (see
Section
4.1.2.4 of

| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| smine| [RFC5751]| body | sm ne- | Issuer name DN |active | 1
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | | |
| | | | | [ RFC5280] . | |

| ANA has added the following entries to the "Enmail Authentication
Result Names" sub-registry of the "Enail Authentication Paraneters"
registry:

SR SR Fomm e m e o e e e e e e a oo Fomm oo +
| Code | Defined | Auth | Meani ng | Status |
| | | Method | | |
e e IR T Fommmaa - +
| none | [RFC7281] | sminme | [RFC7281] Section 3.1 | active |
| | | | | |
| pass | [RFC7281] | smine | [RFC7281] Section 3.1 | active |
| | | | | |
| fail | [RFC7281] | sm | [RFC7281] Section 3.1 | active |
| | | | | |
| policy | [RFC7281] | sminme | [RFC7281] Section 3.1 | active |
| | | | | |
| neutral | [RFC7281] | smine | [RFC7281] Section 3.1 | active |
| | | | | |
| tenmperror | [RFC7281] | smine | [RFC7281] Section 3.1 | active |
| | | | | |
| permerror | [RFC7281] | smne | [RFC7281] Section 3.1 | active |
TSR TSR TSR o e e e e e Fomm e +
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5. Security Considerations

Thi s docunent doesn’t add new security considerations not already
covered by [RFC7001] and [ RFC5751]. In particular, security

consi derations related to the use of weak cryptography over

pl ai nt ext, weakeni ng and breaki ng of cryptographic algorithnms over
time, and changi ng the behavi or of nessage processing based on
presence of a signature specified in [RFC5751] are relevant to this
docunent. Similarly, the follow ng security considerations specified
in [RFC7001] are particularly relevant to this docunent: Forged
Header Fields, Msleading Results, Internal Mil Transfer Agent (MIA)
Li sts, and Conprom sed Internal Hosts.

To repeat sonething already nentioned in RFC 7001, Section 7.1:

An MJA or filter that accesses a mail box whose nessages are
handl ed by a non-conformant MIA, and under st ands

Aut hentication-Results header fields, could potentially nmake fal se
concl usi ons based on forged header fields. A nalicious user or
agent could forge a header field using the DNS domain of a

recei ving ADMD as the authserv-id token in the value of the header
field and, with the rest of the value, claimthat the nessage was
properly authenticated. The non-conformant MIA would fail to
strip the forged header field, and the MJA coul d i nappropriately
trust it.

For this reason, it is best not to have processing of the

Aut henti cation-Results header field enabled by default; instead,

it should be ignored, at |least for the purposes of enacting
filtering decisions, unless specifically enabled by the user or
adm nistrator after verifying that the border MIA is conpliant.

It is acceptable to have an MJA aware of this specification but
have an explicit list of hostnanes whose Authentication-Results
header fields are trustworthy; however, this list should initially

be enmpty.

So, to enphasize this point: whenever possible, MJAs shoul d inpl ement
their owmn S/M ME signature verification instead of inplenenting this
speci fication.

Not e that agents addi ng Aut hentication-Results header fields

contai ning S/M ME aut hentication nethod m ght be unable to

verify SIMME signatures inside encrypted CMS content types such

as Envel opedDat a [ RFC5652]. So, agents processing

Aut henti cation-Results header fields can't treat the | ack of an

Aut hentication-Results header field with S/M Me aut hentication nethod
as an indication that the corresponding S/M ME signature i s m ssing,
invalid, or valid.
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