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Abstract

Performance Monitoring (PM is a key aspect of Operations,

Admi ni stration, and Mai ntenance (QAM. It allows network operators
to verify the Service Level Agreement (SLA) provided to customers and
to detect network anonalies. This docunent specifies mechani sms for
Loss Measurerment and Del ay Measurenent in Transparent |nterconnection
of Lots of Links (TRILL) networks.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7456
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1. Introduction

TRILL [TRILL] is a protocol for transparent |east-cost routing, where
Routing Bridges (RBridges) route traffic to their destination based
on least cost, using a TRILL encapsul ati on header with a hop count.

Operations, Adm nistration, and Maintenance [CQAM is a set of tools
for detecting, isolating, and reporting connection failures and
performance degradation. Performance Monitoring (PM is a key aspect
of OAM PM allows network operators to detect and debug network
anonmal i es and incorrect behavior. PMconsists of two main building
bl ocks: Loss Measurenent and Del ay Measurenment. PM nmay al so include
ot her derived nmetrics such as Packet Delivery Rate, and Inter-Frame
Del ay Vari ation.

The requirenents of OAMin TRILL networks are defined in [ OAM REQ ,
and the TRILL OAM framework is described in [ OAM FRAMEVK]. These two
docunents al so highlight the main requirenents in ternms of

Per f or mance Monitori ng.

Thi s docunent defines protocols for Loss Measurenent and for Del ay
Measurenent in TRILL networks. These protocols are based on the
Performance Mnitoring functionality defined in ITUT G 8013/Y.1731
[Y.1731-2013].
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2.

2.

2.

1

2.

0 Loss Measurenent: the Loss Measurenment protocol neasures packet
| oss between two RBridges. The neasurenent is perfornmed by
sendi ng a set of synthetic packets and counting the nunber of
packets transnmitted and received during the test. The frame |oss
is calculated by comparing the nunbers of transmitted and received
packets. This provides a statistical estimte of the packet |oss
bet ween the involved RBridges, with a margin of error that can be
controll ed by varying the nunber of transmtted synthetic packets.
Thi s docunent does not define procedures for packet |o0ss
conput ati on based on counting user data for the reasons given in
Section 5.1 of [ CAM FRAMEVK] .

o Delay Measurenent: the Delay Measurenment protocol mneasures the
packet delay and packet delay variation between two RBridges. The
measurenent is perfornmed using tinmestanmped OAM nessages.

Conventions Used in this Docunent
Key Words

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

The requirenent level of PMin [OAMREQ is 'SHOULD . Nevertheless,
this nmeno uses the entire range of requirenent |evels, including
"MJUST'; the requirenments in this meno are to be read as ' A MEP
(Mai nt enance End Point) that inplements TRILL PM

MUST/ SHOULDY MAY/ . .. " .

Definitions

o0 One-way packet delay (based on [IPPM1DM) - the tine el apsed from
the start of transmi ssion of the first bit of a packet by an
RBridge until the reception of the last bit of the packet by the
renote RBridge

o Two-way packet delay (based on [IPPM2DM) - the tine elapsed from
the start of transmission of the first bit of a packet fromthe
| ocal RBridge, receipt of the packet at the renote RBridge, the
transm ssi on of a response packet fromthe renpte RBridge back to
the |l ocal RBridge, and receipt of the last bit of that response
packet by the | ocal RBridge.

o Packet loss (based on [IPPMLoss] - the nunber of packets sent by
a source RBridge and not received by the destination RBridge. In
the context of this docunent, packet |oss is neasured at a
specific probe instance and a specific observation period. As in
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[Y.1731-2013], this docunment distinguishes between near-end and
far-end packet loss. Note that this senmantic distinction
specifies the direction of packet |oss but does not affect the
nature of the packet loss netric, which is defined in [ PPM Loss].

Far-end packet |oss - the nunber of packets lost on the path from
the local RBridge to the renmbte RBridge in a specific probe
i nstance and a specific observation period.

Near - end packet | oss - the nunmber of packets |ost on the path from
the renbte RBridge to the |local RBridge in a specific probe
i nstance and a specific observation period.

Abbr evi ati ons

1DM One-way Del ay Measurenent

One-way Synthetic Loss Measurenent

DWW Del ay Measurenent Message
DVR Del ay Measurenent Reply
DoS Deni al of Service

Fi ne- Grai ned Label [FQA]

Mai nt enance Domai n

MD- L Mai nt enance Domai n Level
MEP Mai nt enance End Poi nt
M P Mai nt enance | nternedi at e Poi nt

Mai nt enance Poi nt

OAM Qperations, Adm nistration, and Mi ntenance [ OAM

Per f or mance Monitoring

SLM Synt hetic Loss Measurenent Message
SLR Synt hetic Loss Measurenent Reply
TLV Type- Lengt h- Val ue

TRI LL Transparent Interconnection of Lots of Links [TRILL]

M zrahi, et al. St andards Track [ Page 5]



RFC 7456 Loss and Del ay Measurenment in TRILL March 2015

3.

3.

3.

Loss and Del ay Measurenment in the TRILL Architecture

As described in [ OAM FRAMEWK], OAM protocols in a TRILL canpus
operate over two types of Maintenance Points (MPs): Maintenance End
Poi nts (MEPs) and Mai ntenance |Intermedi ate Points (M Ps).

Figure 1: Mintenance Points in a TRILL Canpus

Per f ormance Monitoring (PM allows a MEP to perform Loss and Del ay
Measurenents on any other MEP in the canpus. Perfornmance Monitoring
is performed in the context of a specific Miintenance Domain (MD).

The PM functionality defined in this docunment is not applicable to
M Ps.

1.

Performance Monitoring G anularity

As defined in [ OAM FRAMEVK], PM can be applied at three |evels of
granul arity: Network, Service, and Fl ow

(0]

Net wor k-1 evel PM the PM protocol is run over a dedicated test
VLAN or FGL [FA].

Service-level PM the PMprotocol is used to perform neasurenents
of actual user VLANs or FGs.

Fl ow- 1 evel PM the PM protocol is used to perform measurenents on
a per-flow basis. A flow, as defined in [OAMREQ, is a set of
packets that share the same path and per-hop behavior (such as
priority). As defined in [ OAM FRAVMEWK], flow based nonitoring
uses a Flow Entropy field that resides at the begi nning of the OAM
packet header (see Section 6.1) and m mics the forwardi ng behavior
of the nonitored fl ow

One-Way vs. Two-Way Performance Monitoring

Paths in a TRILL network are not necessarily synmetric, that is, a
packet sent from RBl1 to RB2 does not necessarily traverse the sane
set of RBridges or links as a packet sent fromRB2 to RBl. Even
within a given flow, packets fromRBl1 to RB2 do not necessarily
traverse the sanme path as packets fromRB2 to RBI1.

M zrahi, et al. St andards Track [ Page 6]



RFC 7456 Loss and Del ay Measurenment in TRILL March 2015

3.2.1. One-Way Performance Mnitoring

In one-way PM RB1 sends PM nessages to RB2, allowi ng RB2 to nonitor
the performance on the path from RBl1 to RB2.

A MEP that inplenents TRILL PM SHOULD support one-way Perfornmance
Monitoring. A MEP that inplements TRILL PM SHOULD support both the
PM functionality of the sender, RB1, and the PM functionality of the
recei ver, RB2.

One-way PM can be applied either proactively or on-demand, although
the nore typical scenario is the proactive node, where RB1 and RB2
periodically transnit PM nessages to each other, allow ng each of
themto nonitor the performance on the incoming path fromthe peer
VEP.

3.2.2. Two-Way Performance Mnitoring

In two-way PM a sender, RB1l, sends PM nessages to a reflector, RB2,
and RB2 responds to these nmessages, allowing RB1 to nonitor the
per f or mance of:

o The path fromRBl1 to RB2.
o The path fromRB2 to RBI1.
o The two-way path fromRB1 to RB2, and back to RB1.

Note that in sone cases it may be interesting for RBL to nonitor only
the path fromRBlL to RB2. Two-way PM all ows the sender, RB1l, to
nonitor the path fromRBl to RB2, as opposed to one-way PM

(Section 3.2.1), which allows the receiver, RB2, to nonitor this
pat h.

A MEP that inplenents TRILL PM MJST support two-way PM A MEP that
i mpl enents TRILL PM MUST support both the sender and the reflector PM
functionality.

As described in Section 3.1, flow based PM uses the Fl ow Entropy
field as one of the paraneters that identify a flow In tw-way PM
the Flow Entropy of the path fromRBl1 to RB2 is typically different
fromthe Flow Entropy of the path fromRB2 to RBl. This docunent
uses the Reflector Entropy TLV [TRILL-FM, which allows the sender to
specify the Flow Entropy value to be used in the response nessage.

Two-way PM can be applied either proactively or on-denand.
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3.3. Point-to-Point vs. Point-to-Miltipoint PM

PM can be applied either as a point-to-point measurenent protocol, or
as a point-to-multi-point measurenent protocol

The point-to-point approach neasures the performance between two
RBri dges using uni cast PM nessages.

In the point-to-multipoint approach, an RBridge RBl sends PM nessages
to nultiple RBridges using nmulticast nessages. The reflectors (in
two-way PM respond to RB1 using unicast nmessages. To protect
against reply storns, the reflectors MJST send the response nmessages
after a randomdelay in the range of 0 to 2 seconds. This ensures
that the responses are staggered in tinme and that the initiating

RBri dge is not overwhelned with responses. Mreover, an RBridge
Scope TLV [TRILL-FM can be used to limt the set of RBridges from
whi ch a response is expected, thus reducing the inpact of potentia
response bhursts.

4. Loss Measur enent

The Loss Measurenment protocol has two nodes of operation: one-way
Loss Measurenent and two-way Loss Measurenent.

Note: The terns 'one-way’ and 'two-way' Loss Measurenent shoul d not
be confused with the terns ’'single-ended and ’'dual -ended’ Loss
Measurenent used in [VY.1731-2013]. As defined in Section 3.2, the
terns 'one-way’ and 'two-way' specify whether the protocol nonitors
performance on one direction or on both directions. The terns
"singl e-ended’ and 'dual -ended’, on the other hand, describe whether
the protocol is asynmetric or synmetric, respectively.

4.1. One-Way Loss Measurenent

One-way Loss Measurenent neasures the one-way packet |oss from one
MEP to another. The loss ratio is nmeasured using a set of One-way
Synthetic Loss Measurenent (1SL) nessages. The packet format of the
1SL nessage is specified in Section 6.2.2. Figure 2 illustrates a
one-way Loss Measurenment nessage exchange.
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TXp TXc
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\ \
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Figure 2: One-Way Loss Measurenent

The one-way Loss Measurenent procedure uses a set of 1SL nessages to
neasure the packet |oss. The figure shows two non-consecutive
nessages fromthe set.

The sender maintains a counter of transmitted 1SL nessages, and

i ncludes the value of this counter, TX, in each 1SL nessage it
transmts. The receiver naintains a counter of received 1SL
nessages, RX, and can calculate the |oss by conmparing its counter
val ues to the counter values received in the 1SL nessages.

In Figure 2, the subscript 'c’ is an abbreviation for current, and
"p’ is an abbreviation for previous.

4.1.1. 1SL Message Transni ssion

One-way Loss Measurenent can be applied either proactively or on-
demand, although as nentioned in Section 3.2.1, it is nore likely to
be applied proactively.

The term ' on-demand’ in the context of one-way Loss Measurenent
inmplies that the sender transmits a fixed set of 1SL nmessages,
allowing the receiver to performthe nmeasurement based on this set.

A MEP that supports one-way Loss Measurenment MJST support unicast
transm ssion of 1SL nessages.

A MEP that supports one-way Loss Measurenent MAY support multicast
transm ssion of 1SL nessages.

The sender MUST maintain a packet counter for each peer MEP and probe
instance (test ID). Every tine the sender transmits a 1SL packet, it
i ncrenents the correspondi ng counter and then integrates the val ue of
the counter into the Counter TX field of the 1SL packet.

The 1SL message MAY be sent with a variabl e-size Data TLV, allow ng
Loss Measurenent for various packet sizes.
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4.1.2. 1SL Message Reception

The receiver MJST maintain a reception counter for each peer MEP and
probe instance (test I1D). Upon receiving a 1SL packet, the receiver
MUST verify that:

o The 1SL packet is destined to the current MEP
o The packet’'s MD |l evel nmatches the MEP's MD | evel.

If both conditions are satisfied, the receiver increnents the
correspondi ng reception counter and records the new val ue of the
counter, RX1.

A MEP that supports one-way Loss Measurenent MJST support reception
of both unicast and nulticast 1SL messages.

The recei ver conputes the one-way packet | oss with respect to a probe
i nstance neasurenent interval. A probe instance neasurenent interva
i ncl udes a sequence of 1SL nessages with the sane test ID. The one-
way packet loss is conputed by conparing the counter values TXp and
RXp at the begi nning of the neasurenment interval and the counter

val ues TXc and RXc at the end of the neasurenent interval (see

Figure 2):

one-way packet loss = (TXc-TXp) - (RXc- RXp) (1)

The cal culation in Equation (1) is based on counter val ue

di fferences, inplying that the sender’s counter, TX, and the
receiver’'s counter, RX, are not required to be synchronized wth
respect to a common initial val ue.

It is noted that if the sender or receiver resets one of the
counters, TX or RX, the calculation in Equation (1) produces a false
nmeasurenent result. Hence, the sender and recei ver SHOULD NOT cl ear
the TX and RX counters during a neasurenent interval.

When the receiver calcul ates the packet |oss per Equation (1), it
MUST perform a w aparound check. |If the receiver detects that one of
the counters has wapped around, the receiver adjusts the result of
Equation (1) accordingly.

A 1SL receiver MJST support reception of 1SL nessages with a Data
TLV.
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Since synthetic one-way Loss Measurenent is performed using 1SL
nessages, obviously, sone 1SL nessages nay be dropped during a
nmeasurenment interval. Thus, when the receiver does not receive a
1SL, the receiver cannot performthe calculations in Equation (1) for
that specific 1SL nessage.

4.2. Two-Way Loss Measurenent

Two-way Loss Measurement allows a MEP to neasure the packet |oss on
the paths to and froma peer MEP. Two-way Loss Measurenent uses a
set of Synthetic Loss Measurenent Messages (SLMs) to conmpute the
packet |loss. Each SLMis answered with a Synthetic Loss Measurenent
Reply (SLR). The packet formats of the SLM and SLR packets are
specified in Sections 6.2.3 and 6.2.4, respectively. Figure 3
illustrates a two-way Loss Measurenent nessage exchange.

TXp RXp TXc RXc
SENAEI s m e m e o e o e e e e e e e em e
\ /\ \ /\
\ / .o \ /
SLM\ / SLR SLM \ / SLR
\/ ] \/ ]
oY 1= 0 A 0 )
TRXp TRXc

Fi gure 3: Two-Way Loss Measurenent

The two-way Loss Measurenent procedure uses a set of SLM SLR
handshakes. The figure shows two non-consecutive handshakes fromthe
set.

The sender nmmintains a counter of transmitted SLM nessages and

i ncl udes the value of this counter, TX, in each transmitted SLM
nmessage. The reflector mmintains a counter of received SLM nessages,
TRX. The reflector generates an SLR and incorporates TRX into the
SLR packet. The sender mmintains a counter of received SLR nessages,
RX.  Upon receiving an SLR nessage, the sender can cal culate the | oss
by conparing the |local counter values to the counter val ues received
in the SLR nmessages.

The subscript "¢’ is an abbreviation for current, and 'p’ is an
abbrevi ation for previous.
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4.2.1. SLM Message Transni ssion

Two-way Loss Measurement can be applied either proactively or on-
demand.

A MEP that supports two-way Loss Measurenent MJST support unicast
transm ssi on of SLM nessages.

A MEP that supports two-way Loss Measurenent MAY support multicast
transm ssi on of SLM messages.

The sender MUST maintain a counter of transmtted SLM packets for
each peer MEP and probe instance (test I1D). Every tinme the sender
transmts an SLM packet, it increnments the correspondi ng counter and
then integrates the value of the counter into the Counter TX field of
the SLM packet .

A sender MAY include a Reflector Entropy TLV in an SLM nessage. The
Refl ector Entropy TLV format is specified in [TRILL-FM.

An SLM nessage MAY be sent with a Data TLV, allow ng Loss Measurenent
for various packet sizes.

4.2.2. SLM Message Reception

The refl ector MUST naintain a reception counter, TRX, for each peer
MEP and probe instance (test 1D).

Upon receiving an SLM packet, the reflector MJST verify that:

o The SLM packet is destined to the current MEP.

o The packet’'s MD |l evel matches the MEP's MD | evel.

If both conditions are satisfied, the reflector increnents the
correspondi ng packet counter and records the value of the new
counter, TRX. The reflector then generates an SLR nessage that is
identical to the received SLM except for the follow ng

nodi fi cations:

o The reflector incorporates TRX into the Counter TRX field of the
SLR.

0 The OpCode field in the OAM header is set to the SLR OpCode.

o The reflector assigns its MEP IDin the Reflector MEP ID field.
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o If the received SLMincludes a Reflector Entropy TLV [ TRILL-FM,
the reflector copies the value of the Flow Entropy fromthe TLV
into the Flow Entropy field of the SLR nessage. The outgoing SLR
nmessage does not include a Reflector Entropy TLV.

o The TRILL Header and transport header are nodified to reflect the
source and destination of the SLR packet. The SLR is always a
uni cast nessage.

A MEP that supports two-way Loss Measurenent MJST support reception
of both unicast and nulticast SLM nmessages.

A reflector MJUST support reception of SLM packets with a Data TLV.
When receiving an SLMwith a Data TLV, the reflector includes the
unnodi fied TLV in the SLR

4.2.3. SLR Message Reception

The sender MUST maintain a reception counter, RX, for each peer MEP
and probe instance (test I1D).

Upon receiving an SLR nmessage, the sender MJST verify that:

o The SLR packet is destined to the current MEP

o The Sender MEP ID field in the SLR packet matches the current MEP
o The packet’'s MD |l evel matches the MEP's MD | evel.

If the conditions above are nmet, the sender increnents the
correspondi ng reception counter, and records the new val ue, RX

The sender conputes the packet |1oss with respect to a probe instance
measurenent interval. A probe instance nmeasurenent interval includes
a sequence of SLM messages and their correspondi ng SLR nmessages, al
with the sane test ID. The packet loss is conputed by conparing the
counters at the beginning of the neasurenment interval, denoted with a
subscript 'p’, and the counters at the end of the neasurenent

interval, denoted with a subscript "¢’ (as illustrated in Figure 3).
far-end packet loss = (TXc-TXp) - (TRXc- TRXp) (2)
near - end packet | oss = (TRXc- TRXp) - (RXc- RXp) (3)

Note: The total two-way packet loss is the sumof the far-end and
near - end packet | osses, that is (TXc-TXp) - (RXc-RXp).
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The calculations in the two equati ons above are based on counter

val ue differences, inmplying that the sender’s counters, TX and RX
and the reflector’s counter, TRX, are not required to be synchronized
with respect to a common initial val ue.

It is noted that if the sender or reflector resets one of the
counters, TX, TRX, or RX, the calculation in Equations (2) and (3)
produces a fal se nmeasurenent result. Hence, the sender and refl ector
SHOULD NOT clear the TX, TRX, and RX counters during a neasurenent

i nterval .

When the sender cal cul ates the packet |oss per Equations (2) and (3),
it MJUST performa waparound check. |If the reflector detects that
one of the counters has wapped around, the reflector adjusts the
result of Equations (2) and (3) accordingly.

Since synthetic two-way Loss Measurenment is performed using SLM and
SLR nessages, obviously, some SLM and SLR nessages may be dropped
during a neasurenent interval. Wen an SLMor an SLR is dropped, the
correspondi ng two-way handshake (Figure 3) is not conpleted
successfully; thus, the reflector does not performthe cal cul ations
in Equations (2) and (3) for that specific message exchange.

A sender MAY choose to nmonitor only the far-end packet |oss, that is,
performthe conputation in Equation (2), and ignore the conputation
in Equation (3). Note that, in this case, the sender can run flow
based PM of the path to the peer MEP without using the Reflector
Entropy TLV.

5. Del ay Measurenent

The Del ay Measurenent protocol has two nodes of operation: one-way
Del ay Measurenent and two-way Del ay Measurenent.

5.1. One-Vay Del ay Measurenent

One-way Del ay Measurenent is used for conputing the one-way packet
delay fromone MEP to another. The packet format used in one-way
Del ay Measurement is referred to as 1DM and is specified in Section
6.3.2. The one-way Del ay Measurenent nessage exchange is illustrated
in Figure 4.
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T1
Sender = ----eemmmaaaaoo- o> time
\
\ 1DM
\
\/
Receiver ------ceomaoaaoaon
T2

Figure 4: One-Way Del ay Measurenent

The sender transmits a 1DM nessage incorporating its time of
transm ssion, T1l. The receiver then receives the nessage at tine T2,
and cal cul ates the one-way del ay as:

one-way delay = T2-T1 (4)

Equation (4) inplies that T2 and Tl are neasured with respect to a
conmon reference tinme. Hence, two MEPsS running a one-way Del ay
Measur enent protocol MJST be tine-synchronized. The nethod used for
synchroni zi ng the cl ocks associated with the two MEPs is outside the
scope of this docunent.

5.1.1. 1DM Message Transni ssion
1DM packets can be transnmitted proactively or on-demand, although, as
mentioned in Section 3.2.1, they are typically transnitted

proactively.

A MEP that supports one-way Del ay Measurenent MJST support unicast
transm ssi on of 1DM nessages.

A MEP that supports one-way Del ay Measurenment MAY support nulticast
transm ssi on of 1DM nmessages.

A 1DM nessage MAY be sent with a variable size Data TLV, allow ng
packet Delay Measurenent for various packet sizes.

The sender incorporates the 1DM packet’s tine of transm ssion into
the Timestanp T1 field.
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5.1.2. 1DM Message Reception

Upon receiving a 1DM packet, the receiver records its tinme of
reception, T2. The receiver MJST verify two conditions:

o The 1DM packet is destined to the current MEP
o The packet’'s MD |l evel matches the MEP's MD | evel.

If both conditions are satisfied, the receiver term nates the packet
and cal cul ates the one-way delay as specified in Equation (4).

A MEP that supports one-way Del ay Measurenent MJST support reception
of both unicast and nulticast 1DM nessages.

A 1DM recei ver MJST support reception of 1DM nessages with a Data
TLV.

When one-way Del ay Measurenent packets are received periodically, the
recei ver MAY conpute the packet delay variation based on nultiple
nmeasurenents. Note that packet delay variation can be conputed even
when the two peer MEPs are not time-synchronized.

5.2. Two-Way Del ay Measurenent

Two- way Del ay Measurenment uses a two-way handshake for conmputing the
two-way packet del ay between two MEPs. The handshake incl udes two
packets: a Delay Measurement Message (DVM and a Del ay Measurenent
Reply (DVR). The DMM and DVR packet formats are specified in
Sections 6.3.3 and 6.3.4, respectively.

The two-way Del ay Measurenent nessage exchange is illustrated in
Fi gure 5.
T1 T4
Sender = ------ oo ---->tine
\ /\
\ /
DVM \ / DVR
\/ /
Reflector -----------------------
T2 T3

Figure 5: Two-Way Del ay Measurenent
The sender generates a DVMM nessage incorporating its time of

transm ssion, T1l. The reflector receives the DVM nessage and records
its time of reception, T2. The reflector then generates a DWR
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nessage, incorporating T1l, T2, and the DMR s transm ssion tine, T3.
The sender receives the DVR nessage at T4, and using the four
timestanps, it cal culates the two-way packet del ay.

5.2.1. DWM Message Transni ssion
DMM packets can be transmtted periodically or on-denand.

A MEP that supports two-way Del ay Measurenment MJST support unicast
transm ssi on of DMM nmessages.

A MEP that supports two-way Del ay Measurenent MAY support nulticast
transm ssi on of DMM nessages.

A sender MAY include a Reflector Entropy TLV in a DMM nessage. The
Refl ector Entropy TLV format is specified in [TRILL-FM.

A DW MAY be sent with a variable size Data TLV, allow ng packet
Del ay Measurenent for various packet sizes.

The sender incorporates the DVWM packet’s tine of transm ssion into
the Timestanp T1 field.

5.2.2. DWW Message Reception

Upon receiving a DW packet, the reflector records its tine of
reception, T2. The reflector MJST verify two conditions:

o The DWM packet is destined to the current MEP.

o The packet’'s MD |l evel matches the MEP's MD | evel.

If both conditions are satisfied, the reflector terminates the packet
and generates a DVR packet. The DMR is identical to the received

DMM except for the follow ng nodifications:

o The reflector incorporates T2 into the Tinmestanp T2 field of the
DVR.

o The reflector incorporates the DMR s transmission time, T3, into
the Tinmestanp T3 field of the DVR

o0 The OpCode field in the OAM header is set to the DVR OpCode.
o If the received DW includes a Reflector Entropy TLV [ TRI LL-FM,
the reflector copies the value of the Flow Entropy fromthe TLV

into the Flow Entropy field of the DVR nessage. The outgoi ng DVR
nmessage does not include a Reflector Entropy TLV.
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o The TRILL Header and transport header are nodified to reflect the
source and destination of the DVR packet. The DVR is always a
uni cast nessage.

A MEP that supports two-way Del ay Measurenment MJST support reception
of both unicast and nulticast DVMM nessages.

A reflector MJST support reception of DVWM packets with a Data TLV.
When receiving a DM with a Data TLV, the reflector includes the
unnodi fied TLV in the DVR

5.2.3. DMR Message Reception

Upon receiving the DVR nessage, the sender records its tine of
reception, T4. The sender MJST verify:

o The DVR packet is destined to the current MEP
o The packet’'s MD |l evel matches the MEP's MD | evel.

If both conditions above are net, the sender uses the four tinestanps
to conpute the two-way del ay:

two-way delay = (T4-T1) - (T3-T2) (5)
Note that two-way del ay can be conputed even when the two peer MEPs
are not tine-synchronized. One-way Del ay Measurenent, on the other

hand, requires the two MEPs to be synchroni zed.

Two MEPs running a two-way Del ay Measurenent protocol MAY be time-

synchroni zed. |f two-way Del ay Measurement is run between two time-
synchroni zed MEPs, the sender MAY conpute the one-way del ays as
fol | ows:
one-way del ay {sender->reflector} = T2 - T1 (6)
one-way delay {reflector->sender} = T4 - T3 (7)

When two-way Del ay Measurenent is run periodically, the sender MAY
al so conpute the delay variation based on multiple neasurenents.

A sender MAY choose to nonitor only the sender->reflector delay, that
is, performthe conputation in Equation (6) and ignore the
conputations in Equations (5) and (7). Note that in this case, the
sender can run flow based PM of the path to the peer MEP wi t hout
using the Reflector Entropy TLV.
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6. Packet Formats
6.1. TRILL OAM Encapsul ati on

The TRILL OAM packet format is generally discussed in [ CAM FRAMEVK]
and specified in detail in [TRILL-FM. It is quoted in this docunment
for conveni ence.

T S S s T SR SRp e S S

|
Li nk Header . (variabl e)
|

B S i i i S S
|

TRI LL Header + 6 or nore bytes
|

T S S e e TR AT S ST S S

T s e —

|

Fl ow Entr opy . 96 bytes
|
B S T S S S S S e il o
OAM Et hertype |
e i s i S S S S S

|
OAM Message Channel . Variable

| |
i S i S S S e

| Link Trailer | Variable
R o i e e e R e o

C —  — -

Figure 6: TRILL OAM Encapsul ati on
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The OAM Message Channel used in this docunment is defined in
[ TRILL-FM and has the followi ng structure:

0 1 2 3

01234567890123456789012345678901
B T i S ks a ai  E
MD-L | Version | OpCode | Fl ags | Fi rst TLVO fset |
T T i S e i s st oI S e S e S il Tt S S R S S e S

OpCode-specific fields .
B T s i I S e i S i i S S e S

I I
TLVs

T S S T T ST S e T T S S S S S

Figure 7: OAM Packet For mat

The first four octets of the OAM Message Channel are comon to all
OpCodes, whereas the rest is OpCode-specific. Belowis a brief
summary of the fields in the first 4 octets:

o

o

MD-L: Mai ntenance Domai n Level .

Version: indicates the version of this protocol. Always zero in
the context of this docunent.

OpCode: Operation Code (8 bits). Specifies the operation
perfornmed by the nmessage. Specific packet formats are presented
in Sections 6.2 and 6.3 of this docunent. A list of the PM
nessage OpCodes is provided in Section 6.4.

Fl ags: The definition of flags is OpCode-specific. The val ue of
this field is zero unless otherw se stated.

First TLVO fset: defines the |location of the first TLV, in octets,
starting fromthe end of the FirstTLVO fset field.

TLVs: one or nore TLV fields. The last TLV field is always an End
TLV.

For further details about the OAM packet format, including the format
of TLVs, see [TRILL-FM.
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6.2. Loss Measurenment Packet Formats
6.2.1. Counter Format

Loss Measurenment packets use a 32-bit packet counter field. Wen a
counter is increnented beyond its maxi mal val ue, OxFFFFFFFF, it w aps
around back to 0.

6.2.2. 1SL Packet Format

1 2 3
567890123456789012345678901
i T S i i T e E e EE
Ver (0) OpCode | Flags (0) | Fi rst TLVO fset |
i o o o e e R i s o o e R SRR S S

Sender MEP ID | Reserved (0) |

i o i T S i I S S s ol ST SN S
Test ID |

i T S T s i i i i e e I N N S
Counter TX |

B T o e e e e s i e S S s N N S
Reserved (0) |

i o i T S i I S S s ol ST SN S

|
TLVs :
| |

A S S S e it e SEp S S S S S S S S

[eoNe]
-
N
w
N

1 1
+6+
1 1
+ =+
+— +

T S i R

Figure 8: 1SL Packet Format

For fields not listed below, see Section 6.1.

0 OpCode: see Section 6.4.

o FirstTLVOfset: defines the |l ocation of the first TLV, in octets,
starting fromthe end of the FirstTLVOfset field. The value of
this field MUST be 16 in 1SL packets.

o Sender MEP ID: the MEP ID of the MEP that initiated the 1SL.

0 Reserved (0): set to 0 by the sender and ignored by the receiver.

o Test ID: a 32-bit unique test identifier.

o0 Counter TX: the value of the sender’s transni ssion counter,
including this packet, at the time of transm ssion.
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6.2.3. SLM Packet For nmat

1 2 3
567890123456789012345678901
i I s i T s s I I s ol S
Ver (0) | OpCode | Flags (0) | Fi rst TLVO fset |
e T R S e i ol Sl O I TR S R S S S S S S e i o
Sender MEP I D | Reserved for Reflector MEP ID |
s i i i o i i I R S R e R R o o i S

Test ID |

i o i T S i I S S s ol ST SN S
Counter TX |

B S i T T i S S S S e S S i i i i
Reserved for SLR Counter TRX (0) |

s i i i o i i I R S R e R R o o i S

|
TLVs :
| |

T S I S S T R S S SR S

' OO

+

I
[N
w
I

+-

1
+ 9
1
+ +
+— +
+~ +

T+ +— +— +— +

Fi gure 9: SLM Packet For mat

For fields not |isted bel ow, see Section 6.1.

0 OpCode: see Section 6. 4.

o FirstTLVOfset: defines the |ocation of the first TLV, in octets,
starting fromthe end of the FirstTLVOfset field. The value of
this field MUST be 16 in SLM packets.

o Sender MEP ID: the MEP ID of the MEP that initiated this packet.

0 Reserved for Reflector MEP ID: this field is reserved for the
reflector’s MEP ID, to be added in the SLR

o Test ID a 32-bit unique test identifier.

0o Counter TX: the value of the sender’s transn ssion counter,
i ncluding this packet, at the tine of transm ssion.

0 Reserved for SLR this field is reserved for the SLR correspondi ng

to this packet. The reflector uses this field in the SLR for
carrying TRX, the value of its reception counter.
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6.

2. 4.

SLR Packet For nat

1 2 3
567890123456789012345678901
i I I e e e i T i T I e S el ik sl T B SR g
Ver (0) | OpCode | Flags (0) | Fi rst TLVO fset |
e T R S e i ol Sl O I TR S R S S S S S S e i o
Sender MEP I D | Refl ector MEP I D |
s i i i o i i I R S R e R R o o i S

Test ID |
i I e e e ik i o ST S I T e R e e i il sl T I TR e
Counter TX |
B S i T T i S S S S e S S i i i i
Counter TRX |
s i i i o i i I R S R e R R o o i S

|
TLVs :
| |

T S I S S T R S S SR S

' OO

+

I
[N
w
I

+-

1
+ 9
1
+ +
+— +
+~ +

T+ +— +— +— +

Fi gure 10: SLR Packet For mat

For fields not |listed bel ow, see Section 6. 1.

pCode: see Section 6. 4.

First TLVO fset: defines the location of the first TLV, in octets,
starting fromthe end of the FirstTLVOfset field. The value of
this field MIUST be 16 in SLR packets.

Sender MEP ID: the MEP ID of the MEP that initiated the SLMt hat
this SLR replies to.

Refl ector MEP ID: the MEP I D of the MEP that transmts this SLR
nmessage.

Test ID: a 32-bit unique test identifier, copied fromthe
correspondi ng SLM nessage.

Counter TX: the value of the sender’s transm ssion counter at the
time of the SLM transm ssion.

Counter TRX: the value of the reflector’s reception counter,
i ncluding this packet, at the tine of reception of the
correspondi ng SLM packet.
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6.3. Delay Measurenent Packet Fornmats
6.3.1. Tinestanp Format

The tinestanps used in Delay Measurement packets are 64 bits | ong.
These tinmestanps use the 64 |east significant bits of the | EEE
1588- 2008 (1588v2) Precision Tine Protocol tinmestanp format

[ | EEE1588v2] .

This truncated format consists of a 32-bit seconds field foll owed by
a 32-bit nanoseconds field. This truncated format is also used in
| EEE 1588v1 [| EEE1588v1], in [Y.1731-2013], and in [ MPLS-LM DM .

6.3.2. 1DM Packet For mat

0 1 2 3
01234567890123456789012345678901
R it e i T e S R el ot (I I S R S R R S R
| MD-L | Ver (1) | OpCode | Reserved (0)|T|FirstTLVO fset |
e i I R R i T R it i S S e e e i I T R T e e i
| Ti mestanmp T1
!I--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+!I-
| Reserved for 1DM receiving equi pnment (0)
| (for Tinestanp T2)
e i I R R i T R it i S S e e e i I T R T e e i
| |

TLVs .
L—- B i T S T T i S S S e e h T i i g S +-!|-
Fi gure 11: 1DM Packet For mat
For fields not |isted bel ow, see Section 6.1.

0 OpCode: see Section 6. 4.

0 Reserved (0): Upper part of Flags field. Set to O by the sender
and ignored by the receiver.

o T: Type flag. Wen this flag is set, it indicates proactive
operation; when cleared, it indicates on-demand node.

o FirstTLVOfset: defines the |ocation of the first TLV, in octets,
starting fromthe end of the FirstTLVOfset field. The value of
this field MUST be 16 in 1DM packets.

o Timestanp T1: specifies the tine of transm ssion of this packet.
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6.

3.

o

3.

Reserved for 1DM this field is reserved for internal usage of the
1DM receiver. The receiver can use this field for carrying T2,
the time of reception of this packet.

DW Packet For mat

0 1 2 3

01234567890123456789012345678901
T S i i S i I S Sk i S SR S
| MD-L | Ver (1) | OpCode | Reserved (0)|T|FirstTLVO fset |
B s i S i I i S S S i i
| Ti mestanmp T1 |
|+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_+_L
| Reserved for DW receiving equi prent (0) |
| (for Tinestanp T2) |
B s i S i I i S S S i i
| Reserved for DVR (0) |
| (for Tinestanp T3) |
i S S i i N SR
| Reserved for DMR receiving equi pnent |
!I--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-!I-
| |

TLVs
| |

A S S S e it e SEp S S S S S S S S

Figure 12: DWM Packet For mat

For fields not |isted bel ow, see Section 6.1.

OpCode: see Section 6. 4.

Reserved (0): Upper part of Flags field. Set to O by the sender
and ignored by the receiver.

T: Type flag. Wwen this flag is set, it indicates proactive
operation; when cleared, it indicates on-demand node.

First TLVO fset: defines the location of the first TLV, in octets,
starting fromthe end of the FirstTLVOfset field. The value of
this field MUST be 32 in DWM packets.

Ti mestanmp T1: specifies the tine of transm ssion of this packet.
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6.

M zrahi, et al

o

3.

4.

Reserved for DMM this field is reserved for internal usage of the
MEP that receives the DMM (the reflector). The reflector can use
this field for carrying T2, the time of reception of this packet.

Reserved for DVMR two timestanmp fields are reserved for the DWVR
nessage. One tinmestanp field is reserved for T3, the DWR
transm ssion time, and the other field is reserved for interna
usage of the MEP that receives the DWR

DVR Packet For mat

1 2 3
7890123456789012345678901
B e T e e S e i i T e TR S S e S S i ol S S T

| OpCode | Reserved (0)|T|FirstTLVO fset
I I i T S I T T sl i S S Y S
Ti mestamp T1

e Ne]
+

[
N
w
N
ol
o

1

+9

1

+ - +

+ < +
&

+ = +

+— +
+~ +
'—\
+~ +

B T T T i S S S S
Ti mestanmp T2

i o e T I i i it T T TR S I SR S R S i T R i e S e S
Ti mestamp T3

B S i i i T i I S S S S S R e o
Reserved for DMR receiving equi pnent

(for Tinestanp T4)
I o i o S ks s (i S S S T S S S S S S

T+t +— +— +— +

D e S R

TLVs
| |

T S S S S SEp S S S S S SR S U S SR S S

Figure 13: DMR Packet For mat

For fields not |isted bel ow, see Section 6.1.

OpCode: see Section 6. 4.

Reserved (0): Upper part of Flags field. Set to O by the sender
and ignored by the receiver.

T: Type flag. Wen this flag is set, it indicates proactive
operation; when cleared, it indicates on-demand node.

First TLVO fset: defines the |ocation of the first TLV, in octets,

starting fromthe end of the FirstTLVOfset field. The value of
this field MUST be 32 in DVR packets.
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o Timestanp T1: specifies the tine of transm ssion of the DVMM packet
that this DMR replies to

o Timestanp T2: specifies the tine of reception of the DMM packet
that this DVR replies to

o Timestanp T3: specifies the tine of transm ssion of this DWR
packet .

0 Reserved for DMR this field is reserved for internal usage of the
MEP that receives the DVR (the sender). The sender can use this
field for carrying T4, the tine of reception of this packet.

6.4. OpCode Val ues

As the OAM packets specified herein conformto [Y.1731-2013], the
same OpCodes are used

OpCode OAM packet

val ue type
45 1DM
46 DVR
47 DvM
53 1SL
54 SLR
55 SLM

These OpCodes are fromthe range of val ues that has been all ocated by
| EEE 802.1 [802.1Q for control by ITUT.

M zrahi, et al. St andards Track [ Page 27]



RFC 7456 Loss and Del ay Measurenment in TRILL March 2015

7.

Per f ormance Mbonitoring Process

The Performance Monitoring process is nade up of a nunber of

Perf ormance Monitoring instances, known as PM Sessions. A PM session
can be initiated between two MEPs on a specific flow and be defined
as either a Loss Measurenent session or Del ay Measurenent session

The Loss Measurenent session can be used to determine the performance
netrics Frane Loss Ratio, availability, and resiliency. The Delay
Measur ement session can be used to determ ne the perfornmance nmetrics
Frame Del ay, Inter-Frame Delay Variation, Frame Delay Range, and Mean
Frame Del ay.

The PM session is defined by the specific PMfunction (PMtool) being
run and also by the Start Tinme, Stop Tine, Message Period,

Measurenent Interval, and Repetition Tine. These ternms are defined
as follows:

o Start Time - the tinme that the PM session begins.
o Stop Tine - the time that the neasurenment ends.

0 Message Period - the nessage transm ssion frequency (the tine
bet ween nessage transni ssions).

o Measurenent Interval - the time period over which nmeasurenents are
gat hered and then summari zed. The Measurenent Interval can align
with the PM Session duration, but it doesn’t need to. PM nessages
are only transmtted during a PM Session

0 Repetition Tine - the tinme between start tines of the Measurenent
I nterval s.

Measur enent | nterval Measur enent | nterva
(Conpl eted, Historic) (I'n Process, Current)

| |
0123456789012345678901234567890
T S S S S e S S e Sn S S

N NN N

| || 1

Start Tinme Message Stop Time
(service enabl ed) Peri od (Servi ce disabl ed)

Fi gure 14: Rel ationship between Different Tining Paraneters
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8.

9.

9.

Security Considerations

The security considerations of TRILL OAM are discussed in [ OAM REQ,
[ CAM FRAMEVK], and [TRILL-FM. General TRILL security considerations
are discussed in [ TRILL].

As discussed in [OAM Over], an attack on a PM protocol can falsely

i ndi cate nonexi stent performance i ssues or prevent the detection of
actual ones, consequently resulting in DoS (Denial of Service).
Furthernore, synthetic PM nessages can be used maliciously as a neans
to i nmpl enent DoS attacks on RBridges. Another security aspect is

net wor k reconnai ssance; by passively eavesdroppi ng on PM nessages, an
attacker can gather information that can be used nmaliciously to
attack the network.

As in [TRILL-FM, TRILL PM OAM nessages MAY include the OQAM

Aut hentication TLV. It should be noted that an Authentication TLV
requires a cryptographic algorithm which may have perfornmance
implications on the RBridges that take part in the protocol; thus,
they may, in sonme cases, affect the neasurenent results. Based on a
system specific threat assessnment, the benefits of the security TLV
must be wei ghed agai nst the potential measurement inaccuracy it may
inflict, and based on this trade-off, operators should nake a
deci si on on whether or not to use authentication

Ref er ences
Nor mat i ve Ref erences

[ KEYWORDS] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, March 1997,
<http://wwv. rfc-editor.org/info/rfc2119>

[ TRI LL] Perl man, R, Eastlake 3rd, D., Dutt, D., Gi, S., and
A. Ghanwani, "Routing Bridges (RBridges): Base Protoco
Speci fication", RFC 6325, July 2011,
<http://ww. rfc-editor.org/info/rfc6325>.

[ FA] East| ake 3rd, D., Zhang, M, Agarwal, P., Perlmn, R
and D. Dutt, "Transparent Interconnection of Lots of
Li nks (TRILL): Fine-Gained Labeling", RFC 7172, May
2014, <http://ww.rfc-editor.org/info/rfc7172>.

[TRILL- FM Senevirathne, T., Finn, N, Salam S., Kumar, D.,
Eastl ake 3rd, D., Aldrin, S., and Y. Li, "Transparent
I nterconnection of Lots of Links (TRILL): Fault
Management ", RFC 7455, March 2015,
<http://ww. rfc-editor.org/info/rfc7455>.

M zrahi, et al. St andards Track [ Page 29]



RFC 7456

Loss and Del ay Measurenment in TRILL March 2015

9.2. Informative References

[ OAM REQ)

[ OAM FRAVEVIK]

[Y.1731-2013]

[802. 1Q)

[ | EEE1588v1]

[ | EEE1588v2]

[ MPLS- LM DM

[ CAM

[ 1 PPM 1DM

[ | PPM 2DM

M zr ahi ,

et al.

Senevirathne, T., Bond, D., Aldrin, S., Li, Y., and R
Watve, "Requirements for Operations, Adm nistration,
and Mai ntenance (OAM in Transparent |nterconnection of
Lots of Links (TRILL)", RFC 6905, March 2013,
<http://ww.rfc-editor.org/info/rfc6905>.

Salam S., Senevirathne, T., Aldrin, S., and D.

East| ake 3rd, "Transparent |nterconnection of Lots of
Li nks (TRILL) Operations, Adm nistration, and

Mai nt enance (OAM Franmewor k", RFC 7174, May 2014,
<http://ww. rfc-editor.org/info/rfc7174>.

I TU-T, "OAM functions and nechani snms for Ethernet based
Net wor ks", | TU-T Recommendati on G 8013/Y.1731, Novenber
2013.

| EEE, "I EEE Standard for Local and netropolitan area
networks -- Bridges and Bridged Networks", |EEE Std
802.1Q Decenber 2014.

| EEE, "1 EEE Standard for a Precision d ock
Synchroni zati on Protocol for Networked Measurenent and
Control Systens Version 1", |EEE Standard 1588, 2002.

| EEE, "I|EEE Standard for a Precision C ock
Synchroni zati on Protocol for Networked Measurenent and
Control Systems Version 2", |EEE Standard 1588, 2008.

Frost, D. and S. Bryant, "Packet Loss and Del ay
Measurenent for MPLS Networks", RFC 6374, Septenber
2011, <http://www. rfc-editor.org/info/rfc6374>.

Ander sson, L., van Helvoort, H, Bonica, R, Ronmascanu,
D., and S. Mansfield, "CGuidelines for the Use of the
"OAM' Acronymin the IETF", BCP 161, RFC 6291, June
2011, <http://www. rfc-editor.org/info/rfc6291>.

Almes, G, Kalidindi, S., and M Zekauskas, "A One-way
Delay Metric for IPPM, RFC 2679, Septenber 1999,
<http://ww. rfc-editor.org/info/rfc2679>.

Alnmes, G, Kalidindi, S., and M Zekauskas, "A Round-

trip Delay Metric for IPPM, RFC 2681, Septenber 1999,
<http://ww.rfc-editor.org/info/rfc2681>.

St andards Track [ Page 30]



RFC 7456 Loss and Del ay Measurenment in TRILL March 2015

[ 1 PPM Loss] Almes, G, Kalidindi, S., and M Zekauskas, "A One-way
Packet Loss Metric for | PPM, RFC 2680, Septenber 1999,
<http://ww.rfc-editor.org/infol/rfc2680>.

[ CAM Over ] M zrahi, T., Sprecher, N., Bellaganba, E., and Y.
Wei ngarten, "An Overview of Operations, Adm nistration,
and Mai ntenance (OQAM) Tool s", RFC 7276, June 2014,
<http://ww. rfc-editor.org/info/rfc7276>.

Acknowl edgnent s

The authors gratefully acknow edge Adrian Farrel, Al exey Ml nikov,
Jan Novak, Carlos Pignataro, Gagan Mhan Goel, Pete Resnick, and
Prabhu Raj for their hel pful coments.

M zrahi, et al. St andards Track [ Page 31]



RFC 7456 Loss and Del ay Measurenment in TRILL March 2015

Aut hors’ Addr esses

Tal M zr ahi
Mar vel |

6 Hamada St.
Yokneam 20692
| srael

EMail: talm @mrvell.com

Ti ssa Senevi rat hne

Ci sco

375 East Tasman Drive
San Jose, CA 95134
United States

EMai | : tsenevir @i sco.com

Sanmer Sal am

Ci sco

595 Burrard Street, Suite 2123
Vancouver, BC V77X 1J1

Canada

EMai | : ssal am@i sco. com

Deepak Kunar

Ci sco

510 McCarthy Bl vd,
M| pitas, CA 95035
United States

Phone : +1 408-853-9760
EMai | : dekumar @i sco. com

Donal d Eastl| ake 3rd
Huawei Technol ogi es
155 Beaver Street
M1 ford, MA 01757
United States

Phone: +1-508-333-2270
EMai | : d3e3e3@nuil.com

M zrahi, et al. St andards Track [ Page 32]






