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Abst ract

The I ncident Cbject Description Exchange Format (1 ODEF) is an XM
data representation framework for sharing information about conputer
security incidents. In | ODEF, the Reference class provides
references to externally specified information such as a

vul nerability, Intrusion Detection System (IDS) alert, nmalware
sanpl e, advisory, or attack technique. In practice, these references
are based on external enuneration specifications that define both the
enuneration format and the specific enumeration val ues, but the | ODEF
Ref erence class (as specified in | ODEF vl in RFC 5070) does not

i ndicate how to include both of these inportant pieces of

i nformation.

Thi s docunent establishes a stand-al one data format to include both
the external specification and specific enunmeration identification
val ue, and establishes an | ANA registry to manage externa

enuner ati on specifications. Wiile this docunment does not update

| OOEF v1, this enumeration reference format is used in | ODEF v2 and
is applicable to other formats that support this class of enumeration
ref erences.

Status of This Menp
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7495
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Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

There is an identified need to specify a format to include rel evant
enuner ati on values fromother data representation formats in an | ODEF
docunent. It is anticipated that this requirenent will exist in

ot her standardi zation efforts within several |ETF Wrking G oups, but
the scope of this docunment pertains solely to |ODEF. This format is
used in | ODEF v2 [|I ODEFv2], which will replace the original |ODEF vl
[1 ODEF] specification; this docunent does not specify use of this
format in | ODEF v1 [ ODEF].

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Referencing External Enunerations

The need is to place enuneration identifiers and their enuneration
format references in | ODEF s Reference class. There are several ways
to acconplish this goal, but the nost appropriate at this point is to
require a specific structure for the ReferenceName string of the

| ODEF Reference class, and use an | ANA registry to nmanage references
to specific enuneration reference fornats.

Per | ODEF [1 ODEF], the ReferenceNane is of type ML_STRING This
becomes probl emati c when specific references, especially enuneration
formats such as Common Vul nerability Enumeration [CVE], Common
Configuration Enuneration [CCE], Common Pl atform Enuneration [ CPE],
and so on, are referenced -- howis an inplementer to know which type
of reference this is, and thus how to parse it? One solution
presented here, is to require that ReferenceNane follow a particul ar
format .

I ncl usi on of such enuneration val ues, especially those related to
security automation, is inportant to incident conmunication and
investigation. Typically, an enunmeration identifier is sinply an
identifier with a specific format as defined by an external party.
Further, that enumeration identifier is itself a reference to
specific informati on associated with the identifier. Thus, the

Ref erenceNane is an identifier that is formatted in a specific manner
and that identifies sonme set of associated information.
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For exanple, a vulnerability identifier follow ng the CVE [ CVE]
formatting specification may be CVE-2014-0001. That identifier is
formatted in a specific manner and relates to information about a
specific vulnerability. Conmmunicating the format for the identifier
is the subject of this docunent.

2.1. Reference Name For mat

The ReferenceNanme cl ass provides the XM representation for
identifying an enuneration and specifying a value fromit. A given
enuneration is uniquely identified by the speclndex attribute. Each
specl ndex val ue corresponds to an entry in the "Enunmeration Reference
Type ldentifiers" I ANA registry (see Section 4). The child ID

el enent represents a particular value fromthe correspondi ng
enuneration identified by the speclndex attribute. The format of the
ID elenment is described in the ANA registry entry of the
enumer at i on.

S +
| ReferenceNane |
T +
| I NTEGER specl ndex | <>-----m---- [ ID ]
o e e e e e e e +

Figure 1. The ReferenceNane d ass
The aggregate class that constitutes ReferenceNane is:

I D
One. The identifier assigned to represent the particul ar
enuner ati on obj ect being referenced.

The ReferenceNane cl ass has one attribute.

specl ndex
Required. |INTEGER Enuneration identifier. This value
corresponds to an entry in the "Enuneration Reference Type
Identifiers" I1ANA registry with an identical Speclndex val ue.

An exanpl e of such a reference is as foll ows:

<i odef : Ref erence>
<enum Ref er enceNane specl ndex="1">
<enum | D>CXI - 1234- XYZ</ enum | D>
</ enum Ref er enceNane>
<i odef: URL>htt p://cxi . exanpl e. conk/i odef : URL>
<i odef: Descri pti on>Foo</i odef: Descri pti on>
</ i odef : Ref er ence>
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2.

Information in the |1 ANA table (see Section 4) would include:

Ful | Nanme: Concept X ldentifier

Specl ndex: 1

Ver si on: any

Specification URI: http://cxi.exanple.com spec_url

Ref erence Method Applicability

VWil e the scope of this document pertains to | ODEF, any standard
needing to reference an enuneration identified by a specially
formatted string can use this nmethod of providing structure after the
standard has been published. 1In effect, this nethod provides a
standardi zed interface for enuneration formats, thus allow ng a | oose
coupl i ng between a given standard and the enuneration identifiers it
needs to reference now and in the future.

Security Considerations

Ensuring a proper mappi ng of enuneration reference ID elenments to the
correct Speclndex is inportant. Potential consequences of not
mappi ng correctly include inaccurate information in references and
simlar distribution of msinformation.

Use of enuneration reference IDs fromtrusted sources is preferred to
mtigate the risk of receiving and/ or providing m sinformation.

Trust decisions with respect to enuneration reference providers are
beyond the scope of this docunent. However, receiving an | ODEF

[1 ODEF] docurent containing an unknown ReferenceNanme (i.e., the

Specl ndex does not exist in the ANA table) may indicate a nisled or
mal i ci ous source.

Thi s docunent establishes a container for publicly available
enuner ati on values to be included in an | ODEF [| ODEF] docurent, and
it is inportant to note the distinction between the enuneration
value’'s format and the information conveyed by the value itself.
Wil e the enuneration value may hold infornmation deened to be private
by relying parties, the enuneration fornat is likely not subject to
privacy concerns.

However, if the Reference class includes an enuneration value in
conbination with other data in an | ODEF [| ODEF] docunent, the
resulting conbination could expose information. An exanple night

i nclude attack vectors or system descriptions used in a privacy-
related incident. As such, the reader is referred to the | ODEF

[1 ODEF] Security Considerations section, which explicitly covers
protecting | ODEF [I ODEF] docunments in transit and at rest, ensuring
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proper recipient authentication, data confidence |evels, underlying
transport security characteristics, and proper use of |ODEF s
restriction attribute.

4. | ANA Consi derati ons

Thi s docunent specifies an enuneration reference identifier format.
Al fields, including abbreviation, are nmandatory.

Per this docunent, |ANA has created and mmintains the foll ow ng
registry:

Nane of the Registry: "Security External Enuneration Registry"
Location of Registry: http://ww.iana. org/assi gnments/sec-ext-enum
Fields to record in the registry:
Ful | Nane: The full nanme of the enuneration (i.e., the
referenced specification) as a string fromthe printable ASC
character set [RFC20] with individual enbedded spaces all owed.
The ABNF [ RFC5234] syntax for this field is:

FULL- NAME = 1*VCHAR *( SP 1*VCHAR)

Abbrevi ati on: An abbreviation may be an acronym-- it consists
of uppercase characters (at least twd). Uppercase is used to
avoid m smatches due to case differences. It is specified by

this ABNF [ RFC5234] synt ax:

ABBREVI ATI ON = 2*UC- ALPHA ; At least two
UC- ALPHA = 9%41-5A  A-Z

Multiple registrations MAY use the sane Abbreviation but
MUST have different Versions.

Speclndex: This is an | ANA-assi gned positive integer that
identifies the registration. The first entry added to this
registry uses the value 1, and this value is incremented for
each subsequent entry added to the registry.

Versi on: The version of the enuneration (i.e., the referenced
specification) as a free-formstring fromthe printable ASC
character set [RFC20] excepting white space, i.e., from VCHAR
as defined in [RFC5234]. Sone of the characters allowed in the
version string are escaped when that string is used in XM
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docunents (e.g., '< is represented as &t;); the registered
version string contains the unescaped ASCI|I character in al
such cases.

Speci fication URI/Reference: A list of one or nore URI s

[ RFC3986] fromwhich the regi stered specification can be
obt ai ned. The registered specification MIST be readily and
publicly available fromthat URI. The URI SHOULD be a stable
reference to a specific version of the specification. URl's
that designate the [ atest version of a specification (which
changes when a new version appears) SHOULD NOT be used.

Initial registry contents:

Ful I Nanme: Conmon Vul nerabilities and Exposures
Abbr evi ation: CVE

Specl ndex: 1

Version: 1.0

Speci ficati on URI/ Ref erence:
htt ps://nvd. ni st. gov/ downl oad. cf M#CVE_FEED

Al l ocation Policy: Specification Required [ RFC5226] (which inplies
Expert Revi ew [ RFC5226]) .

The Desi gnated Expert is expected to consult with the MLE (Mnaged

I nci dent Li ghtwei ght Exchange) working group or its successor if any
such WG exists (e.g., via enail to the working group’s mailing list).
The Designated Expert is expected to review the request and validate
the appropriateness of the enuneration for the attribute. This

revi ew i ncl udes revi ew of the specification associated with the
request.

The Desi gnated Expert is expected to ensure that the Full Nane,
Abbrevi ati on, and Version are appropriate and that the infornmation at
the Specification URl is sufficient to unanbi guously parse
identifiers based on that specification. Additionally, the

Desi gnat ed Expert should prefer short Abbreviations over |ong ones.

Thi s docunent uses URNs to describe XM. nanespaces and XM. schenas
conforming to a registry nechani sm described in [ RFC3688] .
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Regi stration for the | ODEF enuneration reference fornmat nanespace:
URI: urn:ietf:paranms:xm:ns:iodef-enum11.0

Regi strant Contact: See the "Authors’ Addresses" section of this
docunent .

XM.: None.
Regi stration for the | ODEF enuneration reference format XM. schema
URI: urn:ietf:parans:xm:schema:iodef-enum 1.0

Regi strant Contact: See the "Authors’ Addresses" section of this
document .

XM.: See Section 5, "The ReferenceNane Schenmn", of this docunent.
5. The ReferenceNane Schema

<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schema attri but eFor nDef aul t ="unqual i fi ed"
el ement For nDef aul t =" qual i fi ed"
target Nanespace="urn: i etf: parans: xm : ns:i odef-enum 1. 0"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena"
xm ns: enumE"urn:ietf: params: xm :ns:iodef-enum1.0">

<xs: el enent name="Ref er enceNane" >
<xs: conpl exType>
<XS:sequence>
<xs: el enent name="1D" type="xs: NCNane"/ >
</ xs: sequence>
<xs:attribute name="specl ndex"
type="xs:integer" use="required"/>
</ xs: conpl exType>
</ xs: el ement >
</ xs: schema>
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