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Aut onomi ¢ Networ ki ng: Definitions and Design Goal s

Abst ract

Aut onomi ¢ systens were first described in 2001. The fundanmental goa
is sel f-managenment, including self-configuration, self-optimzation
sel f-healing, and self-protection. This is achieved by an autonomc
function having m ni mal dependenci es on human adm ni strators or
centralized managenment systens. It usually inplies distribution
across network el enents.

Thi s docunent defines common | anguage and outlines design goals (and
what are not design goals) for autonomic functions. A high-Ileve
reference nodel illustrates how functional elements in an Autononic
Network interact. This docunent is a product of the | RTF s Network
Managenment Research G oup.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Research Task Force
(IRTF). The I RTF publishes the results of Internet-related research
and devel oprment activities. These results m ght not be suitable for
depl oyment. This RFC represents the consensus of the Network
Managenent Research Group of the Internet Research Task Force (I RTF).
Docurent s approved for publication by the IRSG are not a candi date
for any level of Internet Standard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7575.
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1. Introduction to Autononic Networking

Aut onomi ¢ systens were first described in a manifesto by I1BMin 2001
[ Kephart]. The fundanental concept involves elimnating externa
systens froma systemis control |oops and closing of control | oops
within the autonomc systemitself, with the goal of providing the
systemwi th sel f-nanagenent capabilities, including self-
configuration, self-optimzation, self-healing, and self-protection

| P networking was initially designed with simlar properties in mnd.
An | P network should be distributed and redundant to w thstand
outages in any part of the network. Routing protocols such as OSPF
and I S-1S exhibit properties of self-managenent and can thus be

consi dered autonomc in the definition of this docunent.

However, as |P networking evolved, the ever-increasing intelligence
of network el ements was often not put into protocols to follow this
paradi gm but was put into external configuration systens. This
configurati on made network el enents dependent on sone process that
nmanages them either a human or a network nanagenment system

Aut ononi ¢ functions can be defined in two ways:

0 On a node level: Nodes interact with each other to form feedback
| oops.

0 On a systemlevel: Feedback | oops include central elenents as
wel | .

System | evel autonony is inplicitly or explicitly the subject in many
| ETF wor ki ng groups, where interactions with controllers or network
managenment systens are di scussed.

This work specifically focuses on node-level autononmic functions. It
focuses on intelligence of algorithnms at the node level, to mnimze
dependency on human admi ni strators and central managenent systens.

Sone networ k depl oynments benefit froma fully autonom c approach, for
exanpl e, networks with a large nunber of relatively sinple devices.
Most currently depl oyed networ ks, however, will require a m xed
approach, where some functions are autononmi c and others are centrally
managed. Central nanagenent of networking functions clearly has

advantages and will be chosen for many networking functions. This
docunent does not di scuss which functions should be centralized or
foll ow an autonom ¢ approach. Instead, it should hel p nmake the

deci sion which is the best approach for a given situation
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Aut onomi ¢ function cannot always di scover all required information;
for exanple, policy-related information requires human input, because
policy is by its nature derived and specified by humans. Were input
fromsome central intelligence is required, it is provided in a

hi ghl y abstract, network-w de form

Aut ononmi ¢ Conputing in general and Autonomic Networking in particular
have been the subject of academ c study for nany years. There is
much literature, including several useful overview papers (e.g.

[ Samaan], [ Movahedi], and [Dobson]). |In the present docunent, we
focus on concepts and definitions that seemsufficiently mature to
beconme the basis for interoperable specifications in the near future.
In particular, such specifications will need to coexist with
traditional methods of network configuration and nanagenment, rather
than realizing an exclusively autonomc systemwi th all the
properties that it would require.

There is an inmportant difference between "automatic" and "autononic"
"Automatic" refers to a predefined process, such as a script.
"Autonomi c" is used in the context of self-nmanagenent. It includes
f eedback | oops between el ements as well as northbound to centra
elements. See also the definitions in the next section. Cenerally,
an automatic process works in a given environment but has to be
adapted if the environnent changes. An autonom c process can adapt
to changi ng environnents.

Thi s docunent provides the definitions and design goals for Autonomc
Networking in the | ETF and IRTF. It represents the consensus of the
| RTF s Network Managenent Research G oup (NVRG).

2. Definitions
W nmake the follow ng definitions.

Aut onomi c: Sel f-managi ng (sel f-configuring, self-protecting, self-
heal i ng, self-optimzing); however, allow ng high-level guidance by a
central entity, through Intent (see below). An autononmic function
adapts on its own to a changi ng environnent.

Automatic: A process that occurs w thout human intervention, wth
step-by-step execution of rules. However, it relies on humans
defining the sequence of rules, so is not Autonomic in the ful

sense. For exanple, a start-up script is autonmatic but not
autonomic. An automatic function nay need nanual adjustments if the
envi ronnent changes.
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Intent: An abstract, high-level policy used to operate the network.
Its scope is an autonom ¢ donmin, such as an enterprise network. It
does not contain configuration or information for a specific node
(see Section 3.2 on how Intent coexists with alternative nmanagenent

paradigns). It may contain information pertaining to a node with a
specific role (for exanple, an edge switch) or a node running a
specific function. Intent is typically defined and provided by a

central entity.

Aut ononi ¢ Donmin: A coll ection of autonom ¢ nodes that instantiate
the sane Intent.

Aut onom ¢ Function: A feature or function that requires no
configuration and can derive all required information through self-
know edge, discovery, or Intent.

Aut onomi ¢ Service Agent: An agent inplenented on an autononic node
that inplenments an autononmic function, either in part (in the case of
a distributed function) or whole.

Aut ononi ¢ Node: A node that enpl oys exclusively autonom c functions.
It requires (!) no configuration. (Note that configuration can be
used to override an autonom c function. See Section 3.2 for nore
details.) An Autonom c Node nmmy operate on any |ayer of the
net wor ki ng stack. Exanples are routers, sw tches, persona
conputers, call managers, etc.

Aut ononi ¢ Network: A network containing exclusively autonom c nodes.
It may contain one or several autonom c donains.

3. Design CGoals

Thi s section explains the high-1evel goals of Autonom c Networking,
i ndependent of any specific solutions.

3.1. Sel f-Managenent

The original design goals of autononic systens as described in

[ Kephart] al so apply to Autononic Networks. The overarching goal is
sel f - managenent, which is conmprised of several "self" properties.
The npbst conmmonly cited are:

o Self-configuration: Functions do not require configuration, by
ei ther an adm nistrator or a managenent system They configure
t hensel ves, based on sel f-know edge, discovery, and Intent.
Di scovery is the default way for an autononic function to receive
the information it needs to operate.
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o Self-healing: Autonom c functions adapt on their own to changes in
the environment and heal problens automatically.

0 Self-optimzing: Autonom c functions automatically determ ne ways
to optimze their behavior against a set of well-defined goals.

0o Self-protection: Autonom c functions autonatically secure
t hensel ves agai nst potential attacks.

Al nmost any network can be described as "sel f-nanagi ng", as |ong as
the definition of "self" is large enough. For exanple, a well-

defi ned Software-Defined Networking (SDN) system including the
controller elenents, can be described overall as "autonomc", if the
controller provides an interface to the admi nistrator that has the
same properties as nentioned above (high Ievel, network-w de, etc.).

For the work in the IETF and I RTF, we define the "self" properties on
the node level. It is the design goal to nake functions on network
nodes sel f-managi ng, in other words, mninmally dependent on
nmanagenent systens or controllers, as well as human operators. Self-
managi ng functions on a node might need to exchange information with
ot her nodes in order to achieve this design goal

As nentioned in the introduction, closed-loop control is an inportant
aspect of sel f-nanaging systens. This inplies peer-to-peer dial ogues
bet ween the parties that make up the closed | oop. Such dial ogues
requi re two-way "discussion" or "negotiation" between each pair or
groups of peers involved in the |oop, so they cannot readily use

typi cal top-down conmand-response protocols. Also, a discovery phase
i s unavoi dabl e before such cl osed-1oop control can take pl ace.

Mul tiparty protocols are also possible but can be significantly nore
conpl ex.

3.2. Coexistence with Traditional Managenent

For the foreseeable future, autonom c nodes and networks will be the
exception; autonom c behavior will initially be defined function by
function. Therefore, coexistence with other network managenent

par adi gns has to be considered. Exanples are managenent by comrand
line, SNMP, SDN (with related APIs), the Network Configuration

Prot ocol (NETCONF), etc.

Conflict resolution between a) autonom c default behavior and Intent
and b) other methods is therefore required. This is achieved through
prioritization. GCenerally, autononi c nmechani sns define a network-

wi de behavi or, whereas the alternative nmethods are typically on a
node- by- node basis. Node-based managenent concepts take a higher
priority over autonom c nmethods. This is in line with current
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exanpl es of autonom c functions; for exanple, with routing, a
(statically configured) route has priority over the routing
algorithm In short:

o lowest priority: autonom c default behavior
o nmediumpriority: autonom c Intent

o highest priority: node-specific network nanagenent concepts, such
as command |ine, SNWMP, SDN, NETCONF, etc. How these concepts are
prioritized is outside the scope of this document.

The above prioritization essentially results in the actions of the
human admi ni strator always being able to overrul e aut onom ¢ behavi or
This is generally the expectation of network operators today and
therefore remains a design principle here. In critical systems, such
as atom c power plants, sometines the opposite phil osophy is used:
The expectation is that a well-defined algorithmis nore reliable
than a human operator, especially in rare exception cases.

Net wor ki ng general |y does not follow this phil osophy yet. However,
war ni ngs shoul d be issued if node-specific overrides may conflict
wi t h aut ononi ¢ behavi or.

In other fields, autonom c nmechani sns di sengage automatically if
certain conditions occur: The autopilot in a plane switches off if
the plane is outside a predefined envel ope of flight paranmeters. The
assunption is that the algorithnms only work correctly if the input
val ues are in expected ranges. However, some opini ons suggest that
exactly in exceptional conditions is the worst monment to switch off
aut onom ¢ behavior, since the pilots have no full understandi ng of
the situation at this point and nay be under high |evels of stress.
For this reason, we suggest here to NOT generally disabl e autonomc
functions if they encounter unexpected conditions, because it is
expected that this adds another level of unpredictability in

networ ks, when the situation may al ready be hard to understand.

3.3. Secure by Default

Al'l autonomic interactions should be secure by default. This

requi res that any nenber of an autononmi c domain can assert its

menber ship using a domain identity, for exanple, a certificate issued
by a domain certification authority. This dommin identity is used
for nodes to | earn about their neighboring nodes, to deternine the
boundari es of the domain, and to cryptographically secure
interactions within the domain. Nodes fromdifferent domains can
also mutually verify their identity and secure interactions as |ong
as they have a nutually respected trust anchor
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A strong, cryptographically verifiable domain identity is a
fundanental cornerstone in Autonomc Networking. It can be |everaged
to secure all conmunications and thus all ows automatic security

wi thout traditional configuration, for exanple, preshared keys. See
al so the document "Making The Internet Secure By Default" [Behringer]
for nore information.

Aut onomi ¢ functions nust be able to adapt their behavior depending on
the domain of the node they are interacting with.

3.4. Decentralization and Di stribution

The goal of Autonomic Networking is to mninize dependenci es on
central elenments; therefore, decentralization and distribution are
fundanental to the concept. |If a problemcan be solved in a
distributed manner, it should not be centralized.

In certain cases, it is today operationally preferable to keep a
central repository of information, for exanple, a user database on an
Aut henti cation, Authorization, and Accounting (AAA) server. An

Aut onomi ¢ Network shoul d be able to use such central systems, in
order to be deployable. It is possible to distribute such databases
as well, and such efforts should be at |east considered. Depending
on the case, distribution may not be sinple replication but may

i nvol ve nore conplex interactions and organi zati on

3.5. Simplification of Autonomi c Node Northbound Interfaces

Even in a decentralized solution, certain information flows with
central entities are required. Exanples are high-level service
definitions, as well as network status requests, audit information,
| oggi ng, and aggregated reporting.

Therefore, nodes in an Autonom c Network require a northbound
interface. However, the design goal is to maintain this interface as
sinmpl e and high |l evel as possible.

3.6. Abstraction

An adm ni strator or autonom c managenment systeminteracts with an
Aut onomi ¢ Network on a high level of abstraction. Intent is defined
at a level of abstraction that is nmuch higher than that of typica
configuration paranmeters, for exanple, "optimze ny network for

energy efficiency". Intent nust not be used to convey | owleve
conmands or concepts, since those are on a different abstraction
| evel .
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For exanple, the administrator should not be exposed to the version
of the IP protocol running in the network.

Al so on the reporting and feedback side, an Autonom c Network
abstracts informati on and provi des hi gh-1evel nessages such as "the
link between node x and y is down" (possibly with an identifier for
the specific link, in case of nmultiple |inks).

3.7. Autonom c Reporting

An Aut onom ¢ Network, while minimzing the need for user

intervention, still needs to provide users with visibility like in
traditional networks. However, in an Autonom c Network, reporting
shoul d happen on a network-wi de basis. Information about the network
shoul d be coll ected and aggregated by the network itself and
presented in a consolidated fashion to the adm nistrator.

The | ayers of abstraction that are provided via Intent need to be
supported for reporting functions as well, in order to give users an
i ndi cati on about the effectiveness of their Intent. For exanple, in
order to assess how effective the network performs with regards to
the Intent "optim ze ny network for energy efficiency", the network
shoul d provi de aggregate informati on about the nunber of ports that
were able to be shut down, and the correspondi ng energy savings,
while validating current service |levels are, on aggregate, still nmet.

Aut onomi ¢ network events should concern the Autonomic Network as a
whol e, not individual systenms in isolation. For exanple, the same
failure synmptom should not be reported fromevery systemthat
observes it, but only once for the Autononic Network as a whol e.
Utimtely, the Autonom c Network shoul d support exception-based
managenment, in which only events that truly require user attention
actually cause the user to be notified. This requires capabilities
that allow systens within the network to compare information and
apply specific algorithns to determ ne what shoul d be reported.

3.8. Common Aut onomic Networking |Infrastructure

[ RFC7576] points out that there are already a nunber of autononic
functions avail abl e today. However, they are largely independent,
and each has its own methods and protocols to comruni cate, discover,
define, and distribute policy, etc.

The goal of the work on Autonom c Networking in the |ETF is therefore
not just to create autonomc functions but to define a conmmon
infrastructure that autononic functions can use. This Autonomc
Net wor ki ng I nfrastructure may contain common control and nanagenent
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functions such as nessagi ng, service discovery, negotiation, Intent
di stribution, self-nmonitoring, and diagnostics, etc. A comopn
approach to define and nmanage Intent is also required.

Refer to the reference nodel below Al the conponents around the
"Aut ononi ¢ Service Agents" shoul d be commpn conponents, such that the
Aut onom ¢ Service Agents do not have to replicate common tasks

i ndi vi dual ly.

3.9. Independence of Function and Layer

Autonomi ¢ functions nmay reside on any |layer in the networking stack
For exanple, Layer 2 switching today is already relatively autonomc
in many environnents, since nost switches can be plugged together in
many ways and will automatically build a sinple Layer 2 topol ogy.
Routing functions run on a higher layer and can be autonom c on Layer
3. Even application-layer functionality such as unified

comuni cations can be autonom c.

"Autonom c" in the context of this franework is a property of a
function that is inplemented on a node. Autonom c functions can be
i mpl enented on any node type, for example, a switch, router, server,
or call manager.

An Autonomic Network requires an overall control plane for autonomc
nodes to comunicate. As in general |IP networking, IPis the
spanni ng | ayer that binds all those el enments together; autonomc
functions in the context of this framework should therefore operate
at the IP layer. This concerns nei ghbor discovery protocols and

ot her functions in the Autononic Control Pl ane.

3.10. Full Life-Cycle Support

An autonom c function does not depend on external input to operate;
it needs to understand its current situation and surroundi ngs and
operate according to its current state. Therefore, an autonomc
function must understand the full life cycle of the device it runs
on, frommanufacturing and initial testing through depl oynent,
testing, troubl eshooting, and deconm ssi oning.

The state of the Iife cycle of an autonomic node is reflected in a

state nodel. The behavi or of an autonomc function may be different
for different depl oynment states.
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4.

4.

4.

Not anobng the Design Goal s

This section identifies various itens that are explicitly not design
goals in the IETF and | RTF for Autonom c Networks; they are mentioned
to avoi d m sunderstandi ngs of the general intention. They address
sone commonly expressed concerns from network adm nistrators and
architects.

El i m nate Human Operators

Section 3.1 states that "It is the design goal to make functions
[...] mnimally dependent on [...] human operators". However, it is
not a design goal to conpletely elimnate them The problemtargeted
by Aut onomic Networking is the error-prone and hard-to-scal e nodel of
i ndi vidual configuration of network elenents, traditionally by nmanua
conmands but today mainly by scripting and/ or configuration
managenment dat abases. This does not, however, inply the elimnation
of skilled human operators, who will still be needed for oversight,
pol i cy managenent, diagnosis, reaction to hel p-desk tickets, etc.

The main inpact on administrators should be |ess tedious detail ed
work and nore high-level work. (They shoul d becorme nore |ike doctors
than hospital orderlies.)

El i m nate Energency Fi xes

However good the autononous nechani sns, sonetimes there will be fault
conditions, etc., that they cannot deal with correctly. At that
point, skilled operator interventions will be needed to correct or

wor k around the problem Hopefully, this can be done by high-Ieve
nmechani sns (adapting the policy database in sone way), but, in sone
cases, direct intervention at the device | evel may be unavoi dabl e.
This is obviously the case for hardware failures, even if the

Aut ononi ¢ Network has bypassed the fault for the time being. "Truck
rolls" will not be elimnated when faulty equi pnent needs to be

repl aced. However, this may be |l ess urgent if the autonom c system
automatically reconfigures to mninize the operational inpact.

4.3. Elimnate Central Control

VWiile it is a goal to sinplify northbound interfaces (Section 3.5),
it is not a goal to elimnate central control, but to allowit on a
hi gher abstraction | evel. Senior nanagenent m ght fear |oss of
control of an Autonomic Network. |In fact, this is no nore likely
than with a traditional network; the enmphasis on automatically
applying general policy and security rules m ght even provi de nore
central control
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5. An Autononi c Reference Mde

An Aut onom ¢ Network consists of Autononic Nodes. Those nodes
conmuni cate wi th each other through an Autonom c Control Plane that
provi des a robust and secure conmuni cations overlay. The Autonomc
Control Plane is self-organizing and autonomc itself.

An Aut ononi ¢ Node contains various el ements, such as autonom c
service agents that inplenment autonomic functions. Figure 1 shows a
ref erence nmodel of an autonom c node. The elenents and their
interaction are:

o Autonom c Service Agents: They inplenment the autononic behavior of
a specific service or function.

o Self-know edge: An autonom c node knows its own properties and
capabilities

o Network Know edge (Discovery): An Autonom c Service Agent may
require various discovery functions in the network, such as
servi ce di scovery.

o Feedback Loops: Control elenents outside the node may interact
wi t h aut onom ¢ nodes through feedback | oops.

0 An Autonom c User Agent, providing a front-end to external users
(admi ni strators and nanagenent applications) through which they
can receive reports and nonitor the Autonom c Network.

0o Autononmic Control Plane: Allows the node to communicate with other
aut onom ¢ nodes. Autonom c functions such as Intent distribution
f eedback | oops, discovery mechani sms, etc., use the Autononic
Control Plane. The Autonomic Control Plane can run in-band, over
a configured VPN, over a self-managi ng overlay network as
described in [ACP], or over a traditional out-of-band network.
Security is a requirenent for the Autonom c Control Plane, which
can be bootstrapped by a nechani smas described in [ BOOTSTRAP] .
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o m e m e o e e e e e e e e e e e meee oo +
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| | know edge | <------ >| Service | <------ > Know edge | |
| | | Agents | | (Discovery)| |
| +----------- + e + e +
| A A |
| | | |
| \ \ |

| Aut onom ¢ Control Pl ane

Figure 1: Reference Mydel for an Autononic Node

At the time of finalizing this docunment, this reference nodel is
bei ng worked out in nore detail. See [Reference-Mdel] for nore
detail s.

6. Security Considerations

Thi s docunent provides definitions and design goals for Autonomc
Networking. A full threat analysis will be required as part of the
devel opnent of sol utions, taking account of potential attacks from
within the network as well as from outside.
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