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Abst ract

The Internet Architecture Board (1 AB) through its IP Stack Evol ution
program the Internet Society, and the Swi ss Federal Institute of
Technol ogy (ETH) Zurich hosted the Stack Evolution in a M ddl ebox
Internet (SEM) workshop in Zurich on 26-27 January 2015 to explore
the ability to evolve the transport layer in the presence of

m ddl ebox- and interface-rel ated ossification of the stack. The goa
of the workshop was to produce architectural and engi neering gui dance
on future work to break the | ogjam focusing on incrementally

depl oyabl e approaches with clear incentives to deploynment both on the
endpoints (in new transport layers and applications) as well as on

m ddl eboxes (run by network operators). This docunment summarizes the
contributions to the workshop and provi des an overvi ew of the

di scussion at the workshop, as well as the outcones and next steps
identified by the workshop. The views and positions docunented in
this report are those of the workshop participants and do not
necessarily reflect | AB views and positions.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Architecture Board (I AB)
and represents infornation that the |1 AB has deened val uable to
provide for permanent record. It represents the consensus of the
Internet Architecture Board (1AB). Docunents approved for
publication by the 1 AB are not a candidate for any |level of Internet
St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7663
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1. Introduction

The transport layer of the Internet has becone ossified, squeezed

bet ween narrow i nterfaces (from BSD sockets to pseudo-transport over
HTTPS) and increasing in-network nodification of traffic by

m ddl eboxes that make assunptions about the protocols running through
them This ossification nakes it difficult to innovate in the
transport layer, through the depl oynent of new protocols or the

ext ensi on of existing ones. At the sane tine, energing applications
require functionality that existing protocols can provide only
inefficiently, if at all.

To begin to address this problem the I1AB, within the scope of its IP
Stack Evol ution Program organized a workshop to di scuss approaches
to de-ossify transport, especially with respect to interactions with
m ddl eboxes and new nmet hods for inplenenting transport protocols.
Recogni zi ng that the end-to-end principle has | ong been conprom sed,
we start with the fundamental question of matching paths through the
Internet with certain characteristics to application and transport
requi renents.

We posed the followi ng questions in the call for papers: Which paths
through the Internet are actually available to applications? Which
transports can be used over these paths? How can applications
cooperate with network elements to i nprove path establishnent and

di scovery? Can common transport functionality and standardization
hel p application devel opers to inplenent and depl oy such approaches
in today’s Internet? Could cooperative approaches give us a way to
rebal ance the Internet back toward its end-to-end roots?

The call for papers encouraged a focus on approaches that are
incremental ly depl oyable within the present Internet. Identified
topics included the follow ng:

o Devel opment and depl oynent of transport-like features in
application-layer protocols

o Methods for discovery of path characteristics and protoco
availability along a path

0o Methods for m ddl ebox detection and characterizati on of m ddl ebox
behavi or and functionality

o Methods for NAT and m ddl ebox traversal in the establishnment of
end-t o-end pat hs

o Mechani sms for cooperative path-endpoint signaling, and | essons
| earned from exi sting approaches
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o Econonic considerations and incentives for cooperation in
m ddl ebox depl oynent

The Internet Architecture Board (1AB) hol ds occasi onal workshops
designed to consider long-termissues and strategies for the
Internet, and to suggest future directions for the Internet
architecture. This long-term planning function of the IABis

conpl ementary to the ongoing engineering efforts perfornmed by working
groups of the Internet Engineering Task Force (IETF), under the

| eadership of the Internet Engineering Steering Goup (I ESG and area
directorates.

The SEM workshop followed in part fromthe AB's |onger term
interest in the evolution of the Internet and the adoption of
Internet protocols, including the Internet Technol ogy Adoption and
Transiti on workshop [ RFC7305], "What Makes for a Successful Protocol"
[ RFC5218], back to Deering’ s plenary talk [deering-plenary] at |IETF
51 in 2001

1.1. Organization of This Report

Thi s workshop report summarizes the contributions to, and di scussions
at the workshop, organized by topic. W started with a summary of
the current situation with respect to stack ossification, and

expl ored the incentives that have nmade it that way and the role of
incentives in evolution. Many contributions were broadly split into
two areas: nmiddl ebox neasurenent, classification, and approaches to
def ense agai nst mi ddl ebox nodification of packets; and approaches to
support transport evolution. All accepted position papers and
detail ed transcripts of discussion are avail able at
https://ww.iab.org/activities/workshops/sem/.

The outcones of the workshop are discussed in Section 6, including
progress after the workshop toward each of the identified work itens
as of the tine of publication of this report.

2. The Situation in Review

At the time of Deering’ s talk in 2001, network address translation
(NAT) was identified as the key challenge to the Internet
architecture. Since then, the NAT traversal problem has been largely
sol ved, but the boxes in the mddle are getting smarter and nore

vari ed.

SEM, as the IP Stack Evolution programin general, is far fromthe

first attenpt to solve the problens caused by m ddl ebox interference
in the end-to-end nodel. Just within the IETF, the MDCOM NSIS, and
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BEHAVE efforts have addressed this problem and the TRAM wor ki ng
group is updating the NAT traversal outcones of MDCOMto reflect
current reality.

We bel i eve we have an opportunity to inprove the situation in the
present, however, due to a convergence of forces. Wile the tussle
bet ween security and nmi ddl eboxes is not new, the accel erating

depl oyment of cryptography for integrity and confidentiality makes
many packet inspection and packet nodification operations obsol ete,
creating pressure to inprove the situation. There is also new energy
in the I ETF around work that requires transport-layer flexibility
we're not sure we have (e.g., WbRTC) as well as flexibility at the
transport interface (TAPS)

3. Incentives for Stack Gssification and Evol uti on

The current situation is, of course, the result of a variety of
processes, and the convergence of incentives for network operators,
content providers, network equi prent vendors, application devel opers,
operating system devel opers, and end users. Moore's Law nmakes it
easier to depl oy nore processing on-path, network operators need to
find ways to add value, enterprises find it nore scal able to depl oy
functionality in-network than on endpoints, and ni ddl eboxes are

sonet hing vendors can vend. These trends increase ossification of
the network stack.

Any effort to reduce the resulting ossification in order to nake it
easier to evolve the transport stack, then, must consider the
i ncentives to depl oynent of new approaches by each of these actors.

As Christian Huitema [huitema-sen ] pointed out, encryption provides
a powerful incentive here: putting a transport protocol atop a
cryptographi c protocol atop UDP resets the transport versus m ddl ebox
tussl e by making i nspection and nodification above the encryption and
demux | ayer imnpossible. Any transport evolution strategy using this
approach nust also deliver better performance or functionality (e.g.
setup | atency) than existing approaches while being as depl oyabl e as
t hese approaches, or noreso.

I ndeed, significant positive net value at each organi zati on where
change is required -- operators, application devel opers, equi pnent
vendors, enterprise and private users -- is best to drive depl oynent
of a new protocol, said Dave Thaler, pointing to [ RFC5218]. Al
tussles in networking stemfromconflicting incentives unavoidable in
a free market. For upper-layer protocols, incentives tend to favor
protocol s that work anywhere, use the nost efficient mechani smthat
wor ks, and are as sinple as possible froman inpl enentation,

mai nt enance, and managenent standpoint. For |ower-layer protocols,
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i ncentives tend toward ignoring and or disabling optional features,
as there is a positive feedback cycl e between being rarely used and
rarely inplenented.

4. The Role and Rul e of M ddl eboxes

M ddl eboxes are commonpl ace in the Internet and constrain the ability
to depl oy new protocols and protocol extensions. Engineering around
this problemrequires a "bestiary" of middl eboxes, a classification
of whi ch kinds of inmpairments m ddl eboxes cause and how often,
according to Benoit Donnet [edeline-sem].

Even t hough the trend towards Network Function Visualization (NFV)
allows for faster update-cycle of niddl eboxes and thereby nore
flexibility, the function provided by middl eboxes will stay. In
fact, service chaining my |lead to nmore and nore add-ons to address
and manage problens in the network, in turn further increasing the
conpl exity of network managenent. Ted Hardie [hardie-sem] warned
that each instance may add a new queue and nmmy increase the

buf f erbl oat problemthat is counterproductive for new energing

| atency-sensitive applications. However, this new flexibility also
provi des a chance to nove functionality back to the end host.
Alternately, nore appropriate in-network functionality could benefit
fromadditional information in application and path characteristics,
though this in turn inplies a variety of conplicated trust

rel ati onshi ps anong nodes in the network. In any case, an increasing
trend of in-network functionality can be observed, especially in
nobi | e net wor ks.

Costin Raiciu [raiciu-sem] stated that m ddl eboxes nmake the I|nternet
unpredi ctabl e, leading to a trade-off between efficiency and
reachability. While constructive cooperation with mniddl eboxes to
establish a clear contract between the network and the endpoint m ght
be one approach to address this chall enge, enforcenent of contract in
| ess cooperative environments mght require extensive tunneling.
Raiciu s contribution on "ninja tunneling” illustrates one such

appr oach.

5. Evolving the Transport Layer

For evolution in the transport |ayer itself, various proposals have
been di scussed, reaching fromthe devel opment of new protocols
(potentially as user-1level stacks) encapsulated in UDP as a transport
identification sub-header to the use of TCP as a substrate where the
semantics of TCP are relaxed (e.g., regarding reliability, ordering,
flow control, etc.) and a nore flexible APl is provided to the
applicati on.
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6.

6.

Di scussi on on evol ution during the workshop divided ani cably al ong
two lines: working to fix the deployability of TCP extensions
(referred to in discussion as "the TCP Liberation Front") versus

wor ki ng to build new encapsul ati on-based nmechani snms to all ow whol |y
new protocols to be deployed (referred to in discussion as "the
Peopl e’s Front of UDP"). David Black [black-seni] pointed out that
UDP encapsul ati on has to be adapted and separately discussed for
every use case, which can be a |ong and pai nful process. UDP
encapsul ati on can be an approach to devel op nore specialized
protocol s that hel ps to address special needs of certain
applications. However, Stuart Cheshire [cheshire-sem ] (as presented
by Brian Tramel|) pointed out that designing a new protocol instead
of fixing/extending TCP mi ght not always sol ve the probl em

To address the extensibility problem of TCP, Bob Briscoe proposed

I nner Space [briscoe-sem]. Here, the general principle is to extend
| ayer X' s header within | ayer X+1; in the case of TCP, additional TCP
header and option space is provided within the TCP payl oad, such that
it cannot presently be inspected and nodified by m ddl eboxes.

Further, instead of only focusing on those cases where new extensions
and protocols are not deployable, Mcheal Welzl [welzl-sen] points
out that there are also a lot of paths in the network that are not
ossified. To enable deploynment on these paths, an end host woul d
need to probe or use a happy-eyeball-1ike approach [ RFC6555] and
potentially fallback. The TAPS working group inplenments the first
step to decouple applications fromtransport protocols allow ng for
the needed flexibility in the transport |ayer.

Qut comes

The SEM wor kshop identified several areas for further work, outlined
bel ow.

1. Mnimal Signaling for Encapsul ated Transports

Assuming that a way forward for transport evolution in user space
woul d i nvol ve encapsul ation in UDP datagrans, the workshop identified
that it nmay be useful to have a facility built atop UDP to provide

m ni mal signaling of the semantics of a flow that woul d ot herw se be
available in TCP: at the very |east, indications of first and | ast
packets in a flowto assist firewalls and NATs in policy decision and
state maintenance. This facility could al so provide m ni nal
application-to-path and path-to-application signaling, though there
was | ess agreenent on exactly what should or could be signal ed here.
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The workshop did note that, given the increasing depl oynent of
encryption in the Internet, this facility should cooperate with
Dat agram Transport Layer Security (DTLS) [RFC6347] in order to
sel ectively expose information about traffic flows where the
transport headers and payl oad thensel ves are encrypted.

To devel op this concept further, it was decided to propose a BoF
session that would not forma working group, SPUD (Substrate Protoco
for User Datagrans), at the |ETF 92 neeting in March in Dallas. A
docunent on use cases [SPUD-USE], a prototype specification for a
shi m protocol over UDP [SPUD- PROTO], and a separate specification of
the use of DILS as a subtransport |ayer [TLS-DTLS] were prepared
foll owi ng discussions at SEM and presented at the BoF

Cl ear from di scussion before and during the SPUD BoF, and draw ng on
experience with previous endpoint-to-mddl e and m ddl e-t o- endpoi nt
signal i ng approaches, is that any sel ective exposure of traffic

net adata outside a relatively restricted trust domain nust be

decl arative as opposed to inperative, non-negotiated, and advisory.
Each exposed paraneter should also be independently verifiable, so
that each entity can assign its own trust to other entities. Basic
transport over the substrate nust continue working even if signaling
is ignored or stripped, to support incremental deployment. These
restrictions on vocabulary are discussed further in [ EXP-COOP].

There was nmuch interest in the roomin continuing work on an approach
i ke the one under discussion. It was relatively clear that the
state of the discussion and prototyping activity nowis not yet

mat ure enough for standardization within an | ETF worki ng group. An
appropriate venue for continuing the work remains uncl ear

Di scussion continues on the spud mailing list (spud@etf.org). The
UDP shim |l ayer prototype is described by [ SPUD PROTQ .

6.2. M ddl ebox Measurement

Di scussi on about the inpairnments caused by mi ddl eboxes quickly
identified the need to get nore and better data about how preval ent
certain types of inpairnents are in the network. |t doesn't make
much sense, for instance, to engi neer conpl ex workarounds for certain
types of inmpairments into transport protocols if those inpairnents
are relatively rare. There are dedi cated neasurenent studies for
certain types of inpairment, but the workshop noted that preval ence
data m ght be available fromerror |ogs from TCP stacks and
applications on both clients and servers: these entities are in a
position to know when attenpts to use particul ar transport features
failed, providing an opportunity to nmeasure the network as a side
effect of using it. Many clients already have a feature for sending
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these bug reports back to their devel opers. These present
opportunities to bring data to bear on discussion and deci sions about
protocol engineering in an Internet full of m ddl eboxes.

The HOPS (How Gssified is the Protocol Stack) informal birds of a
feat her session ("Bar BoF') was held at the | ETF 92 neeting in
Dal | as, to discuss approaches to get aggregated data fromthese |ogs
about potential middlebox inmpairment, focusing on common data formats
and i ssues of preserving end-user privacy. Wile sone discussion
focused on aggregating inpairnent observations at the network |evel,
initial work will focus on making rel ative preval ence information
avai l abl e on an Internet-w de scope. The first activity identified
has been to match the types of data required to answer questions

rel evant to protocol engineering to the data that currently is or can
easily be collected.

A miling list (hops@etf.org) has been established to continue
di scussi on.

6.3. CQuidelines for M ddl ebox Design and Depl oynent

The workshop identified the potential to update [ RFC3234] to provide
gui del i nes on m ddl ebox design, inplementation, and depl oyment in
order to reduce inadvertent or accidental inpact on stack
ossification in existing and new ni ddl ebox designs. The | AB Stack
Evol ution Programw Il follow up on this with the participants in the
now cl osed BEHAVE working group, as it nost closely follows the work
of that group. It will draw in part on the work of the BEHAVE
wor ki ng group, and on experience with STUN, TURN, and ICE, all of

whi ch focus nore specifically on network address translation

6.4. Architectural Guidelines for Transport Stack Evol ution

The workshop identified the need for architectural guidance in
general for transport stack evolution: tradeoffs between user- and
kernel -space i npl enentations, tradeoffs in and considerations for
encapsul ati ons (especially UDP), tradeoffs in inplicit versus
explicit interaction with devices along the path, and so on. This
docunent will be produced by the 1AB I P Stack Evol ution Program the
new transport encapsul ati ons docunent [EXP-COOP] nay evolve into the
basis for this work.

Further, due to the underlying discuss on trust and a needed "bal ance
of power" between the end hosts and the network, the workshop

partici pants concluded that it is necessary to define approaches
based on the cryptographic protocol to enable transport protoco
extensibility.
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6.5. Additional Activities in the | ETF and | AB

The wor kshop identified the need to socialize ideas connected to
transport stack evolution within the I ETF community, including
presentations in the transport and applications open area neetings on
protocol extensibility, UDP encapsul ation considerations, and the
application of TLS/DTLS in order to prevent m ddl ebox neddling. Muich
of the energy coming out of the workshop went into the SPUD BoF (see
Section 6.1), so these presentations will be given at future

neeti ngs.

There are also clear interactions between the future work foll ow ng
the SEM workshop and the I AB's Privacy and Security Program Privacy
and Security program nmenbers will be encouraged to follow

devel opnents in transport stack evolution to help especially with
privacy inplications of the outcones of the workshop.

6.6. Additional Activities in O her Venues

Bob Briscoe informally liaised the SEM workshop di scussions to the
ETSI Network Function Virtualization (NFV) Industry Specification
Goup (1SG follow ng the workshop, focusing as well on the

i mplications of end-to-end encryption on the present and future of
in-network functionality. |In the I1SGs Security Wrking G oup, he
proposed text for best practices on m ddl ebox access to data in the
presence of end-to-end encryption.

7. Security Considerations
Thi s docunent presents no security considerations.
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Appendi x A.  Attendees
The foll owi ng people attended the SEM workshop

Mary Barnes, Richard Barnes, David Bl ack, Marc Bl anchet, Bob Briscoe,
Ken Cal vert, Spencer Dawkins, Benoit Donnet, Lars Eggert, Gorry
Fairhurst, Aaron Falk, Mat Ford, Ted Hardie, Joe Hildebrand, Russ
Housl ey, Felipe Huici, Christian Huitema, Jana lyengar, Mrja
Kuehl ewi nd, Eliot Lear, Barry Leiba, Xing Li, Szilveszter Nadas, Erik
Nor drmar k, Colin Perkins, Bernhard Plattner, Mroslav Ponec, Costin
Rai ciu, Philipp Schmdt, Martin Stienerling, Dave Thal er, Brian
Tramel |, M chael Welzl, Brandon WIlianms, Dan Wng, and Aaron Y

Di ng.

Addi tionally, Stuart Cheshire and Eric Rescorla contributed to the
wor kshop but were unable to attend.
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