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Abstract

Thi s specification provides the requirenents and consi derations for
WebRTC applications to send and receive video across a network. [t
specifies the video processing that is required as well as video
codecs and their paraneters.
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http://ww. rfc-editor.org/info/rfc7742.
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One of the major functions of WebRTC endpoints is the ability to send

and receive interactive video.
screen recording, a stored file, or sone other

The video m ght come froma canera, a
Thi s

specification provides the requirenments and consi derations for WbRTC

applications to send and receive video across a network.
specifies the video processing that

codecs and their paraneters.

is required as well

It
as vi deo

Note that this docunent only discusses those issues dealing with

vi deo- codec handl i ng.

| ssues that are related to transport of nedia

streans across the network are specified in [ WbRTC- RTP- USAGE] .

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED',

"SHOULD', "SHOULD NOT", "RECOMVENDED',

The followi ng definitions are used in this docunent:

o

Roach

Javascri pt API
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"SHALL NOT",
"OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

A WbRTC browser (also called a WbRTC User Agent or WbRTC UA) is
sonet hing that confornms to both the protoco
(see [ RTCWEB- OVERVI EW) .

specification and the
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0 A WebRTC non-browser is sonething that conforms to the protoco
specification, but it does not claimto inplenent the Javascript
APl . This can also be called a "WDbRTC devi ce" or "WDbRTC native
application”.

o0 A WebRTC endpoint is either a WbRTC browser or a WbRTC non-
browser. It conforns to the protocol specification

0 A WebRTC-conpatible endpoint is an endpoint that is able to
successfully communicate with a WbRTC endpoint but may fail to
nmeet sone requirenments of a WebRTC endpoint. This may linmt where
in the network such an endpoint can be attached, or it may limt
the security guarantees that it offers to others. It is not
constrained by this specification; when it is nentioned at all, it
is to note the inplications on WebRTC- conpati bl e endpoi nts of the
requi renents placed on WbRTC endpoi nts.

These definitions are also found in [ RTCWEB- OVERVI EW and t hat
docunent shoul d be consulted for additional infornmation.

3. Pre- and Post-Processing

Thi s section provides gui dance on pre- and post-processing of video
streans.

Unl ess specified otherwi se by the Session Description Protocol (SDP)
or codec, the col or space SHOULD be sRGB [SRGEB]. For clarity, this
is the color space indicated by codepoint 1 from "Col ourPrimaries" as
defined in [I EC23001-8] .

Unl ess specified otherwi se by the SDP or codec, the video scan
pattern for video codecs is Y CbCr 4:2:0.

3.1. Camera-Source Video
Thi s docunent inposes no normative requirements on canera capture;
however, inplenentors are encouraged to take advantage of the
following features, if feasible for their platform
o Automatic focus, if applicable for the camera in use

o Autommtic white bal ance

o Autonmatic light-level contro
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3.

o Dynanmic franme rate for video capture based on actual encoding in
use (e.g., if encoding at 15 fps due to bandwi dth constraints, |ow
light conditions, or application settings, the canera will ideally
capture at 15 fps rather than a higher rate).

Scr een- Sour ce Vi deo

If the video source is sone portion of a conputer screen (e.g.
desktop or application sharing), then the considerations in this
section al so apply.

Because screen-sourced video can change resolution (due to, e.g.

wi ndow resizing and simlar operations), WbRTC video recipients MJIST
be prepared to handl e mdstreamresolution changes in a way that
preserves their utility. Precise handling (e.g., resizing the
element a video is rendered in versus scaling down the received
stream decisions around letter/pillarboxing) is left to the

di scretion of the application

Note that the default video-scan format (Y CbCr 4:2:0) is known to be
| ess than optimal for the representation of screen content produced
by nmpbst systens in use at the time of this docunent’s witing, which
generally use RGB with at |east 24 bits per sanple. In the future,

it may be advisable to use video codecs optim zed for screen content
for the representation of this type of content.

Additionally, attention is drawn to the requirenents in Section 5.2
of [ WebRTC- SEC- ARCH and the considerations in Section 4.1.1. of
[ WebRTC- SEC] .

Stream Ori entation

In sonme circunstances -- and notably those invol ving nobile devices
-- the orientation of the canera nay not match the orientation used
by the encoder. O nore inportance, the orientation may change over
the course of a call, requiring the receiver to change the
orientation in which it renders the stream

Wil e the sender may el ect to sinply change the pre-encodi ng
orientation of frames, this nmay not be practical or efficient (in
particular, in cases where the interface to the camera returns pre-
conpressed video franes). Note that the potential for this behavior
adds anot her set of circunstances under which the resolution of a
screen mght change in the mddle of a video stream in addition to
those mentioned in Section 3. 2.
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To accommpdat e these circunstances, WbRTC i npl enentati ons that can
generate nedia in orientations other than the default MJST support
generating the RO and Rl bits of the Coordination of Video
Oientation (CVO mechani smdescribed in Section 7.4.5 of [TS26.114]
and MUST send themfor all orientations when the peer indicates
support for the nmechanism They MAY support sending the other bits
in the CVO extension, including the higher-resolution rotation bits.
Al inplenmentations SHOULD support interpretation of the RO and Rl
bits and MAY support the other CVO bits.

Further, some codecs support in-band signaling of orientation (for
exanple, the SEI "Display Oientation" nmessages in H 264 and H. 265
[H265]). If CVO has been negotiated, then the sender MUST NOT nake
use of such codec-specific nmechani snms. However, when support for CVO
is not signaled in the SDP, then such inplenentati ons MAY nmake use of
the codec-specific nechani sns instead.

5. Mandatory-to-Inpl enent Video Codec

For the definitions of "WbRTC browser", "WbRTC non-browser", and
"WebRTC-conpati bl e endpoint” as they are used in this section, please
refer to Section 2.

WebRTC Browsers MUST i npl enent the VP8 video codec as described in
[ RFC6386] and H. 264 Constrai ned Baseline as described in [H264].

WebRTC Non- Browsers that support transmitting and/ or receiving video
MUST i nmpl enent the VP8 video codec as described in [ RFC6386] and
H. 264 Constrai ned Baseline as described in [H264].

NOTE: To pronpte the use of non-royalty-bearing video codecs,
participants in the RTCWEB wor ki ng group, and any successor
wor ki ng groups in the IETF, intend to nonitor the evolving
licensing | andscape as it pertains to the two nmandatory-to-

i mpl enent codecs. |If conmpelling evidence arises that one of the
codecs is available for use on a royalty-free basis, the working
group plans to revisit the question of which codecs are required
for Non-Browsers, with the intention being that the royalty-free
codec will remain mandatory to inplenent and the other will becone
opt i onal

These provisions apply to WbRTC Non-Browsers only. There is no
plan to revisit the codecs required for WebRTC Browsers.
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"WebRTC-conpati bl e endpoints" are free to i nplenment any video codecs
they see fit. This follows logically fromthe definition of "WbRTC
conpati ble endpoint". It is, of course, advisable to inplenent at

| east one of the video codecs that is mandated for WbRTC browsers,
and i mpl enentors are encouraged to do so.

6. Codec- Specific Considerations

SDP al l ows for codec-independent indication of preferred video
resol uti ons using the mechani smdescribed in [RFC6236]. WbRTC
endpoi nts MAY send an "a=i mageattr” attribute to indicate the maxi mum
resolution they wish to receive. Senders SHOULD interpret and honor
this attribute by limting the encoded resolution to the indicated
maxi mum si ze, as the receiver nmay not be capabl e of handling higher
resol utions.

Addi tionally, codecs may include codec-specific nmeans of signaling
maxi mum recei ver abilities with regard to resolution, frane rate, and
bitrate.

Unl ess ot herw se signaled in SDP, recipients of video streans MJST be
able to decode video at a rate of at least 20 fps at a resolution of
at |least 320 pixels by 240 pixels. These values are sel ected based
on the recomendati ons in [HSUP1].

Encoders are encouraged to support encoding nedia with at |east the
same resolution and frame rates cited above.

6.1. VP8

For the VP8 codec, defined in [ RFC6386], endpoints MJST support the
payl oad formats defined in [ RFC7741].

In addition to the [ RFC6236] nechani sm VP8 encoders MJUST limt the
streans they send to conformto the values indicated by receivers in
the corresponding max-fr and nax-fs SDP attri butes.

Unl ess ot herwi se signal ed, inplenmentations that use VP8 MJST encode
and decode pixels with an inplied 1:1 (square) aspect ratio.

6.2. H. 264

For the [H264] codec, endpoints MJST support the payload formats
defined in [RFC6184]. In addition, they MJST support Constrained
Baseline Profile Level 1.2 and SHOULD support H. 264 Constrai ned Hi gh
Profile Level 1.3.
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| mpl enent ati ons of the H 264 codec have utilized a wide variety of
optional parameters. To inprove interoperability, the follow ng
parameter settings are specified:

packeti zati on-node: Packetization-node 1 MJST be supported. O her
nodes MAY be negoti ated and used.

profile-level-id: |Inplementations MJST include this paraneter within
SDP and MJUST interpret it when receiving it.

max- mbps, max-snbps, max-fs, max-cpb, max-dpb, and max- br

These paraneters allow the inplenentation to specify that they can
support certain features of H 264 at higher rates and val ues than
those signaled by their level (set with profile-level-id).

| mpl ement ati ons MAY include these paraneters in their SDP, but
they SHOULD interpret them when receiving them allowi ng themto
send the highest quality of video possible.

sprop-paraneter-sets: H 264 allows sequence and picture information
to be sent both in-band and out-of-band. WDbRTC inpl enentations
MUST signal this information in-band. This neans that WbRTC
i mpl enent ati ons MJUST NOT include this paraneter in the SDP they
gener at e.

H. 264 codecs MAY send and MUST support proper interpretation of

Suppl ement al Enhancement Information (SEl) "filler payload" and "ful
frane freeze" messages. The "full frame freeze" nmessages are used in
vi deo-switching MCUs, to ensure a stable decoded displayed picture
whi |l e switching anong various input streans.

When the use of the video orientation (CVO RTP header extension is
not signaled as part of the SDP, H 264 inplenentations MAY send and
SHOULD support proper interpretation of Display Orientation SE
nmessages.

| mpl enent ati ons MAY send and act upon "User data regi stered by Rec.
I TUT T.35" and "User data unregistered" nessages. Even if they do
not act on them inplenmentati ons MIST be prepared to receive such
messages without any ill effects.

Unl ess ot herwi se signaled, inplenentations that use H 264 MJST encode
and decode pixels with an inplied 1:1 (square) aspect ratio.

Roach St andards Track [ Page 7]



RFC 7742 WebRTC Vi deo March 2016

7.

8.

8.

Security Considerations

Thi s specification does not introduce any new mechani sms or security
concerns beyond what is in the other docunents it references. In
WebRTC, video is protected using Datagram Transport Layer Security
(DTLS) / Secure Real -tinme Transport Protocol (SRTP). A conplete

di scussion of the security considerations can be found in

[ WbRTC- SEC] and [ WbRTC- SEC- ARCH] . | nmpl enent ors shoul d consi der
whet her the use of variable bitrate video codecs are appropriate for
their application, keeping in mnd that the degree of inter-frane
change (and, by inference, the amount of notion in the frame) may be
deduced by an eavesdropper based on the video streanis bhitrate.

| npl enent ors naki ng use of H 264 are al so advised to take carefu
note of the "Security Considerations" section of [RFC6184], paying
special regard to the normative requirement pertaining to SE
nmessages.
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