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Abstract

Over the |ast decade, a substantial anmount of work has occurred in
the space of federated access managenent. Most of this effort has
focused on two use cases: network access and web-based access.
However, the solutions to these use cases that have been proposed and
depl oyed tend to have few buil ding blocks in comon.

This menmo describes an architecture that nakes use of extensions to
the commonly used security mechani snms for both federated and non-

f ederat ed access managenent, including the Renpote Authentication
Dial-In User Service (RADIUS), the CGeneric Security Service
Application ProgramlInterface (GSS-APl), the Extensible

Aut hentication Protocol (EAP), and the Security Assertion Markup
Language (SAM.). The architecture addresses the probl em of federated
access nanagenent to primarily non-web-based services, in a manner
that will scale to large nunbers of Identity Providers, Relying
Parties, and federations.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7831
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1

| ntroducti on

Nuner ous security nechani sns have been depl oyed on the Internet to
manage access to various resources. These mechani sms have been
general i zed and scal ed over the | ast decade through mechani sms such
as the Sinple Authentication and Security Layer (SASL) with the
Generic Security Server Application ProgramlInterface (GSS-API)
(known as the GS2 famly) [RFC5801]; the Security Assertion Markup
Language (SAM.) [OASI S. sam -core-2.0-0s]; and the Authentication
Aut hori zation, and Accounting (AAA) architecture as enbodied in
RADI US [ RFC2865] and Di ameter [RFC6733].

A Relying Party (RP) is the entity that nanages access to sone
resource. The entity that is requesting access to that resource is
often described as the client. Many security nechanisns are
mani f ested as an exchange of information between these entities.
The RP is therefore able to decide whether the client is authorized
or not.

Sone security mechanisns allow the RP to del egate aspects of the
access nanagenment decision to an entity called the Identity Provider
(1dP). This delegation requires technical signaling, trust, and a
common under st andi ng of semantics between the RP and | dP. These
aspects are generally managed within a rel ationship known as a
"federation". This style of access managenent is accordingly

descri bed as "federated access nmanagenent".

Feder at ed access managenent has evol ved over the | ast decade through
specifications |ike SAML [ OASI S. sam - core-2.0-0s], OpenlD
(http://ww. openid.net), QAuth [RFC6749], and W5- Trust [W5- TRUST].
The benefits of federated access managenent i nclude:

Single or sinplified sign-on:

An Internet service can del egate access managenent, and the
associ ated responsibilities such as identity managenent and
credentialing, to an organi zation that already has a long-term
relationship with the client. This is often attractive, as RPs
frequently do not want these responsibilities. The client also
requires fewer credentials, which is al so desirable.
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Data m nimzation and user participation

O'ten, an RP does not need to know the identity of a client to
reach an access managenment decision. It is frequently only
necessary for the RP to know specific attributes about the client
-- for exanple, that the client is affiliated with a particular
organi zation or has a certain role or entitlenent. Sonetines, the
RP only needs to know a pseudonym of the client.

Prior to the release of attributes to the RP fromthe IdP, the I1dP
wi || check configuration and policy to determine if the attributes
are to be released. There is currently no direct client
participation in this decision

Pr ovi si oni ng:

Sonetimes, an RP needs, or would |ike, to know nore about a client
than an affiliation or a pseudonym For exanple, an RP nmay want
the client’s email address or nane. Sone federated access
managenent technol ogi es provide the ability for the 1dP to supply
this information, either on request by the RP or unsolicited.

This menmo describes the Application Bridging for Federated Access
Beyond web (ABFAB) architecture. This architecture addresses the
probl em of federated access nanagenent primarily for non-web-based
services. This architecture nakes use of extensions to the conmonly
used security mechani snms for both federated and non-federated access
management, including RADIUS, the Generic Security Service (GSS), the
Ext ensi bl e Aut hentication Protocol (EAP), and SAM.. The architecture
shoul d be extended to use Dianeter in the future. It does so in a
manner that is designed to scale to | arge nunbers of |1dPs, RPs, and
federati ons.

1.1. Term nol ogy

Thi s docunent uses identity managenent and privacy term nol ogy from
[ RFC6973]. In particular, this docunent uses the terns

"identity provider", "relying party", "identifier", "pseudonymty",
"unlinkability", and "anonymty".

In this architecture, the IdP consists of the follow ng conponents:
an EAP server, a RADI US server, and, optionally, a SAML Assertion
servi ce.

Thi s docunent uses the term "Network Access ldentifier" (NAl) as
defined in [RFC7542]. An NAl consists of a realmidentifier, which
is associated with a AAA server, and thus an 1dP and a username, that
are associated with a specific client of the IdP
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One of the problens sone people have found with reading this docunent
is that the term nol ogy sonetinmes appears to be inconsistent. This

i s because the various standards that we refer to use different terns
for the same concept. |In general, this docunent uses either the
ABFAB term or the term associated with the standard under di scussion
as appropriate. For reference, we include Table 1 below, which
provides a mapping for these different ternms. (Note that itens
marked "N A" (not applicable) indicate that there is no nanme that
represents the entity.)

TSR TSR o e e e oo o e e e e e +
| Protocol | dient | Relying Party | ldentity Provider
R Fom oo Fom e e e e e oo o e e a o +
| ABFAB | NA | Relying Party (RP) | ldentity Provider

| | | | (1dP) |
| | | | |
| | Initiator | Acceptor | NA |
| | | | |
| | dient | Server | NA

| | | | |
| SAML | Subj ect | Service provider | Issuer |
| | | | |
| GSS-API | Initiator | Acceptor | NA |
| | | | |
| EAP | EAP peer | EAP authenticator | EAP server |
| | | | |
| AAA | NA | AAA client | AAA server |
| | | | |
| RADIUS | user | NAS | NA |
| | | | |
| | NA | RADIUS client | RADIUS server
S Fom e o e e e e o e e e e i o +

Tabl e 1: Term nol ogy
1.1.1. Channel Binding

Thi s docunent uses the term "channel binding" in two different
contexts; this termhas a different neaning in each of these
cont exts.

EAP channel binding is used to inplenent GSS-APlI nami ng senmantics.
EAP channel binding sends a set of attributes fromthe peer to the
EAP server either as part of the EAP conversation or as part of a
secure association protocol. 1In addition, attributes are sent in the
back-end protocol fromthe EAP authenticator to the EAP server. The
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EAP server confirms the consistency of these attributes and provides
the confirmation back to the peer. In this docunent, channel binding
wi thout qualification refers to EAP channel binding.

GSS- APl channel binding provides protection agai nst man-in-the-m ddl e
attacks when GSS-APl is used for authentication inside of some
tunnel; it is simlar to a facility called "cryptographic binding" in
EAP. The binding works by each side deriving a cryptographic val ue
fromthe tunnel itself and then using that cryptographic value to
prove to the other side that it knows the val ue.

See [ RFC5056] for a discussion of the differences between these two
facilities. These differences can be summri zed as foll ows:

0 GSS- APl channel binding specifies that there i s nobody between the
client and the EAP authenticator.

o EAP channel binding allows the client to have know edge of such
EAP aut henticator attributes as the EAP authenticator’s nane.

Typi cal ly, when considering both EAP and GSS- APl channel bi nding,
peopl e think of channel binding in combination with nutua
authentication. This is sufficiently common that, w thout additiona
qualification, channel binding should be assuned to inply nutua

aut hentication. In GSS-APlI, w thout mutual authentication, only the
acceptor has authenticated the initiator. Sinmilarly, in EAP, only
the EAP server has authenticated the peer. Sonetines, one-way
authentication is useful. Consider, for exanple, a user who wi shes
to access a protected resource for a shared whiteboard in a
conference room The whiteboard is the acceptor; it knows that the
initiator is authorized to give it a presentation, and the user can
val idate that the whiteboard got the correct presentation by visua
nmeans. (The presentation should not be confidential in this case.)
I f channel binding is used w thout mutual authentication, it is
effectively a request to disclose the resource in the context of a
particul ar channel. Such an authentication would be sinilar in
concept to a hol der-of-key SAML Assertion. However, note also that
although it is not happening in the protocol, nutual authentication
is happening in the overall system the user is able to visually
authenticate the content. This is consistent with all uses of
channel binding w thout protocol-level mutual authentication found
so far.
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1.2. An Overview of Federation
In the previous section, we introduced the followi ng entities:
o the client,

o the I1dP, and

o the RP
The final entity that needs to be introduced is the Individual. An
I ndividual is a human being that is using the client. In any given

situation, an Individual may or nmay not exist. Cients can act as
front ends for Individuals, or clients may be i ndependent entities
that are set up and allowed to run autononously. An exanple of such
an i ndependent entity can be found in the Trust Router Protoco
(https://wwv ietf.org/proceedi ngs/ 86/slides/slides-86-rtgarea-0. pdf),
where the routers use ABFAB to authenticate to each other

These entities and their relationships are illustrated graphically in
Fi gure 1.
yommmmm - \ ymmmmmm - \
| ldentity | Federati on | Relying
| Provider + <--------omomoo- > + Party
<
\
\ Aut hentication
\
\
\
\
L e +
\ | O
vl dient | \|/ Individual
| |
AT + /1 0\

Figure 1: Entities and Their Rel ationships

Howl ett, et al. I nf or mati onal [ Page 8]



RFC 7831 ABFAB Architecture May 2016

The rel ati onshi ps between the entities in Figure 1 are as foll ows:
Federation

The 1dP and the RPs are part of a federation. The relationship
may be direct (they have an explicit trust relationship) or
transitive (the trust relationship is nediated by one or nore
entities). The federation relationship is governed by a
federation agreenent. Wthin a single federation, there may be
multiple 1dPs as well as multiple RPs.

Aut henti cati on

There is a direct relationship between the client and the | dP
This rel ationship provides the means by which they trust each
ot her and can securely authenticate each other.

A federation agreenent typically enconpasses operationa
specifications and | egal rules:

Operational Specifications:

The goal of operational specifications is to provide enough
definition that the systemworks and interoperability is possible.
These include the technical specifications (e.g., protocols used
to comuni cate between the three parties), process standards,
policies, identity proofing, credential and authentication

al gorithmrequirenents, performance requirenents, assessment and
audit criteria, etc.

Legal Rul es:

The legal rules take the legal franmework into consideration and
provi de contractual obligations for each entity. The rules define
the responsibilities of each party and provide further
clarification of the operational specifications. These |ega

rul es regul ate the operational specifications, nake operationa
specifications legally binding to the participants, and define and
govern the rights and responsibilities of the participants. The

| egal rules may, for example, describe liability for |osses,

term nation rights, enforcenent nechani sns, neasures of danage,

di spute resolution, warranties, etc.
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The operational specifications can demand the usage of a specific
technical infrastructure, including requirenments on the nessage
routing internediaries, to offer the required technica

functionality. In other environnents, the operational specifications
require fewer technical conponents in order to neet the required
technical functionality.

The I egal rules include many non-technical aspects of federation
such as business practices and | egal arrangenments, which are outside

the scope of the IETF. The legal rules can still have an inpact on
the architectural setup or on how to ensure the dynam c establishnent
of trust.

Wiile a federation agreenent is often discussed within the context of
formal rel ationships, such as between an enterprise and an enpl oyee
or between a government and a citizen, a federation agreenment does
not have to require any particular level of formality. For an IdP
and a client, it is sufficient for a relationship to be established
by sonething as sinple as using a web formand confirnmation enail.
For an IdP and an RP, it is sufficient for the IdP to publish contact
information along with a public key and for the RP to use that data.
Wthin the framework of ABFAB, it will generally be required that a
mechani smexi st for the 1dP to be able to trust the identity of the
RP; if this is not present, then the IdP cannot provide the
assurances to the client that the identity of the RP has been

est abl i shed.

The nature of federation dictates that there exists some form of

rel ati onship between the IdP and the RP. This is particularly

i nportant when the RP wants to use infornmation obtained fromthe IdP
for access nanagenent decisions and when the |IdP does not want to
rel ease information to every RP (or only under certain conditions).

VWiile it is possible to have a bilateral agreement between every |dP
and every RP, on an Internet scale, this setup requires the
introduction of the nultilateral federation concept, as the
managenent of such pair-w se rel ationshi ps woul d ot herwi se prove

bur densone.

The 1dP will typically have a long-termrelationship with the client.
This relationship typically involves the 1dP positively identifying
and credentialing the client (for exanple, at the time of enploynent
within an organi zation). Wen dealing with Individuals, this process
is called "identity proofing" [N ST-SP.800-63-2]. The relationship
will often be instantiated within an agreenent between the |IdP and
the client (for exanple, within an enpl oyment contract or terns of
use that stipulate the appropriate use of credentials and so forth).
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The nature and quality of the relationship between the client and the
| dP are inportant contributors to the |level of trust that an RP nmay
assign to an assertion describing a client made by an 1dP. This is
somet i nes described as the | evel of assurance [N ST-SP. 800-63-2].

Federation does not require an a priori relationship or a long-term
rel ati onship between the RP and the client; it is this property of
federation that yields many of its benefits. However, federation
does not preclude the possibility of a pre-existing relationship
between the RP and the client or the possibility that the RP and
client may use the introduction to create a new |l ong-term

rel ati onshi p i ndependent of the federation

Finally, it is inportant to reiterate that in sone scenarios there
m ght indeed be an Individual behind the client and in other cases
the client nay be aut ononous.

1.3. Challenges for Contenporary Federation

As federated IdPs and RPs (services) proliferate, the role of an

I ndi vi dual can becone ambi guous in certain circunstances. For
exanpl e, a school mght provide online access for a student’s grades
to their parents for review and to the student’s teacher for

nodi fication. A teacher who is also a parent nust clearly

di stinguish their role upon access.

Similarly, as federations proliferate, it becomes increasingly
difficult to discover which 1dP(s) a user is associated with. This
is true for both the web and non-web case but is particularly acute
for the latter, as many non-web authentication systens are not
semantically rich enough on their own to allow for such anbiguities.
For instance, in the case of an email provider, SMIP and | MAP do not
have the ability for the server to request information fromthe
client, beyond the client NAlI, that the server would then use to
deci de between the multiple federations it is associated wth.
However, the building blocks do exist to add this functionality.

1.4. An Overview of ABFAB-Based Federation
The previous section described the general nodel of federation and
the application of access managenent within the federation. This

section provides a brief overview of ABFAB in the context of this
nodel .
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In this exanple, a client is attenpting to connect to a server in
order to either get access to sone data or perform sone type of
transaction. In order for the client to nutually authenticate with
the server, the followi ng steps are taken in an ABFAB architecture (a
graphi cal view of the steps can be found in Figure 2):

1. Client configuration: The client is configured with an NA
assigned by the IdP. It is also configured with any keys,
certificates, passwords, or other secret and public information
needed to run the EAP protocols between it and the | dP

2. Aut henti cati on mechani sm sel ection: The client is configured to
use the GSS-EAP GSS- APl nmechani sm for authentication/
aut hori zati on.

3. Client provides an NAl to RP: The client sets up a transport to
the RP and begi ns GSS-EAP aut hentication. 1In response, the RP
sends an EAP request nmessage (nested in GSS-EAP) asking for the
client’s name. The client sends an EAP response with an NA
nane formthat, at a mninmum contains the realmportion of its
full NAI.

4. Di scovery of federated IdP: The RP uses preconfigured
information or a federation proxy to determ ne what IdP to use,
based on policy and the real mportion of the provided client
NAI. This is discussed in detail below (Section 2.1.2).

5. Request fromRP to 1dP: Once the RP knows who the IdP is, it (or
its agent) will send a RADI US request to the 1dP. The RAD US
Access- Request encapsul ates the EAP response. At this stage,
the RP will likely have no idea who the client is. The RP sends
its identity to the IdP in AAA attributes, and it may send a
SAML request in a AAA attribute. The AAA network checks to see
that the identity claimed by the RP is valid.

6. | dP begins EAP with the client: The I dP sends an EAP nessage to
the client with an EAP nethod to be used. The |dP shoul d not
re-request the client’s nane in this nmessage, but clients need
to be able to handle it. In this case, the IdP nmust accept a
realmonly in order to protect the client’s nane fromthe RP
The avail abl e and appropriate nethods are di scussed bel ow
(Section 2.2.1).

7. EAP is run: A bunch of EAP nessages are passed between the
client (EAP peer) and the 1dP (EAP server), until the result of
the authentication protocol is determ ned. The nunber and
content of those nessages depend on the EAP nethod selected. |If
the IdP is unable to authenticate the client, the 1dP sends an
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EAP failure nmessage to the RP. As part of the EAP nethod, the
client sends an EAP channel - bi ndi ng nessage to the IdP

(Section 2.2.2). In the channel -binding nessage, the client
identifies, anobng other things, the RP to which it is attenpting
to authenticate. The 1dP checks the channel -bi nding data from
the client against the data provided by the RP via the AAA
protocol. |If the bindings do not match, the |dP sends an EAP
failure nessage to the RP

8. Successful EAP authentication: At this point, the IdP (EAP
server) and client (EAP peer) have nutually authenticated each
other. As a result, the client and the I1dP hold two
cryptographi c keys: a Master Session Key (MSK) and an Extended
MSK (EMBK). At this point, the client has a | evel of assurance
regarding the identity of the RP, based on the nane checking the
| dP has done, using the RP nam ng information fromthe AAA
framework and fromthe client (by the channel -binding data).

9. Local 1dP policy check: At this stage, the |IdP checks |oca
policy to determ ne whether the RP and client are authorized for
a given transaction/service and, if so, what attributes, if any,
will be released to the RP. If the IdP gets a policy failure,
it sends an EAP failure message to the RP and client. (The RP
wi || have done its policy checks during the discovery process.)

10. 1dP provides the RP with the MSK: The I dP sends a success result
EAP to the RP, along with an optional set of AAA attributes
associated with the client (usually as one or nore SAML
Assertions). In addition, the EAP MSK is returned to the RP

11. RP processes results: Wen the RP receives the result fromthe
IdP, it should have enough information to either grant or refuse
a resource Access-Request. It may have information that
associates the client with specific authorization identities.
If additional attributes are needed fromthe 1dP, the RP may
nmake a new SAM. request to the IdP. It will apply these results
in an application-specific way.

12. RP returns results to client: Once the RP has a response, it
must informthe client of the result. |If all has gone well, al
are authenticated, and the application proceeds with appropriate
aut horization levels. The client can now conplete the
aut hentication of the RP by using the EAP MSK val ue.
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Rel yi ng dient | dentity
Party Provi der
| (1) | dient configuration
I< ————— (2)----- >I I Mechani sm sel ecti on
I< ----- (3)----- <I I NAI transmitted to RP
I<:::::(4)::::::L:::::::::::::>I | dP Di scovery
I>:::::(5)::::::L:::::::::::::>I Access- Request fromRP to | dP
I I< - - (6) - —<I EAP nmethod to client
I I< - - (7 - ->I EAP exchange to authenticate
| | | client
I I (8 g 9) Local policy check
I<::::(10)::::::L:::::::::::::<I Results to RP

(1&) I I RP processes results
I>---—(12) ————— >I I Results to client
Legend

Bet ween client and RP
Bet ween RP and | dP
Bet ween client and 1 dP (via RP)

Fi gure 2: ABFAB Authentication Steps

1.5. Design Goals

Qur key design goals are as foll ows:

o Each party in a transaction will be authenticated, although
perhaps not identified, and the client will be authorized for
access to a specific resource.

o The neans of authentication is decoupled fromthe application
protocol so as to allow for nultiple authentication nethods wth
m ni mal changes to the application

o The architecture requires no sharing of long-termprivate keys
between clients and RPs.
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o The systemwill scale to | arge nunbers of |1dPs, RPs, and users.

o0 The systemwill be designed primarily for non-web-based
aut henti cati on.

o The systemwill build upon existing standards, conponents, and
operational practices.

Desi gni ng new three-party authentication and authorization protocols
is difficult and fraught with the risk of cryptographic flaws.

Achi evi ng wi despread depl oynment is even nore difficult. A lot of
attention on federated access has been devoted to the web. This
document instead focuses on a non-web-based environnent and focuses
on those protocols where HTTP is not used. Despite the growi ng trend
to layer every protocol on top of HITP, there are still a nunber of
protocol s avail able that do not use HITP-based transports. Many of
these protocols are |lacking a native authenticati on and authorization
franework of the style shown in Figure 1

2. Architecture

We have already introduced the federated access architecture, with
the illustration of the different actors that need to interact. This
section expands on the specifics of providing support for

non- web- based applications and provi des notivations for design
decisions. The main theme of the work described in this docunment is
focused on reusing existing building blocks that have been depl oyed
already and to rearrange themin a novel way.

Al t hough this architecture assunes updates to the RP, the client, and
the 1dP, those changes are kept at a minimum A nmechanismthat can
denonstrate depl oynment benefits (based on ease of updates to existing
software, low inplenentation effort, etc.) is preferred, and there
may be a need to specify multiple nechanisns to support the range of
di fferent depl oyment scenari os.

There are a nunber of ways to encapsul ate EAP into an application
protocol. For ease of integration with a wi de range of non-web-based
application protocols, GSS-API was chosen. The technica

speci fication of GSS-EAP can be found in [RFC7055].

The architecture consists of several building blocks, as shown
graphically in Figure 3. In the follow ng sections, we discuss the
data fl ow between each of the entities, the protocols used for that
data flow, and sone of the trade-offs nade in choosing the protocols.
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Figure 3: ABFAB Protocol Instantiation
2.1. Relying Party to ldentity Provider

Conmuni cati on between the RP and the IdP is done by the Federation
Substrate. This comunication channel is responsible for:

o Establishing the trust relationship between the RP and the IdP
0 Determning the rules governing the relationship

o Conveying authentication packets fromthe client to the IdP
and back.
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o Providing the neans of establishing a trust relationship between
the RP and the client.

o Providing a neans for the RP to obtain attributes about the client
fromthe IdP.

The ABFAB wor ki ng group has chosen the AAA framework for the nessages
transported between the RP and |dP. The AAA framework supports the
requi rements stated above, as follows:

o The AAA backbone supplies the trust rel ationship between the RP
and the |dP.

0 The agreements governing a specific AAA backbone contain the rules
governing the relationships within the AAA federation.

o A method exists for carrying EAP packets w thin RADI US [ RFC3579]
and Di aneter [RFC4072].

0 The use of EAP channel binding [ RFC6677] along with the core ABFAB
protocol provide the pieces necessary to establish the identities
of the RP and the client, while EAP provides the cryptographic
nmet hods for the RP and the client to validate that they are
tal king to each other.

o A nmethod exists for carrying SAML packets within RAD US [ RFC7833];
this nethod allows the RP to query attributes about the client
fromthe IdP

Protocol s that support the same framework but do different routing
are expected to be defined and used in the future. One such effort,
called the Trust Router, is to set up a franework that creates a
trusted point-to-point channel on the fly

(https://wwv ietf.org/proceedi ngs/ 86/slides/slides-86-rtgarea-0.pdf).

2.1.1. AAA, RADIUS, and D aneter

The usage of the AAA franework with RADI US [ RFC2865] and Di aneter

[ RFC6733] for network access authentication has been successful from
a depl oyment point of view To map the term nology used in Figure 1
to the AAA framework, the IdP corresponds to the AAA server; the RP
corresponds to the AAA client; and the technical building blocks of a
federation are AAA proxies, relays, and redirect agents (particularly
if they are operated by third parties, such as AAA brokers and

cl earinghouses). In the case of network access authentication, the
front end, i.e., the comunication path between the end host and the
AAA client, is offered by link-layer protocols that forward
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aut henti cation protocol exchanges back and forth. An exanple of a
| ar ge- scal e RADI US- based federation is eduroam
(https://ww. edur oam org).

By using the AAA franework, ABFAB can be built on the federation
agreenments that already exist; the agreements can then nerely be
expanded to cover the ABFAB architecture. The AAA framework has
al ready addressed sone of the problens outlined above. For exanple,

o It already has a nethod for routing requests based on a domain

o It already has an extensible architecture allow ng for new
attributes to be defined and transported.

0 Pre-existing relationships can be reused.

The astute reader will notice that RADI US and Di anmeter have
substantially simlar characteristics. Wy not pick one? RADH US and
Di ameter are deployed in different environnments. RADI US can often be
found in enterprise and university networks; RADIUS is al so used by
operators of fixed networks. Dianeter, on the other hand, is

depl oyed by operators of nobile networks. Another key difference is
that today RADIUS is |argely transported over UDP. The decision
regardi ng which protocol will be appropriate to deploy is left to

i npl enenters. The protocol defines all the necessary new AAA
attributes as RADIUS attributes. A future docunent coul d define the
sane AAA attributes for a Dianmeter environnent. W also note that
there exist proxies that convert from RADIUS to Di ameter and back
This makes it possible for both to be deployed in a single Federation
Substrate.

Through the integrity-protection mechanisms in the AAA franework, the
| dP can establish technical trust that nessages are being sent by the
appropriate RP. Any given interaction will be associated with one
federation at the policy level. The |egal or business relationship
defines what statenents the IdP is trusted to nake and how t hese
statenents are interpreted by the RP. The AAA franmework al so pernits
the RP or elenents between the RP and I dP to nake statenments about
the RP

The AAA franework provides transport for attributes. Statements made
about the client by the IdP, statenents made about the RP, and ot her
infornmation are transported as attributes.

One dermand that the AAA substrate makes of the upper layers is that
they must properly identify the endpoints of the comrunication. It
must be possible for the AAA client at the RP to determ ne where to
send each RADIUS or Dianeter nessage. Wthout this requirenment, it

Howl ett, et al. I nf or mati onal [ Page 18]



RFC 7831 ABFAB Architecture May 2016

woul d be the RP's responsibility to determine the identity of the
client on its own, without the assistance of an IdP. This
architecture makes use of the Network Access ldentifier (NAl), where
the 1dP is indicated by the real m component [RFC7542]. The NAl is
represented and consuned by the GSS-API |ayer as GSS_C NT_USER NAME
as specified in [RFC2743]. The GSS- APl EAP nechani smincl udes the
NAI in the EAP Response/ldentity nessage.

At the tine of this witing, no profiles for the use of Dianeter have
been created.

2.1.2. Discovery and Rul es Determ nation

While we are using the AAA protocols to communicate with the 1dP, the
RP may have multiple Federation Substrates to select from The RP
has a nunber of criteria that it will use in selecting which of the
different federations to use. The federation sel ected nust

o be able to communicate with the |dP

o match the business rules and technical policies required for the
RP security requirenents.

The RP needs to discover which federation will be used to contact the
IdP. The first selection criterion used during discovery is going to
be the name of the I1dP to be contacted. The second sel ection
criterion used during discovery is going to be the set of business
rul es and technical policies governing the relationship; this is
called "rules determnation". The RP also needs to establish
technical trust in the comunications with the IdP

Rul es determ nation covers a broad range of decisions about the
exchange. One of these is whether the given RPis pernitted to talk
to the 1dP using a given federation at all, so rules determni nation
enconpasses the basic authorization decision. Oher factors are

i ncl uded, such as what policies govern rel ease of information about
the client to the RP and what policies govern the RP’s use of this
information. Wiile rules determination is ultinmately a business
function, it has a significant inpact on the technical exchanges.
The protocols need to communi cate the result of authorization. Wen
multiple sets of rules are possible, the protocol must di sanbi guate
which set of rules are in play. Some rules have technica

enf orcenent nechani sns; for exanple, in sone federations,
internediaries validate information that is being commnicated within
the federation.
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At the time of this witing, no protocol mechani sm has been specified
to allow a AAA client to determ ne whether a AAA proxy will indeed be
able to route AAA requests to a specific IdP. The AAA routing is

i mpact ed by business rules and technical policies that may be quite
conpl ex; at the present time, the route selection is based on nmanua
configuration.

2.1.3. Routing and Technical Trust

Several approaches to having nessages routed through the Federation
Substrate are possible. These routing nmethods can nost easily be

cl assified based on the mechanismfor technical trust that is used
The choi ce of technical trust nechani smconstrains how rul es

determ nation is inplenented. Regardless of what depl oynent strategy
is chosen, it is inportant that the technical trust nechani smbe able
to validate the identities of both parties to the exchange. The
trust mechani smnust ensure that the entity acting as the 1dP for a
given NAl is pernmitted to be the IdP for that real mand that any
service nane clained by the RP is permitted to be clainmed by that
entity. Here are the categories of technical trust deternination

AAA Proxy:
The sinplest nodel is that an RP is a AAA client and can send the
request directly to a AAA proxy. The hop-by-hop integrity
protection of the AAA fabric provides technical trust. An RP can
submit a request directly to the correct federation
Alternatively, a federation disanbiguation fabric can be used.
Such a fabric takes information about what federations the RP is
part of and what federations the IdP is part of, and it routes a
nessage to the appropriate federation. The routing of nmessages
across the fabric, plus attributes added to requests and
responses, together provide rules determ nation. For exanple,
when a di sanbi guation fabric routes a nessage to a given
federation, that federation's rules are chosen. Name validation
is enforced as nessages travel across the fabric. The entities
near the RP confirmits identity and validate nanes it clains.
The fabric routes the nessage towards the appropriate |IdP
validating the name of the IdP in the process. The routing can be
statically configured. Alternatively, a routing protocol could be
devel oped to exchange reachability information about a given |dP
and to apply policy across the AAA fabric. Such a routing
protocol could flood nam ng constraints to the appropriate points
in the fabric.
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Trust Broker:
I nstead of routing nessages through AAA proxies, sonme trust broker
could establish keys between entities near the RP and entities
near the IdP. The advantage of this approach is efficiency of
message handling. Fewer entities are needed to be involved for
each nmessage. Security may be inmproved by sending individua
nessages over fewer hops. Rules determnation involves decisions
made by trust brokers about what keys to grant. Also, associated
with each credential is context about rules and about other
aspects of technical trust, including names that may be cl ai med.
A routing protocol simlar to the one for AAA proxies is likely to
be useful to trust brokers in flooding rules and nam ng
constraints.

G obal Credenti al
A gl obal credential such as a public key and certificate in a
public key infrastructure can be used to establish technica
trust. A directory or distributed database such as the Domain
Nane Systemis used by the RP to discover the endpoint to contact
for a given NAI. Either the database or certificates can provide
a place to store informati on about rul es determnination and nam ng
constraints. Provided that no internediates are required (or
appear to be required) and that the RP and IdP are sufficient to
enforce and determine rules, rules determination is reasonably
sinple. However, applying certain rules is likely to be quite
conpl ex. For exanple, if multiple sets of rules are possible
between an 1dP and RP, confirm ng that the correct set is used may
be difficult. This is particularly true if internediates are
i nvol ved in making the decision. Also, to the extent that
directory informati on needs to be trusted, rules determ nation may
be nore conpl ex.

Real -worl d depl oyments are likely to be nmixtures of these basic
approaches. For exanple, it will be quite common for an RP to route
traffic to a AAA proxy within an organi zation. That proxy could then
use any of the above three nethods to get closer to the IdP. It is
also likely that, rather than being directly reachable, the |IdP nay
have a proxy on the edge of its organization. Federations will
likely provide a traditional AAA proxy interface even if they also
provi de anot her mechani smfor increased efficiency or security.

2.1.4. AAA Security
For the AAA framework, there are two different places where security
needs to be examined. The first is the security that is in place for

the links in the AAA backbone being used. The second are the nodes
that formthe AAA backbone.
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The default link security for RADIUS is showing its age, as it uses
MD5 and a shared secret to both obfuscate passwords and provide
integrity on the RADI US nessages. While sone EAP nethods include the
ability to protect the client authentication credentials, the MSK
returned fromthe IdP to the RP is protected only by RAD US security.
In many environments, this is considered to be insufficient,
especially as not all attributes are obfuscated and can thus |eak
information to a passive eavesdropper. The use of RADIUS with
Transport Layer Security (TLS) [RFC6614] and/or Datagram Transport
Layer Security (DTLS) [RFC7360] addresses these attacks. The sane

| evel of security is included in the base D ameter specifications.

2.1.5. SAM. Assertions

For the traditional use of AAA frameworks, i.e., granting access to a
network, an affirmative response fromthe 1dP is sufficient. In the
ABFAB worl d, the RP may need to get significantly nore additiona

i nfornmati on about the client before granting access. ABFAB therefore
has a requirenent that it can transport an arbitrary set of
attributes about the client fromthe IdP to the RP

The Security Assertion Markup Language (SAM)

[ OASI S. sam -core-2.0-0s] was designed in order to carry an extensible
set of attributes about a subject. Since SAML is extensible in the
attribute space, ABFAB has no i mmedi ate needs to update the core SAM.
specifications for our work. It will be necessary to update |IdPs
that need to return SAML Assertions to RPs and for both the IdP and
the RP to inplement a new SAML profile designed to carry SAML
Assertions in AAA. The new profile can be found in [RFC7833]. As
SAM. statenments will frequently be large, RADIUS servers and clients
that deal with SAML statenents will need to inplenent [RFC7499].

There are several issues that need to be highlighted:

o0 The security of SAML Asserti ons.

o Namespaces and mappi ng of SAM. attri butes.

0 Subject naming of entities.

o Mking multiple queries about the subject(s).

0 Level of assurance for authentication.

SAM. Assertions have an optional signature that can be used to
protect and provide the origination of the assertion. These

signatures are normally based on asymmetric key operations and
require that the verifier be able to check not only the cryptographic
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operation but also the binding of the originator’s name and the
public key. 1In a federated environnment, it will not always be
possible for the RP to validate the binding; for this reason, the
technical trust established in the federation is used as an alternate
met hod of validating the origination and integrity of the SAML
Assertion.

Attributes in a SAML Assertion are identified by a nane string. The
nanme string is either assigned by the SAML issuer context or scoped
by a nanespace (for exanple, a URI or object identifier (OD)). This
means that the same attribute can have different name strings used to
identify it. In many cases, but not all, the federation agreenents
will determ ne what attributes and nanes can be used in a SAM
statenent. This neans that the RP needs to map fromthe SAM. i ssuer
or federation nanme, type, and semantic to the nane, type, and
semantics that the policies of the RP are witten in. In other

cases, the Federation Substrate, in the formof proxies, will nodify
the SAML Assertions in transit to do the necessary nane, type, and
val ue mappi ngs as the assertion crosses boundaries in the federation
If the proxies are nodifying the SAML Assertion, then they wll
renove any signatures on the SAML Assertion, as changing the content
of the SAML Assertion would invalidate the signature. |In this case,
the technical trust is the required mechanismfor validating the
integrity of the assertion. (The proxy could re-sign the SAM.
Assertion, but the sane issues of establishing trust in the proxy
woul d still exist.) Finally, the attributes may still be in the
nanmespace of the originating IdP. Wen this occurs, the RP will need
to get the required mapping operations fromthe federation agreements
and do the appropriate mappings itself.

[ RFC7833] has defined a new SAML nane format that corresponds to the
NAI nanme formdefined by [RFC7542]. This allows for easy nane

mat ching in many cases, as the nanme formin the SAML statenment and
the nanme formused in RADIUS or Diameter will be the sane. In
addition to the NAI nane form [RFC7833] also defines a pair of
inmplicit name forms corresponding to the client and the client’s
machi ne. These inplicit nane forns are based on the ldentity-Type
enuneration defined in the Tunnel Extensible Authentication Protoco
(TEAP) specification [RFC7170]. |If the name formreturned in a SAM
statement is not based on the NAI, then it is a requirement on the
EAP server that it validate that the subject of the SAML Assertion
if any, is equivalent to the subject identified by the NAl used in
the RADI US or Dianeter session

RADI US has the ability to deal with nultiple SAML queries for those
EAP servers that follow [RFC5080]. 1In this case, a State attribute
will always be returned with the Access-Accept. The EAP client can
then send a new Access-Request with the State attribute and the new
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SAM. request. Miltiple SAML queries can then be done by naking a new
Access- Request, using the State attribute returned in the | ast
Access-Accept to link together the different RADI US sessions.

Sone RPs need to ensure that specific criteria are net during the

aut hentication process. This need is net by using |evels of
assurance. A |level of assurance is comunicated to the RP fromthe
EAP server by using a SAML Aut hentication Request, using the

Aut hentication Profile described in [RFC7833]. \When crossing
boundari es between different federations, (1) the policy specified
will need to be shared between the two federations, (2) the policy
will need to be napped by the proxy server on the boundary, or

(3) the proxy server on the boundary will need to supply infornmation
to the EAP server so that the EAP server can do the required napping.
If this mapping is not done, then the EAP server will not be able to
enforce the desired | evel of assurance, as it will not understand the
policy requirenents.

2.2. Cdient to ldentity Provider

Looki ng at the communi cati ons between the client and the 1dP, the
following itens need to be dealt with:

o The client and the IdP need to nutually authenticate each ot her

o The client and the IdP need to nutually agree on the identity of
the RP

ABFAB sel ected EAP for the purposes of nutual authentication and
assisted in creating some new EAP channel - bi ndi ng docunents for
dealing with determining the identity of the RP. A framework for the
channel - bi ndi ng nmechani sm has been defined in [ RFC6677] that allows
the 1dP to check the identity of the RP provided by the AAA franmework
against the identity provided by the client.

2.2.1. Extensible Authentication Protocol (EAP)

Tradi tional web federati on does not describe how a client interacts
with an IdP for authentication. As a result, this comrunication is
not standardi zed. There are several disadvantages to this approach
Since the communication is not standardized, it is difficult for
machi nes to recogni ze which entity is going to do the authentication
and thus which credentials to use and where in the authentication
formthe credentials are to be entered. It is nuch easier for hunmans
to correctly deal with these problens. The use of browsers for

aut hentication restricts the depl oynent of nore secure fornms of

aut henti cati on beyond pl ai ntext usernanes and passwords known by the
server. In a nunber of cases, the authentication interface may be
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presented before the client has adequately validated that they are
talking to the intended server. By giving control of the
authentication interface to a potential attacker, the security of the
system may be reduced, and opportunities for phishing may be

i ntroduced.

As a result, it is desirable to choose sone standardi zed approach for
conmuni cati on between the client’s end host and the 1dP. There are a
nunber of requirements this approach nmust neet, as noted bel ow.

Experi ence has taught us one key security and scalability
requirenent: it is inportant that the RP not get possession of the
I ong-term secret of the client. Aside froma val uable secret being
exposed, a synchronization probl em can devel op when the client
changes keys with the | dP

Since there is no single authentication mechanismthat will be used
everywhere, another associated requirenent is that the authentication
framework rmust allow for the flexible integration of authentication
nmechani sns. For instance, sonme |dPs require hardware tokens, while
ot hers use passwords. A service provider wants to provi de support
for both authentication methods and al so for other methods from | dPs
not yet seen.

These requirements can be net by utilizing standardized and
successful |y depl oyed technol ogy, nanely the EAP framework [RFC3748].
Figure 3 illustrates the integration graphically.

EAP is an end-to-end framework; it provides for two-way comruni cation
between a peer (i.e., client or Individual) through the EAP

aut henticator (i.e., RP) to the back end (i.e., IdP). This is
precisely -- and conveniently -- the conmunication path that is
needed for federated identity. Although EAP support is already
integrated in AAA systens (see [ RFC3579] and [ RFC4072]), severa
chal | enges remain:

o The first is howto carry EAP payl oads fromthe end host to
the RP.

0 Another is to verify statements the RP has nade to the client,
confirmthat these statenents are consistent with statenents nade
to the IdP, and confirmthat all of the above are consistent wth
the federation and any federation-specific policy or
configurati on.

o Another challenge is choosing which IdP to use for which service.
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The EAP nethod used for ABFAB needs to neet the follow ng
requi renents:

o It needs to provide nutual authentication of the client and |IdP
o It needs to support channel binding.

As of this witing, the only EAP nethod that neets these criteria is
TEAP [ RFC7170], either alone (if client certificates are used) or
with an inner EAP nethod that does mutual authentication.

2.2.2. EAP Channel Binding

EAP channel binding is easily confused with a facility in GSS-API
that is also called "channel binding". GSS-APlI channel binding

provi des protection against nman-in-the-niddl e attacks when GSS-API is
used for authentication inside of sone tunnel; it is simlar to a
facility called "cryptographic binding" in EAP. See [RFC5056] for a
di scussion of the differences between these two facilities.

The client knows, in theory, the name of the RP that it attenpted to
connect to; however, in the event that an attacker has intercepted
the protocol, the client and the I1dP need to be able to detect this
situation. A general overview of the problem along with a
recommended way to deal with the channel -bindi ng i ssues, can be found
in [ RFO6677] .

Since the tine that [ RFC6677] was published, a nunber of possible
attacks were found. Methods to address these attacks have been
outlined in [ RFC7029].

2.3. dient to Relying Party
The final set of interactions between the parties to consider are
those between the client and the RP. In some ways, this is the nost
conpl ex set, since at least part of it is outside the scope of the
ABFAB work. The interactions between these parties include:

0 Running the protocol that inplenents the service that is provided
by the RP and desired by the client.

o Authenticating the client to the RP and the RP to the client.

o Providing the necessary security services to the service protoco
that it needs, beyond authentication

o Dealing with client re-authentication where desired.
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2.3.1. GSS-API

One of the remmining layers is responsible for integration of
federated authentication with the application. Applications have
adopted a nunber of approaches for providing security, so multiple
strategies for integration of federated authentication with
applications may be needed. To this end, we start with a strategy
that provides integration with a |Iarge nunber of application

pr ot ocol s.

Many applications, such as Secure Shell (SSH) [RFC4462], NFS

[ RFC7530], DNS [ RFC3645], and several non-1ETF applications, support
GSS- APl [ RFC2743]. Many applications, such as | MAP, SMIP, the

Ext ensi bl e Messagi ng and Presence Protocol (XMPP), and the

Li ght wei ght Directory Access Protocol (LDAP), support the Sinple

Aut hentication and Security Layer (SASL) [RFC4422] framework. These
two approaches work together nicely: by creating a GSS-API mechani sm
SASL integration is also addressed. |In effect, using a GSS-API
mechani smwi th SASL sinply requires placing sone headers before the
nmechani sni's nmessages and constrai ning certain GSS- APl options.

GSS- APl is specified in terms of an abstract set of operations that
can be mapped into a programm ng | anguage to forman API. When
people are first introduced to GSS-API, they focus on it as an API.
However, fromthe perspective of authentication for non-web
applications, GSS-APlI should be thought of as a protocol as well as
an API. \Wen | ooked at as a protocol, it consists of abstract
operations such as the initial context exchange, which includes two
sub-operations (GSS_ I nit_sec_context and GSS _Accept _sec_cont ext)

[ RFC2743]. An application defines which abstract operations it is
goi ng to use and where nessages produced by these operations fit into
the application architecture. A GSS-API nechanismw || define what
actual protocol nessages result fromthat abstract nessage for a

gi ven abstract operation. So, since this work is focusing on a
particul ar GSS- APl mechani sm we generally focus on protocol elenents
rather than the APl view of GSS-API.

The APl view of GSS-API does have significant value as well; since
the abstract operations are well defined, the information that a
mechani smgets fromthe application is well defined. Also, the set
of assunptions the application is permtted to make is generally well
defined. As a result, an application protocol that supports GSS-API
or SASL is very likely to be usable with a new approach to

aut hentication, including the authentication nmechani smdefined in
this docunment, with no required nodifications. |In sone cases,
support for a new authentication nmechani sm has been added using
plugin interfaces to applications w thout the application being
nodified at all. Even when nodifications are required, they can
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often be limted to supporting a new nam ng and aut hori zati on nodel .
For exanple, this work focuses on privacy; an application that
assunes that it will always obtain an identifier for the client wll
need to be nodified to support anonymty, unlinkability, or
pseudonymity.

So, we use GSS- APl and SASL because a nunber of the application
protocols we wish to federate support these strategies for security
integration. What does this mean froma protocol standpoint, and how
does this relate to other layers? This means that we need to design
a concrete GSS-API nmechanism W have chosen to use a GSS- API
nmechani smt hat encapsul ates EAP aut hentication. So, GSS-API (and
SASL) encapsul at es EAP between the end host and the service. The AAA
framewor k encapsul at es EAP between the RP and the IdP. The GSS-API
mechani smincl udes rul es about how initiators and services are named
as well as per-nessage security and other facilities required by the
applications we wi sh to support.

2.3.2. Protocol Transport

The transport of data between the client and the RP is not provided

by GSS-API. GSS-API creates and consumes nessages, but it does not
provide the transport itself; instead, the protocol using GSS-API
needs to provide the transport. In many cases, HITP or HTTPS is used

for this transport, but other transports are perfectly acceptable.
The core GSS-APlI docunent [RFC2743] provides sone details on what
requi renents exist.

In addition, we highlight the follow ng:

o The transport does not need to provide either confidentiality or
integrity. After GSS-EAP has finished negotiation, GSS-APlI can be
used to provide both services. |f the negotiation process itself
needs protection from eavesdroppers, then the transport woul d need
to provide the necessary services.

o The transport needs to provide reliable transport of the nessages.

0 The transport needs to ensure that tokens are delivered in order
during the negotiation process.

0 GSS-API nessages need to be delivered atomically. |If the

transport breaks up a nessage, it nust also reassenble the nessage
bef ore delivery.
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2.3.3. Re-authentication

There are circunstances where the RP will want to have the client
re-authenticate itself. These include very |ong sessions, where the
original authentication is time limted or cases where in order to
conplete an operation a different authentication is required.

GSS- EAP does not have any nechanismfor the server to initiate a
re-aut hentication, as all authentication operations start fromthe
client. |If a protocol using GSS-EAP needs to support
re-authentication that is initiated by the server, then a request
fromthe server to the client for the re-authentication to start
needs to be placed in the protocol

Clients can reuse the existing secure connection established by
GSS- APl, and run the new authentication in that connection, by
calling GSS Init_sec_context. At this point, a ful

re-aut hentication will be done.

3. Application Security Services

One of the key goals is to integrate federated authentication with
exi sting application protocols and, where possible, existing

i mpl enent ati ons of these protocols. Another goal is to performthis
integration while neeting the best security practices of the
technol ogi es used to performthe integration. This section describes
security services and properties required by the EAP GSS- API

mechani smin order to nmeet these goals. This information could be
viewed as specific to that nmechanism However, other future
application integration strategies are very likely to need simlar
services. So, it is likely that these services will be expanded
across application integration strategies if new application
integration strategi es are adopted.

3.1. Authentication

GSS- APl provides an optional security service called "nutua
authentication". This service neans that in addition to the
initiator providing (potentially anonynmous or pseudonynous) identity
to the acceptor, the acceptor confirms its identity to the initiator.
In the context of ABFAB in particular, the namng of this service is

confusing. We still say that nutual authentication is provided when
the identity of an acceptor is strongly authenticated to an anonynous
initiator.
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Unfortunately, [RFC2743] does not explicitly tal k about what nutua
aut hentication nmeans. Wthin this document, we therefore define
mut ual aut hentication as foll ows:

o If atarget nane is configured for the initiator, then the
initiator trusts that the supplied target nane describes the
acceptor. This inplies that (1) appropriate cryptographic
exchanges took place for the initiator to make such a trust
decision and (2) after evaluating the results of these exchanges,
the initiator’s policy trusts that the target nane is accurate.

o If no target name is configured for the initiator, then the
initiator trusts that the acceptor name, supplied by the acceptor,
correctly nanes the entity it is comunicating wth.

o Both the initiator and acceptor have the sane key material for
per - message keys, and both parties have confirnmed that they
actually have the key material. 1In EAP terns, there is a
protected indication of success.

Mut ual authentication is an inportant defense against certain aspects
of phishing. Intuitively, clients would Iike to assunme that if sone
party asks for their credentials as part of authentication
successfully gai ning access to the resource neans that they are
talking to the expected party. Wthout mutual authentication, the
server could "grant access" regardl ess of what credentials are
supplied. Mitual authentication better natches this user intuition

It is inmportant, therefore, that the GSS-EAP nechani smi npl enent
mutual authentication. That is, an initiator needs to be able to
request nutual authentication. Wen nmutual authentication is
requested, only EAP nethods capabl e of providing the necessary
service can be used, and appropriate steps need to be taken to
provi de nmutual authentication. Wile a broader set of EAP methods
could be supported by not requiring mutual authentication, it was
decided that the client needs to always have the ability to request
it. In sone cases, the I1dP and the RP will not support nutua

aut hentication; however, the client will always be able to detect
this and nmake an appropriate security decision

The AAA infrastructure may hide the initiator’s identity fromthe
GSS- APl acceptor, providing anonynity between the initiator and the
acceptor. At this tinme, whether the identity is disclosed is

det erm ned by EAP server policy rather than by an indication fromthe
initiator. Also, initiators are unlikely to be able to determni ne
whet her anonynous comuni cation will be provided. For this reason,
initiators are unlikely to set the anonynmous return flag from

GSS Init_sec_context (Section 2.2.1 of [RFC2743]).
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3.2. GSS- APl Channel Binding

[ RFC5056] defines a concept of channel binding that is used to
prevent man-in-the-mddle attacks. This type of channel binding
wor ks by taking a cryptographic value fromthe transport security

| ayer and checks to see that both sides of the GSS-API conversation
know t his value. Transport Layer Security (TLS) [RFC5246] is the
nost common transport security layer used for this purpose.

It needs to be stressed that channel binding as described in

[ RFC5056] (al so called "GSS- APl channel binding" when GSS-API is

i nvol ved) is not the sane thing as EAP channel binding. GSS-API
channel binding is used for detecting man-in-the-nmddle attacks. EAP
channel binding is used for mutual authentication and acceptor nam ng
checks. See [RFC7055] for details. A nore detailed description of
the differences between the facilities can be found in [ RFC5056].

The use of TLS can provide both encryption and integrity on the
channel. It is comon to provide SASL and GSS-APlI with these other
security services.

One of the benefits that the use of TLS provides is that a client has
the ability to validate the name of the server. However, this
validation is predicated on a couple of things. The TLS session
needs to be using certificates and not be an anonynobus session. The
client and the TLS server need to share a common trust point for the
certificate used in validating the server. TLS provides its own
server authentication. However, there are a variety of situations
where, for policy or usability reasons, this authentication is not
checked. When the TLS authentication is checked, if the trust
infrastructure behind the TLS authentication is different fromthe
trust infrastructure behind the GSS-API nutual authentication, then
confirm ng the endpoints using both trust infrastructures is likely
to enhance security. |If the endpoints of the GSS-API authentication
are different than the endpoints of the lower |ayer, this is a strong
i ndication of a problem such as a man-in-the-mddle attack. Channe
bi nding provides a facility to determ ne whet her these endpoints are
t he same.

The GSS-EAP nechani sm needs to support channel binding. Wen an

application provides channel -bi nding data, the mechani sm needs to
confirmthat this is the same on both sides, consistent with the

GSS- APl speci fication
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3.3. Host-Based Service Names

| ETF security mechanisns typically take a host name and perhaps a
service, entered by a user, and nake some trust decision about

whet her the renpte party in the interaction is the intended party.
Thi s decision can be made via the use of certificates, preconfigured
key information, or a previous |leap of trust. GSS-APlI has defined a
relatively flexible nam ng convention; however, nost of the |IETF
applications that use GSS-API (including SSH, NFS, |MAP, LDAP, and
XMPP) have chosen to use a nore restricted nam ng conventi on based on
the host nane. The GSS-EAP nmechani sm needs to support host-based
service nanes in order to work with existing | ETF protocols.

The use of host-based service nanes | eads to a challenging trust
del egation problem W is allowed to deci de whether a particul ar
host nanme nmaps to a specific entity? Possible solutions to this
pr obl em have been | ooked at.

o0 The Public Key Infrastructure (PKlI) used by the web has chosen to
have a nunber of trust anchors (root certificate authorities),
each of which can map any host nane to a public key.

o A nunber of GSS-API nmechani sms, such as Kerberos [ RFC1964], have
split the probleminto two parts. [RFC1964] introduced a new
concept called a realm the realmis responsible for host mapping
within itself. The mechani smthen deci des what realmis
responsi ble for a given nane. This is the approach adopted by
ABFAB.

GSS- EAP defines a host nami ng convention that takes into account the
host nane, the realm the service, and the service paraneters. An
exanpl e of a GSS-API service nane is "xnpp/foo@xanple.com'. This
identifies the XMPP service on the host foo in the real mexanple.com
Any of the conponents, except for the service nanme, may be omtted
froma name. Wen onmitted, a | ocal default would be used for that
conponent of the nane.

Wiile there is no requirenent that realmnanes nmap to Fully Qualified
Domai n Narmes (FQDNs) within DNS, in practice this is normally true.
Doing so allows the real mportion of service nanes and the portion of
NAls to be the same. It also allows for the use of DNS in | ocating
the host of a service while establishing the transport channe

between the client and the RP

It is the responsibility of the application to determ ne the server
that it is going to communicate with; GSS-API has the ability to help
confirmthat the server is the desired server but not to determ ne
the name of the server to use. It is also the responsibility of the
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application to deternm ne how nmuch of the infornation identifying the
service needs to be validated by the ABFAB system The infornation
that needs to be validated is used to construct the service name
passed into the GSS-EAP mechanism \What information is to be
validated will depend on (1) what information was provided by the
client and (2) what information is considered significant. |If the
client only cares about getting a specific service, then it does not
need to validate the host and real mthat provides the service.

Applications may retrieve information about providers of services
fromDNS. Service Records (SRVs) [ RFC2782] and Naming Authority
Poi nter (NAPTR) [ RFC3401] records are used to help find a host that
provi des a service; however, the necessity of having DNSSEC on the
queri es depends on how the information is going to be used. |If the
host nane returned is not going to be validated by EAP channe

bi ndi ng because only the service is being validated, then DNSSEC

[ RFC4033] is not required. However, if the host name is going to be
val i dat ed by EAP channel binding, then DNSSEC needs to be used to
ensure that the correct host nanme is validated. 1In general, if the
information that is returned fromthe DNS query is to be validated,
then it needs to be obtained in a secure nanner

Anot her issue that needs to be addressed for host-based service nanes
is that they do not work ideally when different instances of a
service are running on different ports. |If the services are

equi valent, then it does not nmatter. However, if there are
substantial differences in the quality of the service, that

i nformati on needs to be part of the validation process. |If one has
just a host nanme and not a port in the information being validated,
then this is not going to be a successful strategy.

3.4. Additional GSS-APlI Services

GSS- APl provi des per-message security services that can provide
confidentiality and/or integrity. Some |ETF protocols, such as NFS
and SSH, take advantage of these services. As a result, GSS-EAP
needs to support these services. As with nutual authentication
per-message security services will limt the set of EAP nethods that
can be used to those that generate a Master Session Key (MSK). Any
EAP met hod that produces an MSK is able to support per-nessage
security services as described in [ RFC2743].

GSS- APl provi des a pseudorandom function. This function generates a
pseudor andom sequence usi ng the shared session key as the seed for
the bytes generated. This provides an algorithmthat both the
initiator and acceptor can run in order to arrive at the sane key
value. The use of this feature allows an application to generate
keys or other shared secrets for use in other places in the protocol
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In this regard, it is simlar in concept to the nmechanism (fornerly
known as "TLS Extractors") described in [RFC5705]. Wile no current
| ETF protocols require this feature, non-1ETF protocols are expected
to take advantage of it in the near future. Additionally, a nunber
of protocols have found the nechani smdescribed in [ RFC5705] to be
useful in this regard, so it is highly probable that | ETF protocols
may al so start using this feature

4. Privacy Considerations

As an architecture designed to enabl e federated authenticati on and
allow for the secure transm ssion of identity information between
entities, ABFAB obviously requires careful consideration regarding
privacy and the potential for privacy violations.

This section exam nes the privacy-related information presented in
this document, summarizing the entities that are involved in ABFAB
conmuni cati ons and what exposure they have to identity information.
In di scussing these privacy considerations in this section, we use
term nol ogy and ideas from [ RFC6973].

Note that the ABFAB architecture uses at its core several existing
technol ogi es and protocols; detailed privacy di scussi on regardi ng
these topics is not examined. This section instead focuses on
privacy considerations specifically related to the overal
architecture and usage of ABFAB.

B R + S + B +
| dient | <--->| RP <--->| AAA Cient
E - + R + R +
N
|
v
S + T +
| SAML Server | | AAA Proxy
R + | (or Proxies)
N T +
| AN
| |
v v
Fom e e oo - + R + R +
| EAP Server | <--->| | dP | <--->| AAA Server
e + B + S +

Figure 4: Entities and Data Fl ow
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4.1. Entities and Their Roles
Cat egori zing the ABFAB entities shown in Figure 4 according to the
taxonony of terms from[RFC6973] is somewhat conplicated, as the
roles of each entity will change during the various phases of ABFAB
conmuni cations. The three main phases of relevance are the
client-to-RP conmuni cation phase, the client-to-1dP (via the
Federati on Substrate) communi cati on phase, and the IdP-to-RP (via the
Federati on Substrate) conmuni cation phase.
In the client-to-RP communi cati on phase, we have:
Initiator: dient.
Observers: dient, RP
Reci pient: RP.

In the client-to-1dP (via the Federation Substrate) comunication
phase, we have

Initiator: dient.

oservers: Cient, RP, AAA Client, AAA Proxy (or Proxies), AAA
Server, |dP

Reci pient: 1dP

In the 1dP-to-RP (via the Federation Substrate) conmunication phase,
we have:

Initiator: RP.
oservers: 1dP, AAA Server, AAA Proxy (or Proxies), AAA Client, RP
Recipient: [|dP

Eavesdr oppers and attackers can reside on any or all comrunication
i nks between the entities shown in Figure 4.
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The various entities in the systemnight also collude or be coerced
into colluding. Sonme of the significant collusions to | ook at are as
fol | ows:

o If two RPs are colluding, they have the information available to
both nodes. This can be analyzed as if a single RP were offering
nmul tipl e services.

o If an RP and a AAA proxy are colluding, then the trust of the
systemis broken, as the RP would be able to lie about its own
identity to the 1dP. There is no known way to deal with this
si tuation.

o If multiple AAA proxies are colluding, they can be treated as a
singl e node for analysis.

The Federation Substrate consists of all of the AAA entities. In
sone cases, the AAA proxies may not exist, as the AAA client can talk
directly to the AAA server. Specifications such as the Trust Router
Protocol (https://ww.ietf.org/proceedi ngs/86/slides/

sl i des-86-rtgarea-0.pdf) and RADI US dynam ¢ di scovery [RFC7585] can
be used to shorten the path between the AAA client and the AAA server
(and thus stop these AAA proxies from bei ng observers); however, even
in these circunstances, there may be AAA proxies in the path.

In Figure 4, the 1dP has been divided into multiple |ogical pieces;
in actual inplenentations, these pieces will frequently be tightly
coupl ed. The links between these pieces provide the greatest
opportunity for attackers and eavesdroppers to acquire information
however, as they are all under the control of a single entity, they
are also the easiest to have tightly secured.

4.2. Privacy Aspects of ABFAB Comuni cati on Fl ows

In the ABFAB architecture, there are a few different types of data
and identifiers in use. The best way to understand them and their
potential privacy inpacts, is to |ook at each phase of comruni cation
i n ABFAB

4.2.1. dient to RP

The flow of data between the client and the RP is divided into two
parts. The first part consists of all of the data exchanged as part
of the ABFAB aut hentication process. The second part consists of al
of the data exchanged after the authentication process has been
finished.
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During the initial conmunication phase, the client sends an NAl (see
[ RFC7542]) to the RP. Many EAP nethods (but not all) allowthe
client to disclose an NAl to the RPin a formthat includes only a
real m conponent during this comunication phase. This is the m nimm

amount of identity information necessary for ABFAB to work -- it
indicates an IdP that the principal has a relationship with. EAP
net hods that do not allowthis will necessarily also reveal an

identifier for the principal in the IdP realm(e.g., a usernamne).

The data shared during the initial comunication phase may be

protected by a channel protocol such as TLS. This will prevent the
| eakage of information to passive eavesdroppers; however, an active
attacker may still be able to set itself up as a man-in-the-nmniddle.

The client may not be able to validate the certificates (if any)
provi ded by the service, deferring the check of the identity of the
RP until the conpletion of the ABFAB aut hentication protocol (using
EAP channel binding rather than certificates).

The data exchanged after the authentication process can have privacy
and aut hentication using the GSS-APlI services. |f the overal
application protocol allows for the process of re-authentication
then the sane privacy inplications as those discussed in previous

par agr aphs apply.
4.2.2. dient to IdP (via Federation Substrate)

Thi s phase includes a secure TLS tunnel set up between the client and
the 1dP via the RP and Federation Substrate. The process is
initiated by the RP using the realminformation given to it by the
client. Once set up, the tunnel is used to send credentials to the

| dP to authenticate.

Various operational information is transported between the RP and the
| dP over the AAA infrastructure -- for exanple, using RAD US headers.
As no end-to-end security is provided by AAA all AAA entities on the
path between the RP and |1 dP have the ability to eavesdrop on this
information. Some of this information nay formidentifiers or
explicit identity information:

o The RP knows the I P address of the client. It is possible that
the RP could choose to expose this IP address by including it in a
RADI US header (e.g., using the Calling-Station-1d). This is a
privacy consideration to take into account for the application
pr ot ocol

o The EAP MK is transported between the 1dP and the RP over the AAA

infrastructure -- for exanple, through RADI US headers. This is a
particularly inportant privacy consideration, as any AAA proxy
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that has access to the EAP MSK is able to decrypt and eavesdrop on
any traffic encrypted using that EAP MSK (i.e., all communications
between the client and RP). This problemcan be mitigated if the
application protocol sets up a secure tunnel between the client
and the RP and performs a cryptographi c binding between the tunne
and EAP MsK

0 Related to the bullet point above, the AAA server has access to
the material necessary to derive the session key; thus, the AAA
server can observe any traffic encrypted between the client and
RP. This "feature" was chosen as a sinplification and to make
performance faster; if it was decided that this trade-off was not
desirable for privacy and security reasons, then extensions to
ABFAB t hat nake use of techniques such as Diffie-Hellnan key
exchange woul d nitigate this.

The choi ce of EAP nethod used has ot her potential privacy
inmplications. For exanple, if the EAP nethod in use does not
support mutual authentication, then there are no guarantees that the
IdP is who it claims to be, and thus the full NAI, including a
username and a realm might be sent to any entity masquerading as a
particul ar |dP.

Not e t hat ABFAB has not specified any AAA accounting requirenents.
| mpl enent ati ons that use the accounting portion of AAA shoul d
consi der privacy appropriately when designing this aspect.

4.2.3. 1dP to RP (via Federation Substrate)

In this phase, the I1dP communicates with the RP, informng it as to
the success or failure of authentication of the user and, optionally,
the sending of identity information about the principal

As in the previous flow (client to 1dP), various operation
information is transported between the 1dP and RP over the AAA
infrastructure, and the sane privacy considerations apply. However,
inthis flow, explicit identity information about the authenticated
principal can be sent fromthe IdP to the RP. This information can
be sent through RADI US headers, or using SAML [ RFC7833]. This can

i ncl ude protocol -specific identifiers, such as SAM. Nanel Ds, as well
as arbitrary attribute information about the principal. Wat
information will be released is controlled by policy on the IdP. As
bef ore, when sending this infornmation through RADI US headers, all AAA
entities on the path between the RP and |1 dP have the ability to
eavesdrop, unl ess additional security neasures are taken (such as the
use of TLS for RADI US [ RFC6614]). However, when sending this
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4. 3.

4.4.

i nformati on using SAM.L as specified in [ RFC7833], confidentiality of
the informati on should be guaranteed, as [RFC7833] requires the use
of TLS for RADI US.

Rel ati onshi p between User and Entities

Bet ween user and IdP - The IdP is an entity the user will have a
direct relationship with, created when the organi zati on that
operates the entity provisioned and exchanged the user’s
credentials. Privacy and data protection guarantees may form a
part of this relationship

Bet ween user and RP - The RP is an entity the user may or nmay hot
have a direct relationship with, depending on the service in
guestion. Some services may only be offered to those users where
such a direct relationship exists (for particularly sensitive
services, for exanple), while sone may not require this and woul d
instead be satisfied with basic federation trust guarantees

bet ween t hensel ves and the IdP. This may well include the option
that the user stays anonynous with respect to the RP (though

obvi ously, never anonynous to the IdP). |If attenpting to preserve
privacy via data mnimzation (Section 1), then the only attribute
i nformati on about Individuals exposed to the RP shoul d be
attribute information that is strictly necessary for the operation
of the service

Bet ween user and Federation Substrate - The user is highly likely
to have no know edge of, or relationship with, any entities

i nvol ved with the Federation Substrate (not that the IdP and/or RP
may, however). Know edge of attribute information about

I ndividuals for these entities is not necessary, and thus such

i nformati on should be protected in such a way as to prevent the
possibility of access to this information.

Accounting I nformation

Al ongsi de the core authentication and authorization that occur in AAA

4.5.

comuni cati ons, accounting information about resource consunption nay
be delivered as part of the accounting exchange during the lifetime
of the granted application session.

Col I ection and Retention of Data and ldentifiers

In cases where RPs are not required to identify a particul ar
I ndi vi dual when an | ndividual w shes to nmake use of their service,

the ABFAB architecture enabl es anonynmous or pseudonynbus access.

Thus, data and identifiers other than pseudonyns and unlinkabl e
attribute informati on need not be stored and retained.
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However, in cases where RPs require the ability to identify a
particular Individual (e.g., so they can link this identity
information to a particular account in their service, or where
identity information is required for audit purposes), the service
will need to collect and store such information, and to retain it for
as long as they require. The de-provisioning of such accounts and
information is out of scope for ABFAB, but for privacy protection, it
is obvious that any identifiers collected should be del eted when they
are no | onger needed.

4.6. User Participation

In the ABFAB architecture, by its very nature users are active
participants in the sharing of their identifiers, as they initiate
the conmuni cati ons exchange every time they wish to access a server.
They are, however, not involved in the control of information related
to themthat is transmtted fromthe IdP to the RP for authorization
purposes; rather, this is under the control of policy on the IdP

Due to the nature of the AAA comunication flows, with the current
ABFAB architecture there is no place for a process of gaining user
consent for the information to be released fromthe 1dP to the RP

5. Security Considerations

Thi s docunent describes the architecture for Application Bridging for
Feder at ed Access Beyond web (ABFAB), and security is therefore the
mai n focus. Many of the itens that are security considerations have
al ready been di scussed in Section 4 ("Privacy Considerations").
Readers should be sure to read that section as well.

There are many places in this docunent where TLS is used. Wile in
sonme places (e.g., client to RP) anonynous connections can be used,
it is very inportant that TLS connections within the AAA
infrastructure and between the client and the IdP be fully
authenticated and, if using certificates, that revocation be checked

as well. Wen using anonynous connections between the client and the
RP, all nessages and data exchanged between those two entities wll
be visible to an active attacker. |In situations where the client is

not yet on the network, the status_request extension [RFC6066] can be
used to obtain revocation-checking data inside of the TLS protocol
Clients also need to get the trust anchor for the 1dP configured
correctly in order to prevent attacks; this is a difficult problemin
general and is going to be even nore difficult for Kkiosk

envi ronnent s.

Sel ection of the EAP methods to be permitted by clients and 1dPs is

i mportant. The use of a tunneling method such as TEAP [ RFC7170]
al | ows other EAP nethods to be used while hiding the contents of
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those EAP exchanges fromthe RP and the AAA franmework. Wen

consi dering i nner EAP nethods, the considerations outlined in

[ RFC7029] about binding the inner and outer EAP nethods need to be
taken into account. Finally, one wants to have the ability to
support channel binding in those cases where the client needs to
validate that it is talking to the correct RP

In those places where SAM. statenents are used, RPs will generally be
unable to validate signatures on the SAML statenent, either because
the signature has been stripped off by the IdP or because the RP is
unable to validate the binding between the signer, the key used to
sign, and the real mrepresented by the IdP. For these reasons, it is
required that 1dPs do the necessary trust checking on the SAM.
statenments and that RPs can trust the AAA infrastructure to keep the
SAML statenents valid

VWhen a pseudonymis generated as a unique long-termidentifier for a
client by an 1dP, care nust be taken in the algorithmthat it cannot
easily be reverse-engi neered by the service provider. |If it can be
reverse-engi neered, then the service provider can consult an oracle
to determine if a given unique long-termidentifier is associated
with a different known identifier.
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