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Thi s docunent describes a YANG library that provides informtion
about all the YANG nodul es used by a network managenent server (e.g.
a Network Configuration Protocol (NETCONF) server). Sinple caching
nechani sns are provided to allowclients to ninimze retrieval of
this informtion.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc7895

Copyri ght Notice
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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to this docunment. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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1. Introduction

There is a need for standard mechanisns to identify the YANG nodul es
and subnodul es that are in use by a server that inplenments YANG data
nodels. |If a large nunber of YANG nodul es are utilized by the
server, then the YANG |ibrary contents needed can be relatively
large. This information changes very infrequently, so it is
important that clients be able to cache the YANG |ibrary contents and
easily identify whether their cache is out of date.

YANG library information can be different on every server and can
change at runtine or across a server reboot.

If the server inplenents multiple protocols to access the YANG
defi ned data, each such protocol has its own conceptual instantiation
of the YANG |ibrary.

The following information is needed by a client application (for each
YANG nodul e in the library) to fully utilize the YANG data nodeling

| anguage:

o name: The nane of the YANG nodul e.

o revision: Each YANG nodul e and subnodule within the library has a
revision. This is derived fromthe nbst recent revision statenent

within the nodul e or subnodule. |If no such revision statement
exi sts, the nodule’s or subnmodule’s revision is the zero-length
string.
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o subrodule list: The nane and revision of each subnodul e used by
the nodul e MUST be identified.

o feature list: The nane of each YANG feature supported by the
server MJST be identified.

o deviation list: The nane of each YANG nodul e used for deviation
statenents MJST be identified.

1.1. Term nol ogy
The keywords "MJUST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWVMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, [RFC2119].
The following terns are defined in [ RFC6241]:
o client
0 server
The following terns are defined in [ YANGL. 1]:
o nodule
0 subnodul e

The following terns are used within this docunent:

0 YANG library: A collection of YANG nodul es and subnodul es used by
a server.

1.2. Tree D agramns
A sinplified graphical representation of the data nbdel is used in
this docunment. The neaning of the synbols in these diagrans is as
fol | ows:

o Brackets "[" and "]" enclose list keys.

o0 Abbreviations before data node nanes: "rw' neans configuration
data (read-wite) and "ro" state data (read-only).

o Synbols after data node nanes: "?" neans an optional node, "!"
nmeans a presence container, and "*" denotes a list and leaf-1list.
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o Parentheses encl ose choice and case nodes, and case nodes are al so
marked with a colon (":").

o Ellipsis ("...") stands for contents of subtrees that are not
shown.

2.  YANG Modul e Library
The "ietf-yang-library" nodul e provides information about the YANG
library used by a server. This module is defined using YANG version
1, but it supports the description of YANG nodules witten in any
revi sion of YANG

Following is the YANG Tree Diagramfor the "ietf-yang-library"
nodul e:

+--ro nodul es-state

+--ro nmodul e-set-id string
+--ro0 nmodul e* [nane revi sion]
+--ro0 nane yang: yang-i dentifier
+--1r0 revision uni on
+--ro schema? i net:ur
+--1r0 namespace i net:ur
+--ro feature* yang: yang-identifier
+--ro0 deviation* [nane revision]
| +--ro nane yang: yang-i dentifier
| +--ro revision uni on
+--ro confornmance-type enumer ati on
+--ro0 subnodul e* [nane revision]
+--1r0 nane yang: yang-identifier
+--ro revision uni on
+--ro schema? i net:ur

2.1. nodul es-state

This mandatory container holds the identifiers for the YANG data
nodel nodul es supported by the server.

2.1.1. nodul es-state/ nodul e-set-id

This mandatory | eaf contains a unique inplenentation-specific
identifier representing the current set of nodul es and subnobdul es on
a specific server. The value of this |eaf MJUST change whenever the
set of modul es and subnodules in the YANG |Iibrary changes. There is
no requirenent that the sane set always results in the sane "nodul e-
set-id" value
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This leaf allows a client to fetch the nodule |list once, cache it,
and only refetch it if the value of this |eaf has been changed.

If the value of this | eaf changes, the server also generates a
"yang-li brary-change" notification, with the new val ue of
“modul e-set-id".

Note that for a NETCONF server that inplenments YANG 1.1 [ YANGL. 1], a
change of the "nodul e-set-id" value results in a new value for the
:yang-library capability defined in [ YANGL.1]. Thus, if such a
server inmplements NETCONF notifications [ RFC5277], and the
notification "netconf-capability-change" [RFC6470], a

"net conf-capability-change" notification is generated whenever the
"nmodul e-set-i d" changes.

2.1.2. npdul es-state/ nmodul e

This mandatory |ist contains one entry for each YANG data nodel
nodul e supported by the server. There MJUST be an entry in this |ist
for each revision of each YANG nodul e that is used by the server. It
is possible for multiple revisions of the sane nodule to be inported,
in addition to an entry for the revision that is inplenented by the
server.

2.2. YANG Library Mdul e

The "ietf-yang-library" nodul e defines nmonitoring information for the
YANG nodul es used by a server.

The "ietf-yang-types" and "ietf-inet-types" nodul es from [ RFC6991]
are used by this nodule for sone type definitions.

<CODE BEG NS> file "ietf-yang-1ibrary@016-06-21. yang"
nodul e ietf-yang-library {
nanespace "urn:ietf:parans: xm:ns:yang:ietf-yang-library"
prefix "yanglib";

i mport ietf-yang-types {
prefix yang;

inmport ietf-inet-types {
prefix inet;
}

Bi erman, et al. St andards Track [ Page 5]



RFC 7895 YANG Li brary June 2016

or gani zati on
"I ETF NETCONF ( Network Configuration) Wrking G oup”;

cont act
"W Web: <https://datatracker.ietf.org/wy/ netconf/>
WG List: <nmailto:netconf@etf.org>

WG Chair: Mehnet Ersue
<mmi | t o: mehnet . er sue@sn. cone

WG Chai r: Mahesh Jet hanandan
<mai | t 0: nj et hanandani @nuai | . con®

Edi tor: Andy Bi er man
<mai | t 0: andy @ unawor ks. conp

Edi t or: Martin Bjorkl und
<mailto:nbj @ail-f.conp

Edi tor: Kent Wat sen
<mai | t 0: kwat sen@ uni per . net >";

description
"This nmodul e contains nonitoring informati on about the YANG
nodul es and subnodul es that are used within a YANG based
server.

Copyright (c) 2016 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stri bution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7895; see
the RFC itself for full legal notices.";

revi sion 2016-06-21 {
description
"Initial revision.";
reference
"RFC 7895: YANG Modul e Library.";
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/*
* Typedefs
*/

typedef revision-identifier {
type string {
pattern '\ d{4}-\d{2}-\d{2}";
}
description
"Represents a specific date in YYYY-MMDD format.";

}

/*
* &roupi ngs
*/

groupi ng nodul e-1ist {
description
"The nmodul e data structure is represented as a grouping
so it can be reused in configuration or another nonitoring
data structure.";

groupi ng comon-1| eafs {
description
"Common paraneters for YANG nodul es and subnodul es.”;

| eaf nanme {
type yang: yang-identifier
description
"The YANG nodul e or subnodul e name.";
}

| eaf revision {

type union {
type revision-identifier
type string { length O; }

description
"The YANG nodul e or subnodul e revision date.
A zero-length string is used if no revision statenent
is present in the YANG nodul e or subnodule.”;
}
}

groupi ng schema-1| eaf {
description
"Common schena | eaf paraneter for nodul es and subnodul es.”;
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| eaf schema {
type inet:uri;
description
"Contains a URL that represents the YANG schema
resource for this nodule or subnodul e.

This leaf will only be present if there is a URL
avail able for retrieval of the schema for this entry.";

}
}

list nodule {
key "nane revision";
description
"Each entry represents one revision of one nodul e
currently supported by the server.";

uses conmmon- | eaf s;
uses schenmm-| eaf;

| eaf nanespace {
type inet:uri;
mandat ory true
description
"The XM. nanespace identifier for this nodule.";

leaf-1ist feature {
type yang: yang-identifier
description
"List of YANG feature names fromthis nodule that are
supported by the server, regardl ess of whether they are
defined in the nodule or any included subnodule.";

list deviation {
key "nane revision";
description
"Li st of YANG deviati on nodul e names and revi sions
used by this server to nodify the conformance of
the nodul e associated with this entry. Note that
the sane nodul e can be used for deviations for
mul ti pl e nodul es, so the same entry MAY appear
within multiple 'nodule’ entries.

The devi ati on nodul e MJUST be present in the 'nodul e
list, with the same name and revision val ues.
The ' conformance-type’ value will be 'inplenent’ for
the deviation nmodule.”;

uses common-| eaf s;
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| eaf conformance-type {
type enuneration {
enum i mpl ement  {
description
"I ndi cates that the server inplenments one or nore
prot ocol - accessi bl e objects defined in the YANG nodul e
identified in this entry. This includes deviation
statenments defined in the nodul e.

For YANG version 1.1 nodules, there is at nbst one
nodul e entry with conformance type '"inplenent’ for a
particul ar nodul e nane, since YANG 1.1 requires that,
at nost, one revision of a nodule is inplenented.

For YANG version 1 nodul es, there SHOULD NOT be nore
than one modul e entry for a particul ar nodul e name.";
}
enum i mport {
description
"I ndi cates that the server inports reusable definitions
fromthe specified revision of the nmodul e but does
not inplenment any protocol -accessi ble objects from
this revision.

Mul tiple nodule entries for the sane nodul e namre MAY
exist. This can occur if multiple nodules inport the
same nodul e but specify different revision dates in
the inport statenents.”;

}
}

mandat ory true

description
"Indi cates the type of conformance the server is claimng
for the YANG nodule identified by this entry.";

list subnodul e {
key "nane revision";
description

"Each entry represents one subnodule within the
parent nodul e.”;

uses common-| eaf s;
uses schema-| eaf;

}

}
}
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/*
* (Qperational state data nodes
*/

cont ai ner nodul es-state {
config fal se
description
"Cont ai ns YANG nodul e nonitoring information.";

| eaf nodul e-set-id {

type string;

mandat ory true

description
"Contains a server-specific identifier representing
the current set of nodul es and subnmpdul es. The
server MJST change the value of this leaf if the
i nformation represented by the 'nmodul e’ 1ist instances
has changed.";

}

uses modul e-li st;

}

/*
* Notifications
*/

notification yang-Ilibrary-change {
description
"CGener at ed when the set of nodul es and subnodul es supported
by the server has changed.";
| eaf nodul e-set-id {
type leafref {
path "/yangli b: nodul es- st at e/ yangl i b: nodul e-set-id";

mandat ory true

description
"Contai ns the nodul e-set-id val ue representing the
set of nodul es and subnpdul es supported at the server at
the tinme the notification is generated.”;

<CODE ENDS>

Bi erman, et al. St andards Track [ Page 10]



RFC 7895 YANG Li brary June 2016

3. |1 ANA Consi derations
3.1. YANG Modul e Registry

Thi s docunent registers one URI in the "I ETF XM. Registry" [RFC3688].
Following the format in RFC 3688, the follow ng registration has been
made.

URI: urn:ietf:paranms:xm:ns:yang:ietf-yang-library
Regi strant Contact: The NETCONF WG of the |ETF.
XM.: N A, the requested URI is an XML nanespace

Thi s docunent registers one YANG nodul e in the "YANG Mbdul e Nanes"
regi stry [ RFC6020] .

nane: ietf-yang-library

nanespace: urn:ietf:paranms: xm:ns:yang:ietf-yang-library
prefix: yanglib

ref erence: RFC 7895

4. Security Considerations

The YANG nodul e defined in this neno is designed to be accessed via
the NETCONF protocol [RFC6241]. The |owest NETCONF | ayer is the
secure transport layer and the nmandatory-to-inpl enment secure
transport is SSH [ RFC6242]. The NETCONF access control node

[ RFC6536] provides the neans to restrict access for particul ar
NETCONF users to a pre-configured subset of all avail abl e NETCONF
prot ocol operations and content.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environnments. It is thus

i mportant to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

0o /modul es-state/ nodul e: The nodule |ist used in a server
i mpl ementation may hel p an attacker identify the server
capabilities and server inplenmentations with known bugs. Although
some of this information may be available to all users via the
NETCONF <hel | o> message (or simlar nessages in other nanagenent
protocol s), this YANG nodul e potentially exposes additiona
details that could be of sone assistance to an attacker. Server
vul nerabilities nmay be specific to particular nodul es, nodul e
revi sions, nodul e features, or even nodule deviations. This
information is included in each nmodule entry. For exanple, if a
particul ar operation on a particular data node is known to cause a
server to crash or significantly degrade device performance, then
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the nodule list information will help an attacker identify server
i mpl enentations with such a defect, in order to |l aunch a denial -
of -service attack on the device.

5. References
5.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to |Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<http://ww. rfc-editor.org/info/rfc2119>.

[ RFC3688] Mealling, M, "The |ETF XM. Registry", BCP 81, RFC 3688,
DA 10.17487/ RFC3688, January 2004,
<http://ww.rfc-editor.org/info/rfc3688>.

[ RFC6020] Bjorklund, M, Ed., "YANG - A Data Mdeling Language for
the Network Configuration Protocol (NETCONF)", RFC 6020,
DO 10.17487/ RFC6020, Cctober 2010,
<http://ww.rfc-editor.org/infol/rfc6020>.

[ RFC6241] Enns, R, Ed., Bjorklund, M, Ed., Schoenwaelder, J., Ed.,
and A. Bierman, Ed., "Network Configuration Protocol
(NETCONF) ", RFC 6241, DO 10.17487/ RFC6241, June 2011,
<http://ww. rfc-editor.org/info/rfc6241>.

[ RFC6242] Wasserman, M, "Using the NETCONF Protocol over Secure
Shell (SSH)", RFC 6242, DA 10.17487/ RFC6242, June 2011,
<http://ww. rfc-editor.org/infol/rfc6242>.

[ RFC6536] Bierman, A. and M Bjorklund, "Network Configuration
Prot ocol (NETCONF) Access Control Mdel", RFC 6536,
DA 10.17487/ RFC6536, March 2012,
<http://ww.rfc-editor.org/info/rfc6536>.

[ RFC6991] Schoenwael der, J., Ed., "Commobn YANG Data Types",
RFC 6991, DA 10.17487/ RFC6991, July 2013,
<http://ww. rfc-editor.org/info/rfc6991>.

5.2. Informative References
[ RFC5277] Chisholm S. and H Trevino, "NETCONF Event

Notifications", RFC 5277, DO 10.17487/ RFC5277, July 2008,
<http://ww. rfc-editor.org/info/rfch277>.

Bi erman, et al. St andards Track [ Page 12]



RFC 7895 YANG Li brary June 2016

[ RFC6470] Bierman, A., "Network Configuration Protocol (NETCONF)
Base Notifications", RFC 6470, DO 10.17487/ RFC6470,
February 2012, <http://ww. rfc-editor.org/info/rfc6470>.

[ YANGL. 1] Bjorklund, M, "The YANG 1.1 Data Model i ng Language", Wrk
in Progress, draft-ietf-netnod-rfc6020bis-12, April 2016.

Acknowl edgenent s
Contributions to this material by Andy Bi ernman are based upon work
supported by the Space & Terrestrial Comunications Directorate
(S&TCD) under Contract No. WL5P7T-13-C- A616. Any opinions, findings,
concl usi ons, or reconmendati ons expressed in this material are those
of the author(s) and do not necessarily reflect the views of the
Space & Terrestrial Comruni cations Directorate (S&TCD).

Aut hors’ Addresses

Andy Bi er man
YumaWor ks

Emai | : andy @ umawor ks. com

Martin Bjorklund

Tail -f Systens

Email: nbj@ail-f.com
Kent Wat sen

Juni per Networ ks

Emai | : kwat sen@ uni per. net

Bi erman, et al. St andards Track [ Page 13]






