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Abstract

This RFC presents NETCONF Call Home and RESTCONF Call Hone, which
enabl e a NETCONF or RESTCONF server to initiate a secure connection
to a NETCONF or RESTCONF client, respectively.
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1. Introduction

This RFC presents NETCONF Call Home and RESTCONF Cal | Home, which
enabl e a NETCONF or RESTCONF server to initiate a secure connection
to a NETCONF or RESTCONF client, respectively.

NETCONF Cal | Hone supports both of the secure transports used by the
Net wor k Configuration Protocol (NETCONF) [ RFC6241], Secure Shel
(SSH), and Transport Layer Security (TLS). The NETCONF protocol’s
binding to SSH is defined in [ RFC6242]. The NETCONF protocol’s
binding to TLS is defined in [RFC7589].

RESTCONF Call Home only supports TLS, the sane as the RESTCONF
protocol [RFC8040]. The RESTCONF protocol’s binding to TLS is
defined in [ RFC8040].

The SSH protocol is defined in [RFC4253]. The TLS protocol is
defined in [RFC5246]. Both the SSH and TLS protocols are | ayered on
top of the TCP protocol, which is defined in [ RFC793].

Both NETCONF Cal |l Honme and RESTCONF Call Home preserve all but one of
the client/server roles in their respective protocol stacks, as
conpared to client-initiated NETCONF and RESTCONF connections. The
one and only role reversal that occurs is at the TCP layer; that is,
whi ch peer is the TCP client and which is the TCP server.
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For exanple, a network elenent is traditionally the TCP server.
However, when calling hone, the network elenent initially assumes the
role of the TCP client. The network element’s secure transport-I|ayer
roles (SSH server, TLS server) and its application-layer roles
(NETCONF server, RESTCONF server) all remain the sane.

Havi ng consistency in both the secure transport-layer (SSH, TLS) and
application-layer (NETCONF, RESTCONF) rol es conveniently enables

depl oyed network nanagenent infrastructure to support call hone al so.
For instance, existing certificate chains and user authentication
mechani sns are unaffected by call hone.

Mot i vati on

Call hone is generally useful for both the initial deployment and
ongoi ng managenment of networking el enents. Here are some scenari 0s
enabl ed by call home:

o The network el ement may proactively "call home" after being
powered on for the first tinme in order to register itself with its
managenment system

o The network el ement may access the network in a way that
dynam cally assigns it an |IP address, but does not register its
assigned | P address to a napping service (e.g., dynamnmic DNS).

o The network el ement may be depl oyed behind a firewall that
i mpl enents Networ k Address Transl ation (NAT) for all interna
network | P addresses.

o The network el ement nmay be depl oyed behind a firewall that does
not all ow any managenent access to the internal network.

o The network el ement may be configured in "stealth node", and thus
does not have any open ports for the managenent systemto connect
to.

0 The operator may prefer to have network elenents initiate
management connections, believing it is easier to secure one open
port in the data center than to have an open port on each network
el enment in the network.

Requi renent s Ter m nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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1.3. Applicability Statenent

The techni ques described in this docunment are suitable for network
management scenari os such as the ones described in Section 1.1.
However, these techniques are only defined for NETCONF Call Hone and
RESTCONF Cal | Hone, as described in this docunent.

The reason for this restriction is that different protocols have

di fferent security assunptions. The NETCONF and RESTCONF protocol s
require clients and servers to verify the identity of the other
party. This requirenent is specified for the NETCONF protocol in
Section 2.2 of [RFC6241], and is specified for the RESTCONF protoco
in Sections 2.4 and 2.5 of [RFC8040].

This contrasts with the base SSH and TLS protocols, which do not
require programmatic verification of the other party (Section 9.3.4
of [RFC4251], Section 4 of [RFC4252], and Section 7.3 of [RFC5246]).
In such circunstances, allow ng the SSH TLS server to contact the
SSH TLS client woul d open new vul nerabilities. Any use of call hone
with SSH TLS for purposes other than NETCONF or RESTCONF will need a
thorough contextual risk assessnent. A risk assessnment for this RFC
is in the Security Considerations section (Section 5).

1.4. Relation to RFC 4253

Thi s docunent uses the SSH Transport Layer Protocol [RFC4253] with
the exception that the statenent "The client initiates the
connection" nmade in Section 4 of RFC 4253 does not apply. Assum ng
the reference to the client means "SSH client” and the reference to
the connection nmeans "TCP connection", this statenent doesn’t hold
true in call home, where the network elenent is the SSH server and
yet still initiates the TCP connection. Security inplications
related to this change are di scussed in Section 5.

1.5. The NETCONF/ RESTCONF Convention

Thr oughout the renmainder of this docunent, the term " NETCONF/
RESTCONF" is used as an abbreviation in place of the text "the
NETCONF or the RESTCONF'. The NETCONF/ RESTCONF abbreviation is not
intended to require or to inply that a client or server nust

i mpl enent both the NETCONF standard and the RESTCONF st andard.
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2. Solution Overview

The diagram below illustrates call hone froma protocol -1ayering
per specti ve:
NETCONF/ RESTCONF NETCONF/ RESTCONF
Server Cient
| |
| 1. TCP |
|- >|
|
2. SSH TLS |
e |

Thi

1.

3. Th

|
|
|
|
|
|
|
|
|
Note: Arrows point fromthe "client" to
the "server" at each protocol |ayer.

Figure 1: Call Home Sequence Di agram
s di agram nakes the foll ow ng points:

The NETCONF/ RESTCONF server begins by initiating a TCP connection
to the NETCONF/ RESTCONF cli ent.

Using this TCP connection, the NETCONF/ RESTCONF client initiates
an SSH TLS session to the NETCONF/ RESTCONF server.

Using this SSH TLS session, the NETCONF/ RESTCONF client initiates
a NETCONF/ RESTCONF session to the NETCONF/ RESTCONF server.

e NETCONF or RESTCONF d i ent

The term"client" is defined in [ RFC6241], Section 1.1. In the
context of network nanagenent, the NETCONF/ RESTCONF client might be a
net wor k managerment system

3. 1.

c1

Wat sen

Client Protocol Qperation

The NETCONF/ RESTCONF client listens for TCP connection requests
from NETCONF/ RESTCONF servers. The client MJST support accepting
TCP connections on the | ANA-assigned ports defined in Section 6,
but MAY be configured to listen to a different port.
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The NETCONF/ RESTCONF client accepts an inconming TCP connection
request and a TCP connection is established.

Using this TCP connection, the NETCONF/ RESTCONF client starts
either the SSH client [RFC4253] or the TLS client [RFC5246]
protocol. For exanple, assum ng the use of the | ANA-assigned
ports, the SSH client protocol is started when the connection is
accepted on port 4334 and the TLS client protocol is started when
the connection is accepted on either port 4335 or port 4336.

VWhen using TLS, the NETCONF/ RESTCONF client MJUST advertise

"peer _allowed to _send", as defined by [ RFC6520]. This is
required so that NETCONF/ RESTCONF servers can depend on it being
there for call home connections, when keep-alives are needed the
nost .

As part of establishing an SSH or TLS connection, the NETCONF/
RESTCONF client MJST validate the server’'s presented host key or
certificate. This validation MAY be acconplished by certificate
path validation or by conparing the host key or certificate to a
previously trusted or "pinned" value. |If a certificate is
presented and it contains revocation-checking information, the
NETCONF/ RESTCONF cl i ent SHOULD check the revocati on status of the
certificate. If it is determned that a certificate has been
revoked, the client MJST i nmedi ately close the connection

If certificate path validation is used, the NETCONF/ RESTCONF
client MJUST ensure that the presented certificate has a valid
chain of trust to a preconfigured issuer certificate, and that
the presented certificate encodes an "identifier" [RFC6125] that
the client was aware of before the connection attenpt. How
identifiers are encoded in certificates MAY be deternined by a
policy associated with the certificate s issuer. For instance, a
gi ven issuer may be known to only sign IDeviD certificates

[ Std-802. 1AR-2009] having a unique identifier (e.g., a seria
nunber) in the X 509 certificate s "ComobnNane" field.

After the server’'s host key or certificate is validated, the SSH
or TLS protocol proceeds as nornmal to establish an SSH or TLS
connection. Wen performing client authentication with the
NETCONF/ RESTCONF server, the NETCONF/ RESTCONF client MJST only
use credentials that it had previously associated for the
NETCONF/ RESTCONF server’'s presented host key or server
certificate.
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C8 Once the SSH or TLS connection is established, the NETCONF/
RESTCONF client starts either the NETCONF client [RFC6241] or
RESTCONF client [RFC8040] protocol. Assum ng the use of the
| ANA- assi gned ports, the NETCONF client protocol is started when
the connection is accepted on either port 4334 or port 4335 and
the RESTCONF client protocol is started when the connection is
accepted on port 4336.

3.2. dient Configuration Data Mde

How a NETCONF or RESTCONF client is configured is outside the scope
of this docunent. For instance, such a configuration mght be used
to enable listening for call hone connections, configuring trusted
certificate issuers, or configuring identifiers for expected
connections. That said, YANG [ RFC7950] data nodul es for configuring
NETCONF and RESTCONF clients, including call hone, are provided in

[ NETCONF- MODELS] and [ RESTCONF- MODELS] .

4. The NETCONF or RESTCONF Server

The term"server" is defined in [ RFC6241], Section 1.1. In the
cont ext of network managenent, the NETCONF/ RESTCONF server m ght be a
network el ement or a device.

4.1. Server Protocol Operation

S1 The NETCONF/ RESTCONF server initiates a TCP connection request to
the NETCONF/ RESTCONF client. The source port may be per |oca
policy or randomy assigned by the operating system The server
MUST support connecting to one of the | ANA-assigned ports defined
in Section 6, but MAY be configured to connect to a different
port. Using the | ANA-assigned ports, the server connects to port
4334 for NETCONF over SSH, port 4335 for NETCONF over TLS, and
port 4336 for RESTCONF over TLS.

S2 The TCP connection request is accepted and a TCP connection is
est abl i shed.

S3 Using this TCP connection, the NETCONF/ RESTCONF server starts
either the SSH server [RFC4253] or the TLS server [RFC5246]
protocol, depending on how it is configured. For example,
assum ng the use of the | ANA-assigned ports, the SSH server
protocol is used after connecting to the renote port 4334 and the
TLS server protocol is used after connecting to either renpte
port 4335 or renote port 4336.
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S4 As part of establishing the SSH or TLS connection, the NETCONF/
RESTCONF server will send its host key or certificate to the
client. |If a certificate is sent, the server MJST al so send al
internediate certificates leading up to a well-known and trusted
issuer. Howto send a list of certificates is defined for SSH in
[ RFC6187], Section 2.1, and for TLS in [ RFC5246], Section 7.4.2.

S5 Establishing an SSH or TLS session requires server authentication
of client credentials in all cases except with RESTCONF, where
some client authentication schemes occur after the secure
transport connection (TLS) has been established. If transport-
| evel (SSH or TLS) client authentication is required, and the
client is unable to successfully authenticate itself to the
server in an anount of tine defined by |ocal policy, the server
MUST cl ose the connection

S6 Once the SSH or TLS connection is established, the NETCONF/
RESTCONF server starts either the NETCONF server [ RFC6241] or
RESTCONF server [RFC8040] protocol, depending on howit is
configured. Assum ng the use of the | ANA-assigned ports, the
NETCONF server protocol is used after connecting to renote port
4334 or renote port 4335, and the RESTCONF server protocol is
used after connecting to renote port 4336.

S7 |If a persistent connection is desired, the NETCONF/ RESTCONF
server, as the connection initiator, SHOULD actively test the
al i veness of the connection using a keep-alive mechanism For
TLS- based connections, the NETCONF/ RESTCONF server SHOULD send
Hear t beat Request nessages, as defined by [ RFC6520]. For SSH
based connections, per Section 4 of [RFC4254], the server SHOULD
send an SSH MSG GLOBAL_REQUEST nessage with a purposely
nonexi stent "request nane" value (e.g., keepalive@etf.org) and
the "want reply" value set to '1’

4.2. Server Configuration Data Mde

How a NETCONF or RESTCONF server is configured is outside the scope
of this docunent. This includes configuration that might be used to
speci fy hostnanes, |P addresses, ports, algorithns, or other rel evant
parameters. That said, YANG [ RFC7950] data nodul es for configuring
NETCONF and RESTCONF servers, including call honme, are provided in

[ NETCONF- MODELS] and [ RESTCONF- MODELS] .
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5.

Security Considerations

The security considerations described in [ RFC6242] and [ RFC7589], and
by extension [ RFC4253], [RFC5246], and [ RFC8040] apply here as well.

This RFC devi ates from standard SSH and TLS usage by havi ng the SSH
TLS server initiate the underlying TCP connection. This reversal is
i ncongruous with [ RFC4253], which says "the client initiates the
connection" and al so [ RFC6125], which says "the client MJST construct
a list of acceptable reference identifiers, and MJST do so

i ndependently of the identifiers presented by the service."

Ri sks associated with these variances are centered around server

aut hentication and the inability for clients to conpare an

i ndependently constructed reference identifier to one presented by
the server. To nmitigate against these risks, this RFC requires that
the NETCONF/ RESTCONF client validate the server’s SSH host key or
certificate, by certificate path validation to a preconfigured issuer
certificate, or by conparing the host key or certificate to a
previously trusted or "pinned" value. Furthernore, when a
certificate is used, this RFC requires that the client be able to
match an identifier encoded in the presented certificate with an
identifier the client was preconfigured to expect (e.g., a seria
nunber).

For cases when the NETCONF/ RESTCONF server presents an X 509
certificate, NETCONF/ RESTCONF clients should ensure that the
preconfigured issuer certificate used for certificate path validation
is unique to the manufacturer of the server. That is, the
certificate should not belong to a third-party certificate authority
that mght issue certificates for nore than one manufacturer. This
is especially inportant when a client authentication nmechani sm
passing a shared secret (e.g., a password) to the server is used.

Not doing so could otherwise lead to a case where the client sends
the shared secret to another server that happens to have the sane
identity (e.g., a serial nunber) as the server the client was
configured to expect.

Consi derations not associated with server authentication follow next.

Internet-facing hosts running NETCONF Call Hone or RESTCONF Call Home
will be fingerprinted via scanning tools such as "zmap" [zmap]. Both
SSH and TLS provi de nany ways in which a host can be fingerprinted.
SSH and TLS servers are fairly mature and able to withstand attacks,
but SSH and TLS clients may not be as robust. |Inplenenters and

depl oyments need to ensure that software update nechanisns are
provided so that vulnerabilities can be fixed in a tinmely fashion
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An attacker could |launch a denial -of-service (DoS) attack on the
NETCONF/ RESTCONF client by having it performconputationally

expensi ve operations,
possess a valid key.

bef ore deduci ng that the attacker doesn’t
For instance, in TLS 1.3 [TLSL. 3],

t he

ClientHell o nessage contains a Key Share val ue based on an expensive

asymmetric key operation.

Conmon precautions mtigating DoS attacks

are recommended, such as tenporarily blacklisting the source address
after a set nunber of unsuccessful |ogin attenpts.

When using call home with the RESTCONF protocol,
requi red when using some HTTP aut hentication schenes,
Basi ¢ [ RFC7617] and Di gest [RFC7616] schenes,
secret (e.g., a password).

speci a
especially the
whi ch convey a shared
| mpl enenters and depl oynents shoul d be

care is

sure to review the Security Considerations section in the RFC for any
HTTP client authentication scheme used.

| ANA Consi der ati ons

| ANA has assigned three TCP port nunbers in the "User
with the service nanmes "netconf-ch-ssh",
These ports will
Call Hone and RESTCONF Cal |l Hone protocols.
registration tenplate following the rules in [RFC6335].

"restconf-ch-tls".

Servi ce Nane:
Port Nunber:

Transport Protocol (s):

Descri pti on:
Assi gnee:
Cont act :

Ref er ence:

Servi ce Nane:
Port Nunber:

Transport Protocol (s):

Descri pti on:
Assi gnee:
Cont act :

Ref er ence:

Servi ce Nane:
Port Nunber:

Transport Protocol (s):

Descri pti on:
Assi gnee:
Cont act :

Ref er ence:

Wat sen

net conf - ch- ssh

4334

TCP

NETCONF Cal | Hone ( SSH)

| ESG <i esg@etf.org>

| ETF Chair <chair@etf.org>
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net conf-ch-tls

4335

TCP

NETCONF Cal | Honme (TLS)

| ESG <i esg@etf.org>

| ETF Chair <chair@etf.org>
RFC 8071

restconf-ch-tls

4336

TCP

RESTCONF Cal | Home (TLS)

| ESG <i esg@etf.org>

| ETF Chair <chair@etf.org>
RFC 8071
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