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Abstract
The S/MIME development community benefits from sharing samples of
signed or encrypted data. This document facilitates such
collaboration by defining a small set of X.509v3 certificates and
keys for use when generating such samples.
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Introduction

The S/MIME ([RFC8551]) development community, in particular the email
development community, benefits from sharing samples of signed and/or
encrypted data. Often, the exact key material used does not matter
because the properties being tested pertain to implementation
correctness, completeness, or interoperability of the overall system.
However, without access to the relevant secret key material, a sample
is useless.

This document defines a small set of X.509v3 certificates ([RFC5280])
and secret keys for use when generating or operating on such samples.

An example RSA Certification Authority is supplied, and sample RSA
certificates are provided for two "personas", Alice and Bob.

Additionally, an Ed25519 ([RFC8032]) Certification Authority is
supplied, along with sample Ed25519 certificates for two more
"personas", Carlos and Dana.

This document focuses narrowly on functional, well-formed identity
and key material. It is a starting point that other documents can
use to develop sample signed or encrypted messages, test vectors, or
other artifacts for improved interoperability.

.1. Terminology

"Certification Authority" (or "CA"): a party capable of issuing
X.509 certificates

"End Entity" (or "EE"): a party that is capable of using X.509
certificates (and their corresponding secret key material)

"Mail User Agent" (or "MUA"): a program that generates or handles
email messages ([RFC5322])

.2. Prior Work

[RFC4134] contains some sample certificates as well as messages of
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various S/MIME formats. That older work has unacceptably old
algorithm choices that may introduce failures when testing modern
systems: in 2019, some tools explicitly marked 1024-bit RSA and
1024-bit DSS as weak.

This earlier document also does not use the now widely accepted
Privacy-Enhanced Mail (PEM) encoding (see [RFC7468]) for the objects
and instead embeds runnable Perl code to extract them from the
document.

It also includes examples of messages and other structures that are
greater in ambition than this document intends to be.

[REC8410] includes an example X25519 certificate that is certified
with Ed25519, but it appears to be self issued, and it is not
directly useful in testing an S/MIME-capable MUA.

Background
1. Certificate Usage

These X.509 certificates ([RFC5280]) are designed for use with S/MIME
protections ([RFC8551]) for email ([RFC5322]).

In particular, they should be usable with signed and encrypted
messages as part of test suites and interoperability frameworks.

All end-entity and intermediate CA certificates are marked with
Certificate Policies from [TEST-POLICY] indicating that they are
intended only for use in testing environments. End-entity
certificates are marked with policy 2.16.840.1.101.3.2.1.48.1 and
intermediate CAs are marked with policy 2.16.840.1.101.3.2.1.48.2.

.2. Certificate Expiration

The certificates included in this document expire in 2052. This
should be sufficiently far in the future that they will be useful for
a few decades. However, when testing tools in the far future (or
when playing with clock-skew scenarios), care should be taken to
consider the certificate validity window.

Due to this lengthy expiration window, these certificates will not be
particularly useful to test or evaluate the interaction between
certificate expiration and protected messages.

3. Certificate Revocation

Because these are expected to be used in test suites or examples, and
we do not expect there to be online network services in these use
cases, we do not expect these certificates to produce any revocation
artifacts.

As a result, none of the certificates include either an Online
Certificate Status Protocol (OCSP) indicator (see id-ad-ocsp as
defined in the Authority Information Access X.509 extension in
Section 4.2.2.1 of [RFC5280]) or a Certificate Revocation List (CRL)
indicator (see the CRL Distribution Points X.509 extension as defined
in Section 4.2.1.13 of [RFC5280]).

4. Using the CA in Test Suites

To use these end-entity certificates in a piece of software (for
example, in a test suite or an interoperability matrix), most tools
will need to accept either the example RSA CA (Section 3) or the
example Ed25519 CA (Section 6) as a legitimate root authority.

Note that some tooling behaves differently for certificates validated
by "locally installed root CAs" than for pre-installed "system-level”
root CAs). For example, many common implementations of HTTP Public
Key Pinning (HPKP) ([RFC7469]) only applied the designed protections
when dealing with a certificate issued by a pre-installed "system-—



level" root CA and were disabled when dealing with a certificate
issued by a "locally installed root CA".

To test some tooling specifically, it may be necessary to install the
root CA as a "system-level" root CA.

.5. Certificate Chains

In most real-world examples, X.509 certificates are deployed with a
chain of more than one X.509 certificate. 1In particular, there is
typically a long-lived root CA that users’ software knows about upon
installation, and the end-entity certificate is issued by an
intermediate CA, which is in turn issued by the root CA.

The example end-entity certificates in this document can be used
either with a simple two-link certificate chain (they are directly
certified by their corresponding root CA) or in a three-link chain.

For example, Alice’s encryption certificate (alice.encrypt.crt; see
Section 4.3) can be validated by a peer that directly trusts the
example RSA CA’s root cert (ca.rsa.crt; see Section 3.1):
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Figure 1: Validating Alice’s encryption certificate directly when
the issuing CA is a trust anchor

And it can also be validated by a peer that only directly trusts the
example Ed25519 CA’s root cert (ca.25519.crt; see Section 6.1) via an
intermediate cross-signed CA cert (ca.rsa.cross.crt; see

Section 3.3):

+
|| ca.25519.crt ||-->| ca.rsa.cross.crt |-->| alice.encrypt.crt
+

Figure 2: Validating Alice’s cert from a different trust anchor
via an intermediate cross—-signed CA certificate

By omitting the cross-signed CA certs, it should be possible to test
a "transvalid" certificate (an end-entity certificate that is
supplied without its intermediate certificate) in some
configurations.

.6. Passwords

Each secret key presented in this document is represented as a PEM-
encoded PKCS #8 ([RFC5958]) object in cleartext form (it has no
password) .

As such, the secret key objects are not suitable for verifying
interoperable password protection schemes.

However, the PKCS #12 ([RFC7292]) objects do have simple textual
passwords, because tooling for dealing with passwordless PKCS #12
objects is underdeveloped at the time of this document.

.7. Secret Key Origins

The secret RSA keys in this document are all deterministically
derived using provable prime generation as found in [FIPS186-4] based
on known seeds derived via SHA-256 ([SHA]) from simple strings. The
validation parameters for these derivations are stored in the objects
themselves as specified in [RFC8479].

The secret Ed25519 and X25519 keys in this document are all derived
by hashing a simple string. The seeds and their derivation are
included in the document for informational purposes and to allow
recreation of the objects from appropriate tooling.



All RSA seeds used are 224 bits long (the first 224 bits of the
SHA-256 digest of the origin string) and are represented in
hexadecimal.

3. Example RSA Certification Authority

The example RSA Certification Authority has the following
information:

Name: Sample LAMPS RSA Certification Authority
3.1. RSA Certification Authority Root Certificate

This certificate is used to verify certificates issued by the example
RSA Certification Authority.

MIIDezCCAMOgAWIBAgGITcBnOxb/zdaeCQlgp6yZUAGZUCDANBgkghkiGOwOBAQOF
ADBVMQOWCWYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUyBXRzExXxMC8GA1UEAxXMO
U2FtcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhveml 0eTAgGFwOXOTEX
MJjAwWNjUOMThaGA8yMDUyMDkyNzA2NTQxOFowVTENMASGA1UEChMESUVURJERMA8G
AlUECXMITEFNUFMgV0cxMTAVBgNVBAMTKENhbXBsZSBMQU1QUyBSUOEgQ2VydGlm
aWNhdG1vbiBBdXRob3JpdHkwggEiMAOGCSQGS Ib3DQEBAQUAAL IBDWAWGGEKAOIR
AQC2GGPTEFVNdiOLsiQ79A0Mz2G+LRJI1bX2vNo8STibAnyQ9VzFrGJHjUhRX/Omr
OP3rDCB2SYfBPVwd0CdC6z9gfJkcVxDclhK+VS9vKncLOIPUY1lkJwWuMpXalIelz
+zCuV+gjv83UvnowTIn39MCmymu7/nFPzihcuOnbMYOCdAMmUbi1Dm8TX9P6itFR3hi
THpSKMbkoX1M1837WaF{fx57kBIoIuNjKEyPITuK9wGUAeppc5QAHIg95PPEHNH 1 mM
yhBzClmgkyozRSeSrkxgq9XeJKU941WGaZ0zb4dkarCur/eiMoCk3YNV8L3styvcMG
1qUDCRaKx6FZEf7ThE9RN6L3bAgMBAAGjQ JBAMASGAIUJEWEB/wQFMAMBAf8wDgYD
VROPAQH/BAQDAGEGMBOGA1UdDgQWBBSRMI58BxcMp/EJKGU2GmccaHbOWTANBgkg
hkiGO9wOBAQOFAAOCAQEACDXW1JGjzKadNMPcF1ZInZC+H17RLrcBDR25 JMCXg9yL
IWGVECNp2 fH4+YHTRTGLH81aPADMdUGHgpfcfaqwiesavt /mO0TOSOLIJORVMI3EE
heSNUHUi1igVRINnjTVw2EBz7e2p+v3t0OsMnunvm6PIDgHxx0WemjzMX71G74bJfo+v
dx+JI/aXt+1ih5pi7/2Yu9eTDVu+S52wsnF89BEJeVOr+EmGDxUv4 7D+ 5KuQpKM9
U/isXpwC6K/36T8RhhdOQXDgOMt 91TZ4dJTTOm3cmo80zzcxsKMDSt ZHOOzZCBtBg
uIbwiWw50a720/Iwg9v+WOWkSBCWEadf /uK+cRicxrQ==

3.2. RSA Certification Authority Secret Key

This secret key material is used by the example RSA Certification
Authority to issue new certificates.

MIIE+wIBADANBgkghkiG9wOBAQEFAASCBKgwggSkAgEAAOIBAQC2GGPTEFVNdiOL
S1Q79A0Mz2G+LRJI1bX2vNo8STibAnyQ9VzFrGJH jUhRX/OmrOP3rDCB2SYfBPVwd
0CdC6z9gfJkcVxDclhK+VS9vKncLOIPUY1lkJwWuMpXalIelz+zCuV+gjv83Uvnéow
Tn39MCmymu7nFPzihcuOnbMYOCAMmUbi1lDm8TX9P6itFR3hiIHpSKMbkoX1M1837
WaFfx57kBIoIuNjKEyPTuK9wGUAeppc5QAHIgS SPPEHNHImMyhBzClmgkyozRSeS
rkxg9XeJKU941WGaz0zb4karCur/eiMoCk3YNV8L3styvcMG1qUDCAaKx6FZEf7h
E9RN6L3bAgMBAAECggEAE3tFhsm7DpgDlro+1Skl1k jbHssR4sOBHb4zrPp6cl8PO
6T8gWuBcj1Dz0OzykNTzaMaDxAiadvuxVJIBlmberkNHzTFgyb8bx3ceSEOCT3aoyqg
5fiFpROL6Balvgg8RTVNCAIAPpHNa4pVk0XD8Wg+h7mlUAOYGbie5U08/P2gWjcOz
+zcheyY¥XJS/iuult2/FOihEWGcXBmoc8D++n7mKst2 jkAHD4AwlPN2MgVgnmagpBz
gobFNmCZyZpDS+PPTtQZ1XvdGF5Sodc+Fz+jpWunlkgxDHE4UIZzDA/HAaBgORbm
aEZaVs0s9ZExeqOtqu2fPB7zF/1JKdRk4UJOUxS00QKBgQDJwonP5Rwv0O0sYoCiw
zuFcYTmN/hI3R3viKuxrl9CH6+mvuIU8500IHF6TiouZwhk+6+Vk7rcXdS554DT4
2RbVrX/51/M0zx8c8IIwoZJIasLz+vx8F4n6hyhV65bXN7AIBojMh2dt8tP2MZ /R
VEfsk4mNmO6yKuzyAfjJziCnCQKBgQDNDHOUYUIPkgOPSvVViKQFJFCBOBJPFh1d2
pIgoziw/JZzM3W3IWUOKWG7UxSOT3xmn3IX6xmWW4vX1l/088ybObZWYPOedb61GM
I9DoI5igndLgDwyOL2PFuZh5pggc09DE+cpJW4nNoudgTNmCr jhmxNCGKgGj1lD8z
/O0kSccvywwKBgDdORea jRUz1iE jDxjF2UbzKx812zJsX4KIs22GIdHgSRCv1lcy80Qa
SWN3ULNiyB350HCP69wDFMXYym5rJoQjPvh6GIuhYKv4V8fffxkYvS5kx5uWiXzZVvJ
Tv2x+m8rMglyv+pkyWLVS8KKytHmdiBzD+oTWxF 7rdueljtaxngzxn93pAoGBAKPR
rR9PnroKHUbSE/drUNZFLvnZwPDv6108T978tONL372pUT 9K jR8eN31DaMpoQOpc
BgvpSoQjBLt1nDysV2krIORWMIOzAWCOESC8RMvJI6+RAUS0Q1BSy jvLGaKi5AAHk
PTk8cGYVO1BCHG1X8p3XYfwOxQaHxtuVCV8eYgCvA0oGBAIZeiVhc0YTJOjUadz+0
vS0zAlarg5k2YCPCGE7z+1jM5rbMk7 jrYixD6WMJTOkVLHDsVXMBPbA7GhL7TKy5
cepBH1PVwxEI18dgN+UoeJeBpnHo/cjJ0iCR9/aMJIzI+gqiUo30MDR+UHIINIAIKN
1i75GRVLAeW0Izgt 09EMEiD9 joDswOQYKKwYBBAGSCBIIATErMCkGCWCGSAF1AWQC



AgQcpcG3hHYU7WYaawUiNRQotLfwnYzMotmTAt1li6Q==

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
ab5clb7847614ed661a6b0522351428b4b7£09d8ccca2d99302dd62e9. This seed
is the first 224 bits of the SHA-256 ([SHA]) digest of the string
draft-lamps—-sample-certs—-keygen.ca.rsa.seed.

3.3. RSA Certification Authority Cross—-Signed Certificate

If an email client only trusts the Ed25519 Certification Authority
Root Certificate found in Section 6.1, they can use this intermediate
CA certificate to verify any end-entity certificate issued by the
example RSA Certification Authority.

MIIC5zCCApmgAWIBAGITcTONnE8DUsvAdvkX7mUemYos 7DAFBgMr ZXAWWTENMASG
A1UEChMESUVURJERMA8GAIUECXMITEFNUFMgV0OcxNTAzBgNVBAMTLENhbXBsZSBM
QU1QUYBFZDIINTESIENlcnRpZml jYXRpb24gQ0XvV0aG9yaXROMCAXDTIWMT IXNTIx
MzUONFoYDzIwWNTIWOTI3MDY1INDE4WjBVMQOWCWYDVQOKEWRIJRVRGMREWDWYDVQQL
EwhMQU1QUYyBXRzExXxMC8GA1UEAXMoOU2FtcGx1IEXBTVBTIFJTQSBDZXJ0aWZpY2F0
aW9uIEF1dGhveml0eTCCASIWDQYJKoZIhveNAQEBBQADggEPADCCAQOCggEBALYY
YIMQVU12LQuyJDvODQzPYb4tEmVt fa82 jxJOJsCEfID1XMWsYkeNSFFf86as4/esM
THZJh8E9XB3QJOLrP2p8mRxXENZWEr5VL28gqdwvQg9RiWOnBadyldrUh6XP 7MK5X
6CNXzdS+£frBOff0wKbKa7ucU/OKFy46dsxg4J0yZRuLUObxNf0/gKO0VHeGIgelIo
xuSheUzXzftZoV/HnuQEigi42MoTI8i4r3AZQB6mlz1AACMD3k88Qc0eWYzKEHMK
WaCTKJNFJ5KuTGr1d4kpT3iVYZpnTNviRgsK6ov96IygKTdglXwvey3K9wwbWpQMI
BorHoVkKkR/UET1E30ovdsCAwWEAAaN8MHowDwYDVROTAQH/BAUWAWER/ zAXBgNVHSAE
EDAOMAWGCMCGSAF1AwIBMAIwDgYDVROPAQH/BAQDAGEGMBOGA1UdDgQWBBSRMI 58
BxcMp/EJKGU2GmccaHbOWTAfBgNVHSMEGDAWGBRropVIuhSb5C0E0Qek 0Y Lk LmuM
t TAFBgMrZXADQQOBNQ+0eFP/BBKz8bVELVEPWIWFXwIGNnyH7rrmLQJSE5GImm7cYX
FFJIBGYyc3NWzlxxyfJLshOyYh04dxdM8R5hcD

4. Alice’s Sample Certificates
Alice has the following information:
Name: Alice Lovelace
Email Address: alice@smime.example
4.1. Alice’s Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by
Alice.

MIIDzzCCAregAwIBAgITNOEFeellf0OKpolw69PhgzpgplzANBgkghkiGOw0OBAQOF
ADBVMQOWCWYDVQQKEWRJRVRGMREWDWYDVQQLEWhMQU1QUyBXRzExMC8GA1UEAXMoO
U2FtcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhveml 0eTAgFw0xOTEX
MJjAwWNjUOMThaGA8yMDUyMDkyNzA2NTQxOFowOzENMAsSGA1UEChMESUVURJERMA8G
A1UECXMITEFNUFMgV0cxFzAVBgNVBAMTIDkFsaWN1IExvdmVsYWNIMIIBI jANBgkg
hkiG9wOBAQEFAAOCAQS8AMIIBCGKCAQEAtPSJI6Fg4F j5Nmn9PkrYo0jTkECVATEA/
pdO/KLpZbJOAEr0sI7Aja07B1GuUMUFJeSTulamNfCwDcDkY63PQW1+DILs7GXxVwX
urhYdZlav5hcUgVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K04s+A8TCNO12DRVB
DpbP4JFD9%hsc8prDtpGmFk7rd0g8ggnhxBW2RZAeLgzJOMayCQtws1lg7kt kNBR2w
ZX5ICjecF1lYJFhX4jrnHwp/iELGggaNXd3/Y0pG7QFecN7836IPPdfTMSiPR+peC
rhJZwLSewbWXLJe3VMvbvQjoBMpEY1aJdBUIKkO1zQ1Pg90njlsJLOWIDAQABO4GY
MIGsMAWGA1UJEWEB/wQCMAAWFwYDVROgBBAWD jAMBgpghkgBZOMCATABMB4GA1Ud
EQOXMBWBE2F saWN1QHNtaWl1lImV4YW1wbGUWEWYDVRO1BAWWCgY IKwYBBQUHAWQW
DgYDVROPAQH/BAQDAgbAMBOGA1UdADgQWBBS79syyLROGEhyXrilgkBDTIGZmczAf
BgNVHSMEGDAWGBSRMI 58BxcMp/EJKGU2GmccaHbOWTANBgkghkiGOw0OBAQOFAAOC
AQEAc4miNgfOgaBpI3f+CpJDhxtuZ2P 9HjQEQ+v6BdP7GKJI19nals3BjJOd64roA
KHAp+c284VvyVXWJI99FMX8g2ZUQMxH+xh6oAfzcozmnd6XaVWwHg4eHI jSo27PmhK
E10AJKKhDbdbECZXL2+x1V+duGymWtaD01DZZukKYr7agyHahiXRn/C9cy31lwbgN
sy9x0£fjPQg6+DgatiQpMz9ETae6aCHHBhOiPU7IPkazgPYgkLD59fk4PGHNYxs1F
hd06zZk9E8zwlclALgZa/iSbczisqckN3gGehD2s16 jMhwFXLJtBiN+uCDgNG/DO
gyTbY4fgKieUHx/tHuzUszZxJg==



4.2. Alice’s Signing Private Key Material

This private key material is used by Alice to create signatures.

MIIE+gIBADANBgkghkiGI9wOBAQEFAASCBKcwggS jAgEAAOIBAQCO9InoWDgWPk2a
f0+StijSNOR8BK/hN8D+10780ullsk4ASvSwjsCNo7sHUa4xQU15J06VaY18LANWO
Rjrc9BaX4MguzsbFXBe6uFhlmVpXmFxSpUByQ+950MFz/evPgP 96wV+z4TLtAWW2Z
34rTiz4DxMIO7XYNFUEOls/gkUP2GxzymsO2kaYWTut3SryCqeHEFbZFkB4urMk4
xrIJC3CzWruS2Q0FHbBl1fkgKNSwXVgkWF£iOucfCn+IQsagqpold3£9jSkbtAVLw3
vzfog8919MxKI9H614KuUE1nAtJ7BtZcsl17dUy9u9COgEYkRiVoOkFQggQ7XNDU+xr3
SeOWwks7AgMBAAECggEAFKD2DGI9A1u77q3ul3p2WDH3zueTtigqgaT8u8X0+3jhOI/+
Hz0X9%9e08DIJ/b/G3brwHyfhl7JFvLH1zbgsn5bghdTz3r+JcZZ513srgMv8t8z ]I
JEHOKC3szH8gYVKWrIgBAqOt1H9Ti8J20Kk2aymgBFr3ZXpBUCTWpEZz2s3FMBUUI
gCEsAJgsdEch+kt43X5kvAom7LC1DHiE6RKfhMEub/LGNHSwY4dmzhaG6p95FJlh
s8HoURI2ReVpsTadaKd3KoYNcllcffmwdZs/hFs7xmmwXKMmlonhlmzHgD1/Bged
Hc8MP4ueDdyVgIe/uVt1Q9NcRQObuokkDyDYMYV6hzQKBgQD75ahYGFGZznRKt SE3
w/2rUqTYIWxx2PQz5G58PcsTZM89Hj4aZ0oLmudHbrTQHI1UuRNCHOXEI62rs0cVPs
D7I1Z0Lfs+SSTeNEXxD57mjyyufpV650cNclmSIAMMX2 jWQ8ndnOuWPcc5J6£NVT
aul0a7ZB0aeKHNnA8XXL3GY11MIQKBgQC35xK1i7£2IJmGtsYY21t fRUDUMGE jhMW6b7
GWnI9IXF8TGI15s570DEYvGSPTIAB6PAL/tZwdbj9mB4qgjl76x1kB/N7G097408UP
/PdHkU7duyf5nRglmrI+yGFHVsGD313rc+akYdKcC207e6IRMST1ZFoznC6gNgpi
nNTuDz4ZbwKBgA5Dd9/dKKm77gvY690bjn60oBFuUsO05VaaaSlcsFOL2VZMLCNGQJ
+NLFZ7k8xJJQVCEIOT2uE7X/csBKdoUUcnL5nnsgqVZQPQwI5G937KQgugylMzZLte
WEX1X/w5qzKXtWr30x9JPFzveSfslbgzZBilQOmfpOskhBo/ jyNvpYUNAOGAMNkwW
GhcdQW87GY7QFXQ/ePwOmV491grCT/BwKPDK1815Z2gvfL/ddEzZWQgH/XraoyHT2T
UEuM18+QM73hfLt26RBCHGXK1CUMMzL+fAQc7sjH1YX1k1leFASg4rrpcrKgoR+KB
YSiayNhAK4yrf+WN66C8VPknbA7us0L1TELAOAECGYEAtwR11Qwk3B1lgENFypyc8
0Q1lpxp3U7ciHi8mniOkNcTge57Y/208nY9ISnt1GEffMs79YQfRXTRAEmM2St 60ChI
9Cv5j74LHZXkgEVFf02Ng/uwSzTZkePk+HoPJo4WtAdokZgRAyyH10gEae8R189%¢e
yBX7dutONALJRZFTrgl8Cueg0zA5BgorBgEEAZI IEGgBMS swKQYJYIZIAWUDBAIC
BBySyJ1DMNPY4x1P3pudD+bp/BQhQdl1pF5bQ28F

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
92c89d4330d3d8e31d4£de9%b9d0fe6e9fcl142141dd65a45e5b436£05. This seed
is the first 224 bits of the SHA-256 ([SHA]) digest of the string
draft-lamps-sample-certs—-keygen.alice.sign.seed.

4.3. Alice’s Encryption End-Entity Certificate

This certificate is used to encrypt messages to Alice.

MIIDzzCCAregAwIBAgITDYyOlvRE510rOQl1SHoe4 9NAaKtDANBgkghkiGOwOBAQOF
ADBVMQOwWCWYDVQQKEWRJRVRGMREWDwWYDVQQLEWhMQU1QUyBXRzExXxMC8GA1UEAxXMO
U2FtcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhveml 0eTAGFwOxOTEX
MFAWNJjUOMThaGA8yMDUyMDkyNzA2NTQOxOFowOzENMASGA1UEChMESUVUR JERMA8G
AlUECXMITEFNUFMgV0cxFzAVBgNVBAMTDkFsaWN1IExvdmVsYWNIMIIBI JANBgkg
hkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEAMPpUp+ovBouUOP 6AFQJ+RpwpODxxzY60n1
1J53pTeNSiJlWkwtw/cxQg0t4uD2vIWYB8gOUH/CVt2Zplc+auzPKJ2z2u5mY 6kHm+
hVB+IthjLeI7HtgbrNeuXg50/TuTSxX5R1II1EXGt8p6hAQVeA50z2afHgdb97enVv
8g0zR0/Nkug4AkXmbk7THNc8vvjMUJanZ/VmS4TgDgX jWShplcI31lcvvBZMswt4l
/O0HJIvmSwgpS60QcAx3Weag0yCNj1lVIVIyu/3DjcYbwiW21Jf5NbMHbMILY4X5chWE
NEbkN6hQury/zxnlsukgn+fHbogqvwDhJLAGFpW/ jA/EB/WI+whUpgtQIDAQABO4AGY
MIGSMAWGA1UdEWEB/wQCMAAWFwYDVROgBBAWD jAMBgpghkgBZQOMCATABMB4GA1Ud
EQOXMBWBE2F saWN1QHNtaWl1lImV4YW1wbGUWEwWYDVRO1BAWWCgYIKwYBBQUHAWQwW
DgYDVROPAQH/BAQDAgUgMBOGA1UdDgQWBBS1iUOHVRDYAKRVBASPw546vzEN3DzAf
BgNVHSMEGDAWGBSRMI 58BxcMp/EJKGU2GmccaHb0WTANBgkghkiGOwOBAQOFAAQOC
AQEAgUl40JyxMpwiWpAylOvK6ENEDbM11gD5H14EC4AMuxgqlu0g2XgXOSBHI6DEX /41D
sfx7£STus8gWVY3WgMeuOA7IizkBD+GDEUBUKVveERRXZncxGwy2MfbH1Ib3U8QzT
JgB8+dz2AwYeMxODWg9opwtA/1TOkRg8uuivZfg/m5£fFo/Qshl1HNaaTDVEXsU4Ps
98Hm/3gznbvhdjFbZbi40Z3tAadR1ES5K9JiQaJYOnUmGpfB8PPwDR6chMZeegSQA
W++OIKgHrg/WEh4yiuP fgmAvX2hZkPpivNJYdTPUXTSO7K459CygbgG+sNOo2kcl
NTX185RHEHNrVKQK+LOYWY1Q+hWA==

4.4, Alice’s Decryption Private Key Material



This private key material is used by Alice to decrypt messages.

MIIE+gIBADANBgkghkiG9wOBAQEFAASCBKcwggS jAGEAAOIBAQCalSn6i8Gidd /o
AVANn5GnCk4PHHNJjrSfWUnnelN41KImVaTC3D9zFCrS314Pa9ZgHyA5Qf8JW3ZmnV
z5gq7M8onZm7mZ jgQeb6FUH41i2GMt 4 jse2Dgs165ernT9O5NLF £1HUjURca3yngEB
BV4DmhnZp8eDhv3t 6dXyCjNHT82S6DgCReZuTtMclzy++MxQlgdn9WZLhOAOpeNZ
KGmVwjeVy+8FkyzC3jX/Qcm+ZLCalLghBwDHAZ5gDTII2PVX1X3K7/cONxhvBbalU
1/k1swdszUt jhflyFZ80RuQ3gFC6VL/PGeWy6SCf58duq/AOEksCAW1b+MD8QHIY
J7CFSmglAgMBAAECggEADgXOWEDDRESYEZ+s7TMw+WH20+3X00rryqnsLbOyv341T
WAAUWK7gZy jd9rSDOAt BOGFhQNXYhWZ1T+01iHs1CIfqIMZ8wyliFHBCIphoMSWs5
/D+1dXrUef5Y23rC1BxXH0glUnSGXnpUH4ehV6pllvZMh40OJKEOMC4cpydlSzXrw
+VGCcl+pXv/tTW3Rb2gqoWO9JOWY+Epcssrw5N8OF IFODh4QfbLN6pVTt28aQ4pt/
1KhLoapjFzXSYp/jrcNjYJ9qRASAbZsKOJ2yZ0yqjLEDCDipFty+W0pkUZcJhsgu
CglStt7tKgSvAV/nEjN8e/vA91/AACKBCNcLzEOoLgQKBgQC4eTM6BDCzlusXJBK4
SRC/WwUthJZzfOk2GmwrODCTRYhWQSD JBfiQNboazHObVPz45gP10fOt2iPEHeX+
VWAXTNrN69MI1EzxygA3s761Ae jBR3FbLWkzLYgPB30ZWSIE7CrWHTXJipFWZv+X
FG1R418£fnRCUMJ4 j859gem5iygQKBgODWhOMJu7FC02£fr83gsIdLwghiDt TpwUN3 j
gfp7JoEZOxbm3TgM1xPAkrQTUgfr2ZhXGtUwsuKHyifxQEycrTkBOg0ggAfGO0fnv
yobyXK6/guctHIQiy641L39kPuvQkKB+Y060B/oF6zbyFvganokKX jpspObN3i3yBU
X5/EOu/LLQKBgQCUVWHWeWAgSg+pgBx9jGOnPK4hOCkznRI7qyuo37Tv+E3171Ff
vYFv1YSd4CJIJmmiUCkZTvK3FkL7HrFo/HwSeQFQEt 7aDkN8 jX9bPPFv8K+UoNgkGp
LA8YVFrDQSPyadfNVYvsuXhzJLZSYGJPOGHgI5JufYLDZ4UDK/T97ekQYQKBgDDM
ORCxVvXTyGiW2USVu3EkagFDtnMmH27G6LNxuudc/dco2cFWbZ0bbGFN8yYiBCwJl
fDGDv7wb5FIgykypgtndlpvjHUHA6hX90gShT3TTTsZ0SjJIGgZEeV/2qyg+ZdF/
Yat+tecV26BzR1Vfuzs4jBnCuS4DaHgxcuWW2N6pZRAOGAWTovk3xdtEOTZvDerxUY
18hX+vwJIGy7uZjegidcFecSkOR41ekVxrEVEGhpNdAEB2GgdLgp6Q6GPdalCG2wc4
Tpojp/0inc4RtRRE3nZHaTy00bnSe/0y+t 00UbkRMtXhnViVhCcOt 6BUcsHupbu?2
Adub72KLk+gvASDduuatGjqgOzA5BgorBgEEAZI IEGgBMS swKQYJYIZIAWUDBAIC
BBwc90hJ90RfRmxCciUfX5a3f6Bpiz6Ys/Hugge/

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
1cf74849f7445f466c4272251£5f96b77£fa0698b3e98b3flee8207bf. This seed
is the first 224 bits of the SHA-256 ([SHA]) digest of the string
draft-lamps-sample-certs-keygen.alice.encrypt.seed.

4.5. PKCS #12 Object for Alice

This PKCS #12 ([RFC7292]) object contains the same information as
presented in Sections 3.3, 4.1, 4.2, 4.3, and 4.4.

It is locked with the simple five-letter password alice.

MIIX+AIBAzZCCF8AGCSgGSIb3DQEHAaCCF7EEghetMIIXgTCCBI8GCSgGSIb3DQEH
BCCBIAWggR8AGEAMITIEAQYJKOZIhvceNAQcBMBWGCigGSIb3DQEMAQMWDgQIWQKS
PyUaB9YCAhTCgIIESCsrTOUTY394FyrjkeCBSV1dw7I3090ZN7N6Ux2KyIamsWiJd
77t7RL1/VSxSBLJVV8Sn5+/03mF jr5NkyQbWuky33ySVy3HZUdZc2RTooyFEdAR1 8
x82dzEaVmab7pW4zpoG/IVR60TizcWIO00GOEOORIM6y2G+iRZ3ePBUg0+8eSNYW
+3jIWov9abdFgj9j1bQKj/Hrdje2TCd16a9sS1TFYVvIXBWUAP1ZDwvCQqwiCWmXeT
6T9EpZ1dksDjr5N+zFhSLoRWABGRU8 JXSU9AEsem9DFx0qZg8VsQcegQFY6adcZO
Xel7IECIAgK8nZ1lKCTzyNVALxeFw01ijWnW41ltDagqcC6GepmuINiggdD94YAOHxR1
11KU4mLknSJ36W4T7val4fp98sK0nGpaDzQheu6BbQ+dvd44g52MDwvgvD0OY7UJF
IVEP3VI9Ebfn641CROMIcVCUynxb3aaKjhgBKTGbYsKtPue974rDPIArMs2Heo8y3
cg+f7Jce0IVCglRatN6rSyJBF8J1BOWSpZGCco8AWTMIpK3RrdIDziheA8DIBB+KT
4J7ZBO6UprlczZ5wBY6ncXWa5E4feb57Cd3bB+zJuubBX9£4yG/J0cSF59w92¢c/6Qb
14EFk6tAiz19Pxullwjco71e69J1av19Ph/WIpf/XCEurw7K+VAeZALFW41G/D30
WIBRC2shisHB3j8+3fNPcvi4Fy3EkZNW41lrZFAjbBtloCxk5rcfRS7vxucAvC5X9
4bm0xEcdOysnuplH77u+CWWxjCk414S1KZTUbwcla0B6yRDvojUMZkDzMgsxyY jn
JG5QhMFQrTyALwWCgJsP/rAf5xPhG2p+9QulO0yiBIIZwvKNKRQKL+YLcvYvThlbhj
rUf1lYzzvviyXCy9LcX2GBop9yBFJzIcmK{fLOMGuUab6WIKkWX2BI jhGTtu6VThmRHuUf
OsgNg/ZrNCTYa7elD6gwP5uFRecSZdASE+0XTe6M7e/vaN4Go4A3H8+d53SYQP 6N
pTt/a0DTHzY77aNMh+mzkIHC1W3zUd1S48tUyJMiAN3Tt+RfhHZfgloJ7IdcYdM2
01I+UD/5L9ghxN8dh13Fi3rDyn6Y5xBlxFuZ0mLjoEI+3Pr1+B9Kgf+o/hxFttfx
1uP1XcHt0a4gBr6g7fwGNssfw5S6g6hSOUDTAYOpvLaatil2TZmeYZzij19ssv36
krlvVaRvV9xcQCbY05ucD+buymFXPn/rhvdxhgIydmvOtdzDozyOWFDTvg jUBNeRnC
eMVD6A1IWAWO1mBgOcI1JS0aY2FWm8Kjub2XZA8YIRowlLysug3zIgDmzmgJFKwuA
mRMZmUVhophMEn86rwob3Z287gNbyylU/dXi+s6Vybx/kiwDXjfyhWBnhnlgkhgiv
oOhGtt+yAliCVuHQ1lE10QeQN04C5QTU0d1IWO489Ft 6wpvmOtgcl 6NpnRYUhbCOF



XhFr4wswggR3BgkghkiGO9w0OBBwagggRoOMIIEZAIBADCCBFO0GCSgGSIb3DQEHATAC
BgoghkiGOwOBDAEDMA4ECPOEFEHQGBO9dAgIUS0CCBDAOrGHYN4 7xktt1J1VVWQZN
BYIMFzLN6p2/zKotGEf7EMdgSdwlxkhKTWxunfoP/gfRD6boXTAA7ukJIDsHXZr £XF
KjI4HI2oa/NihwgctphcLonBJXcofuHv+1oP9MPLtwu3MolwsWTiHpf5XmxMoZQw
fbrp20hLugdO1ZRBORfAUpaAhtFg91pLOtXEpz 7GULEYyOnYh9R8iu9%bSel8bpl4sS
+RA0xzXD4gYiEU6Yi0/47aRstd3H4u3ERDNUKSogVst s1RSKnK/WrGYUwoy 7kNDwy
DBitfosMYOrpWEe5rXTBwJkBodcl3LBpDbNzdbrZw+te+yObJ9zfR1Mpl0OxVEioiji
g9UbRAgN2yoORKwEF 6c63V2RAF5t JOHNNIM3K3tC9zEis11jgn9LeOLBOCdlgyE4P
WEmHNOgwgDF1eX96TmUipmYM63H6 jcbnScép7eIZtCrgGijhsTgFwcMg04WaXWeHD
ffLXSZdzIUB+zfC8tftUUEOUX3tX4110U7K8UAUQTSK/AXwUj+MbQVhlz8tedFVr
wdulZ184IYghD3VdIOxX1ZkfSKChRz8/7QacrXFviKkrcrxS2iHMoxhoJ7TWETNt I
s1W5R5runj6lr50VT4HCFNFQfGBbTtVIAdP 7yka9aQDWxPCoXFgeblQ01F/BigzW
02JP5Lcrw7ialy88QbTzWhi57d4he50Ip0wHUiGPh7s792ml1tvuSpRKJIkOXWv6h
gAj5AsBB8INvgXP71Ytx2vMdjwb6ggqzQcxASJ4UHQgOCxmiODLUP+FHAY1CPNS jbR
pPHrTilUFi/+9hYneQci++gPvkCgMuGHVxamd40LanGJIN1INxE1DyMeduapX5rXuPn
g66LPey9GQUE3SBNC2dmjuly7d8fWXEZghgLtPfsuwVzdnWbluAcjREfQPNo+uWe4
zihYisXK31gA557dRqdSv+6GL6/0ZQ0CTaYMyZIWD9jS2gU6T3q2 j8uk1LNcLONS
aSpQO5xWspBXpzXo39fG6CMeqzZ1FCarvQwYhdXbtxn90x/pimmWOlcgAxv+xythW
BMx+i11JEdbCj015wimsCWNPW1IM4AVSholpZhs9Mg6brvgBXilHJgjDODpSLCEOxh
/GNoXoOX3LrxfCIDEhT8LyZ2NE59yh3t6pm88soFzaAghdjblFkc79nBbcl4NLKg
SmL/7GktkxEznOiSYfnfJ905k jZC08d8RNoGEfrDDUWD2ZIhbbxOCg4E3E0Zt13aH
JOXRBOZLCO9L2JNeSNiBZZGykh+Pi4TsIzXL2UPQ+dy4DDakEf8yamyY04d1lhFsnhD
qr94Y9E30/rpF0yUb2gCehEgT9nppVuMeridsCkHgemmgVr/52Xv/XK9dx4+YBjL
4/31d0/yVJURgDIHHB8040gF4rflkz0alrZ9nJFugP0UM80oNysalL9yr7/D1i1juVv0
MITIDZwYJKOZIhvcNAQcGoIIDWDCCAIQCAQAWggNNBgkghkiGOwOBBWEWHAYKKOZI
hvcNAQWBAZAOBAIdIgBxZFwvagICFCKAggMgTzrUv4 /12Jgnv3AL+P6990uXlybz
NcTwC+hMRVOHoOFuAAybzdSRBAaZchl+8GheU8yz7IYWmLN1PNHx1Z8inIYfmTfk
Pa34Rk8s/RxJIe8LMYL1gjk/FMg/Fpgc0S65S6bXvI69Hb8gtAoGW8P1b0dd9bvG
NbAkOOh5r+IWiHAU8zGpcgWDWRg1ieGICSYOOHVvx4KKMV6F I JFVCTZevORVoyzmSX
72g9xqrbjwdCZqOWReHPI3aEt 5xVX3BihRGi4EIyia6yUl0VOZTGBKGWUeKmOAS5Gw
SX3mH/kLiya3gwwGvdglncXcl7V1ISTN1HFyp4ebGKg4CsZ6NkWjocwg2PwM/ TqoZ
5102tgv0eR81X7LrSegxGH81Kw3nMV4dH5t xoVt 9hddZCKKGcIS5Z8F1zxFPABFuF
7ThOmRpUPdxiahJ/GkXDVIAw6BJIKd4Q9e6sjJYxTeqduOP6VAPMuDUT7F98X/d9sEx
2X3blcIxuA7xtOnKAPsSWEYyWBg98B+CKG6KwO5s8T1ZVmlk15FCUjvFoKCiWIKF4N
vGLiWOIP/ jJIN6Gap4gNbm51zNFGZ7gZAtvsBSGQSOUPgfZcx2mRXxpBmcX8tm5YJ
hmY9EDK13umUUGKrPOrG8c7/MVAQegSKgQuXSfMK6KknXGe7 jwjs7xaQaRm9fFHS
0KbGU3MsLxRGJW/ jz JUNAEWDiSYPCVo8E/kd8LETvVjAOWF772y900X1ZzcP7HWcl
0YcO/WSSh4e+FAbggLo/8KIkGzJ23BAcdx8XAtxzUZhRdHaltnwadsfTr4TCwg8C
XxJG5u44/z6imgQrv0aXQfvk6sSNGdG62TkacYg2K63D9%hcg+ThZPPVSStWXyj8S
N84anzTOxblyx6aw6IL+uBLC4jISgNFijaF5pwjLSbgTs5Z27skZdCam80xYmdJVO
ES/ugFCQFUSamXXNbotviQk8 jWuJFz+BXzPYJIN3t+3mp6SmgTZ2zP8FUQEE4GbSH
DgYV621DcWRo/mao8xzX/mvkKm4ddGBldiusoHZaL4gdo2A1lgThSMnMBsciC+JE ]
DgOr70XhHccTDW8wggWUBgkghkiGOwOBBwGgggWEBIIFgTCCBX0wggV5BgsghkiG
9w0BDAOBAQCCBSYwggUiMBwGCigGSIb3DQEMAQMWDgQIehcRLMVUAPMCAhRQOBITIF
AHb5dXZKzCeRU02ZSj0oyuFS3zQ5HhKyfapsyCqbYCKv/1SzNYWvuda7xfa+uOM7
/WwCB9sWdzOMTpaBMHWx 9hvibZIY650M+ry4t TuKKgOJ1370snjBOdSNTKszsI3fa
PUjslxgIH3aClshD70ghIRGZzRjK44PJIyWv6260QrgVt TYRINYTdee+SbBZbkEL /
EpWipwftWXGR6tSYJONn99e09Vih8HyQvwIpidUh3pCFOlowdVZyAqIWOHcWIOTAIB
XNv+gfdH7£1X9wM5/GvnQReIsqjXCUoc6pSQIAQD/f+I1/d1F2ZmgM7KwX0LGRERY
OWZGYyF734pN9GLbNetWm6rKxmlSI/5m6+2Ixxfannl6P+vBSEgWJ/I8GnJAdzIbB
TyfjogdGi2+1mrPzK7+C79ntMInfsrdxVzy/BknwZIaJdksd4VvOGkSInfM6shtBJ
B9uR+GJfthtsvIVUHNOkz2r/1VzMSRbOg9yR53hv1H/nXCmUjWz/BvobmoaVBcCm
mOnNnYZTHMNarIVYdLQFif5ZLH7WV/XVEVIORNtNRiKsK96VAHM5XboWQGCgLOheh
IX3NilylgenGmlaF1lSQONMvLDkolILDTKrINvPmjG/WFoLntpJFPtYZsooT1ljjXLw
3VISodtgKONdPYOEidSJgwIS87fzrCB2Wmwys0iGfdsuNhSagNga0dMO6FiWw2 fku
X TH+w7SX1/n9YeZUNLOcewLcC7E8IA1IarjglZE1L6Yb21dXxVIg3PPOWKuGnaho
TKnD6mLN5BIGOGTzF1VspXRrJhFrcLe+xsJR1r6niI3bcMWXXy7gbmlX/CRES02T
ynxE1oDR+xZ6r JPWDJP7kVE4GvA8t rCGrot4pbJdbmwlBeMIylScdQoHEnygrenOn
RMmXZaKz13njtg7Wk78goJdq0a6Vvh/sde0KcOPFkyTZdMB1Tztm0K2VJU3jUVZP1M
OWY2fyGDoA8901+/MiNsgiaEghGybXBYipOex+p7J1GIRN/CKmpWsgjZnB78kyXm
Z6AE1vC6neD/7zANInDkzXiun6ic72LoBX3JGiCSuUM6hIPJ0AcCDw1zTDuOH2rCQN
wttivJI2v4KbgeKocb6beQb5bfZHs7VsWHik IcpwgB5ngwt 34wHgFGONnTS41ZmvzSJ7
FMRVGmsDYkDTpZzgNOaxiUBQMcEvVXNIe3nAmA+dvB7w6XRQVSUsL+vBFhHiWGZ7h
k5sCeHE1lewXK0SyJADgfF1Ygq3EfEgZ13h4dwtoSfbBVtzbbyg2LNegUCLfIJkc7fm
T7X7JSxbjOgndMHEeMdVb+NFxbgsXYrYD8rC2A815¢cQzZrsxblbvgybEJz+NU/52
UgGrPmdjJKuGBK/V2zor6gPvKyIdlGb4QQuloyClwhZ+gk9nE4Eft84y7ISgMywH
+1w87HrSHKfpgzQhCx1rLu53IYK/4PhE7BYC9Q4tvIsZXSGZ+njudtyzERSlaNe5
njUeIENr4B/+kXULwVDcVvMFHqUFJMkFai8FUga7gyipZ+654c1GgJjnNBOlvag8dc
dtdPRRW4gwdrVn8u8J78KBzt 6ChkrpKRV8VeWKBk91hcTO0ZNpInNghDrkfzHBgPO
Uol33I7P7C+h9sNDI153W6I0IodyQEOAVIWxHo4y/1d1VeGDaB7h0SDg9ZMpm9onl
En7F6/1/s4IUZHja/gqRrK9hD4MOXq0LhFXuUzuipo4 9OMUAWGQYJKoZ IThveNAQkU



5.

5

1.

L2,

MQweCgBhAGwWAaQBJAGUWIWYJKoZIhveNAQkVMRYEFKJTQAVEP IAPFXwBI/Dnjq/N
83cPMIIF1AYJKoZIhvcNAQCcBOoITFhQSCBYEwggVIMIIFeQYLKoZIhveNAQWKAQKY
ggUmMITIFTIjAcBgoghkiGOwOBDAEDMA4ECKg4DtyiayOyAgIUpQSCBQAKQtkPOS4s
LE60s7nP4RaJWBuUyX127V/06TusBRBgQoPzP+aC+099wgisEKedyB47bAzc0O4sba
49g8UKERASYHCEhdD2hGRCL70u9jTtrr4RgZpa5vVoCJIcBO0t4bgy21UefOpmb6no+R
X840uyM4g5Q+cfH1rTQla/a+glLglbptoEkH/4dfR3ELYiXcM5UrBYTJOHCcYyMESc+
TXbpfT7kiplTtlsrlZyUS5zrWexngrBxwFA+O85W/uVR3QZSW+EGx/VCYwGruZlNyt
BvBY jsYsnC+yKYXbgL81DgOePy+eh6VX64SwBLXCcWcY+NK2EZrhzrUF j1+PXFKY3
IVVPJhTE907gJAOhzvAanOluWXozD3/WPQaXhyIJDwM2MjznjL2MBydpy9K8Cio7
XaVePX8DszIZkfI4DAz5f7G7WbwUqg3I jPPPWiUv+JIsR+dngzWDJ22SXc+AdQP2sK
gMvP8gOpHOsV1XXE76c5rUcZCZD+gGv1avO7YttWgbDgLj60QEIJ8LX0Qvwd0OYEh
etEObJ5uv2njhQDhLkH/JIbmFSgJZeM8dtKHb8f5wZc2B+nXGB+TFboGzSuP 7gaW
ulvKsJINQT/J/FYEgqcamI2F+td7z1sGfbR9ckAcxXeb2uPVbCJ1la50gR1z9gVm5Hb
5£53X7a0QQp3F3LDGOMJI+GFQ/o0XXwabgn4 TvNOIKDhxpGcMMUIRNugUENU9IGBecO
vErzmVKZdmJI36HOmMnLvgRakRhCV3kGABXY83hwUv17E1gASLKcAWIachkCCGpBG
yGtP2I0ZTn7PsLJR1BzKnePa7MgFcgoCToIpdOnCTtAsalmBmls480LN3GB50jeG
bQVNfITAViAOtg5VuT4/048V6uYSJIsIZsawm3tGA/Ljxyfv1aLddQT5Zf5Z2X9BX+
K/PB40YAFxtUpMK/aL5G1MvppUJ9C jgAt noKE+EkdQmyZ1VoD09ih44 zuRX6XV4A
EYafNB8ygjRHGsvPWO/MOEsOwl 6wzJHTuf/15fD/nH7Xh5MzhCFOCtvLn8v+S1Po
i2/4006pS2byjUFRbeCpzEpRxdvI0LCHbIALAy0yG9ud41W3yInKNFnaWBulfOPFCe
ZT92M1BgwJA8ZcydtiiunRNAHS5iWLSP1loUpODl1v6En+rat+PoyRXIy2fLHBL25aw
LhABoZPgRsCiLsiNiohfyngksrQKeRgO1laBMT92J8r1E4sUKirQlcOdiWBE6vmBS
XzyN/twvEgPNIXgROrw6c7VhhS+hNTrsttg/xcfvJ/bftDbKm+RZL+yQoOkkAf IR
5tizyMdMBlaMrpfrBxvNtMiykbZ88SYoA70Trwab2aHQluVhs80jXGBEOgmSudcS
dV1EhBpo9HBsDZZi0IwOp5/BO9fCHANThCTiUm80eQ6mX2/DBOLINh7gHOyLL3azT
ml2D0ZpZNaXyxLzdiRiAdwpWZmmegOOG70yi0D5eIxh6cbnbulU6Ygdp+pFFVYHEA
vc5Czpne20PhXX2k00kbwawr9AfrF jIfAEMBEx5GBGr/1SiUQSkbUC/s209Yga0g
WTYt3KXPzrThJJIGZnnXZRTGEfIi6vp8RsnPX35+Dxe/Lp3gXDAdIJeWG6XVA8t3fsp
coTgPkm/XGNMmOZ81KX/ReVdP+dC93s0ov2DuDZbYGPmH1D4 7b00iA68GD64DEuUNt
Q8MhWk8VRR1IFgcuwBOTO0bc+SIKEINkvYmDFAMBkGCSgGSIb3DQEJFDEMHgOAYQBS
AGkKAYWBIMCMGCSGGSIb3DQEJFTEWBBS79syyLROGEhyXrilgkBDTIGZmczAvVMBSw
BwYFKw4DAhoEFO/nnMx9hiloZz0S+JkJAu+H3/jPzBAj10QCGvaJQwQICKAA=
————— END PKCS12-———-

Bob’s Sample

Bob has the following information:
Name: Bob Babbage

Email Address: Dbob@smime.example

Bob’s Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by Bob.

MIIDyjCCArKgAwIBAgITaqOkD33fBy/kGaVsmPv8LghbwzANBgkghkiGI9wOBAQOF
ADBVMQOWCWYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUyBXRzExXxMC8GA1UEAxXMO
U2FtcGx1IEXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhveml0eTAgFwOxOTEx
M3AwWNjUOMThaGA8yMDUyMDkyNzA2NTQxOFowODENMAsSGA1UEChMESUVURJERMA8G
AlUECXMITEFNUFMgV0cxFDASBgNVBAMTCOJvYiBCYWJiYWA1IMIIBI jANBgkghkiG
9wOBAQEFAAOCAQ8AMI IBCgKCAQEASNAF0glRofINjBKke6g+7RLrOgREfwQjcH+2z
mOAf67FIJRNrEwTuOut 1WamUA3p9+wb7XgizVHOQhVes jwgp8PJpo8Adm8ar84d2t
teylOvVdxaCJuNe7SJJjfrwShB6NVAM7S8CDG3+EapkO09fzn2pWwaREQ6twiWtHi1QT
51PduRtiQlogsuJk8LBDgUMZ1KUsaXfF8GKzJ1GuaLR15/3Kfr9+b6VkCDuxTZYL
Zxt6+a3/QkaC3I9m2ygPubtHFJB5P5+s8boROSKmM10OBlgsLow8eF9S70tcGGeooZ
JiJUQCR14NaUSbIyfKEZV2YStXwdztoEJJ2fRURIK+8YnwlB3QIDAQABo4GtMIG
MAWGA1UJEWEB/wQCMAAWFwYDVROGBBAWD jAMBgpghkgBZOMCATABMBWGA1UJEQQV
MBOBEWJvYkBzbW1ltZS51eGFtcGx1MBMGA1UdJQOMMAOGCCsGAQUFBWMEMA4GA1Ud
DWEB/wWQEAWIGWDAJBgNVHQ4EFgQUF8WEe9Cn73aQ0L1izbwi8krWeK5QwHwWYDVRO j
BBgwFOAUkKTCOfACXDKExXCShINhpnHGh2 9FkwDQYJKoZ IThvcNAQENBQADggEBAGT7e
QY6PxTWZC5vCbF5hjOitx0z30yM+LRCcSTGWoYXdmlwsNUzy31pE3dtADvevRt sP8
uN7xyfK6XZBzhShA/BtkkqYGiFvXDpluOXxWmgCOWPmc1PNK2mHil+pGMEfvnUwnxd
6gKCcHED5p+bUhDyIH2fy9hGyeOUs8nvi+7/HwBipN+nA/PfsPn+aU411K6gDoG/ 1
kwyuiWcFF1lc5yES5rkAe2J0/a4+HtzZNmTK4 jB/4GbyI6x1UszPlEQKE+Es10Xut/y
UWL5nKKagpRRAO7Pg371MpFQs2+zXt4£fGheKzZU3XXrIPcAPyJjWiyUlDzpggSJM
OIp/HtXdFscHb9+Qic8=

Bob’s Signing Private Key Material



5.

5.

3.

4.

This private key material is used by Bob to create signatures.

MIIE+wIBADANBgkghkiGOwOBAQEFAASCBKgwggSkAgEAACIBAQDMCAXSCVGh/02M
EgR7gD7tEus6BF/BCNwf7bObQB/rsUlE2sTB04662VZgZQDen37BvtegqLNUc5CFV
6yPCCnw8mmjwB2bxgvzh3a217LUS5V3FoIm417t ImN+vBKEH028Cbt LwIMbf4RgmQ
71/0£falbBpERDg3Ba0eLVBPnU925G2JDWigy4mTwsEOBOxmUpSxpd8XwYrMmUab5o
tGXn/cp+v35vpWQIO7FN1gtnG3r5rf9CRoLec j2bbKA+5u0cUkHk /n6zxuhE5IgbU
4HWCwujDx4X1Ls61lwYZ6ihkmI1RAJHXglpTls jJ80oR1XZhK1£fB302gQknZ9FREgr
7xifCUHdAGMBAAECggEABCQglfTtieZ+0/aNdU14 9NKOgx97GLTBjIguQEDDBVFK
21u4PhBg9AdgAUgQLH1PE+eq65JaGZwvFH8X1Ms2AKiRzYsPOQIoJ4nlhc69uiEN9
Ykcv4QHOvvatCtWY jIyb5By IWPeLH6QynJ6F1BoSgxhURSWyYfTuwgt 1OHEhsUuH
d3N5BmbFiRBNj4aIA9zz+1i5xL0m33kMKai/Ajj3sI0ATsZ5ZVAhYbC8sCt1lXevb6
141p9S6GSWGC19by+1y9WC1QGtb5GDotvChMvmZS/03NeDc6xC/LZoQcHNVgizd7
f1lg6iEkJICYK+D7xsd7Y630w75HajOvnlhiJObSA+wKBgQODxv8 jp2D6IVRGgYfaC
nUU3Mg70wagX1f£gPHO9Sk6e9c8CgORh2uwWjpTawu88xBGFyZ+xnWgr7GCNsltas
3m94ri4A4R94+5uL8+00LC26gMDfzATd1Q3k/h919YLk89tonQEULCFZJdphThEb
vg2W+nNsEVcQGuClzhX0AyGMswKBgQDOBYk3sdGQbBA/hYD1EYsZfYebUiYV21Tt
VGRgTOhKFclRAWOtGP 9YRbKYEVKBLhjgkXzS9xGgKywP71z9Iny+zDGbzk8E1B/g
1S7GFGX50TG0ISfaFWTYdxt 4mN9pduZE2b1T/26uyU8DXCEBhF/0qhwQjJgKTYTT
R13Ara5fLwKBgQDQyVt jIyD2g8na¥2D8c4mo3vHtzyc21tQzcUD8Z4vSYpslhbos
KN/48gJmRv3t jgP+0+SXasYKsSFE/4pIroLxTVNNkbQm6ekt fttwpOlyPG8340wLk
97HVWOig/tX6mOWglyBsm+g9TKTrrvimlpRGImME6BQgSYYy4r504u3vVinYwKBgQCl
B4FvWyDhTVQHwaAfHUg3av/k+T++KSg6gVKJIF1Nwlx8ZW5kvnbJC3pAlgTnyZFyK
s5n5iwIlVZEtDbKTt1kgKCp8tgAVIp SAYWQKrgzxUJsOuUWcZc+X3aWEE£87IIpNE
1QKfXiZaquz23T2tKvsoZz8ngg9x7U8hG3uYLV26HQKBgCOJ/C21yW25NwZ5FUdh
PsQmVH7+YydJaLzHS/c7PrOgQFRMde jvAku/eYIbKbUv7gsJFIG41i/IG0CEVmu/B
ax5fbfYZtoB/0zxWaLkIEStVWaKrSKRATrNzTAOreeJKsY4RNp6rvmpgo jomIGAL
Tg8Mup0xQ8F4d28rtUeynHxzoDswOQYKKwYBBAGSCBIIATErMCkGCWCGSAF1AwWQC
AgQCc9K+qy7VHPzYOBqwy4AGI/kFzrhXJm88EOouPbg==

This secret key was generated using provable prime generation found

in [FIPS186-4] using the seed

fdafaacbb5473£360e06ac32e00188fed4173ael5c99%0cf043a8b8f6e. This seed

is the first 224 bits of the SHA-256 ([SHA]) digest of the string
draft-lamps-sample-certs-keygen.bob.sign.seed.

Bob’s Encryption End-Entity Certificate

This certificate is used to encrypt messages to Bob.

MIIDyjCCArKgAwIBAgITMHxHQA+GJjocYtLrgy+WwNeGlDANBgkghkiGOwOBAQOF
ADBVMQOWCWYDVQQKEWRJRVRGMREWDwWYDVQQLEWhMQU1QUyBXRzExMC8GA1UEAxXMoO
U2FtcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhveml 0eTAgFw0OxOTEX
MFAWNJjUOMThaGA8yMDUyMDkyNzA2NTQxOFowODENMASGA1UEChMESUVURJERMA8G
AlUECXMITEFNUFMgVOcxFDASBgNVBAMTCOJvYiBCYWJiYWA1IMIIBT jANBgkghkiG
9wOBAQEFAAOCAQ8AMIIBCgKCAQEAQt HA1BNMiBIk8iJgwHk/yDoFWwj8P9Z1uYdg
lagIuofvjoAyjdA8TbsBRGAmvaIOSQOepsNjWlko71E8H1IDs9JHN1E+t zH3mKEn+
G2erY¥+alkMJTXPvMAUdCA8+el0J7k91gY¥XDpzIWrP3KcO0xT1sJI8tGJI6mhydJIX3wP
0/HuyHpfKQQfDusPH8S5yidPciWuB7WjOX4xY1pUAz2rSSAINnGvhEzKFbW43BP Y
XPUnRWMt XFyaldjg6EbIM/klbhdZzheDLLs jLUSXYU70r9VXGM/gcjd/NhWYphCeB
cgswaMbmXLYdmOmFmgoecF 62mUEODiNdhwKTtnefd0cl1+D3FQIDAQABO4AGEMIGY
MAWGA1UJEWEB/wWQCMAAWFwYDVROgBBAWD jAMBgpghkgBZQMCATABMBWGA1UJEQQV
MBOBEWJvYkBzbW1ltZS51eGFtcGx1MBMGA1UdJQOMMAOGCCsGAQUFBWMEMA4GA1Ud
DWEB/WQEAWIFIDAdBgNVHQ4EFgQUSrOsMVMCSZxN42554CVh1T6IYiUwHwWYDVRO j
BBgwFOAUKTCOfAcXDKExCSh1NhpnHGh2 9FkwDQYJKoZIhvcNAQENBQADggEBAC2C
Y8FgaxgB+Dx9gAF j35aelvgzYiWI3Ax3FSxogo/GzpK//LB42150eBukKXbm0ixBn
4nojxD7PMIM0i+ilAvVNJINaHY9TtgIgg8V/COC7vL8SdBNOle5ZRI7640hudivyYy
Ixvvt79zvSTpe+NUT11i09xNgsC8v19WB/BwkgMAgDgMxgCxT4fyrvVwpxNBke75]
E6Q3xCIJfdOWYcEfMLK7EsTSgimYuonZjN7v/yqTdjn/iVH+agL/2M1SfiU36w/Yf1l
TEMO9UKGH/Javh+2Vjd0j8rE/g2Iaac5VI91M6xz50DZUknycBKKinR+nJWMt 5AK
UAaL2Mjl3YtrUGBpxxY=

Bob’s Decryption Private Key Material

This private key material is used by Bob to decrypt messages.



MIIE/AIBADANBgkghkiG9wOBAQEFAASCBKkwggSlAGEAACOIBAQCGOCCUEOYIELTY
ImrAeT/IOgVbCPw/1nW5h2rVgoi6h++0gDKNODxNuwFEZ2a90g5JA56mw2NbWS ju
UTweUOz0kefUT63MfeYp+£f4bZ6t j5qWQwlNc+8wBROIDz57U4nuT3WBhcOnMhas/
cpzTFOWwny0YngaHJO1lffA/T8e7Iel8pBB806w8fxLnKJ09yJadHtaPRfJFJW1QD
PatJICWca+ETMoVtbjcE+Nhc9SdFYylcXJrV20roRv0z+SVuFlmF4MsuyMtRJIdhT
vSv1VcYz+pyN382FZimEJ4FygzBozmZcth2bSYWagh5wXraZQTQOI12HAp02d593
RyWX4PcVAgMBAAECggEAEVPt 6aAQjEJzHfiKngt 1U7p4UKbSEf4yFrE7PdTLkeK2
RjncIhb6MeevVs8g06co7Zn8tulUT95U3cOXLhVOWTvalHYeurTXaknICz3IeOoS18
skiVZko70uJ8pR6asWUlr/z0jlEwZ7RnEUWet 970M0YeAO7LDFDkF7eUqg//6bfzT
ewr/QfDDsv+erwIJBh+9CRHOJyTUDHIWeGxYV8VK3M6VhdT jJFxXxFhrQ4pBe5J/UA
17Bd2GM8Urg6VYzVobx4ajnclH/ezYLdc459poTffveFg2trgFVAJ2IrQlAeqgjda
lemsa6Np801mUGkng3fjKS13RYGBvV/48rCHOT8eRgQKBgQODM5TuS4ANQjOYOOgtF
xoVibVlndOo+SmdFkZihzQHxcbLY9HXe5H1bLf1IMXz/nERx1+SmYuuJk0EdiM9r
HOCcHRLfBmC7t 0GAVVvLDHSAX8Ec47LbtKZgyM1U9dn7Z+5g4iywqpaP8pP3+0Y57
cgtQaxljle3xhRAj65cl11RBmQOKBgQDVbLgK6WKDfSdZuMZGUtOYOrtamBDCgEU6
rEQBAYCPY5NpPF 1pomUFCcYKWT /wbReFgtuyg20yiATBOyHHMko4 6BUtN7gX/m/ skt
DHWXVWs1+G4IgEMVokM9jjrkgdY¥5grrJ68sagKC+bgv35BizHPIggQuO6gnPSrM9
bevwbQEj1QKBgQCiPE/zeBSnzyjeaTALxGkRIR+ZX2WgdNdYgnQkiWMkflaSmt 5J
4raEj+GhLC5BZsZ6+z480M6XXFWOwSkbMvSWH1824KHvgKcfoh0OiR1EVY jN1gDx
wKOQVv jycMhs3FpXnOarjCczS2wGSgPGEpUR4JJhcpfaF 6kphZsWDWzV1AQKBgQC2
ivbK1tNhj4w2glm7EGC3F5bz15j0I1QTKQXYbspM8zwz6KuFR3+1+Wv1t30ncJdou
dOXFU7gCdBeMot TBA7uBVUxZOtKQyl9bTorNU1wNnlzNnJbETDLi1WH9zCdkrTIC
PtFK67WQ6YMFAdWzClgEy5YjzRjbTe/ rukbP5weH1uQKBgQC+WfachEmQ3NcxS jbR
kUxCcida8REewWh4A1dUSUOGEFCcFxXF6YWQI8I7ujtnCK2RKTECGOHCyaDXgMwiArvV
zf17a9xDJL2LOKrJ9ATeS03409z2IkpbJLONCHHOoCOQYdHU+VO2ZE4Gu8DKk3siVH
XAaJ/RISEGAIMOgwEGuUHOhht 0 6A7TMDkGC1isGAQQOBkggSCAEXKzAPBglghkgBZOME
AgIEHJJImYZS1Ykp6InjQz87/Q7f4KyhXaMGDe34oeg=

This secret key was generated using provable prime generation found
in [FIPS186-4] using the seed
98c8998652958929e889e3419f3bfd0edfelacal5da3060dedf8ale8. This seed
is the first 224 bits of the SHA-256 ([SHA]) digest of the string
draft-lamps—-sample-certs—-keygen.bob.encrypt.seed.

5.5. PKCS #12 Object for Bob

This PKCS #12 ([RFC7292]) object contains the same information as
presented in Sections 3.3, 5.1, 5.2, 5.3, and 5.4.

It is locked with the simple three-letter password bob.

MITX6AIBAzCCF7AGCSgGSIb3DQEHAaCCF6EEghedMIIXmTCCBIcGCSgGSIb3DQEH
BgCCBHgwggROAGEAMI IELQYJKoZ IhveNAQeBMBWGC1igGS Ib3DQEMAQMwWDgQIe/d6
gDQ/28QCAhQGgIIEQJKASkzRVMId6rEwC/O0RyBSgpPuSROUQT jspt 6EhBZ1gHc3u
FTCPaO5P/vpeWaCnBRarGFn3DmgA3JT+59bmRpGdiP3Zr1k2EbHi Oyrd2P3UFDnX
qRkkI+7pf6eOHWIRNt JA+KJIS8v3tZ/hpiEKAEav/MgOIFNFyEiZpCkbKCX5auDbl
P5c3J2MNg/WNBfpGJUHKVIZUIF3H+8LfFgayRsDsppoUMffR+GmdL8nxLighralD
+Igr3LpEroNi/iZQWUTFTUlaePf/2KMgaHOuy41IVvcH1 jIcLXHGNa66S8AP/Hj2
TJPPg/1lve76DVaGdEnx4QJd4pBFQac90zmhxUlHZrvzubK9t4e51r80wpd2djvZK
wSLzUgtQZXg8pSslr85vrb3KItdYGF6SZpX029FS7rY3uYth5SYVUQWAUYYY3S0/
nsaLg4MCWUO4Sh7nYJZ15Tjkk9LS7JhmwKvizHRRTXbLyRDHO6e+jCRgLCcU2WSUqg
1bEr9Jy0ucK8zNPTf8HWBTSOubvy4JfO3mVp4REX/80zX1LztWGb1FGbyad9Y4ga
IM3JpKxMtblUTx0Ay j3iFWGLlGZFGKB1Wplr+OdkKkC4d1oFE22IINfLARNLVOmMPO
aGZhsDheB8iVOtNO1u91BlU68Q7ALl1ryXWUS jouKGRSU6UMDLZ 7rwOwlZC1lm40oLG
BF8CmO4ELmbOci78fBs/gDX1f3BJazcNtciamEsSQPYRGKHASBRYtoDfVy6mTT400
obdrZigcvCwttDBU7RtynAQVZ8DvKzxFGhe2p2Yc9H5AML7IwgNtYzheduBAQTE
JAU2 jMgwnZNSwULEnH2TF 6KAQNrKdt BYMbgkToKgx£5Zf+cJZbyQq7WM6nVEOM7g
kcFdeHDn/CWoSNHI1+JA3wSDMO06zkUS5HMd2MpT1RLTSaemImUKCAGYieJmwNQxR9
aYHBBwS5BNBw1XRB7WRka2Uah0Xqg/wAgal/o9L+mShDRFJJFi+t 8AV3KROWWHg020
9gchX7P5H3Sy/tg8yUQIol+hRiRjkfi9qyb6AXIRttrK4WbW4scUtBZSkgOuFkTVU
ybnV6eWvBpn2SrnwF /ElueKARVmouWJ/7fiLIXk6wVvVtuBZw2gE5Q0GfuCwg0PQsC
xPx8MhN11KZYDVCGsyUr/LMHeKNc31S2HLGQK7kh/0+QQazafiJocQ+kRbS1VX1D
nQlThz4zvKsBgzHpoe3wQcfAY5sp2ubepsZ5T/YHkmroBmvA4glvi7nlCetgxXrh
2V60XvazZ+BnfsY¥xJeUZGNNMNEDF1zS7xB180jtT5IJNO0+9tLsdikdik169IsVv+2
eCv9Go+whl9cSAL24rkzdKVuiIAXS7tzel3eWGjdKog3Ke+t £JtobSGrB39xgLVr
3ho063hd+qTUy jcAhVL3hAJinv+/KT0JR8fg+CDsXMnCEWugHhwB+66NOr876MIIE
bwYJK0oZIhvcNAQcGoIIEYDCCBFWCAQAWggRVBgkghkiGOwOBBWEWHAYKKoZIhvceN
AQWBAZAOBAFiGuDSkfG4UWICFLWAGgQogyLO8hPtU152dk0+BVimcGXW3FmDrTOD



gU3DrdOP76KzYzd21LuGb9dx84wx0XnFIXeBM4F3Q0SDbCK4tOuJ6JRaEeUoCAyZd
XyHtLjVeuozt2xHBDUgQVEO1dZHtk1VUgzLSChalrXjcwpad+8xggoVM3C1l5uBh6
QLUNey8Z3Y1K1k018Tdge600Urg72BPKppNfJ1INATnOFWMVMA /qHAJ14pL1YDpmc
5BZm4tMgO0HVPiz96uwjEhwlGZFGOgZIogeVJuqCNiZPDjCFEDgnCw6sciS5Bi+dX
KmOVUdamSr93e2eEPLbzxZROEOA3IcOj66iHUZpU9YhKzsAThLMxT8kF81I0ZZz]
8N+P1lhnk jdViWwuJLg77pkXxQJyvuT0e20c9r/DCHjckneen3+E66IKsYbib7sX4g6
20FBJs+7xQopy69pC83jCn3fx61t 7TAFx2RIVUVHY/eU4sXoWkINQQ3VxjJ2SPWKjzJ
4IIvWVXIFiQjjOtDFAGYPGukJIXn62Lbb8CFgam9s4 jDKnr0LHIngVeUIgidwkvva
0zZTzXfUApezQgQqy4x+0gdiYF1U0a00agvrGRiiJIMdRi0/MDy+jzkX5cULhXkF
vdBNCirv+3zBaiJ5Eu6q0zP5Cx1i2gXhSbehZgvTPB4dD/vu9yxHpZmUCvzm7H213
Tdrb9WxHOCc92ZpBzsfiCAlsmVwIDFVGa/kgN6noPwOgWZANIk27/+apsTkBYaVpa
Jjpfn9eydi5eV2+pEQV08fh40JfiKbHS012E3Gp/ rPm91VgmCmiBWh+Dilk4ggF /£
1sxWgzXNOxPntpohnM6AZDxWISk+BE1DLYSAWFwUg679BsJIG6hQQAZKvVG/8agSH2
k+TKKYUbXbFVCBO+1iuNZIwgf4gxGzvI5+Iok+0cxuGCagwOu30QbfECEGO1QbKETN
1c3kMiZ5Cxt 7TNQSUYEYAQ/AmvMAqo0x7Twlr 7t R8BCAEF 6 £Gxd2VXIV8Tr/pXGO2
HL+0iIHs+0b67z1THr7wUB4tCp9LC3IIWdsr7KcSRNEMXpUIFIOetCjNgCU31iT+R
9152150fWNGxQfaXTEyMVNaTlHpwihIisSb9QHbagaRLbYmgJ+ILSECADYQPEWE+
LTO1ltcOhkIb6BiwVWUUOOQNj6ILIM2XvmknATyUjIMYcd77x0JzMrJE5VtaM5BVT
ORpcOLfhYOmihceGSEgXX5golkgfLUze7z1sINWMYTTLw6tC6I+c/IUIWINZT4m2
RbTQOkrfPn94zbTjrG42HS5+Ke3ySVEFv8MZ+s93yY1vIiB6cVPEUteLRc+C7e7t
1wO0bQ2+MyAk jenS5Td+3tC71R4202CSfY25a0sRv+EaYjTGzf£9F3TM70605+VZrM
gtIKtw2okRcjRhaKDfhui6jod46YYzWbrgOS3vzc60VcwggNnBgkghkiGO9wOBBwag
ggNYMIIDVAIBADCCAOOGCSgGSIb3DQEHATAcCcBgoghkiGO9wOBDAEDMA4ECEYHXPVs
ncxTAgIUQ4CCAyDSBlYeFnsad4vtKApbLnd9FENDYeYgkKmj01lkDagMgHC22/nQ9v
gz21005FQJoadx/WSorQt0Jny1QP9vZd2t+bkf0aXOROMEtMFY5S0t YEudJplrCz+
ZEw8J1ePJRPOQ31nwEiSk5NnXLRWNzurIeuyZEd1VbTvi/rF22sRW1mU335L672z]
P1lsPeXkBpIYCPLHW8E4rkaC8GlkoS5wyrnhugqL4ItzhvOORvgRaDf1pPOWT jOLVUV
FD5D59zgb0ptaWljIwdJplIGXIEZIynWAKfkWy2YJvsXiuLHVN3Z8qL6VtxNGkls
g340uKkUUlzmtDIGGTIRVkoYBXxN7KYesbSttONhPwdv/MxHrEo8 TGHZAvbmwgft
hOUrc/WVtUopPEs4QgrsA8dOMrSd51VtPWOXPsBPEnLuh7dgAlmgztY1P4Yztk2/
JJ+E4MosmhRjbKzM2N5WuG1DC5mIOKF /57 JNVwQ7e8gMeUv/3gizgCG/4Mgng0VGG
IxGzzBoQXPWCKAT3sLQVyt4/pgPBpZYnP09bmkkY/UlalunNB+WWpLOkKSzD5wRv
/2xmNO2D37DnHWTFYC51Z2b1Kz7FGjOgCwG95VPc8NQ8aG5rgpQ+mug/Jil 5mXgNw
IDeM4bawa0lUKEzgTGQUb3gsIMGiVOhgtOrBi09Kx/2PJolUuwZGcbo4oGSVR7KH
1LgIuC8aIQDyFURVYRCNwOWS5U7JINSarkvZ4ty0/qk5UbjxQubDkF8062dVio310Do
C+6zvncDx4HvUd6uQ+u/kZfr8gfwM506D2gXhS/ZHSkag2xwIzb47uUUgaeg3y0zZJ
++na7gC+ibt HXXnNsHUvPbpCn9qViFhzilcQZYq0t ZxDKaOE/pzEP/IA4IG24wEL
GnyuUIHXBS9TOMchTx17BglycOPRDnFKzMQfUXY1rAErK76cs3y4VQDbfYDiOzsa
1ggMApIX4i/gKFdRvDuLxtZQbVA/rNumm4 0LPUQ50VENgIESA74G+//YQbV jbMjP
y+hm7/15g5LRo9YXCS49KG1z4NG1OMW jnfkpOCNVZVpaQ7TPGOIYZBL6kTCCBZGG
CSgGSIb3DQEHAaCCBYkEggWFMIIFgTCCBX0GCYgGSIb3DQEMCGECOIIFL jCCBSow
HAYKK0ZIhvcNAQwBAZAOBAi1O/O0IChThZLQICFOWEgQUIFWT/JI8UjJQPfYTFonJE
08zEbpYWXKboqw6/zZsMGmAnNUPgONQDxyuLVprs5jUc437kVB2M3F0x8D jmEppeb
tHfIoyjoXF7jdnA4EF38tsso0K1InMPmSgl02iYZt0OgsOvBpfeO5Hj40vhi26J9Pz
TwPcgl3QQPgfWv7CwgGVnd /hntBAriPSE4gAl fAcgkxt IBm01QwDoAdsOKOMsYnt
gWajprlJ3Hm+34NPL04Usf10pcesPUJ4CBxNyLXxjjsOzD78WVVKY+N+j89xTsyt
z5Y0fEkFgrcl8pgBQOxH72 jBwSCm5YwHZzZ3BhWQgr2bpWJ1 £2LWcVsnrNO9tx6RhQtA
AkcyNgX/ksp5EW4JTo+060XLRhXIYauRrUrisMY++b8ZJTp6CltORW2QdggMZghsS
ZgaWe6FSC6Dy2Dd/ezdkYUCgiEtg8eSxF /8WDw6Va2iGVSNt4 /p/0J97yN5y0J0K1
g0hATebU+I3E74PQI9RK84FfJvyHDBC6EvYZW/ouMcgp3YmAF+dTm74Hg88X4dav+
/UPYf/cVpyiwcBTg6H3jrkrsOyKoWLIfrIvMNBeeKZ+f12EnwlMFzkLI4VGD/UeR
wrbhNOSHKkh51IGtuOyRTfgbmsYQpkw+jr7QwJIdQyrAcaaVaRotVyvgTOL1Hw8r6
07v36yoNov3kDPW7DfbSVIWX51IyQn8NgMwa4dN1lclWT8ukfZXSaYykFSgF3w5zal
a4iThuO03GjDcfiWLMULlYVAUcvSmMcIULEloW7FKiJc80adeIu0JBySRSEvVE7B3w81l
eYUs+u/hlptrZZKhelJdAt1lszvHJODDOkMgA6IgdyomscGSol/sRUgpecIQwVZTC
RRg9dJOFJkKhKDS5EO9EQOZ2snp01 fpUF5glMeBjpYgkX7jhyFyvg+gDgBAY8izvke
ruE69WooBVyorgKHURJWtY+rhzcB4+HL72wZKzLnY31iUjJ1UANXM8mCOfpDINJt /
TepqzPyZ2Kd4GJIVYi8sQpFKf4tRHDrOtI51iUB78qjlEBplwdgvRn/jC4ii7+Bas8
mz/AJ25QeviC44Vij+eT2YYXafDivrmoeBuVMIBbD066YnuBC2CeKydNWdiARzc3T
fhcuhVwg7riotYfyDgd4e0Jy7Y57pbwv4QwzlyCxRjSwiFQ7/fRa2Cx8xtxKcC/A
4LGnXAKISy+uNbDWA7AYaP6RmGgMCaNiXy3F1zvxnE3bv68tXRFIOvIJuEChUg56N6
992ghoBuHP0J/mRItw+JoI4m/OFnEUGT3bNyxpEFYyA7aXBE91aQdsSX14a97nC0/R
SFH/fRwWPFYgxr3XdCIf3Cw5PDs25YNsXWCsDCVe jWMF rwOzmDwa8sBkY270+rGv7
6gXvb/uGD3M2C+DySVy55Z2d42wjghSezgY6taTOtgKEfLOS6V14ELU78Q6va208M1
cUdi343t0160MZgCDUWPP8TJKZINh8ulKNhzgpwNLz1gE0dd20013bbzdZ6uio3R
52WQWRCk17Z91UesCJavytcAiOmMe fMxBPMOdnUi 608 TPDRAOmcohbESrybwDXA0
B/VUbwgM0/gCpZ7VcSKN11Uuoe9+KhoONK/gyMEvntMxGNNI8arV8UkeFollPhrt
umvdwgbVCeN8TB j5vXo6HuU+eKB7AVw jBk /rRHpZXnnVGXbm8HzM+k jib2cYldius
VRJ/1+Q9GXuol35tQbobgcMzAmgAqZp 9kDESMBUGCSqGSIb3DQEJFDEIHGYAYgBY
AGIWIwWYJKOZIhvcNAQkVMRYEFEqzrDFTAkmcTeNueeAlYZU+iGI1IMIIFkAYJKoZI
hvcNAQcBoIIFgQSCBX0wggVOMIIFAQYLKoZIhveNAQWKAQKgggUmMIIFTI jAcBgog



hkiG9wOBDAEDMA4ECCNi2K1bMEiBAgIUdgSCBQDLIX04ExcyE8+4aiZIj/Wnh/SV
VVRONn7s4PGCbXt+VrOHdAOYzTuUicAgIcHH62dvINSy+fggZG7SmVR1IodadFe+5u
sAzXoyyhhEe2c+ToeVbr5rs+vBvQUyh6X5XTV5QVOAkwSYKGjyfdy86x1Q08cL2D2
BM+RpkmlcFt jgWcB46U6S6w50sG7X0OKSCMI4a6rnHPVgPPdXMr j3VSPJY8bhBgED
PVTnfSHf/wKZrIi5403F33B5jt6Cm9+9m9Fed8n+81w59rRom72CY9Xii/ULERIT
Hwjx0Z0Q+dIml23KauwexuOGjii0UR8MeM/AONn7UNys+bZTulgdpWW/mDhJ+eLAT
nhdJw5ro/AWa6YVXG+t5k9LjdI1ZmgS4bIxvBwilpEGOohOMM6YpO0dr1XM4mT /E0JIM
WD458Ngs05CuCpwAUXGAOmgrVsFrrVOHTyHeVLDhe43J3GI6HCWIVOeDQzzmaO3A
M+IooRDkTHnIMaxUXphKTag5+f/smNYEhzVjZeIc8GFZ36eSI4BNGHSXFACWLU2T
hkzpXMmg50JAUhBYxXgE/ fVevLUH4JPLgz869wk8gR1UB061hQGrnsx7Z205IsYahE
YjzONO5SPVPJYMLSyMovG9i+LpzQ49gIBzPu2fdLR41u5n505mG1Y4aJ70CJIxMORY
hWHuct HdGdpJsgig8+1iiUwmfyCfb0ZL3ePMU+W0zkAsyn22aK8 jDBLLVZ1vOZIV
gR3Gx4QFPSk6qCMQOE58VKMUMXxYVvC1zTwSeEMu66eND/AKTE+XXV/d9bmSmWGk 7Y
8XrDKLKfmRdr1lIeondVJvbmkl2YKxBPQGeUgK5XJUa2dzH9zvEEX8iYzdt4281QC
1XJ3qwmbT+8RoOLBt4Ky0s2e2ZSZnjrL90040UsHIOYEf jwnWoLhKbkmun8GJIxoB
2yCzTawVQf9/qlUXaSzcp23AV6LE1k90f79HYPW3CcQJALt JE6XBVE1IXVZPkEfTuC3y
VLufljs2ed/ctpHg9nuld/xHFH7t4HbmU3/ZufE1GHNnsRQ3kbngA5WXerd9UzeoD
aVDJjFXGrITp8env08GXYvwWGXLL15010DuJSv1E+1yww86SNjBYUTx0r0CJjjTk2
7vIUhAYUEA+J71IeifqgPDKYXnrCdUEa jbfEdek30WiLR+ChEvEp48M1a6UVTLm/
mjziwbsxm5Q1Gccmz13e32RiyrfseB+RyllmzeJtydP2IHkWK7pwwIyOlPKOQtZs
66IGZKgeXrWBk9QFYDX42gAy/xTfglcodKO7akhp3UzTIQyTXnt+0sOScc+ArvVm/
dwClm+ZxybtOcVyad jpKWydyfAr3aTkGxX6RmHrEWr IR9BnMGPYesDs+yeVNs1Qd
Dhff/bQLwCLXdGLWwLe6kitUiyi8F3bdfPjR7R611EUVIrBm7YLmgdxRCJIO2LFLG
n09iSMNe5vmiNaKiuzfb4Dp9dgEMhmIfdsTURagfJIyqULoe08EITIozahivbzoWVv
A60PAkk2D8DNTiMegX41Z/Zb3LPxJKAeX03Ys1YQrNSNZ3B2ZISBapzGzhFZfRVz
POmXhN53pDhlxkwObtkKblYA9CvP+kzgwekzCy/M1q/HbO38CV1INKzay3ygdnteh
J+v9/k7gagkmo3ZWMGk OWGBvV/GFxYhmeNd14Y65D9T1ypM/ zrXSyGoOgqZgSAGHLA
gogzwwSaGwx9n/o06czE8MBUGCSQGSIb3DQEJFDEIHgYAYgBVAGIwWIwYJKoZIhveN
AQkVMRYEFBfFhHvQpP+92kDi4s28IvJK1lniuUMC8wHzAHBgUrDgMCGgQUgwafFeGU
n9Q1rAOUCgw+KWxk+8EECJ1lvgXe6ro0FAgIoAA==

————— END PKCS12—-———-—

6. Example Ed25519 Certification Authority

The example Ed25519 Certification Authority has the following
information:

Name: Sample LAMPS Ed25519 Certification Authority
6.1. Ed25519 Certification Authority Root Certificate

This certificate is used to verify certificates issued by the example
Ed25519 Certification Authority.

MIIBtzCCAWmMgAWIBAgITHS59R65FUWGNFHOoycON3iWesrXzAFBgMr ZXAWWNTENMASG
AlUEChMESUVURJERMASGAIUECxXMITEFNUFMgV0cxNTAzBgNVBAMTLFNhbXBsZSBM
QU1QUYBFZDIINTES5SIENlcnRpZml jYXRpb24gQXvV0aG9yaXR5MCAXDTIWMTIXKNTIX
MzUONFoYDzIWNTIXMJEIMJEzZNTQOWIBZMQOWCWYDVQQKEWRIJRVRGMREWDWYDVQQL
EwhMQU1QUyBXRzE1IMDMGA1UEAXMsU2FtcGx1IExBTVBTIEVKMjUIMTkgQ2VydGlm
aWNhdG1lvbiBBdXRob3JpdHkwK JAFBgMrZXADIQCEQUZIYI/rkX/82DihqzVIZQz+
RKE3URyp+eN2TxJDBKNCMEAwWDwWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BAf8EBAMC
AQYWHQYDVROOBBYEFGuilX26FJvkLOTRB6TRguQuad4ylMAUGAYt1cANBAFAJrl1Wo
Q0JzwTOph7rXe023x3GaLPMXMwQI20f+apkdG2mHIID6PE1bu3gRRQIHSwW2tyS+xF
JwOouxcJIyAyXEQ4=

6.2. Ed25519 Certification Authority Secret Key

This secret key material is used by the example Ed25519 Certification
Authority to issue new certificates.

This secret key is the SHA-256 ([SHA]) digest of the ASCII string
draft-lamps-sample-certs—keygen.ca.25519.seed.

6.3. Ed25519 Certification Authority Cross—-Signed Certificate



If an email client only trusts the RSA Certification Authority Root
Certificate found in Section 3.1, they can use this intermediate CA
certificate to verify any end-entity certificate issued by the
example Ed25519 Certification Authority.

MITICvzCCAaegAwWIBAgITRA49T50AgYhF5+eBYQ3ZBZIMuujANBgkghkiGOwOBAQSF
ADBVMQOWCWYDVQQKEWRJRVRGMREWDWYDVQQLEwWhMQU1QUyBXRzExXxMC8GA1UEAxXMO
U2FtcGx1IExXBTVBTIFJTQSBDZXJ0aWZpY2F0aWOuIEF1dGhveml 0eTAgFwOyMDEyY
MTUyMTM1NDRaGA8yMDUyMDkyNzA2NTQxOFowWTENMAsGA1UEChMESUVURJERMA8G
AlUECxXMITEFNUFMgV0cxNTAzBgNVBAMTLENhbXBsZSBMQU1QUyBFZDIINTESIENL
cnRpZml jYXRpb24gQXvV0aG9yaXR5MCowBQYDK2VWAYEAhIFGEciP65F/ /Ngdoasl
SGUGfkShN1Ecqfnjdk8SQwS jfDB6MASGAIUJEWEB/wQFMAMBAf 8wFwYDVROgBBAW
DjAMBgpghkgBZQOMCATACMA4GA1UADWEB/wQEAWIBB JAdBgNVHQ4EFgQUa 6KV EboU
m+Qt BNEHPNGC5C5r JLUWHWYDVRO jBBgwFOoAUKTCOfAcXDKExXCSh1NhpnHGh2 9Fkw
DQYJK0ZIhvcNAQELBQADggEBAGVOx00EzgY1RKixMcztiikxxJDbmRatlpcipDl5
1n8kiBoGhsT4£fNZJVoL0OQBa/WIMntL+qcAk2itgZCNIeZeGk1lULl jXBAz5tkDRAF
£f/v99LEcsZTculbndgz35danQkp4/upG4hPkfx+nbclbsVylrITwIGOpnGhz7z3m
VCkO3DFE3Qt4w9mlviyuMse33nmsBGXog/XZvM2JRY0iKt 0xksQgQD9uYm7MoMeH
gQs30t 7EaoP j54xyWvy42run6TLUye64D94SNjB/q/wjL96bsVIKGrRn10T1ybCh
4F5HD00hQZgP15D1blrg+vskN8MSk5nuD+6z1VsugioW0+k=

Carlos’s Sample Certificates
Carlos has the following information:
Name: Carlos Turing
Email Address: carlos@smime.example
.1. Carlos’s Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by
Carlos.

MITICBzCCAbmgAwIBAgITP14£fVCTRtAFDeA9zwY0oXhR521 JAFBgMrZXAwWWTENMASG
A1UEChMESUVURJERMAS8GA1UECXMITEFNUFMgV0OcxNTAzZzBgNVBAMTLEFNhbXBsZSBM
QU1QUYBFZDIINTESIENl1cnRpZml jYXRpb24gQXV0aG9yaXR5MCAXDTIWMT IXNTIx
MzUONFoYDzIWNTIXMJEIMJjEzZNTQOWJA6MQOWCWYDVQQKEWRIJRVRGMREWDWYDVQQL
EwhMQU1QUyBXRzEWMBQGA1UEAXMNQ2FybG9zIFR1cmluZzAgMAUGAyYt1cAMhAMLO
gDIs3mHITYRNYO+RnOedrg5/HUQHXSPYAKaS98ito4GwMIGtMAWGA1UJEWEB/wQC
MAAWEwYDVROgBBAwWD jAMBgpghkgBZQOMCATABMBS8GA1UJEQQYMBaBFGNhcmxvc0Bz
bW1ltZS51eGFtcGx1MBMGA1UdJIQQOMMAOGCCsGAQUFBWMEMA4AGAL1UdDWEB/WQEAWIG
wDAdJBgNVHQ4EFgQUZIXjO5wdWs3mC7oafwi+xJzMhD8wHwWYDVRO jBBgwEFoAUa 6KV
fhoUm+Qt BNEHPNGC5C5r JLUWBQYDK2VWAOEAWVGQWbdy 6FQIpTFsaWvG2/US2£fnS
6B+BzgCrkGOKWX1WgkTj4MEOgL+0cFXLr7ZQ2DQUo2iXyTAu58BR6bt cCQ==

.2. Carlos’s Signing Private Key Material

This private key material is used by Carlos to create signatures.

This secret key is the SHA-256 ([SHA]) digest of the ASCII string
draft-lamps-sample-certs-keygen.carlos.sign.25519.seed.

.3. Carlos’s Encryption End-Entity Certificate

This certificate is used to encrypt messages to Carlos. It contains
an SMIMECapabilities extension to indicate that Carlos’s MUA expects
Elliptic Curve Diffie-Hellman (ECDH) with the HMAC-based Key
Derivation Function (HKDF) using SHA-256, and that it uses the
AES-128 key wrap algorithm, as indicated in [RFC8418].

MIICNDCCAeagAwIBAgITfz0Bv+b1lOMAT79aCh3arViNvhDAFBgMrZXAwWTENMASG
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A1UEChMESUVURJERMA8GAIUECXMITEFNUFMgV0OcxNTAzBgNVBAMTLENhbXBsZSBM
QU1QUYBFZDIINTESIENlcnRpZml jYXRpb24gQ0XvV0aG9yaXRoMCAXDTIWMT IXNTIx
MzUONFoYDzIWNTIXMJEIMJjEzZNTQOWJA6MQOWCWYDVQQKEWRIJRVRGMREWDWYDVQQL
EwhMQU1QUyBXRzEWMBQGA1UEAXMNQ2FybG9zIFR1cmluZzAgMAUGAyt1bgMhAC50
MczTIMiddTUYTc/WymEqXw8hZmlQbIz2xX2gFDx004HAMIHaMCsGCSqGSIb3DQEJ
DwQeMBwwGgYLKoZIhvcNAQKQAXMwCwWYJYIZIAWUDBAEFMAWGA1UJEWEB/wQCMAAW
FwYDVROgBBAWD jAMBgpghkgBZOMCATABMB8GA1UJEQQYMBaBFGNhcmxvc0BzbWlt
ZS51eGFtcGx1MBMGA1UdJQQOMMAOGCCsGAQUFBWMEMA4GA1UdDWEB/wQEAwWIDCDAd
BgNVHQ4EFgQUgSmg+i0gSyCMDXgA3u3aFss0JbkwHwYDVRO jBBgwFoAUa6KVEboU
m+Qt BNEHPNGCS5C5r JLUWBQYDK2VWAOEAZss75UzFuADP£d4hQdo5 jyAQ3GvkyyvI
BdBGnWtJleT1WuMaIMhilrH4vPGPd9scwW+sgd9£fG+pv3MShl+zKAQ==

Carlos’s Decryption Private Key Material

This private key material is used by Carlos to decrypt messages.

This secret key is the SHA-256 ([SHA]) digest of the ASCII string
draft-lamps—-sample-certs-keygen.carlos.encrypt.25519.seed.

PKCS #12 Object for Carlos

This PKCS #12 ([RFC7292]) object contains the same information as
presented in Sections 6.3, 7.1, 7.2, 7.3, and 7.4.

It is locked with the simple five-letter password carlos.

MIIKzgIBAzCCCpYGCSqGSIb3DQEHAaCCCocEgggDMIIKEzCCAVCGCSqGSIb3DQEH
BgCCAugwggLKAgEAMIIC3QYJKoZIhvcNAQcBMBWGCigGSIb3DQEMAQMWDgQIwS3R
pPT1lmkyMCAhS7gIICsGKkBmOnci9VHEgxOTWy/1kKyQeF5bwsF/9gZrqUymlKtHZF
a4rSJIPUctmzgVnhGmEfWIm+LELi 7TEm9rRmUIQbDZt 4kQDG5eDk 7AdhyDnB3uZDG1W
4cAeUVXIMzGEinwtzy5TzBZzEo5nnVX74A1+PDWOwWdpbv2TIriLOm2 9fBT+7HVSOF
Z/95XokSwbb6émmCYeGiPpNEaoeUeuU4zrh/k+JJgDugNsU66I30wHOCFmk3aarBV
3LkEeCjKFkngzMOZgiKZu8D2hEUJjSGQIALSRn7P+hIWNFIgjvggcCMTF8fLK1C/8
vYGD+HOpnn23nLeledb/qpFYx5kJ0bOK1ZolSpgUQ7BubgectUceyOgi7CjRScuv
ew79182Y0ugyYoIWATOkecPMOTFtxAnl 9JPX0o4 jBYAlwUtx7GYALDkgZCb/0dbkv
41L+PAeJK4kVDREDQ6ch/6/h1qU8xHeNzdagEWYL6FxWDiHebASxIvZzgkLd7RVIm
dL1FXst9R9G74 jOsOWMMFmd9toyOhD0g6Gl9catOrolCVS/CKaCOCucsJfiKrlJd/
duQkt /JwcELveuOg60u2uaGKUgHMFhd3+6omk+wNBoY+0D5MmMBZ /xnrVELGmzp 94
qO0f/HfZPT6sxkYBGuP2eUA/gr/zimNG3TuGVch/MdnduuVhvAYLyhlgbA8yRm+1I/
zGCVUAghsHITTX7Fgc3tyVp/mLYUOOQuwmgAw6NhzwKZ £5N+tRODZGecgw8rZpeJA
yTXVFcjzXvoShxog7RroRINc4FwIhWI4BO2410HFEiQZeRk8vzI8WIFXnn6t42/q
j1lmV7Ba42zxPEGOY3mObKwjR6rDp6KwmmfkghpwMPU3gP2/ASV8WT1+9GIYHC5Am
9CmSOTiQM1uW70Ra2k5ZM1wnbKNyMRb jUB/yHwwwggKvBgkghkiGOw0BBwagggKkg
MIICnAIBADCCApPUGCSQGSIb3DQEHATACBgoghkiG9wOBDAEDMA4ECOMzXMste/8a
AgIUlICCAMgXa+q2JhTLvWs j5SKLAMninTk5uB6HhOsDKYRIGDg/cABqUFxycROG
JeJuewIRkJhsfdXJi+TSRtnQOgpyVM9oRUdxcbGuUCI98fEbLmVyr7KF8GudTgC+b
ealjn6HYkWpv71WdvsFG8BEy6Jqi3/tPI9PgNvPCYgVVMT7yx6SX8QArcLSQkxbTsv
Ae(0iN18H89WIXOHEZz4Z2gHYyb7f0pPHrmpTGC6gmtvolgNRsKTFOwYeQ5Sy/9U3f
oM6bIcrOvHDksaco4+5n0zeySDETY8W4mO1K0uC/t00TOScYGBeRhVr0DQapZGT/
Ej5LpgjX0uosAoT3IKnMwK3C00Z8oBzcvgSpeAa/V/OTKDpZb22yg6sEaHAPoUgb
cKRIMB6HC5mdLs3n0uP1lv1ZuYsHu7Evt 0Uhns9pbk1JDiCgM+4SFgKTRbd6Xt8bf
GHKWnmpv4pQL7jjzA3epP2DHyC8MJaDv1eWY7Z3t/IEtkzVxflLo8kT21ledzl2cm
uFVK9ilMW3eJuyiRyFXFPgVsuNi/HFni jXFgxzAncP7fFP5MCsOo6daik jJjemKE
J3D+HdD60gFih/eX9V+tGl4y7/JtxCRA/54mit4sCy3LCO++1Ep9AtFwGYrDw825
uGj27a7mE269gGdGXdzTOUJ8FfUsIoRPrG38Q4mhS10pTarNucWOGjkftZiKJLay
rfMRf3HYXOI/7iupfxYLK/4/FOD1ijaHzAfSdQf2Bo7csPaz2HQkK/OnyO+tt68S9
PUCJEfV6Liy22tang/ jXxPFbBDK/P68MNnmgR8C3PcYhPJCo/KOJR2/8F8pVVEQd5
MIIDPwYJKoZIhvcNAQcGoIIDMDCCAywCAQAWggM1BgkghkiGO9wOBBWEWHAYKKOZI
hvcNAQWBAZAOBAho9g0tQyYTvwICFIGAGYLA3SpNCoshZX31kmK1mOIJpS2Ah8Xy
94S/5NA8kwHt aNXpLrjYr3CyRLI3USm55uvGAtECR/Eb1ON9ze02p0gK2JPSbDr6
/100vo7U0ZNRORBZ8pUegVWIsSwNW jgqvzVu5JIRmpD05X jVDKHbFgiXAgt j9/w3g0
Qq/p/MOUrLWD93hyLNAIppWr2KR2it 9mASTKEHX 9dgXcTOGOKp2Gmr fGNt eGLO2 j
qVKZazZyYI8gkSxhVLS9zzgf10ynAkzYQsoo+GKhdAWlfJECemAyPc3L+eeARw/SY
gld5QVwxKEYpIJd2wiiavdeRVNbWiwV7Ti+P9PtPx/hV22NNLwMhvnJcHaSS1PaOi
S90xFJI1EJWGEs 0QwcdwM8 iN30oVuqT5HU/edMgx9TLNTiE1g2GEQ591/RwBtCL8Dh
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L2,

3.

0zKnUb4PU1Z81+HimV3KPI8g3cduhYaBRA4HfgAhMnc+w5HXI6J3CINtAE/12Z21Y2
0d71+GTJfjPgzIy0hjgfbMt 8uU9D9%aPr2X JNOWoKRSo jael 6v8bLx+dFn6RMxFUS
g3nLEZ6EDpyrJfpGPm6mPgZKSXtvnHuFcbS+utkRuVAtqulO7r2XpkGBIJLNVIRHU
5gLACbTj9TPcAce6RLoaYSDgOUFKOYZMdwzhsAIOYMpyHsSUEZpQ5t JWSBY6ENDbVE
7+QhmDnf6N3Bj+vxUtGS40pVsYCGbmOD 7UM5QpUxIgVkpPrfRok0Zs/£fi9sW+Xy6
eQ2Brbn3t 9C2TASORYzFbuBwUTCaFW/rXHS61iffJpx2eAg3DCgaUAJjptSV/yzj4
vxi1iX1DB3fMRcpNd5Je7DoHS4axuj7SLHAdpNoUHS+qQsG6yDM5BEUXWGx0/L9sGhe
XQrUnkz4m4g01lsfgTOfDNurXx/oP0ym+B50g6nLUWvOtYZpmCVil358dIEGPP SMY
AMXhO5tIPFAYSJ3WLs0cxy5X4sXZ215wl6Pzeb9SF5topgRULSPDTEVr2bQUMwTbp
99FcO0Qf6cg8HXyT+8b4gKp9Wy JCBXAYJK0OZIhvcNAQcBoIG2BIGzMIGWMIGtBgsg
hkiGO9wOBDAOBAgBaMFgwHAYKKoZ IThvcNAQwBAZAOBAgNhfODEdzSrQICFFOEOCEQ
FielpeicS90SXNQjLwbN3kO81YM2HgeSZoEKJ4JSF1V1IkWW3xwfu5aZKrGEYBEGM
d8renRijMUIwWGWYJKoZIhvcNAQkUMQ4eDABJAGEACgBsAG8AczAjBgkghkiGOw0OB
CRUxFgQUgSmg+i0gSyCMDXgA3u3aFss0JbkwgcQGCSgGSIb3DQEHAaCBtgSBszCB
sDCBrQYLKoZIhvcNAQWKAQKgW jBYMBWGCigGSIb3DQEMAQMwWDgQINFcqIEMEdIUC
AhS1BDgZruEsSaBY+CmOWKR8HhH3JXh+AoMSrwkDCKytWt+MNIXB0jY2QZHDbN3u
Fn7gHw06MDthnKniazFCMBsGCSgGSIb3DQEJFDEOHgWAYWBhAHIADABVAHMwWIWYJ
KoZIhvcNAQKVMRYEFGSF4zucHVrNS5gu6Gn8IvsSczIQ/MC8wHzAHBgUrDgMCGgQU
8nOYIWrnJVXEuUr957K5cCV3jx5cECIDjaZzkfy4FnAgIloAA==

————— END PKCS12————-

Dana’s Sample Certificates

Dana has the following information:
Name: Dana Hopper

Email Address: dna@smime.example

Dana’s Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by Dana.

MIICAzZCCADWgAWIBAGITaWZI+hVtn8pQZviAmPmBXzWfn jAFBgMrZXAwWTENMASG
A1UEChMESUVURJERMA8GALIUECXMITEFNUFMgVOcxNTAzZzBgNVBAMTLENhbXBsZSBM
QU1QUYBFZDIINTES5SIENlcnRpZml jYXRpb24gQXvV0aG9yaXR5MCAXDTIWMTIXNTIxX
MzUONFoYDzIWNTIXMJEIMIEzZNTQOWJA4MQOWCWYDVQOKEWRIJRVRGMREWDWYDVQQL
EwhMQU1QUyBXRzEUMBIGA1UEAXMLRGFUYSBIb3BWZXIwWKJAFBgMrZXADIQCy2h3h
hkaKDY67PuCuNLnnrQiHASWYpP1lgFsOif85vrqOBr jCBgqzAMBgNVHRMBAf8EAJAA
MBcGA1UJIAQQMA4wDAYKYIZIAWUDAGEWATAABgNVHREEF JAUgRJKYWS5hQHNtawll
LmVAYW1wbGUWEwWYDVRO1BAWWCgYIKwYBBQUHAWQwWDgYDVROPAQH/BAQDAGbAMBOG
A1lUdDgQWBBRIA4bBabh4ba7e88wGsDOsVzLdl jAfBgNVHSMEGDAWgBRropV9uhSb
5COE0QekOYLKkLmuMt TAFBgMrZXADQQODPORBZ1tzXGYUjxnoKVLICWL5xner97it5
VKXEf8E7AeAp96POPEU//2jXnh4gAT40ymWOwrgxUINT8WW/dSgC

Dana’s Signing Private Key Material

This private key material is used by Dana to create signatures.

This secret key is the SHA-256 ([SHA]) digest of the ASCII string
draft-lamps-sample-certs—-keygen.dana.sign.25519.seed.

Dana’s Encryption End-Entity Certificate

This certificate is used to encrypt messages to Dana. It contains an
SMIMECapabilities extension to indicate that Dana’s MUA expects ECDH

with HKDF using SHA-256, and that it uses the AES-128 key wrap
algorithm, as indicated in [RFC8418].

MIICMDCCAeKgAwIBAgITDksKNgnvupyaO2gkjlIdwN7zpzAFBgMrZXAwWTENMASG
A1UEChMESUVURJERMASGA1UECXMITEFNUFMgVOcxNTAzBgNVBAMTLENhbXBsZSBM
QU1QUYBFZDIINTESIENlcnRpZml jYXRpb24gQ0XvV0aG9yaXRoMCAXDTIWMTIXNTIx
MzUONFoYDzIWNTIXMJEIMJEzZNTQOWJA4MQOwCwYDVQQKEWRJRVRGMREWDWYDVQQL
EwhMQU1QUyBXRzZEUMBIGA1UEAXMLRGFUYSBIb3BwWZXIwWKJAFBgMrZw4DIQDgMaI2



AWKU9LG8CvaRHgDSEY9d72Y8ENZeMwibPugkVKOB2zCB2DArBgkghkiGIw0BCQSE
HjAcMBoGCyqGSIb3DQEJEAMTMASGCWCGSAF 1AwQBBTAMBgNVHRMBA £ 8EA JAAMBCG
A1UdAIAQOMA4wDAYKYIZIAWUDAGEWATAABgNVHREEF JAUGRJIk YWShQHNt aWl1Lmv4
YW1wbGUWEWYDVRO1BAwwCgY IKwYBBQUHAWQwWDGYDVROPAQH/BAQDAGMIMBOGA1Ud
DgQWBBSAd303UBe+a7GCGvCdt BONOWt yPpDAfBgNVHSMEGDAWGBRropV9uhSb5COE
00ek0YLkLmuMt TAFBgMr ZXADQQD 6 £ 7DCCxXzpnY3BwmrIuf/SNQSE//Otri7USkd
9GF+VthGS+9KJ4HTBCh0ZGUHIU9EgGnfgdSL1UR3WUKL7tv8A

8.4. Dana’s Decryption Private Key Material

This private key material is used by Dana to decrypt messages.

This seed is the SHA-256 ([SHA]) digest of the ASCII string draft-
lamps-sample-certs-keygen.dana.encrypt.25519.seed.

8.5. PKCS #12 Object for Dana

This PKCS #12 ([RFC7292]) object contains the same information as
presented in Sections 6.3, 8.1, 8.2, 8.3, and 8.4.

It is locked with the simple four-letter password dana.

MIIKtgIBAzCCCn4GCSgGSIb3DQEHAaCCCmM8EggprMIIKZzCCAUBGCSgGSIb3DQEH
BgqCCAUAWggLCAGEAMITICLIQYJKOZIThveNAQcBMBWGCigGSIb3DQEMAQMWDgQI ZNgH
TA2APx0CAhQXgIICgK+HFHF 6dF5qwlWMOMRCXwl1VKrcYBf£65i LABPyGVWENNVM
TTPpDLgbGm6Yd2eLntPZvJoVe5S£2+DW4g3BZ 9aKuEdneBBk8mDJI6/Lgl+wFxY5k
WaBHTAG6LNm1 /NkM3za/fr4dabKFQnu6DZgZDGbZh2BsgCMmO9TeHgZyepsh3WP4Z0
aYDvSDOLiEzerDP10OBgjYahcNLjv/Dn/dFxt0030r010TTU0QCgeHJO0ogq3hJtSI+
8n0iXk6gtf1l/ROj6JRt/3Agz/mLMIhuxIg/5K1wxY9AwWFT4oyflapNJozGgogwGi
PWVtEy30DNvAs3bDfiNQgAfJOEHv2z3Ran7sYuz3vEOFnPfA81loWbazlydjBOP/B
0Q+s6VLbsAosnZg9jv2ZVrCDaDAl/g70D7£fY8qmaC602g5/Z3KusfMt+r9En2v81l
H2vjgrpxnDIXjYuLZdrnNE/slRtgqadOGR/WQ358RG+yUmRUbHYHGNnk jn9£f0GLasI
ZUVO0aowivcWyF/kR7QV3VVexgqIMX6klvzSXRoJ/tnA+1/WPWylmCJel jGOgYgSV
tXtVB61Qmc2XP48F7wyaQzvdAU9zfell/tHAaKKIWBpEL1IuAEKGtIP60zYJBF JH
I11tBA8fijTnug+S40vSgjtsRV/+kSEiWAF+pwESRUTYfUu7g+Ew0LYdLgkH50yE
sn0b62UFpR/E1D9exWzohrFbIdUCbjtssXucruAgPNhW/abTO0zicWubnvi+Pniow
2VxvhwoGt5jZ+1kaR5Z+1/GpbMgg4 7TEUyGCgKv+5GAcIxUXINZgLbACJ/MhLfYPB
eJrXz8f5CigmlwzLisYCgnuc8cGCXINgNkUlgt zodM8xv4gcgT/zILxmJTZP2g4n
YA4yBOx5/n2G2dZC+pf3kAfbXcpOMIICPpwYJKOZIhveNAQcGoIICMDCCAPQCAQAW
ggKNBgkghkiGO9wOBBWEWHAYKK0Z IThvcNAQwBAZAOBA jxuoiaSZDbnwICFH+AggJdg
k2hcNYt0O0+15uLgXdiNhr5Q0JkYcrHdoOwR6G5AgLmwI+TYi+P8EZUJDIJ4A4TJI3b4
6xv7+3pT8CcbEFf6PXcfS8/sCfM7FavV3SpLACLZbBIJV520KEOCAGALZOLUIZz5mGVU
tWI2h1x587KeIv5GRPIxumDebT3Gmkkp9Q0i55hjTgn680l1SgDadF805wnfODhkS
0110a3x90wkJISNIAXfmBfj33KnT8Dc4bTfAZyl1S50lzCtaEqnct2Urb4PeO3LEHB
ErBsvY8HE4D7gh6P5ft XHQHAX/b3hbU8jQP1tRONIOh0SiLi//ebCeGXWQRAVIL5
+VQrhlQF5d4Kz9Zx790C36g7C2BxCQomur/FOTT12NPzPpaEGGo61l jB6myAHNYw9
rCxbSxBvbtEt1gdnxxblY5Q4ukgyjzK6431Bwg2+iNLOvGcO02c5ELUPU9zGeLBZ
tXWvdX27aOHjusP£fDZ170C5zHiYs1FU6Tkn9A0tc424Q03d2IRTTcYnnjs1VSilSr
4bRyB8zBAQmMAQrniBW++7eJm3m/EOU0Yy0noUT1 69m8KNIrmSspMvKS6pyiYHRAT
BVAIKRIjvdtQvIdQJ+Uyr+HH5daE6golWl1917b2bXj/41mvXYkJY6W8x0kmlRYhH
QJZphWlvNcrHKo46Unk48Qc/5J5tI+6UDTXFr//V34vcpQ2ktpOMAK11rBH549%ef
CsGQTGog8XHPhksehEEMRmOJDeKTVkKx8xNhbwb395yFCIxfF2NHeDLXP+JyW+nH
Iy2fnBD1yTiPF7YXyGiP jPAGK8LS8GUE+Zq2 rilgrGNkwggM/BgkghkiGOw0OBBwag
ggMwMIIDLAIBADCCAYUGCSQGSIb3DQEHATACBgoghkiGIwOBDAEDMA4ECOfT/s3Y
f5bgAgIUNYCCAvi4NaYP41lpAtuXtE02Z2ggl9alFwsj9B/rikBo601ZR/1sryJ4PJ
VGYy6NyBP jG67g1lJVMYiI3Hge+j66FXKXD/AaiMVD21ZmfrH935S14ZUKS 9t pTJIL
ODw3e jpDEDqQJUFJZJ/ ybgpRAKONJhcE3B7F 7T+WMI8Pr70M1Fbw 7yt UCAJO£18sIW
PrUA8£f809dLiGgiWy JESHMzSXEib5IMRpg5x4Q28pBrT8rVYgoQSSyVkfHtU7LD1
Bm68REBgE17jIqLdrt 2kKxHC3/1C4xXQgFNXeQ056aRp8YudVpoRwravVLUO3t Jk+
pflzFfmUei/JtiF1C6uf0PvC2B5h6kAZocE11LxXxGIDFH7£Td6dzP 7qTDbUQ+uEk3
gsgktT2pcoVnxTanvQmTCEZMIZKCX5/z7Gkm+z831GLDDU90NyRSrxHrRBIvgH4w
3aGH1v ek fYOWwwwaghQOQIZFyzGVRKXsP7As1L+n4ti831TxqSUZX2qy9LpI4T jp
5A/NLMKo3ugmHF1TLnnYUqoppe88FNY8T/LXnHpOKTkuXFmdKJtpl/ydghl8jBk7
nfLcQFdf1R/50kysblRtaMujlhelymT7MoM8u5C8ceIO7uWX8NISB/IB+Yn2BvzZ
9LXoSia/wHJTu7UK61007WOgq9qTYelilx+HsmJaOC6hpaQh6b33VWDrHIbl7¢c/4%



tvQ9gAzgkgIhFWMRXNK+32 JEVAgXrD8ULQHW21ip5s7W/XtmlAegrhGlnSQgJezYl
OnE/t2PDWuPeW94kROuv1fNsh6plLyZYf/BaghoGCHsa/ipD86viVSZDgJ8ASVLFE
eLUK3HYFMhJ+MLEzZJffYZAOnbYoyNPNcOvc7dpbk+ZMnl1b5bDFcMCpom7+fWOjsC
nsNNLI9ngQ1NHHCJRKGuUxO5rujftbPM7R3GLT9d/u5e9YY5cX0RiDLxomFff1j2Yh
UROYX+8WzESt 98T /KmAraWKXnxOP1FEWa jtNCrnGCezDKO3xEHTQhECPg+z704m?
MjN6MIHABgkghkiGI9wOBBwGggbIEga8wgawwgakGCygGSIb3DQEMCgECoOFowWDAC
BgoghkiG9w0OBDAEDMA4ECL2Bz1viW+YZkAgIUugQ4YOyE jke53NDVCFROCiUHZ 7re
£f9/wPx5TgV3qzGhfR4bP2rdpiOt 9hAHVKS5cmUAR7+wjAJiYdLUQxP jAXBgkghkiG
9WwOBCRQOxXCh4TAGQAYQBUAGEWIWYJK0OZIhvcNAQkVMRYEFJ3fTdQF75rsYIa8J20E
6c5a3I+kMIHABgkghkiGO9wOBBwGggbIEga8wgawwgakGCygGSIb3DQEMCgECoFow
WDAcBgoghkiGO9wOBDAEDMA4ECFw78Uk8K64uAgIU+gQ4id0jRb3JyEMS5 fdpaeQR+
YEeMn+Y5KavplVD5HtgQQY9hhppbQgG4af7KY+MT 6xus 60NEQe JAESwxP jAXBgkg
hkiGO9wOBCRQxCh4IAGQAYQBUAGEWIWYJKOZIhvcNAQkVMRYEFEgDhsFpulHhtrt7z
zAawM6xXMt 2WMC8wHzAHBgUrDgMCGgQUzSoHpcIerV21CvCOjAe5ZVhs2M8ECCSD
kkz12M1tAgIoAA==

————— END PKCS12-————-—

9. Security Considerations

The keys presented in this document should be considered compromised
and insecure, because the secret key material is published and
therefore not secret.

Any application that maintains a deny list of invalid key material
should include these keys in its list.

10. IANA Considerations

This document has no IANA actions.
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